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Anomaly Detection

Anomaly Detection is the search for the unusual, rare or exceptional.

(Al generated
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Anomaly Detection

1936 Photo by C. D. Anderson.
Track usually bends to the right

Led to discovery of anti-matter and a
Nobel prize
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Anomaly Detection

Difficulty: We don’t know how the
anomaly looks like

= Anomaly Detection is not easy

(Nuledo.com; edited)
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Anomaly Detection

(visitflorida.com)
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Effective Anomaly Detection
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Effective Anomaly Detection
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EAMREE, MTEER

“Three stooges together are smarter than a legendary tactician alone”
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Ensembles for Anomaly Detection

Instead of one anomaly detection
model, we combine multiple ones

sl Usually slightly more accurate
'@ Much slower

(Inspired by Chiang et. al. 2017; A study on anomaly detection ensembles)
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Abstraction

Abstraction is the process of simplifying complex systems by focusing on high-level
concepts.

(San Diego Zoo) (Al generated) (Personal photo) (Personal photo) (Personal photo; Chengdu Metro)
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Abstract Ensembles for Anomaly Detection

Instead of a few complex models, use many

simple, high-level models

ol Faster submodels
ol Allows for more submodels
ol Each submodel is more interpretable

sl Can exploit the ensemble structure

'@ A submodel won't work on its own

Example: Isolation Forests
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(2]
=~
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Contributions and Publications

- Most papers as first author or equal
contribution
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Contributions and Publications

- Multiple papers in A/A* conferences
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Contributions and Publications

- 4 Papers currently still under review/on
arxiv
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Structure of this thesis

VIl Using Test Time training to improve

[l Benchmarking Ensemble Methods .
g Anomaly Detection Performance

IV DEAN: Deep Ensemble Anomaly IX Understanding the limits of Test time
Detection training in Anomaly detection

V SEAN: Shallow Ensemble Anomaly

. X Hyperparameter-aware Benchmarking
Detection

VI Post-Robustifying DEAN by Model
Selection

XI Abstract Re-ldentificaton

VIl Efficient Explanations using Shapley Xl The Problem of Correlated
Values Representations in Contrastive Learning

Abstract Ensembles for Anomaly Detection 30.06.2025 11/ 38



Structure of this thesis

Abstract Ensembles for Anomaly Detection 30.06.2025 11/ 38



Structure of this thesis

Abstract Ensembles for Anomaly Detection 30.06.2025 11/ 38



DEAN

Deep Ensemble ANomaly detection

Simon Kluttermann, Tim Katzke, and Emmanuel Miller. “Unsupervised Surrogate Anomaly
Detection”. ECML PKDD, 2025. (To appear)



DEAN — Methodology

Train each submodel f(x) by minimizing

Logav = Y lIfi) =1, VfieF

XeXtram

Results in MLPs with roughly constant

outputs for normal data

Abstract Ensembles for Anomaly Detection

Average each submodel error

1
score(x) = Al D) = aillP, qi =1

fief

The higher this score, the more likely x is an

anomaly

30,06.2025 13/38



DEAN — Results

All datasets

Average Rank
4 6 8 10 12 14 16

’—' ‘U s Evaluated here on ADBench datasets + 19
for — DAGMM competitors
EAN —— ~——VAE

CBLOF L——NF . oy

Newfal ——— | o s Highly competitive, and best on larger datasets

lForeCst {{(l)}ll)): i ) )
DecpSg Soan s Strong improvement with multiple submodels

' Better
Larger half of datasets
Average Rank 80%
5.0 7.5 10. 12,5 15.0 17.5
i B 75%
DEAN SOD 5 2% 1 fi
- . 0 lower periormance

KN L~ Dicmm 2 70% with 13% submodels

DTE L—— VAE T
NeuTral COPOD i

AE — t——————— HBOS H

CBLOF —8¥— t——— ECOD 65% i

Gggﬁ B‘EECM 0 20 40 60 80 100
IForest DeepSVDD Number of Submodels

' Better
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DEAN — Conclusion

ol Competitive performance
s Better on complex datasets
ol Adaptable

'@ Slow

—— DEAN
Accuracy

Explainability Efficiency

/

Adaptability

= Lots more to do!
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DEAN-SHAP

Simon Kliittermann, Chiara Balestra, and Emmanuel Miller. “On the Efficient Explanation
of Outlier Detection Ensembles Through Shapley Values”. PAKDD 2024.



DEAN-SHAP

we propose a polynomial time
computation of Shapley values for
interpreting anomalies
for abstract ensemble methods
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DEAN-SHAP

Original

Unexpected

Expected

ct Ensembles for Anomaly Detection



DEAN-SHAP

(contains MNIST images)
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DEAN-SHAP

(contains MNIST images)
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DEAN-SHAP

Unexpected

Expected

1tains CelebA images)
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DEAN-SHAP

(contains CelebA images)
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DEAN-SHAP — Conclusion

—— DEAN-SHAP
Accuracy

sl Reasonable explanations
sl Even on complex datasets

Explainability e »-—> Efficiency

s Shows the limits of an anomaly
detection method

Adaptability
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SEAN

Shallow Ensemble ANomaly detection

Simon Kliittermann, Vanlal Peka, Philipp Doebler, and Emmanuel Miller. “Towards Highly
Efficient Anomaly Detection for Predictive Maintenance”. ICMLA 2024.



SEAN — Motivation

Can we simplify DEAN submodels further?

(Personal photo (tinyurl.com/eeetcxzu, edited) (Al generated)

Simple MLPs = Linear regression
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SEAN — Methodology

Instead MLPs use feature vectors « so that Average each submodel error
. T 2 1
X —1 - Ty, _ q||power
min > (o ) score(x) = T > lledx =1
XeXnormal,r i
Results in roughly constant a/x for normal The higher this score, the more likely x is an

data anomaly
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SEAN — Results

~
N
X

72%

Average performance (AUC-ROC)
3
X

68%

KNN, LOE
DEAN
-2.24% AUC
23000x faster SEAN
CBLOF
PCA IForest
0OCsvM
HBOS,
ECOD, copoD
LODA’
1h 10m 1m 10s 1s 0.2s

Average runtime

Abstract Ensembles for Anomaly Detection

s 23000 times faster than DEAN with
50 submodels

'@ Slightly lower performance
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1h 10m 1m 10s 1s 0.2s

Average runtime

Abstract Ensembles for Anomaly Detection

s 23000 times faster than DEAN with
50 submodels

'@ Slightly lower performance

s Can outperform DEAN in both
performance and runtime with
10000 submodels

79.4%

79.1%

o Polynomial (2) fit .
2 78.8% =

&~ DEAN

77.6%

1k 10k 100k
Number of models

M
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SEAN — Conclusion

- sé Much faster
sl Can be more accurate
o Can runin 4 MB RAM
5 '@ Less expressive

(contains MNIST images)
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—— SEAN

Accuracy

sé Much faster

sl Can be more accurate
Explainability Efficiency s Canrunin 4 MB RAM

'@ Slighly less expressive

Adaptability
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DOUST

Deep OUtlier Selection using Test-time training

Simon Kliittermann, Emmanuel Miller. “About Test-time Training for Outlier Detection”.
arXiv preprint, Under review at BigData 2025



Test-time training

- Consider a face recognition system

(Al generated, edited)
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Test-time training

- Consider a face recognition system

- What happens when something
changes?

- Like for example, people wear corona
masks.

(Al generated)
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Test-time training

- Consider a face recognition system

- What happens when something
changes?

- Like for example, people wear corona
masks.

Solution (by Yu Sun)
= Use test data to adapt the system

(Al generated)
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Test-time trainin maly Detection

£ 100%

é 75% - Anomaly detection is very similar
é 50% - Training < Test-distribution

£ 25% T amngdae - We try to maximize this difference
E

S5 0% =510 =005 0.00 0.05 0.10 0.5 0.20 = DOUST algorithm

Outlier score (ifor algorithm)
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DOUST — Methodology

Two-step training process:

(2) Maximize the difference between
training and test

1 1’ 2
Lhoyst = Y (f,-(x)— 2) Looust= Y i)+ D (1—-fi(0)

XEXtrain XEXtrain XEXtest

(1) Pretraining similar to DEAN

score(x) = HTTH Zf,-(x)

fieF
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DOUST — Results

ifor
(AUC=0.804)

cblof
(AUC=0.827)

(AUC=0.863)

knn

doust
(AUC=0.937)

supervised
(AUC=0.946)

4

3 2

Average rank (45 datasets)

Abstract Ensembles for Anomaly Detection

s Outperforms the previously

best algorithms
- A supervised model is

generally better than an
unsupervised one

sl DOUST is insignificantly worse
than a supervised random
forest
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D — Limitations

~100%
el
@ '@ The performance depends on v
S (fraction of anomalies in the
= 90%
S test set)
o
g '@ Only seems to work when
> .
anomalies are common
< 80% g 5%  10% 50%

Outlier fraction in the test set (v)
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DOUST — Limitations

'@ The performance depends on v

1 N: Nulmber of (fraction of anomalies in the
N> — sampres test set)
2 v: Fraction of
v ) '@ Only seems to work when

Anomalies .
anomalies are common

s Anomalies may be rare when the

o We found a limiting equation dataset is large enough
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T — Conclusion

—— DOUST
Accuracy

sl Very good performance
'@® Slow

'@ Unreliable

= Further research needed

Efficiency

Adaptability
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DOUST — Conclusion

Some of which has been done by thesis
students

sl Very good performance - Gautam Hariharan: Anomaly Detection
P Slow Model Selection Using Super-AUC Scores
'@ Not reliable

= Further research needed

- Vikas Kumar: Test-time training for
anomaly detection in Time Series

- Minjae Ok: Enhancing Anomaly
Detection through Test-Time Training
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Conclusion

s DEAN competitive and highly adaptable

sl SEAN 23000 times faster with similar
performance

s DEANSHAP allows explaining anomalies

s DOUST drastically more accurate, but
unreliable

DEAN
SEAN
DEAN-SHAP

Accuracy

Explainability <« o> Efficiency

Adaptability
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Future Work — Polyra

Can we simplify our submodels even further?

(Personal photo) (tinyurl.com/2f2dtusk) (tinyurl.com/eeetcxzu, edited) (Al generated Al generated)

= Polyra
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Future Work — Polyra

With a NN +reject option With Polyra

Pote=

Size: 72000 floats Size: 15 floats

Polyra

With a NN

With Polyra

vIOU: 0.844 vIOU: 0.994

(Under Review at NeurlPS)
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Future Work — Statistical detection

]
N> —

- We test whether we can detect the v

existence of anomalies using statistical

tests =
- Using the KS-Test we rediscover

DOUST's limiting equation 1 N

N> — ~c(o)?- (1
2 (0) ( * Nmax)
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Future Work

- Anomaly Detection left behind other disciplines
- Incapable of detecting arbitrarily complex signals

Thus, we need
= More reliable evaluation approaches
= Benchmark datasets for complex tasks

= More modular anomaly detection setups

(Ben Ernst)
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Thank you

Co-authors

Students
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Feature Bagging

g/machine-learning

ng-in-machine-learning)
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Thresholds and Anomaly Scores

(A. Llamas et. al. "Flight Data Monitoring (FDM) Unknown Hazards detection during Approach Phase using Clustering Techniques and AutoEncoders”)
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Supervision

(J. Yoon et. al. "Unsupervised and semi-supervised anomaly detection with data-centric ML")
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DEAN — Original

3
(=}
X

60%r

ROC-AUC score

50%

Constant P, o)
Output variable

Autoencoder 0ss: Lae = Yo | INPUt — Output]®
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DEAN — Axioms

1) The pattern function g should produce outputs of similar scale for all inputs:
Vxq, %, € R it holds that ||g(x:)|| = [lg(x)l.
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DEAN — Axioms

2) When learning to approximate g multiple times under identical training conditions, the
variance in performance should be small. For learned instances fi, ..., f5 it holds that
Var(m(f)) < 6%, where the constant § > 0 is as as small as possible.
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DEAN — Axioms

3) There should be no trivial solution fiiviar such that VL (fivial) = 0 and fivial(x) =~ ¢ for
all x € RY and some constant ¢ € R~
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DEAN — Axioms

4) For any two reasonable hyperparameter sets H,y and Hg, let fy, and fu, be the
corresponding learned models. Then the performance difference should be bounded as
Im(fu,) — m(fu,)| < n, where np > 0 is chosen to be as small as possible.
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DEAN — Axioms

5) The learnable function f needs to be represented by a universal function approximator,
capable of approximating any continuous function g : R — R to arbitrary precision on
subsets of RY.
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Left Brain <> Right Brain

(Michela Buttignol for Verywell Mind)
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Shapley Values

o= Y PHEC =D s 0 iy - vs)
SCN\{i} '

- Proposed by Lloyd S. Shapley in 1953

- Calculates the contribution of features
in a fair and theoretically grounded way

'@ Requires exponentially many models to
be trained
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Shapley Values — Attributes

(hotcarbon.org/assets/2024/pdf/slides-7.pdf

Abstract Ensembles for Anomaly Detection 30.06.2025 38 /38



DEAN-SHAP

Let the model be

If v(S) is an ensemble with feature

bagging v(S)(x) = Zﬁercoreﬁ (%)
= we can calculate every step at the same Then we calculate two sums

time Di(V) = Dscmqip ofer

= results in polynomial time cost
whose order we can reverse

= Z]‘,EF ZSgN\{i} e

30062025 38 /38
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Training Curves — DOUST

0.45—

—— C(Cardio dataset

0.40|

0.351

Loss

0.30|

0.25]

0.20t

0 10 20 30 40 50
Epoch
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Training Curves — DOUST

0.44¢ —— Mammography dataset |
0.42/
8
—
0.40/
0 10 20 30 40 50

Epoch
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Donut dataset
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Quantiles Algorithm

Average Rank
2.6 2.8 3.0 3.2

DTE(268) - L OCSVM(230)

Quantiles(2) L GoAD(156)

DeepSVDD(339)
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Il Benchmarking Ensemble Methods

AErr compared o
Methods [ M | Mean | Maxiomin
maximum O1)
maximum (2)
maximum (simple)
maximum (clipped 1) 91.
maximum (clipped 2) | 0712 | 95.002%

[ Mazimiin_|

61.153%
2

Simpler methods are often better

0747 | 9689

0754 | 96.794%

0752 | 96.708%

755 | 96.761%

0744 | 96.659% 1381 | 0595
0743 | 96.761% | T8.658% | 0.475% 1056 | 0.269

Some ensembles submodels usually outperform

83.664% | 1.065%

1205 | 0509

0673 | 95.992% | 36,957 0.002% 0.687 —01
0.671 96.439% 35.013% 0.682% 0.66 ~0.126
i i) | 0343 | oronen | sras | 4iam e the ensemble
minimum (clipped 2) | 0.672 31% | 34.76%
can (01) 0753 075% | 77.9290"
I2mean (simple) 0735 | 97.753% | 65.479%
0 | s | Shaan | S .
D | o | e | T Which thods t h
YL L IC etnods 1o use wnen

mean (z) 0728 | 96.185% | 52.526%

I3mean (simple) 0734 | 97.618% | 65.393%
I3mean (clipped 1) | 0.706 | 93.834% | 39.472%
Dmean clipped 2) | 0.734 | 95.336% | 56.223%

0.728 96.396% 52.426%
Zon Which models to choose
0.708 10.809%
0.735 57.487% 3.016%
0757 85.036% 2655%
0.756 2.652%
0.756 3.009%
0.746 2.296% 3 .
mebbioh | o Stacking for unsupervised ensembles
0.757 1.434%
0.756 1.074%
0.752 3.22%
) 0.664 78.755% 768%
0.754 97.283% | 2502%

0759 | 97807 | 66.259% | 6.148% |
K

0751 | 96.73%
0731 | 06.511%
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Il Benchmarking Ensemble Methods

0.76
* 160
50 . .
o 0.75 . Many different ensemble functions suggested
S 40 - .
< S No visible benefit through complexity
©0.74 30° . .
g * 8 Best two ensemble functions are maximum
>
@ 20=
0.73 and mean
»® 10
® ® ® * 0
0.72
S FH FH D
(4 (4 X (4
F ¥ ¢ FF S
& N & S S

— Not a solved problem

Abstract Ensembles for Anomaly Detection
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Il Benchmarking Ensemble Methods

min/mean/max(AUC submodels)

Unsupervised ensembles do not perform
better than each submodel (4%)

o
o)

maximum ensemble

15; But usually perform better than random
%0'7 submodel (75%)

506 Safely performs better than worst submodel
o V.

(99.8%)

0.5

ensemble

— Unsupervised ensembles work differently than supervised ones

Abstract Ensembles for Anomaly Detection

30062025 38 /38



Il Benchmarking Ensemble Methods

% ;
0.765 ¢ * 84%
U g
81% © i
2 best AUC score 2 maximum on average the best
o A
5 0.76 78% g
5 most likely uSeful m— 2
5 U'S & mean most often the best
® 75% @
0.755 ¢ ¢
% 72%
maximum maximum mean mean
01 norm Z-sCore norm 01 norm Z-score norm

— mean more reliable, maximum more effective

Abstract Ensembles for Anomaly Detection
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Il Benchmarking Ensemble Methods

=}
+1% 283 4 ~
EE Rk Not every algorithm works equally well in an
0% oo S EReEERE o8 O omm bl
SEEEEEREERCEEEN e | | ensemble
19 SEEZEzA EEg5°EBASEEC . 4 .
Q- % ST 88 © S Similar algorithms <« similar improvement
Q «© . . . .
3 -2% < Unique algorithm — high improvement
-3%
—4%

— Algorithm performance less important than creativity
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Il Benchmarking Ensemble Methods

0.765 * o
' Combination g
0 g
2 5% &
< <= Dhest AUC score g

[}
& 076 ¢ ¢ N
3 most potential == {4% 3
5 % 2
2]
=1
0.755 * 3% ©
¢ ®
maximum mean knn gaussian

Stacking: Train a model on the output of other Cant outperform simple ensembles on average

models But can most often improve each submodel

Not well studied in unsupervised AD — Future work
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VI Outlier Detection is susceptible to Adversarial Attacks

Original Sample Ensemble Pseudo-Adversarial

- adversarial are
designed to fool neural
networks

- here: false positive
anomalies

- robust
& no adversarial

normal anomalous

= verify through SMT solvers
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VI Currently, Verification has some Caveats

Exponential Runtime Limited Use

How to solve these problems?
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VI Ensembles can help solve this

- Not one complicated model but an ensemble of simple models
- constant model size through feature bagging
+ Loss function: L% (x) = (fi(x) — g)%, g =1
- Anomalousness: Anom(x) = 1/ SO L9ea7(x)
normal, if Anom(x) <
- X =
abnormal else

30062025 38 /38
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VI Verification by Divide and Conquer

wee(fi, A) = supyea |9 — fi(X)||se  Solve through SMT Solver

— Very good approximation, ~ 1% uncertainty
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VI We Pos bustify by leaving out Models

) ) ) Leaving our models with large wce...
With larger dimension...

0.25
0.94
104 "
—— RandNet 0.92 0.20
5 DeepSVDD
. 10°F 1 DEan 8090
£ = 0.15
F 20.88 " not robust 2
2 E 3 robust 5
$0.86 0.10
2
m
0.84
0.05
0.82
0.00
080 200 700 500 800 1000

number of models used

.verification time stays constant - makes the model robust

- keeps the predictive power
We overcome both challenges by network design!
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VI Future Work: This can work for more than one sample

12 [ No Robustification
- Verification only locally possible Lo [ 1 Sample Robustification
- Limits practical usability
8
- Here 1 sample robust models are also more S
robust on other samples % 6
[a]
- Allows verifying multiple samples (~ 20 with
~ 50% models remaining)
2
0701 0.2 0.3 0.4 05
ULAS
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IX Understanding the limits of Test time training in Anomaly detection

Isolation Forest — 100%

300 iy
1000 B - 80%
3000 4 2
" 60% =
210000 E
% o
3 =}
5 30000 10% &
100000 s : g
y : 5]
300000 20% A

1000000 ¢ ld
0%

=
=)

Anomaly fraction
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IX Understanding the limits of Test time training in Anomaly detection

100%’ é_ __________ @-————————— 2 4
//, ,_;z"!
3} /’, ,f"::” T
= . -
E // // ,”’
L 4 // 4 |
E 75% ,’/ ,/ ,/' T x
8 / R Pl =
o J/ L // ,,,/
=] / Ry .
5 l v ‘
5 50% v S 5
.
fB , e K L
4 . <7 ., Y
3 s R S 4- HBOS
7/ - 1 ’
% ;’ ,/', ,/” L ,/’ _{_' GMM
< L Ry
g 25% /I/ gt /”‘ -¢- IForest
4 POl st 1
< Pt o COPOD
. -$- PCA
0%t |
1 3 10 30 100
v 2 7z 7z =
Hypothesis

Abstract Ensembles for Anomaly Detection 30.06.2025 38 /38



X Hyperparameter-aware Benchmarking

BSLBSLBSLBSLSLBSLBSLBSLBSLBSLBSLBSLBSL

80%

AUC-ROC
3
X

=
S
X

=
Z.

DeepSVDD
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XI Abstract Re-identification

light off

light on
£ W . . . ° s . . .

Abstract Ensembles for Anomaly Detection
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XI What is Re-identification?

Camera 1 Camera 2 Perspective

Central

- The task of distinguishing a single
individual from a group of similar
entities

Rotation left

- Pallet blocks very similar to each other

. Rotati ight
- No pretrained models otonme

- Our dataset: 5,020 images of chipwood Shift left

- 10 images per ID

Shift right
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Xl What are Siamese Neural Networks?

Learn representation, for example using
Triplet loss

Ltrfplet = max(O, Hf(Xg) _f(XiJ)HZ
— [If0) = D) 2 + @) )

Close representation: Likely same object

Like classification, but oo classes

(Yu 2020)
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Xl Submodels

100%
Our heterogeneous ensemble:
80%
- Image-based model
- Dense model for averaged pixel &
= y
=4 e Color variance
alues . g 40% - - Brightness
- Dense model for averaged pixel i B Average color
and color values 20%| o ~=~ Graph
. . ) Image
- Dense model for pixel variance 0 g
. %12 3 2 5 6 7 8 9 10
- Graph-based model from prior work Rank
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Xl Ensembling Functions

100%

80%
Our ensembling functions:
- Concatenating model 60%
representations
- Weighting the models
- Majority vote ensembling
- Neural Network ensembling 0% on S R —
Coﬂca‘e(\\;exgh‘edg}z‘xgh‘edT%’&"“w T

40%

Accuracy

20%

--- Non-ensemble
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X| Performance

Dataset Model Rank-1 Rank-10 Runtime [s]
4*Wood Ensemble 0.703 +0.079 0.964 + 0.020 287
Graph 0.526 + 0.052 0.904 £ 0.045 50
Image 0.486 +0.032 0.799 £ 0.060 213
Inception 0.518 & 0.05 0.918 & 0.014 1,116
4*Metal Ensemble 0.777 +£0.054 0.992 + 0.007 257
Color Variance 0.549 4+ 0.057 0.909 4 0.022 8
Image 0.360 £ 0.033 0.898 £ 0.047 224
Inception 0.681£0.059 0.951+0.013 1,283

= Ensembles work best!

Abstract Ensembles for Anomaly Detection
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Xl Reliability

Em Standalone method

15% N Ensemble

12%

- Ensemble uncertainty generally lower
than individual model uncertainty

Weighted Triplet
NN Triplet

9%

Brightness

6%

= Thus ensembles easier to train

Relative uncertainty (Rank-10)

Majority Vote
Concatenation

3%

Color variance
‘Weighted Rank-1
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XIl A Paradox

Better Re-identification

256px

128px

85px

_I_|

Fewer Features

50% 60% 70% 80% 90%  100%
Rank-1 Accuracy
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XIl Lets investigate

Lets start by looking at the representations learned
(Columns: Features, Rows: Samples)

2392 4237 3580 0.00 000 0.00 0.00 000 2009 0.00 0.00 432
1752 26.86 2560 0.00 0.00 0.00 0.00 0.00 16.45 000 0.00 1.28
11.75 3219 2243 0.00 0.00 0.00 0.00 0.00 16.54 0.00 0.00 2.89
30.68 43.65 4556 0.00 0.00 0.00 0.00 000 1881 0.00 0.00 0.00
3724 428 4345 0.00 0.00 0.00 0.00 000 1017 0.00 0.00 0.00
1395 30.84 2115 0.00 0.00 0.00 0.00 0.00 16.17 000 0.00 5.46
2425 3345 3171 0.00 0.00 0.00 0.00 0.00 1860 0.00 0.00 0.00
1528 28.16 2938 0.00 0.00 0.00 0.00 0.00 1392 000 0.00 0.00
20.23 3647 2649 0.00 000 0.00 0.00 0.00 2121 0.00 0.00 6.59
1432 3369 2884 0.00 0.00 0.00 0.00 0.00 1429 0.00 0.00 0.18

Lots of pointless features. Could this be the reason?
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XIl Lets check: Correlated Features

- 4 Linear Fit
Different Compressions
Area of Uncertainty

(=2} (=}
(=) o
.
.

o
&1}

Define metric: Correlated Features
¢f = dim(R) — rank(R)

75% correlation to accuracy

Correlated Features
5 3

TS
(=}
o
.

w
)]

55% 60% 65% 70% 75%  80%
Rank-1 Accuracy
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Xl Lets check: Average Correlation

36%—
. . 33% T
Better metric: Average Correlation .
Q
_ 2 DD "y
mAC = D-(D—1) Zz/ ZII,>V .HCO”’ || E 30% o
99.7% correlation to accuracy | Linear Fit .
_6 . « Different Compressions s N

p value <107 — significant 27% Area of Uncertainty RO

55% 60% 65% 70% 75% 80% :
Rank-1 Accuracy
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XIl Hyperparameters

-, 100% 100%
g 8
5 75%1 . ] I75% z
< s50%° ~ * = 50% <
fé 5%, r ot s = =125% é
= 0% 0% =
, . 100% 100%
Let's see if we can change ¢f and mac Jeq T DatasetA 5ok
. . . °l ¥ DatasetB °
Here Learning Rate and Activation % 0%l . - . ol50% %
Function sl T . . oo
cf easy to change, but mAC and accuracy 0% 0%
stay constant g100 100§
=1 =1
8 75 . 75 g
= . 3 °* = H =
2 50 = = 50 2
=3 [} k3 =l
% 25l = . 25 &
£ . £
©  107% 10~ L.ReLU ELU ReLU ©
Learning Rate Activation Function

Abstract Ensembles for Anomaly Detection 30.06.2025 38 /38



XIS features are learned badly, can we just learn more?

100%
800r Maximum Features
—— Correlated Features (10x error)

Can we use more features 600/ 1 mAC (10x error) = 75%
# nontrivial features stays constant 5 s0% 2

£400 o ° g
— S0 no R W Yo |

. 200 25%

3 maximum number of learnable _
features :

100 200 300 400 500 600 700 800
Representation Dimensionality
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XIl Neural network size

0.8 N
> } Accuracy (3x reduction) 0.40
2 0.7 Baseline
. . - 3 1 § jo.38
Bigger NN have a higher limit Sos } % 3 i g‘;
. - ) 0.36
— Its a problem of NN not being able to % 0.5 ) {
©
fit every function! (bias > 0) ~ 0.4 I ! { 0-34
0.32
(remember: NN are only able to fit any 0% Nedncount Multiplier- 25

function, when oo nodes)
Figure 1: Accuracy and mAC when multiplying the

most approaches use giant networks A
amount of features after each hidden layer
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XII A better way

100%
55%
i ;
i 0= -
b slas%o
75% .
Ensembles can lower bias 2 } = T s . = 35%
1] . N .
o ) . 0
same # features, much better g8 f 25%
. . . ©
reidentification < 50% b
I & .

outperforms initial E [] s g
. & 3 60 5
compression method ! 5
. . 25%!1% &
more effective than bigger NN %" 3 Dataset A 405
¢ Dataset B ®
e Dataset C .0 3 20 g
"""""" Compression . S

0%

(=]

1 2 3 4 5 i 2 3 4 5
Amount of Submodels Amount of Submodels
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XII A better way

Dataset A:

_ 100% —
baseline: 60% R R T e T itttk
compression: 80% S 5% f.ect B i

. —~
with ensemble: 95% 5 =
o ==

Dataset C (Market 1501) almost < 50% .EI‘
competitive L ! DatasetA

, , 3 25% ¢ Dataset B
SOTA about 95% — 98%, we « Dataset C

0,

have 90% 0% 5 10 15 20 25 30 35 40

but without giant models and Amount of Submodels

without pertaining
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XII A better way

Usual way Our approach
Larger and larger models Simple Ensemble
Expensive training Very fast training
Requires many GPUs Can even be done on CPUs
Less effective More effective
Limited by Computation Power Limited by Creativity

+ Lots of potential to improve this further
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Polyra — Motivation

(Al generated
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Polyra — Methodology
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Polyra — Shape Approximation

Il True negative B False positive Il True positive
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Polyra — Anomaly Detection

Average Rank
3 4 5 6

Polyra (0.79) DAGMM (0.61)
NeuTral (0.75) — NF (0.61)
(0.71)

(0.72)

DTE (0.71 L VAE (0.61)
DeepSVDD (0.72 GOAD (0.71)
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Polyra — Generative Al

Abstract Ensembles for Anomaly Detection 30.06.2025 38 / 38



Polyra — Abstraction

Size: 72000 floats Size: 15 floats

vIOU: 0.844 vIOU: 0.994
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Polyra — Abstraction

—0.7071  —0.7072 —0.5303

—0.7081  0.7061 0.1759

0.7086  —0.7056| -x < | 0.1784

0.7155 0.6986 0.8852

0.7853 0.6192 0.8967
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Polyra — Abstraction

Initial Fit Abstracted Model
/-\91 . . o ° .. . o °
g
\%80
g .
E170 :
20 .
g :
= 59 Data
=N Model

20 26 34 40 438 20 26 34 40 438
Eruption length (min) Eruption length (min)
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Polyra — Abstraction

~0.756  —0.6546 ~0.0522
0.6207 —0.784 0.095
0.8259 —0.5639| -x < | 0.1859
~0.6207  0.784 0.3054
0.7643  0.6448 0.5405
[ 0.4978  —0.8673] —0.0259]
—0.7498  0.6617 0.1568
~0.1934  0.9871 0.8063
V X <
~0.9716  0.2366 —0.2722
0.0267 —0.9996 —0.3493
| —0.9982 —0.0606 | —0.4175
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Polyra — Clustering
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Benchmarking Trust: A Metric for Trustworthy Machine Learning
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Benchmarking Trust: A Metric for Trustworthy Machine Learning
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Benchmarking Trust: A Metric for Trustworthy Machine Learning

DukeMTMC CelebA

- o

[}

- &

]

YOLO GoogleNet

K9

(=]

&

0 2 4 6 8 10 0 2 4 6 8 10 2 4 6 8 10

Subscore Subscore Subscore
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Benchmarking Trust: A Metric for Trustworthy Machine Learning

3.19
GPT-3 —
B
4.42
GoogleNet —
eeeyree—
5.81
YOLO ; L .
L | o ]
| |
3.12
] . DukeMTMC
+ .
]
6.89
real——— LARa
0 1 3 4 5 6 7 8 9 10

FRIES Trust Score

Abstract Ensembles for Anomaly Detection

30.06.2025

38 /38



A Laser-based Volumetric Measurement Approach for Industrial Settings
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A Laser-based Volumetric Measurement Approach for Industrial Settings
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Exploring the Impact of Outlier Variability on Anomaly Detection Evaluation Met-

rics
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Exploring the Impact of Outlier Variability on Anomaly Detection Evaluation Met-

rics
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