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ABSTRACT

toring, and scientific discovery, yet current methods often struggle with computa-

tional efficiency, robustness, reliability and interpretability. Similar to most machine
learning tasks, ensemble methods have shown great promise here. Traditional ensemble
methods combine powerful anomaly detection models, assuming that diverse models re-
duce individual errors. While this slightly improves performance, it comes at a high compu-
tational cost. In contrast, we explore ensembles composed of simple, specialized submod-
els that, individually, are weak detectors but collectively form an effective system. As we will
show, this approach enables the construction of large and effective ensembles while main-
taining computational efficiency, as each submodel focuses on solving a simple, abstract
subtask. We refer to such ensembles as abstract ensembles.

This thesis advances the study of abstract ensembles in four key ways. First, we intro-
duce a novel deep-learning framework for anomaly detection based on abstract ensembles,
providing an effective and easy-to-use training methodology. Next, we enhance this ap-
proach by proposing a shallow variant optimized for speed and a test-time training mech-
anism for improved performance. Furthermore, we analyze the advantages of abstract en-
sembles in terms of interpretability and adversarial robustness, demonstrating their po-
tential for more transparent and resilient anomaly detection. Finally, we extend these ideas
beyond anomaly detection to re-identification tasks, illustrating the broader applicability
of abstract ensemble methods.

This thesis establishes abstract ensembles as a principled, efficient, and robust ap-
proach to anomaly detection and related tasks with significant theoretical and practical
implications.

D etecting anomalies is essential in domains such as cybersecurity, industrial moni-
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CHAPTER

INTRODUCTION

Anomaly detection is the search for rare, unusual, and exceptional events. It has many ap-
plications in diverse and critical fields, like fraud detection, predictive maintenance and
scientific research. For these applications, effective algorithms are crucial. Next to their abil-
ity to make accurate predictions (Olteanu et al., 2023), we believe that such algorithms also
have to be reliable in different situations (Yuan & Wu, 2022) and robust towards intentional
attacks (Najari et al., 2021; S. K. Singh & Roy, 2020). Many applications need to be run in
real-time (Decker et al., 2020; Gigoni et al., 2019), and thus we expect an effective anomaly
detection algorithm to make predictions fast. Finally, anomalies often represent faults to
be fixed or interesting samples to be further understood (Langone et al., 2020; Z. Li et al.,
2023; Mikuni et al., 2022), and thus, an effective anomaly detection algorithm also needs to

be interpretable.

In this thesis, we study a solution for effective anomaly detection, which we call abstract
ensembles. This approach produces algorithms that are highly accurate with low runtime
while being very reliable, and allows for robustness to adversarial attacks and for explaining

the reason behind anomalous samples.

Abstraction is the process of simplifying complex systems by focusing on high-level
concepts (Colburn & Shute, 2007; Giunchiglia & Walsh, 1992). This means an abstract de-
scription of a process is a simple but general representation of a possibly more complex
system. We extend this into abstract ensembles, which combine multiple simple abstract
submodels. Each of these submodels might only be able to describe a limited fraction of

a complicated behavior. However, by combining many of them into an ensemble, each is
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CHAPTER 1. INTRODUCTION

able to understand a different facet, and the ensemble can represent a more holistic under-
standing.

Because an abstract description is less susceptible to noise, it tends to generalize better
to new data (An et al., 2023). Furthermore, an ensemble of many diverse, abstract sub-
models tends to have both a lower bias and a lower variance compared to non-ensemble
methods (Gupta et al., 2022) and is thus able to describe complicated processes more accu-
rately. We exploit these effects with abstract ensembles, proposing multiple highly accurate

anomaly detection algorithms.

Other approaches towards anomaly detection aim to model the entire density distribu-
tion as, for example, a gaussian mixture model (Oluwasegun & Jung, 2023) or a normalizing
flow (Kirichenko et al., 2020; Rezende & Mohamed, 2015) do. In contrast, our abstract de-
scriptions only describe a small part of a possibly very complex process each. This means
that every of the submodels we use can be very simple models, which can be trained and
evaluated extremely fast. We will use this to create one of the fastest anomaly detection

algorithms ever proposed.

Describing complex behaviors through simpler, more abstract models is a core con-
cept in explainable machine learning research (Ribeiro et al., 2016; Soleymani et al., 2018;
Y. Wang & Tuerhong, 2022), as in contrast to large neural networks, the behavior of these
models can be understood by humans analyzing their weights. Furthermore, we will show
here that by studying relatively large ensembles of submodels considering slightly different
aspects of a process, we can exploit the structure of such an ensemble to interpret why a

sample is considered anomalous.

Adversarial attacks (Madry et al., 2018) are a problem common in machine learning,
and as anomaly detection is often applied to safety-critical fields, this is a problem that
effective anomaly detection has to solve (Boing et al., 2020). As our abstract descriptions
are a collection of simple submodels, which are supposed not to model every process in
detail, these are often already less exposed to the risk of adversarial attacks. Furthermore,
the largest problem of algorithms verifying safety against adversarial robustness is the ex-
ponential runtime of such algorithms as a function of the complexity of models. As our
abstract submodels are more simple and thus relatively fast to verify, we extend such veri-
fication to ensemble methods and show that we can both provably verify the robustness of
an ensemble in realistic time and also exploit the ensemble structure to make it even more

robust.

An often understudied problem in anomaly detection is the reliability and simplicity

of the training process. While not as important in supervised machine learning, anomaly
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detection methods are usually trained without knowing how an anomaly might look like
(Olteanu et al., 2023). This means that such an anomaly detection method has to function
well every time, as there is no feedback available later. This is what we refer to as reliabil-
ity. Training a simple, abstract submodel is generally easier and, thus, more reliable than
training complex models. Additionally, since we combine many diverse submodels, the re-
sulting ensemble is able to cancel out single submodel errors (Dodge, 2008). Thus, we will
show that our abstract ensembles are highly reliable and, furthermore, that we can trade
this reliability for even more accurate anomaly detection ensembles.

Thus, we believe that abstract ensembles provide an important perspective on anomaly
detection, offering an effective balance between accuracy, speed, reliability, robustness,

and interpretability. In this thesis, we make the following key contributions:

* We develop a novel anomaly detection algorithm based on abstract ensembles and

show its competitive performance against state-of-the-art methods.

* We verify the reliability and stability of such an abstract ensemble method and show

that they outperform standard methods in terms of consistency and adaptability.

* We improve this method by using even simpler submodels and show that this results

in one of the fastest anomaly detection algorithms proposed so far.

* We propose an alternative, more complex training procedure that, under certain con-

ditions, can drastically outperform state-of-the-art competitors even further.

¢ We show that such an abstract ensemble method is more resistant to adversarial at-

tacks and propose an efficient method for verifying their robustness.

* We demonstrate how abstract ensembles provide interpretable anomaly explana-

tions, leveraging the structure of diverse submodels to highlight anomalous patterns.

e We further analyze how abstract ensemble approaches can be applied to non-anomaly
detection tasks and show that approaches based on abstract ensembles also lead to

effective re-identification models.

Chapter Overview

To provide a comprehensive understanding of abstract ensembles and their applications,

this thesis is structured into the following chapters:
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CHAPTER 1. INTRODUCTION

Chapter 3 4 5 6 7 8 9 10 11 12
Accuracy v v v v
Speed v ) Vv v v
Robustness v V)
Interpretability v V) v
Reliability v v v )

Table 1.1: Overview of the chapters in which we discuss different benefits provided by ab-
stract ensembles.

* Chapter 2 provides related work on anomaly detection, ensemble learning, and ab-

straction.

* Chapter 3 represents a study searching for best practices in ensemble methods for
anomaly detection, which helps to guide the way we propose new methods in later

chapters.

e Chapter 4 introduces the theoretical background of abstract ensemble learning and
our own abstract ensemble method. This method, DEAN, is benchmarked against
state-of-the-art competitors, and its reliability, including its low dependency on hy-

perparameters, is demonstrated.

e Chapter 5 introduces SEAN, which uses even simpler submodels compared to DEAN

for extremely fast anomaly detection.

* Chapter 6 explores adversarial robustness, including a verification framework for en-
suring ensemble reliability and a method to increase the robustness of such an en-

semble further.

e Chapter 7 discusses interpretability in anomaly detection and demonstrates how ab-

stract ensembles can provide meaningful explanations.

e Chapter 8 introduces a further paradigm for anomaly detection, test-time training,
which trades the reliability of our abstract ensemble method against drastically higher

performance under certain circumstances.

e Chapter 9 discusses a limitation of the previous chapter and generalizes it into a more

fundamental property of anomaly detection rarely discussed.
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* Chapter 10 extends the benchmarking of our algorithms, by also considering the hy-
perparameters of our competitors.

* Chapter 11 considers heterogeneous abstract ensembles for re-identification to show

that abstract ensembles are a valid approach not only in anomaly detection.

e Chapter 12 extends the previous chapter to homogenous DEAN-like ensembles and
shows that such abstract ensembles are a more effective solution to re-identification

than commonly used complex neural networks.

e Chapter 13 concludes the thesis with a discussion of key findings, limitations, and
future research directions.

We further list which chapter considers which aspect of abstract ensembles in Table 1.1.
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CHAPTER

LITERATURE REVIEW

While topic-specific relevant literature will be discussed in the related chapters, this chap-

ter reviews those topics that are generally relevant to understanding the following chapters.

2.1 Anomaly Detection

Hawkins (1980) defines the concept of an anomaly (or an outlier) as "an observation which
deviates so much from the other observations as to arouse suspicions that it was generated
by a different mechanism.”. Anomaly detection is the search for such strange, unusual, and
exceptional observations. This has many different applications, classical ones like fraud de-
tection (Hilal et al., 2022; Levin, 2019; T. Wu & Wang, 2021), machine fault detection (Brito
et al,, 2021; Dong et al., 2017; Miljkovi¢, 2011; Radaideh et al., 2022) and predictive main-
tenance (Carvalho et al., 2019; Cinar et al., 2020; Dalzochio et al., 2020; Jovicic et al., 2023;
Shukla et al., 2020; W. Zhang et al., 2019; Zhu et al., 2024), but more recently also health-
care (Agosta et al., 2013; Archana et al., 2015; C. M. I. P. M. Castro, 2014; Fernando et al.,
2022; J. Zhang et al., 2020), computer safety (Salem, 2018; S. K. Singh & Roy, 2020; W. Xu et
al., 2022) and even scientific discovery (Craig et al., 2024; Lochner & Bassett, 2021; Mikuni
etal., 2022; Yamada, 2019).

Matching a large number of applications, many methods also have been proposed.
These can be classified according to different attributes. The likely most important of these
differences is the amount and type of available labeled data. In the unsupervised case, no

information about any labels is available, and thus, unsupervised anomaly detection meth-
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ods search for rare and unusual events when compared to the remaining samples. This
can be a daunting task since more uncommon samples sometimes appear indifferent to
anomalies, but it is very easy to apply, as no labels are required. In the opposite case, when
given access to labeled data, supervised anomaly detection (Yamanaka et al., 2019) is more
similar to the classification of imbalanced data. However, labeling many possibly very rare
anomalies can be extremely expensive. To solve this, semi-supervised methods (Ruff et al.,
2019) only use a small subset of labeled data to enhance an unsupervised method. This can
be quite effective (Ruff et al., 2021), but requires at least one of each type of anomaly to be

known before as it will not generalize well to new types of anomalies.

Because of this, we consider weakly supervised anomaly detection in this thesis. Here,
some normal samples are labeled, but no anomalies are known. Thus, the task of anomaly
detection means understanding the generating process and finding samples deviating from
them. Sadly, the nomenclature in anomaly detection research is inconsistent. Confusingly,
the weakly supervised case is also sometimes referred to as semi-supervised or unsuper-
vised (Olteanu et al., 2023). A more accurate name that is also sometimes used is one-class
classification (S. S. Khan & Madden, 2010), but we will refer to this as weakly supervised

anomaly detection to keep consistency with the alternative cases.

The weakly supervised case is interesting since labeling normal samples is generally
much cheaper than abnormal ones and can often even be inferred from past behavior
("Since this machine worked for the last weeks, we can consider its measured samples as
normal"). Additionally, given a large dataset of normal samples, it is straightforward to de-
fine what we are searching for, as we simply have to search for points that could not appear
in this dataset. Moreover, weakly supervised methods tend to generalize well to new types
of anomalies as they do not use any information about anomalous data. Finally, weakly su-
pervised anomaly detection is also easier to evaluate than the unsupervised case. Training
a model on an unsupervised dataset results in a performance that depends on the fraction
of anomalies in the dataset used. This forces benchmarks to choose between datasets that
realistically have extremely rare anomalies and highly uncertain performances because of
the low number of anomalies or, instead, relatively common anomalies and measurably
lower performances. Instead, in the weakly supervised case, we consider the limit of ar-
bitrarily rare anomalies in the training set and are still able to use as many anomalies as
we want during evaluation. This also implies that most unsupervised anomaly detection

algorithms can also be used in the weakly supervised case and vice versa.

Both of these approaches require minimal labeling and, thus, are easy to use. Because

of this, many methods have been proposed in this setting. These can be further classified
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2.1. ANOMALY DETECTION

based on their approach to anomaly detection: A common idea is to model the density dis-
tribution of the training set and consider samples in a low-density region as more anoma-
lous. This is directly done by algorithms like kernel density estimation (kde) (Rosenblatt,
1956), gaussian mixture models (gmm) (Oluwasegun & Jung, 2023) and normalizing flows
(nf) (Rezende & Mohamed, 2015). Other methods, like knn (Gu et al., 2019) and lof (Breunig
etal., 2000), are based on the distance of a new sample to existing ones or try to isolate more
rare samples like isolation forests (ifor) (Hariri et al., 2018; E T. Liu et al., 2008) and deep iso-
lation forests (dif) (H. Xu et al., 2023). Still, it can be shown that both of these approaches
are also effectively modeling density distributions with slight restrictions (Buschjiger et
al., 2022; Ramaswamy et al., 2000). Other approaches try to solve surrogate tasks on nor-
mal data points and identify anomalies as those samples where this surrogate task fails.
This includes those models that try to compress and reconstruct samples, like autoen-
coder (Sakurada & Yairi, 2014) and pca (Callegari et al., 2011). Also, DeepSVDD (Ruff et
al,, 2018) and NeutralAD (Qiu, Pfrommer, et al., 2022) follow this paradigm, learning a con-
stant representation and data transformations, respectively. Similarly generative models,
like anogan (Mattia et al., 2021) and diffusion time estimation (dte) (Livernoche et al., 2024)
can be exploited to find anomalies. Finally, methods like dagmm (Zong et al., 2018) and
variational autoencoder (Kingma & Welling, 2014) combine multiple of the previous ap-

proaches.

However, what most of these quite diverse approaches have in common is that they
tend to produce anomaly scores instead of clear predictions. The higher such a score is, the
more likely a corresponding sample is considered to be anomalous. To convert this into a
label, a threshold needs to be chosen. Samples above this threshold are considered anoma-
lous, and samples below them are considered normal. The benefit of such an anomaly score
is that the threshold can be chosen in a way that fits the application best. For example, a
lower threshold might be beneficial when anomalies represent possible life-threatening ill-
nesses (since false positive diagnoses are preferable to false negatives and missing a med-
ical problem), while we would choose the opposite for a spam filter (since missing an im-

portant email is usually worse than reading an additional spam mail).

Most metrics, like a simple accuracy or the more fitting F1-Score (Goutte & Gaussier,
2005), require first choosing such thresholds before evaluating a model. Instead, we prefer
evaluation metrics that can directly evaluate anomaly scores; otherwise, the performance
would depend on the threshold choice. We primarily use here the area under the ROC curve
(ROC-AUC) (Hanley & Mcneil, 1982). It is defined as the probability of a random abnormal

sample having a higher anomaly score than a random normal one. This means that a model
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with no predictive capabilities has a ROC-AUC score of 0.5. A perfect model reaches 1.0, and
the worst possible model, the one that considers every anomaly more normal than every
normal sample, reaches an ROC-AUC of 0.0. Effectively, ROC-AUC scores below 0.5 repre-
sent useless models, and in practice, even models with an ROC-AUC score of = 0.7 might
not be very useful. One crucial benefit of the ROC-AUC is that its calculation is invariant
under the fraction of anomalies in the test dataset (Ok et al., 2024). This makes it more use-
ful than, for example, the AUC-PR (Boyd et al., 2013), as it allows us to have unrealistically

many anomalies in the test set to reduce the uncertainty of the evaluation metric.

2.2 Ensemble Methods

Ensembles (Schapire, 1990) combine the outputs of multiple machine-learning models to
produce a higher-quality output. Ensembles have originally been studied for supervised
methods, where ideas like bagging (Breiman, 1996), boosting (Schapire et al., 1999), and
stacking (Mienye & Sun, 2022) allow even weak learners to perform well and generally out-
perform non-ensemble methods. Most ensemble approaches work by training and evalu-
ating submodels and combining these based on their performance. For unsupervised and
weakly supervised tasks, as studied here, this is not possible, as we are not able to evaluate
individual submodels. To solve this, some approaches use pseudo-labels to build boost-
ing ensembles (Sarvari et al., 2021; H. Ye et al., 2023). However, this relies on an effective
strategy to create inaccurate labels.

Instead, another approach is based on bagging multiple predictions together and com-
bining their model outputs with a combination function. We study and compare such com-
bination functions in Chapter 3. This approach works even without labels since it is less
likely that multiple diverse models make the same mistake (Dodge, 2008). In terms of the
bias-variance tradeoff (Bishop, 2007), such an ensemble is less restricted in the type of
functions it can learn (lower bias) and also smoothes out individual submodel errors (lower
variance) (Gupta et al., 2022). For this effect to work well, we require different submodel
predictions to not be highly correlated.

In anomaly detection, two approaches exist to reach such a set of submodels with high
variance: Heterogeneous ensembles combine different anomaly detection methods. This
generally means that they combine high-variance submodels. However, this also limits the
size of the ensemble by the number of implemented anomaly detection approaches, and it
has a significantly higher runtime than the non-ensemble approaches it uses as submodels.

As we will show in Chapter 3, it is also nontrivial to combine such predictions into a better
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model.

Instead, we mostly prefer to study homogeneous ensembles. These combine similar
models with usually just different random initializations. While there is often less variance
between submodels, this is mitigated by the larger number of models that can be com-
bined. Additionally, combining similar models is usually easier.

Some examples of homogeneous ensembles have already been proposed. An isolation
forest (E T. Liu et al., 2008) combines many semi-random decision trees. They also prove
that an ensemble does not need to be slower compared to an individual model. We will see
that some of the findings of this thesis also generalize to isolation forests (See Chapter 7).
Still, the fact that isolation forests use simple decision trees might limit the complexity of
functions they can learn, and the fact that they model density distribution (Buschjédger et
al,, 2022) limits how well they handle more high dimensional tasks (Bellman, 1966).

Thus, a deep learning alternative might be preferable. We want to highlight here Rand-
Net (J. Chen et al., 2017), which combines multiple autoencoder models into a better one.
However, Randnet also highlights the difficulties of such a heterogenous ensemble: Be-
cause they use a complicated choice of submodels, the performance improvement through
the ensemble is limited, even after using a dropout (Srivastava et al., 2014) like modification
of their neural networks (a random cut to the layer connections) to increase the variance of
their submodels. Additionally, this results in a relatively slow ensemble, as even when using
a low number of just 10 submodels, they still need to train 10 large neural networks.

Instead, we suggest using abstract ensembles. The key difference is that similar to iso-
lation forests, we don’t expect each submodel to be an effective anomaly detection model.
This allows us to drastically simplify these submodels, which in turn also increases their
prediction variance, resulting in a more effective and robust ensemble. And since simple
submodels are also much easier to train, these ensembles are also often faster even when

training many more models.

2.3 Abstraction

Abstraction is the process of simplifying complex systems by focusing on high-level con-
cepts (Colburn & Shute, 2007; Giunchiglia & Walsh, 1992). It is widely studied both outside
of machine learning and applied to different machine learning tasks.

For example, procedural abstraction is used in software engineering to hide compli-
cated behavior in functions and classes, which allows programmers to focus only on the in-
teraction between such objects (Ward & Rd, 1995). More fundamentally, the ability to build
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abstract theories to understand complicated behaviors is a crucial skill with many applica-
tions (Yee, 2019): In mathematics (Mitchelmore & White, 2012), we define abstract concepts
that generalize the behavior of complex objects into their most important parts (e.g., both
the Euclidean and the Levenshtein distance are both mathematical objects called metrics,
and we can prove properties of both at the same time). Similarly, physicists (Vaz, 2024) pos-
tulate that the entire universe can be described by a collection of various abstract fields. But
also outside of fundamental science, an abstract understanding is used when fables and al-
legories are used to convey complex ethical lessons or when we group together complex

political ideologies into a simple left-right separation.

As this seems to be a fundamental part of how we think, it is perhaps not surprising
that abstraction is also studied in many facets of machine learning (Kozma et al., 2018).
Some approaches directly search for simplified models to approximate complex ones. Such
a model is commonly referred to as a surrogate model (Koziel et al., 2011). For example,
LIME (Ribeiro et al., 2016) uses simple interpretable surrogates to explain the behavior of a
more complex model locally. Similarly, pruning (Blalock et al., 2020) and knowledge distilla-
tion (C. Yang et al., 2024) create a simpler secondary model that should mimic a more com-
plicated one. Here, abstraction results in either more interpretability or a reduced model
size and a reduction in overfitting. Additionally, the resulting increase in generalizability is
used by transfer learning methods (Zhuang et al., 2020) to further specify the task a model

is trained on.

In another approach, some methods replace general fully connected neural networks
with smaller, more abstract layer types by assuming certain properties of data. For exam-
ple, convolutions (LeCun et al., 2015) assume translation invariance and that pixels close to
each other matter more towards image classification than pixels far away from each other.
Similarly, recurrent neural networks (Rumelhart et al., 1986) process sequences in an or-
dered manner, where past information influences future predictions, though they struggle
with long-range dependencies. More recently, transformers (Vaswani et al., 2017) use self-
attention to dynamically learn dependencies across the entire input, overcoming these lim-

itations.

Finally, some methods create a simplified data representation (Soleymani et al., 2018).
This kind of abstraction assumes that a complicated behavior with many features can ac-
tually be described by lower dimensional representation. Examples here include regular-
ization (G. Li et al., 2021) and lasso regression (Tibshirani, 1996), searching for the most
important subset of features. When this is not effective, dimensionality reduction methods

like PCA (Callegari et al., 2011) or Autoencoder (Fournier & Aloise, 2019; Maggipinto et al.,
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2018) can create a dependent set of features.

Generally, we see four benefits of abstraction:

1. Abstract methods have fewer parameters and thus are less susceptible to overfitting
effects and generalize better to new situations (An et al., 2023). In the most extreme

case, a physical law can describe both the motion of cells and planets.
2. Fewer parameters also make a model more explainable (Y. Zhang, 2024).

3. Similarly, smaller abstract models also make faster predictions (Ashok et al., 2020;
Flusser & Somol, 2022).

4. Finally, abstraction tends to allow a more modular view of a problem, as every part is
only built to solve a small part of a more complicated problem (Hudson & Manning,
2019; Modi et al., 2023; M. Miiller et al., 2018; H. Sun & Guyon, 2023)

Anomaly detection, which we primarily study in this thesis, is also often done in an ab-
stract way, where we train models on simplified surrogate tasks. Here, a failure of this ab-
stract model in its surrogate task usually indicates an anomaly. For example, autoencoder,
when used for anomaly detection, are tasked to reconstruct input samples and recognize
anomalies when failing to reconstruct. Similarly, DeepSVDD is tasked to output a constant
value, and deviations from this task represent anomalies.

We extend this idea to abstract ensembles. The core difference is that instead of one
simpler but still quite complicated model, we can better represent a complicated system
through many much simpler, more abstract submodels. By combining these submodels, a
superior anomaly detection algorithm emerges, surpassing each submodel alone. We will
show that such an approach is not only preferable in its performance but can also result in
a more explainable and faster model and that we can exploit its modular structure.
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CHAPTER

BENCHMARKING ENSEMBLE METHODS

This chapter follows: Kliittermann, S., & Miiller, E. (2023). Evaluating and comparing het-
erogeneous ensemble methods for unsupervised anomaly detection. International Joint
Conference on Neural Networks (IJCNN). https://doi.org/10.1109 /IJCNN54540.2023.
10191405

3.1 Introduction

Ensembles are a powerful tool for weakly supervised anomaly detection, that can com-
bine possibly quite different model predictions into a better one. Consider for example the
decision boundaries in Figure 3.1: While both submodels have their own weaknesses, the
ensemble improves upon both.

However, when using ensembles instead of individual models, this introduces addi-
tional hyperparameters like the combination function merging individual submodel pre-
dictions or the choice of models to include in the ensemble. As we will discuss in more
detail later (See Chapter 10), hyperparameters are a significant problem for unsupervised
or weakly supervised methods, as it is not possible to optimize them without supervised
feedback.

So, before proposing our own ensembles, we will first study the impact of these ensem-
ble hyperparameters to guide our algorithms. While we consider homogenous ensembles
(ensembles that are constructed from very similar submodels) for most of the rest of this

thesis, we will study here heterogeneous ensembles (ensembles that are constructed from
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—— HBOS
—— 0OCSVM
—— Ensemble

Figure 3.1: Regions shown which are considered normal by two algorithms, OCSVM and
HBOS, as well as of an ensemble of both. This ensemble considers the average score of both
models and can create a more accurate representation of the underlying distribution: While
HBOS fails to capture the distribution at point A and clearly makes a mistake at point B, it
also captures the vertical parts of the distribution much better (see point C). The ensemble
handles points A and B right and captures the distribution at C better than the OCSVM.
Still, the combination is not perfect; finding the right function to build an ensemble is a
complicated task.

different anomaly detection methods), as most combination functions are proposed for
the heterogenous case and the less simple combination task shows more significant differ-

ences.

Many combination functions for such ensembles have been proposed in the literature,
ranging from simple approaches like the average of submodel predictions to complicated
ones using pseudo labels (Schubert et al., 2012) or one based on item response theory (Z.
Chen & Ahn, 2019).

Still, no unbiased comparison of these methods exists. This might be because there are
exponentially many model combinations to be considered. These include the choice of the
dataset, the choice of combination function, and the set of anomaly detection algorithms.
To solve this, we create the biggest known comparison to date, evaluating more than 6 bil-
lion ensembles, which, to the best of our knowledge, is multiple orders of magnitude more

than every other study before.

We are also the first to study the effect different normalization functions have on the
resulting combination, and we use the high number of ensembles we study to also extract

information about the best submodels to use.

By doing so, we provide a complete guide for creating effective weakly supervised anomaly
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detection ensembles. This knowledge will then be used in later chapters to propose our own

ensemble methods.

3.2 Related Work

Other papers compare different combination functions for anomaly detection ensembles.

Each of the papers that introduce the combination functions of the next Section also
compares them to other methods (C. Aggarwal, 2012; Z. Chen & Ahn, 2019; Schubert et al.,
2012). Still, their results tend to contradict each other, limiting the trust we can have in their
conclusions. Also, their evaluation is often limited to a low number of ensembles, further
limiting how well we can rely on these comparisons. One exception to this is the paper
introducing the IRT combination function (Z. Chen & Ahn, 2019), which evaluates com-
bination functions on 10000 different ensembles and inspired our evaluation. Still, even
compared to this high number of ensembles, we are creating 10000 times more ensembles
while using more datasets and individual submodels.

Another notable evaluation is given by (Chiang et al., 2016), which compares different
methods in an unbiased way, but their limited evaluation makes this paper also less useful

in our opinion.

3.3 Combination functions

In this Section, we will briefly review different ensemble combination methods.

3.3.1 Simple functions

C. Aggarwal (2012) suggests using the average of multiple model predictions or the maxi-
mum model prediction. Similarly, J. Chen et al. (2017) uses a median of the model predic-
tions.

In addition to these, we also test the minimum model prediction

ens(x) = min;(model;(x))
and both a quadratic, cubic and quartic mean.
ens(x)* = mean;(model;(x)), a=2,3,4

C. Aggarwal (2012) also suggests combining average and maximum model prediction

into an average of maxima (AoM) or maximum of average (MoA). But using those requires
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choosing many additional options: Which combination to use and which submodel to as-
sign to which of how many groups. Because of this, we leave these functions for a dedicated
study.

3.3.2 Stacking

The three most common ensembling methods for supervised tasks are bagging, boost-
ing and stacking (Odegua, 2019). In the unsupervised and weakly supervised settings, we
mostly look at bagging, as it is much easier to do compared to boosting (C. Aggarwal, 2012),
which requires labels. But we do not see a reason prohibiting stacking: We can under-
stand the individual models as learning a one-dimensional feature representation each in
which anomalies are more easily visible. And on this representation, we can train another

anomaly detection algorithm.

Still, stacking has not been studied well in the literature, except for supervised anomaly
detection (Sandim, 2017).

To understand why there is still not much research into stacking, we test a few com-
mon anomaly detection methods as combination functions. For this, we train our stacking
model on 20% of our normal training data. We refer to this dataset as our normalization
samples, as we will also use the same samples to calculate normalization constants in the
next section. We train 5 different KNN (Gu et al., 2019) models with various values of k
(1,3,5,10,100), and an isolation forest (E T. Liu et al., 2008). We also use the (the inverse)
probability density function obtained by modeling the distribution as a single multi-variate

Gaussian distribution. Further tests were later done by a thesis student (Thiyaagu, 2024).

3.3.3 Combination through clustering

Similar to the stacking approach, we try to model the resulting anomaly detection repre-
sentation space here. But instead of training an anomaly detection algorithm, we cluster
these points. This means when we have multiple groups of anomalies (one algorithm only
finds one kind of anomaly, while another one only finds a different kind of anomaly), we
assume that points in the center of each of these clusters are normal, while points with a
high distance to them are not. To evaluate this, we use affinity propagation (Frey & Dueck,
2007) to calculate the clusters. For computational reasons, we restrict ourselves here to us-

ing z-score normalization.
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3.3.4 Threshold combinations

A threshold combination of submodels (C. Aggarwal, 2012) is defined as
ensSinresh(x) = mean;(relu(model;(x)—t) + t)

where relu(x) = % - (x+ llx]). So, high anomaly scores are not changed, while low anomaly
scores are cut off and brought to a constant level. Anomaly detection usually only cares
about high ranges of scores, which represent anomalies. This means that the combination
can be perturbed by small fluctuations in how normal a sample is considered, which can
be fixed by threshold ensembles. We implement this here only with the original z-score
normalization, as this allows us to understand the Threshold value ¢ as Z scores by assum-
ing the distribution of anomaly scores to be Gaussian. We test here 5 different values for
t=-2,-1,0,1,2.

3.3.5 Greedy ensembles

A greedy ensemble (Schubert et al., 2012) is very similar to an approach like boosting for
unsupervised anomaly detection. This would usually not be possible without true labels,
so the approach here is to construct an approximative label vector from the submodels
themself. This works, as we can be reasonably sure that the most abnormal samples (we
assume here 5) found by each algorithm are true anomalies. Using this vector, we can try to
average only a subset of models. We choose those that maximize a weighted correlation to
our constructed vector in a greedy manner. We restrict ourselves to a 01 normalization for

computational reasons.

3.3.6 Item response theory

Finally, Z. Chen and Ahn (2019) suggests using IRT, a method commonly used in psychology

to extract hidden variables, by treating the optimal anomaly score as a hidden truth.

3.4 Normalization functions

We compare 5 different common normalization methods. For each of these methods, we
use a subset of our training samples containing 20% of the points to calculate the individual
normalization constants. This means, that when we demand all our samples to be in the

range [0,1], all of our (normal) normalization samples are in this range, but for our training
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and test samples, this is not guaranteed. Still, also most (normal) test samples are in this
range.
We think this approach best matches the task of weakly supervised anomaly detection.
While most normal data is normalized, no such restriction is made for abnormal samples.
The only exception is the IRT ensemble because the calculation requires every score to

be between 0 and 1. Here, we normalize our samples using the full dataset.

3.4.1 01 normalization
By applying 01 normalization, we demand each model output to be between 0 and 1.

xXi—min;(x;)

maxj(xj)—minj(xj)

01
X

3.4.2 Z-score normalization

When applying z-score normalization, we want to fix the mean and the standard deviation

of each model’s output to be 0 and 1.

7 x,-—meanj(xj)

Y = stdj(xj)

3.4.3 Simple normalization

Using no normalization would make little sense for most models, as their scale is often
quite different. Instead, we simply divide each value by the mean of all predictions. We use

this normalization mostly to test how important careful normalization is.

xsimple _ Xi
! mean;(x;)

3.4.4 Clipped normalization

Finally, we suggest an extension to z-score normalization, in which values are limited to a
given absolute value c.
lipped
x.c ippe

; = min(max(xz,—c),c)

This means that the influence of a single model is limited, as it can no longer have an arbi-
trarily high contribution. We test this normalization once with ¢ = 1 and with ¢ = 2. Assum-

ing a Gaussian distribution, this should alter = 32% and = 4.6% of samples, respectively.

22



3.5. EXPERIMENTS

3.5 Experiments

3.5.1 Experimental setup

We design our experiments so that we can consider the highest number of ensembles avail-
able, by covering as many datasets and submodels as possible.

On every of the 182 datasets currently contained in the yano library (Kliittermann, 2023),
we apply 21 models. For this we use knn (Gu et al., 2019), lof (Breunig et al., 2000), kde (Rosen-
blatt, 1956), isolation forest (E T. Liu et al., 2008), abod (Kriegel et al., 2008), anogan (Mat-
tia et al., 2021), deepsvdd (Ruff et al., 2018), ocsvm(Bounsiar & Madden, 2014), autoen-
coder (Sakurada & Yairi, 2014), a variational autoencoder (Kingma & Welling, 2014), pca (Cal-
legari et al., 2011), Inne (Bandaragoda et al., 2018), Sod (Kriegel et al., 2009), HBos (Gold-
stein & Dengel, 2012), Cblof (Z. He et al., 2003), Loda (Pevny, 2016), COF (J. Tang et al.,
2002), Copod (Z. Li et al., 2020), Ecod (Z. Li et al., 2022) and Lmdd (Arning et al., 1996).

All models are trained using the pyod library (Y. Zhao et al., 2019) with their originally
suggested hyperparameters. Using these results, we take a look at every possible combina-
tion of models to build our ensembles. We only consider ensembles that contain at least
five submodels. Some models are also incompatible with some datasets, producing faulty
or erroneous results; we simply ignore those combinations and build ensembles from the
remaining submodels.

In total, we look at 124.053.401 different ensemble-building tasks. We apply every of our
50 different pairs of combination (Section 3.3) and normalization functions (Section 3.4) to
each of them. This means, in total, we look at more than 6.2 billion different ensembles to
produce our conclusions.

While we use additional datasets and further methods in later chapters of this thesis,
we do not include them in this chapter, as rerunning them would be expensive and likely

still result in similar results.

3.5.2 Evaluating ensembles

A single anomaly detector is usually evaluated using a ROC-AUC score (Bradley, 1997). It
is defined as the probability of random anomaly samples being assigned a higher anomaly
score than a random normal one.

If we want to extend this to comparison ensembles, we can look at its rank-1 accuracy
(Z. Chen & Ahn, 2019): In how many cases does a given ensemble produce the highest pos-
sible AUC score?
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However, we think this is not the best choice, as this ignores the magnitude of change
and introduces an unrealistic scenario. Most of the time, we only care that an ensemble
reliably performs well and not that no other ensemble performs slightly better. Further-
more, as the stated rank-1 accuracy depends on the number of combination functions we
consider, which complicates parallelizing our calculations, we evaluate our combination

functions differently.

For this, we propose 10 simple metrics, which not only allow us to find the best com-
bination method but also to learn more about how ensembles work for unsupervised and

weakly supervised tasks.

The first metric that we want to consider, is the reliability of the ensemble. How often is

using an ensemble a good choice, compared to a random model.
AUC(ens(x)) = mean;(AUC(model;(x)))

Similarly, we also state the probability that the ensemble improves on the best and the

worst individual model it is built from (metric 2-4).

But reliability alone is not enough. We also care about the size of the improvement. For
this, we can directly look at the average ROC-AUC score (metric 1). But this value stays fairly
constant around 0.75, as we have some datasets on which models commonly reach a good
AUC score of = 1.0 and some datasets where they only reach a low score = 0.5. Because of
this, it is hard to interpret any differences. So, we additionally also use the same compar-
isons as before and give the average difference in ROC-AUC between the ensemble and the

worst/average/best submodel (metric 5-7).

Still, this weights badly-performing models differently from well-performing models.
This is because improving an AUC score from 0.8 to 0.9 compared to 0.98 to 0.99, has a
much bigger effect. Even though, in both cases, the probability that a random normal sam-
ple is considered more anomalous is halved. Because of this, we define a new metric to

capture these probability changes:

1-AUC
AErr =log(————)=1log(1- AUC;) - log(1- AUC
rr og(l_AUCZ) og( 1) —log( 2)

Here, a model halving the error rate always has a fixed AErr = log(2) = 0.3. We also cal-
culate this error rate compared to the performance of the worst/average/best submodel
(metric 8-10).
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3.5.3 Comparison of combination functions

We state these 10 metrics for each of our 50 ensemble procedures in Tables 3.1, 3.2, 3.3,
3.4, 3.5 and 3.6. Because of formatting limitations, we had to split our results here into six
tables. Please see the paper this chapter is based on for a singular table.

We achieve the best ensembles with a simple maximum combination function normal-
ized with a 01 normalization. Overall simple functions perform quite well, many of them
outperforming each of the more complicated methods.

It is the case that most ensembles contain a submodel that performs better than the
combined ensemble, showing that heterogenous ensembles for unsupervised and weakly
supervised anomaly detection work substantially differently compared to supervised tasks.

At least ensembles outperforming an average model is fairly likely when using a good
combination function. Still, even this is not guaranteed. There also is even a small chance,
that the ensemble performs worse than each individual model. However, using the right
methods only happens for less than 1 out of every 500 different ensemble, and thus can
likely be safely ignored.

From the simple methods we evaluate, the maximum seems to be clearly the best. But
interestingly this depends on the normalization applied; when using a clipped normaliza-
tion it performs worse than every other model (by most metrics). We think this happens
because removing extreme values also removes the reason for making the maximum effi-
cient: Only a single model has to consider a sample anomalous, but when = 16% of samples
are equally as anomalous, this loses meaning.

Because of this dependency on normalization effects, we see the maximum combina-
tion function as high risk and high reward. While it can produce the best ensembles ac-
cording to 8 out of 10 different metrics, it might also simply not perform well at all.

In the case of zero-labeled anomalies and thus no feedback, a simple mean might be
more reliable. As long as a common normalization is used, it does not matter much which
one is chosen. And removing very extreme values, we can create the model with the highest
probability of outperforming the average performance. Still, the average ROC-AUC perfor-
mance is about 1% worse than for the best ensemble.

Higher powers of the mean don’t seem to serve many purposes compared to a simple
mean. Also using the minimum of all models might at most be useful for very specialized
tasks.

On the other hand, the threshold ensemble can outperform a simple mean very slightly.
However, since the improvement is minor and this ensemble also interacts with a clipped

normalization, it is probably not possible to increase it much further. The best possible
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Table 3.1: Anomaly detection ensemble comparison (Metric 1-4, part 1)

Mean Bigger Than
Methods AUC | Minimum | Mean | Maximum
maximum (01) 0.766 | 99.837% 75.39% 4.445%
maximum (z) 0.758 | 99.248% 72.99% 3.258%

maximum (simple) 0.723 96.634% 64.153% 4.05%
maximum (clipped 1) | 0.66 91.431% | 23.552% 0.282%
maximum (clipped 2) | 0.712 | 95.002% | 53.596% 0.739%

mean (01) 0.754 | 96.794% | 84.015% 2.64%
mean (z) 0.756 | 96.796% | 84.857% 2.633%
mean (simple) 0.734 | 96.801% | 69.156% 3.767%

mean (clipped 1) 0.747 96.8% 82.687% 1.308%
mean (clipped 2) 0.754 | 96.794% | 85.903% 1.576%
median (01) 0.752 | 96.708% | 82.115% 1.742%
median (z) 0.755 96.764% | 84.038% 1.803%
median (simple) 0.744 | 96.659% | 74.613% 2.805%
median (clipped 1) | 0.743 | 96.761% | 78.658% 0.475%
median (clipped 2) 0.753 | 96.759% | 83.664% 1.065%
minimum (01) 0.673 | 95.942% 36.93% 0.902%
minimum (z) 0.671 | 96.439% | 35.013% 0.682%
minimum (simple) 0.742 | 97.023% | 71.487% 4.143%
minimum (clipped 1) | 0.667 | 96.466% | 29.391% 0.643%
minimum (clipped 2) | 0.672 | 96.431% 34.76% 0.671%
12mean (01) 0.753 97.075% | 77.929% 3.079%
12mean (z) 0.729 | 95.947% 52.75% 4.131%
12mean (simple) 0.735 | 97.753% | 65.479% 2.892%
12mean (clipped 1) 0.703 | 93.547% 37.37% 2.09%
12mean (clipped 2) 0.731 | 94.967% | 53.955% 2.933%
13mean (01) 0.751 | 97.333% | 76.353% 3.242%
13mean (z) 0.728 | 96.185% | 52.526% 4.219%
13mean (simple) 0.734 | 97.618% | 65.393% 3.095%
13mean (clipped 1) | 0.706 | 93.834% | 39.472% 2.095%
13mean (clipped 2) | 0.734 | 95.336% | 56.223% 3.013%
l4mean (01) 0.75 97.537% | 75.127% 3.361%
l4mean (z) 0.728 | 96.396% | 52.426% 4.203%
l4mean (simple) 0.733 | 97.599% | 65.068% 3.15%
l4mean (clipped 1) 0.708 | 94.011% | 40.809% 2.117%
l4mean (clipped 2) 0.735 95.912% | 57.487% 3.016%
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Table 3.2: Anomaly detection ensemble comparison (Metric 1-4, part 2)

Mean Bigger Than
Methods AUC | Minimum | Mean | Maximum
Threshold (t=-1) | 0.757 96.8% 85.036% 2.655%
Threshold (t =-2) | 0.756 96.796% 84.934% 2.652%
Threshold (r=0) | 0.756 | 96.734% | 81.793% 3.009%
Threshold (¢ =1) | 0.746 | 96.797% | 70.396% 2.296%
Threshold (r=2) | 0.719 | 97.651% | 47.855% 3.156%

knn (k=1) 0.757 | 97.326% | 68.474% 4.434%
knn (k = 3) 0.757 | 97.532% | 68.761% 4.434%
knn (k =5) 0.756 | 97.664% | 69.132% 4.074%
knn (k = 10) 0.752 | 97.068% | 68.905% 3.22%
knn (k =100) 0.664 | 78.755% | 44.347% 3.768%
[For 0.754 | 97.283% | 69.757% 2.502%
Gaussian 0.754 | 97.807% | 66.289% 6.148%
Clustered 0.752 96.74% 76.265% 3.991%
Greedy 0.751 96.73% 83.008% 2.167%
IRT 0.731 | 96.511% | 70.052% 2.624%

threshold seems to be t = —1, where the = 16% most normal samples are modified (as-
suming a Gaussian distribution), contrary to the original paper (C. Aggarwal, 2012), which
suggests ¢ = 0 (affecting 50% of samples).

Stacking could be quite promising. For the knn, a low value of k is the best, performing
better than each of the other approaches, including the isolation forest, a Gaussian fit, or
even the clustering approach (in most metrics). It is able to outperform each simple mean,
except in the likelihood of outperforming the mean case, nor in the Aerr metrics. This im-
plies that it performs best in cases where the anomaly detection task is complicated and
the more complicated combination function can be utilized well. We see these as special-
ized high-risk high-reward methods. These models require the right situation (for example
many normalization samples for the knn), but then can perform very well. And considering
that we only looked at four simple approaches for stacking, we think there might be even
better-dedicated algorithms for our task.

The Gaussian fit deserves special attention, as it has by far the highest probability of
outperforming every single submodel and thus might be able to benefit from the ensemble
similar to how supervised algorithms work. Combining multiple definitions of anomalies
and recognizing which parts of which definition is helpful. But before this is the case, we

still have far to go, as the Gaussian fit is not very reliable, assumes a specific distribution of
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Table 3.3: Anomaly detection ensemble comparison (Metric 1,5-7, part 1)

Mean AAUC to

Methods AUC | Minimum | Mean | Maximum
maximum (01) 0.766 0.28 0.036 -0.081
maximum (z) 0.758 0.271 0.027 —-0.09
maximum (simple) 0.723 0.237 -0.007 -0.124
maximum (clipped 1) | 0.66 0.174 -0.07 —-0.188
maximum (clipped 2) | 0.712 0.226 -0.018 —-0.136
mean (01) 0.754 0.267 0.023 —-0.094
mean (z) 0.756 0.27 0.026 —-0.092
mean (simple) 0.734 0.248 0.004 -0.114
mean (clipped 1) 0.747 0.26 0.016 —-0.101
mean (clipped 2) 0.754 0.267 0.023 -0.094
median (01) 0.752 0.265 0.021 —-0.096
median (z) 0.755 0.268 0.024 —0.093
median (simple) 0.744 0.258 0.014 —-0.104
median (clipped 1) | 0.743 0.257 0.013 —-0.104
median (clipped 2) | 0.753 0.267 0.023 —-0.095
minimum (01) 0.673 0.187 —-0.057 -0.174
minimum (z) 0.671 0.185 —-0.059 -0.177
minimum (simple) 0.742 0.255 0.011 —-0.106
minimum (clipped 1) | 0.667 0.181 —0.063 -0.181
minimum (clipped 2) | 0.672 0.186 —-0.058 —-0.175
12mean (01) 0.753 0.267 0.023 —0.095
12mean (z) 0.729 0.243 —-0.001 -0.119
12mean (simple) 0.735 0.249 0.005 -0.113
12mean (clipped 1) 0.703 0.216 —-0.028 —-0.145
12mean (clipped 2) 0.731 0.244 0.0 -0.117
13mean (01) 0.751 0.265 0.021 —-0.097
13mean (z) 0.728 0.242 —-0.002 -0.12
I3mean (simple) 0.734 0.247 0.003 -0.114
13mean (clipped 1) 0.706 0.22 -0.024 —-0.142
13mean (clipped 2) 0.734 0.247 0.003 -0.114
l4mean (01) 0.75 0.263 0.019 —-0.098
l4mean (z) 0.728 0.241 —-0.003 -0.12
l4mean (simple) 0.733 0.247 0.003 -0.114
l4mean (clipped 1) 0.708 0.222 —-0.022 -0.14
l4mean (clipped 2) 0.735 0.249 0.005 -0.112
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Table 3.4: Anomaly detection ensemble comparison (Metric 1,5-7, part 2)

Mean AAUC to

Methods AUC | Minimum | Mean | Maximum
Threshold (t=-1) | 0.757 0.271 0.027 —-0.091
Threshold (t =-2) | 0.756 0.27 0.026 -0.091
Threshold (r=0) | 0.756 0.27 0.026 —0.091
Threshold (r=1) | 0.746 0.26 0.016 —0.101
Threshold (r=2) | 0.719 0.233 -0.011 -0.129
knn (k=1) 0.757 0.271 0.027 -0.091
knn (k =3) 0.757 0.27 0.026 —0.091
knn (k=5) 0.756 0.27 0.026 —0.092
knn (k=10) 0.752 0.266 0.022 —-0.096
knn (k =100) 0.664 0.178 —0.066 —0.184
IFor 0.754 0.268 0.024 —0.093
Gaussian 0.754 0.268 0.024 —-0.094
Clustered 0.752 0.265 0.021 —0.096
Greedy 0.751 0.264 0.02 —0.097
IRT 0.731 0.245 0.001 -0.117

our samples, and does not work well with few data points.

Our last methods, the greedy ensemble, and the IRT approach perform well, but also
not exceptionally so. And since in most cases we can achieve better results with less work,
they don’'t seem worth the extra effort in most situations.

Finally, when we look at the last columns, we can reach an AErr of almost 1. This means
that when a random model misclassifies a sample, on average, there is only a e~ %9 ~ 38%
chance that the maximum (01) ensemble also misclassifies it. So unless in very special sit-

uations, using an ensemble is generally a good idea.

3.5.4 Model contributions

Next to choosing the right combination procedure, we also study which models create the
best ensembles. For this, we calculate the average AUC score for each ensemble considering
a given model. We are no longer able to use all our ten metrics, as most metrics would
compare the combined AUC score to the performance of individual models, which also
changes when we remove/add a given model.

In Figure 3.2, we show the difference in the average performance when using all models

for the maximum combination function and 01 normalization. We only show this depen-
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Table 3.5: Anomaly detection ensemble comparison (Metric 1,8-10, part 1)

Mean AErr compared to

Methods AUC | Minimum | Mean | Maximum
maximum (01) 0.766 1.741 0.955 -1.386
maximum (z) 0.758 1.601 0.814 —-1.527
maximum (simple) 0.723 1.37 0.584 -1.757
maximum (clipped 1) | 0.66 0.487 —-0.299 —-2.64
maximum (clipped 2) | 0.712 0.814 0.027 -2.314
mean (01) 0.754 1.599 0.813 —-1.528
mean (z) 0.756 1.604 0.817 —1.524
mean (simple) 0.734 1.505 0.718 -1.623
mean (clipped 1) 0.747 1.199 0.412 -1.928
mean (clipped 2) 0.754 1.321 0.534 -1.807
median (01) 0.752 1.401 0.614 -1.727
median (z) 0.755 1.447 0.661 —1.68
median (simple) 0.744 1.381 0.595 —-1.746
median (clipped 1) | 0.743 1.056 0.269 -2.072
median (clipped 2) | 0.753 1.295 0.509 —-1.832
minimum (01) 0.673 0.687 -0.1 —2.441
minimum (z) 0.671 0.66 —-0.126 —2.467
minimum (simple) 0.742 1.203 0.417 -1.924
minimum (clipped 1) | 0.667 0.629 —0.158 —-2.499
minimum (clipped 2) | 0.672 0.66 -0.126 —-2.467
12mean (01) 0.753 1.649 0.862 —1.479
12mean (z) 0.729 1.311 0.524 —-1.817
12mean (simple) 0.735 1.458 0.671 -1.67
12mean (clipped 1) 0.703 0.803 0.016 —-2.325
12mean (clipped 2) 0.731 1.087 0.3 —2.041
13mean (01) 0.751 1.637 0.851 -1.49
13mean (z) 0.728 1.314 0.528 -1.813
I3mean (simple) 0.734 1.444 0.657 -1.684
13mean (clipped 1) 0.706 0.827 0.04 —-2.301
13mean (clipped 2) 0.734 1.115 0.329 —-2.012
l4mean (01) 0.75 1.604 0.817 —-1.523
l4mean (z) 0.728 1.316 0.53 -1.811
l4mean (simple) 0.733 1.436 0.649 —-1.692
l4mean (clipped 1) 0.708 0.844 0.058 —2.283
l4mean (clipped 2) 0.735 1.132 0.346 -1.995
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Table 3.6: Anomaly detection ensemble comparison (Metric 1,8-10, part 2)

Mean AErr compared to
Methods AUC | Minimum | Mean | Maximum
Threshold (£ =-1) | 0.757 1.608 0.821 -1.52
Threshold (t =-2) | 0.756 1.604 0.817 —1.524
Threshold (¢t = 0) 0.756 1.599 0.813 —1.528
Threshold (r=1) | 0.746 1.5 0.713 -1.628
Threshold (¢ =2) | 0.719 1.295 0.508 —1.833
knn (k=1) 0.757 1.543 0.757 —1.584
knn (k =3) 0.757 1.537 0.751 -1.59
knn (k =5) 0.756 1.523 0.736 —1.605
knn (k =10) 0.752 1.48 0.693 —1.648
knn (k =100) 0.664 1.044 0.258 —-2.083
IFor 0.754 1.352 0.566 —-1.775
Gaussian 0.754 1.397 0.611 -1.73
Clustered 0.752 1.694 0.907 —1.434
Greedy 0.751 1.339 0.552 —1.789
IRT 0.731 1.125 0.338 —2.003
e
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Figure 3.2: Average ROC AUC score of ensembles using a specific submodel, compared to
the average of all models considered. Here only shown for the maximum (01) ensembles,
as this produces the best ensembles, and the rest look very similar.
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dency, as it has the best overall performance and the other ensemble methods show similar
relations.

ABOD seems to be by far the most helpful method to include in an ensemble. We think
this is happening because its approach of considering angles is fairly unique, and so many
models can profit from the new concept it provides. Overall, ABOD should not be neglected
in any ensemble, as its inclusion alone affects the resulting ensemble as much as choosing
a slightly better ensemble procedure. Interestingly, we have learned since writing the pa-
per this chapter is based on that the implementation of ABOD used here was likely faulty'.
So it is surprising that this algorithm is still more useful than other algorithms. Our expla-
nation for this is that combining multiple submodels requires mostly diversity from each
submodel, and thus, a slightly hindered performance of a creative algorithm does not nec-
essarily need to be a drawback.

Other algorithms seem to actively hurt the ensemble performance. We do not suggest
adding the Lmdd algorithm to any ensemble and would also suggest not employing Copod
or Ecod except in special situations.

Interestingly, algorithms with similar concepts also perform relatively similarly. Both
the Autoencoder and the Pca are based on reconstruction errors, the Anogan, KDE and
variational autoencoder all model densities and DeepSVDD is partially based on the con-
cepts of the OCSVM. All of these groups perform quite similarly, reinforcing our belief that
the diversity of concepts is an important goal for each ensemble.

To study this further, we take a look at higher-order combinations. Namely, we look at
the average AUC score for each ensemble that also considers two specific models simulta-
neously. This reduces our statistics, but we still consider about 280 thousand ensembles for
each combination of models.

In Figure 3.3 we show the average ROC AUC score of every ensemble that includes two
different submodels, again only for maximum (01) ensembles. We compare this AUC score

to the expected performance considering each submodel.

(AUC(my,...)+ AUC(my,...)
2
A positive score (green color) means ensembles using both models perform better than

AUC(ml,mg,...) —

the expectation, while a negative score (red color) means they perform worse than ex-
pected. Overall, we see a group of models (from ABOD, Inne till autoencoder) that only
have positive interactions with each other. Because of this, we suggest using them to build

an effective ensemble.

ISee https://github.com/yzhao062/pyod/issues/522
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3.6. CONCLUSION
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Figure 3.3: Average AUC score of ensembles also considering two different models. We com-
pare this to the expected score considering the average performance of both models indi-
vidually. This means that each diagonal value always has a difference in AUC score of 0.0.
We removed the two most extreme models ABOD and Lmdd, to increase the readability of
this plot.

But overall, this relation looks quite similar to the contribution of a single model. The
same six models are either much more or less useful than the rest. The only exception to
this are a few interactions that behave strangely, all including the COF model. This also

implies, that the strengths of the SOD model might be undervalued in Figure 3.2.

3.6 Conclusion

In this chapter, we created the most extensive comparison of combination procedures of
heterogeneous ensembles for weakly supervised anomaly detection by far. To the best of
our knowledge, we are also the first to study not only the effect of different combination
functions but also of various normalizations and the contributions of individual models.
Using insights from each of these, we extract the following best practices for the creation

of such ensembles:

1. From the set of algorithms (Abod, Inne, gmm, SOD, DeepSVDD, OCSVM, HBos, Lof,

knn, ifor, cblof, autoencoder) train as many models on the training data as possible.
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2. When computation time is a limiting factor, ignore some of the later models.
3. Choose a combination procedure

* When it is possible to approximate the performance of the resulting ensemble,

choose a maximum combination function with a 01 normalization.

e If this is not the case, or the resulting ensemble performs poorly, rely instead on

a simple mean of the model outputs, as well as a z-score normalization.

4. Normalize each model output using the chosen normalization and combine the re-

sulting values using the chosen combination function.

5. Use the resulting ensemble to score new samples.

Learning from this for our own ensembles, we find that the benefit of complicated com-
bination functions is limited. Very simple combination functions can outperform all of
them. The maximum combination can be the best, but it is also very sensitive to the ef-
fects of normalization functions. The opposite is achieved by the mean-based combina-
tion functions, which perform slightly worse but do so more reliably and less dependent
on normalization effects.

We were also able to show that stacking for weakly supervised anomaly detection is a
rather promising research direction. Stacking methods can outperform each other combi-
nation function in at least one of the metrics we considered. We think they are only limited,
because our approaches here are still quite simple. Thus, this was further investigated by
a thesis student (Thiyaagu, 2024), who verified that stacking approaches are beneficial but

also was not able to prove a significant improvement.
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CHAPTER

DEAN: DEEP ENSEMBLE ANOMALY DETECTION

This chapter follows: Kliittermann, S., Katzke, T., & Miiller, E. (2025). Unsupervised surro-
gate anomaly detection [To appear]. European Conference on Machine Learning and Prin-
ciples and Practice of Knowledge Discovery in Databases (ECML-PKDD). https://arxiv.org/
abs/2504.20733

4.1 Introduction

To solve the task of weakly supervised anomaly detection, various anomaly detection algo-
rithms have been proposed. Methods such as AnoGan (Mattia et al., 2021) or Kernel Den-
sity Estimation (Rosenblatt, 1956) aim to model the probability density distribution of nor-
mal samples and consider samples in low-density regions as abnormal. Other algorithms,
like KNN (Ramaswamy et al., 2000), consider samples that are further away in the variable
space from other samples as more anomalous. Approaches like Isolation Forests (E T. Liu
et al., 2008) measure how easily samples can be separated. Still, it can be shown that both
of these alternative approaches effectively model densities too (Buschjéger et al., 2022; Gu
etal, 2019).

While density estimation is an intuitive solution to anomaly detection, any method
based on this approach has two fundamental drawbacks. First, they do not scale well to
high-dimensional data, which is known as the curse of dimensionality (Bellman, 1966).
Second, there is usually no explicit modeling of the data-generating process involved, which

limits how well the method generalizes to new data.
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Figure 4.1: Example of surrogate anomaly detection: Anomalies are detected by learning a

representation that encodes the regular patterns of normal data and measuring deviations
from the expected behavior.

In contrast to modeling complex density distributions for high dimensional input data,
we consider in this chapter algorithms that learn low dimensional representations as ap-
proximations of the underlying regular patterns in the data. More specifically, we are in-
spired by surrogate models in engineering applications (Koziel et al., 2011), where sim-
ple surrogate models are used to abstract more complex or expensive processes. Similarly,
we search for models that capture a pattern of the underlying data-generating process in-
stead of modeling the whole distribution, which we will subsequently refer to as surrogate
anomaly detection models. An illustrative toy example of such a model is shown in Fig-
ure 4.1.

Some existing algorithms can be considered instantiations of such surrogate anomaly
detection models. Autoencoder (Sakurada & Yairi, 2014) and PCA-based anomaly detec-
tion (Callegari et al., 2011) learn an identity function to compress regular data and measure
the deviation of anomalies as the reconstruction error. DeepSVDD (Ruff et al., 2018) learns
a representation in which regular data can be modeled by mapping it to a lower dimen-
sional constant, where anomalies deviate highly from this constant value. Because these
algorithms don’t need to model the entire density distribution in its original input space,

they scale more effectively to high dimensional data (W. Chen et al., 2020).

However, these methods are not without limitations either. Unlike density estimation
methods, the objective of training a surrogate is much less well-defined, leading to an un-

limited amount of options on how to create such a surrogate, each with its own drawbacks.
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We exploit this variability to formalize the idea of surrogate models into a blueprint for
creating arbitrary surrogates. Within this framework, we propose five axioms that an ideal
surrogate model should satisfy. Based on these, we suggest a new surrogate AD algorithm
called DEAN, which, to the best of our knowledge, is the first algorithm adhering to all of
them.

We evaluate our algorithm by following the procedure outlined in a recent benchmark
survey paper (Han et al., 2022), comparing it against 19 competitors across 121 datasets.
Our algorithm performs highly competitively, showing only minor performance differences
with the best non-surrogate competitors and outperforming all other surrogate-based meth-

ods.

4.2 Surrogate Models

Surrogate models are simplified approximations of more complex or computationally ex-
pensive models (Koziel et al., 2011) and thus a subfield of abstraction. In engineering, they
are commonly used when, for example, physical simulations are too costly (Mora-Mariano
& Flores-Tlacuahuac, 2022). In machine learning, surrogate models have been used to ap-
proximate, accelerate, or explain other machine learning models. This has been applied
to uncertainty estimation (Sudret et al., 2017), explainability (either globally (Monteiro &
Reynoso-Meza, 2023), or locally (Ribeiro et al., 2016)), surrogate task-based models (E Ye
etal., 2021), and to accelerate anomaly detection (Flusser & Somol, 2022).

In contrast, we propose surrogate anomaly detection to learn an approximation of the
regular patterns in the input data such that anomaly detection can use these surrogate
models to measure deviation in a more reliable way then with traditional density estima-

tion, especially for high dimensional input data.

4.3 Theory of Surrogate Anomaly Detection

In engineering applications, surrogate models are frequently employed to abstract pro-
cesses that are too complicated to model directly. Similarly, when it comes to anomaly de-
tection, it may be impractical to model a complex distribution directly. We define a surro-
gate as a model that approximately learns abstract patterns characteristic of normal sam-

ples and identifies anomalies through deviations from these patterns.

In general, we can write any such an approximative pattern as

39



CHAPTER 4. DEAN: DEEP ENSEMBLE ANOMALY DETECTION

(4.1) fX)=gx), Vxe X

where, f:R? — R¥ is a learnable function that aims to capture the underlying structure
of normal data by approximating a pattern g : R — R¥, with X c R? representing the set
of normal data samples. For this purpose, f may be realized by training a neural network
to map each data sample to a latent representation, for complex data typically with lower
dimensionality k < d.

The pattern g could, for example, be chosen as the identify function (g4g(x) = x, as with
an autoencoder), but since sufficiently powerful neural networks are universal function
approximators, there are no inherent restrictions for the choice of g.

To assign an anomaly score that quantifies to which extent Equation 4.1 does not hold

for a sample x, we can measure the deviation between f(x) and g(x):
4.2) score(x) = f(x)— gl

Since we search for a pattern that is satisfied by normal training samples X;,,;,, we can

minimize Equation 4.2 to create a loss Z to train this model:

4.3) L= ) score(x)
x€Xtrain
Equations 4.2 and 4.3 provide a general framework for developing new surrogate anomaly
detection algorithms from a pattern g. While any g consistent with our function definition
can be used, their effectiveness in yielding a well-performing anomaly detector may differ

significantly.

4.3.1 Surrogate Axioms

To guide the selection of g, we propose five axioms to which we believe an optimal surro-
gate algorithm should adhere to. We assume here that a performance measure m(f) exists
(e.g. ROC-AUC), that evaluates how well a model seperates anomalies from normal sam-
ples.

First, we note that the comparison in Equation 4.2 depends not only on the relative
deviation of f(x) from g(x), but also on the magnitude of ||g(x)||. This means that when
the size of g(x) varies significantly, some samples are considered more or less anomalous

regardless of what data is considered normal.
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4.3. THEORY OF SURROGATE ANOMALY DETECTION

Axiom 1 (Scale Consistency). The pattern function g should produce outputs of similar scale

forallinputs: ¥ x1,x, € R% it holds that lg(x) Il =g (x2)]l.
An optimal surrogate must be capable of being trained with reliable results.

Axiom 2 (Reliable Training Procedure). When learning to approximate g multiple times
under identical training conditions, the performance variance should be small. For learned
instances f1, ..., [ it holds that Var(m(f;)) < 52, where the constant 8 > 0 is chosen as small

as possible.

It is also crucial to avoid trivial solutions, namely learning a function f that minimizes

the loss objective, but has no ability to discern between normal and anomalous samples.

Axiom 3 (No Trivial Solutions). There should exist no trivial solution f;iyia1 as a (local)
minima of the loss £, i.e. VL (firivial) = 0, Which irrespective of the input x € R?, outputs a

near-constant value f;,;yiq1(X) = c for a constant c € RE.

Hyperparameter selection is a significant challenge in anomaly detection (See Chap-

ter 10). Thus, we expect our surrogate to be stable under hyperparameter changes.

Axiom 4 (Hyperparameter Invariance). The model performance should be stable across rea-
sonable hyperparameter variations. For any two such hyperparameter sets Hy and Hp and
the instances [y, and fm, learned based on them, it holds that: \m(fu,) — m(fu,)| <1, where

1 > 0 is chosen as small as possible.

Finally, anomalies might be complicated, and thus, we also require expressive power

for the model to approximate even highly complex patterns.

Axiom 5 (Complex Pattern Learning). The learnable function f needs to be represented by
a universal function approximator, capable of approximating any continuous function g :
R — R* to arbitrary precision on subsets of R?.

4.3.2 Axiom Compliance

Both of the most well-established deep anomaly detection approaches that fall under our
surrogate definition do not fulfill the previously introduced axioms.

An Autoencoder (Sakurada & Yairi, 2014) is created from the function gsg(x) = x, and
thus trains a neural network to approximate the identity function. To keep this from learn-

ing the trivial solution of each network layer representing x;4+; = 1-x; +0, a compression
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step is introduced. In this step, the input samples are compressed to a latent-size dimen-
sional representation before being decompressed again. This violates Axiom 4, since the
latent-size must be chosen correctly, significantly affecting how the autoencoder works.
There is also a common local minimum of the loss, when f(x) = mean(X) for some fea-
tures, which can be hard to notice (Axiom 3). Additionally, the scale of g is not constant
(Axiom 1), resulting in a biased result.

DeepSVDD (Ruff et al., 2018) is a surrogate model constructed from the pattern func-
tion gsypp(x) = ¢ for a constant c. To make the model less likely to learn the trivial solution
of a constant prediction independent of x, they suggest removing the bias terms added to
each network layer. This limits the capacity to which complex functions can be learned,
thereby violating either Axiom 3 or Axiom 5.

4.4 A Minimal Surrogate: The DEAN Model

Given that no surrogate known to us adheres to all aforementioned axioms, we propose a
novel approach. We observe that the complexity of the pattern function g is directly cor-
related with the arbitrary weighting of different samples (Axiom 1). Moreover, increased
complexity in the function that needs to be learned intensifies the challenges in the train-
ing procedure (Axioms 2 and 3). Thus, we advocate for the selection of the simplest possible
function g that adequately identifies the data patterns.

Depending on how to measure the complexity of a mathematical function, the simplest
might be go(x) = 0. However, this surrogate breaks Axiom 3, as there is a local minima in
which every weight in the last layer of a neural network is set to zero (Ruff et al., 2018). And
while this minimum might not always be found (Karr et al., 2022), or regularization terms
could be used, either would break our axioms. Instead, we consider gpran(x) = 1 and the
surrogate generated by it. While there is still a local minimum through the bias terms of the
last neural network layer, it is more manageable, as we show later (Section 4.4.1).

Thus, we will train a neural network to output a constant value of 1. Following our

framework, we can do this with the following loss and score functions.

(4.4) L= Y |fx)-1l, score(x) = f(x) -4l

x€Xtrain

We use here g = m 2 xreX, i f (X1) = 1 instead of g = 1 to make sure the distribu-

tion of normal samples is centered around g.
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Since we only learn a one-dimensional pattern here, in the worst case, we only locally
fix one feature as a function of the remaining ones, resulting in many false negatives. To
solve this, we suggest using an ensemble (C. C. Aggarwal & Sathe, 2015) to combine many
surrogates trained with gpgan into a more effective model F (E T. Liu et al., 2008). Here we
use a integer constant power to guide how different models are combined.

1

YN fi(x) = gllPever

(4.5) scoreg(x) =
PETE

Due to the simplicity of our surrogate, training one neural network usually only takes
seconds and produces a weak anomaly detection algorithm; thus allowing and forcing us
to combine a large number of submodels. The use of separate fully independent neural
networks makes our method very easy to parallelize, facilitates that the learned patterns
are less correlated, and allows us to use ensemble methods like feature bagging (Lazarevic
& Kumar, 2005) to decrease it further. Feature bagging additionally can ensure a constant
number of features for each submodel, resulting in a close-to-constant runtime for high-
dimensional data.

We call this setup DEAN (Deep Ensemble ANomaly detection).

4.4.1 Axiom Compliance of DEAN

While existing surrogate algorithms only adhere to some of our surrogate axioms, DEAN is
constructed to fulfill all of them. This we want to show here.

Since g(x;) = g(x2) holds for all samples x1, x2, Axiom 1 is fulfilled. Axioms 2 and Ax-
ioms 4 can only be validated experimentally, see for this Section 4.5.1.

More complicated are Axioms 5 and 3, as the DEAN objective can be flawlessly fulfilled
by firiviai(x) = 0-x+ 1. Since such a neural network is independent of its input values, its
performance is equivalent to random, and thus, we have to make sure another network pa-
rameter configuration except f;yiq1 is learned. DeepSVDD has a similar problem and sug-
gests removing the bias terms from the neural network (Ruff et al., 2018). However, this can
not be done, without limiting the complexity of the learned patterns and breaking Axiom 5.
Instead, we utilize that DeepSVDD often still works when bias terms are used (Kliittermann,
2022), since neural network optimizers are not perfect and often find other solutions before
the trivial one. To make this effect more reliable, we suggest removing bias terms only from
the last neural network layer. This makes the trivial solution significantly more complicated
and thus less likely to be found, while still making sure that the neural networks is able to
fit any function and thus that Axiom 5 is fulfilled.
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We show this effect in Figure 4.2, where we task neural networks to approximate a sim-
ple sinus curve. Here, we use neural networks with three layers of 100 nodes and relu ac-
tivation in each hidden layer. The three networks differ only by the bias terms they use.
While the network with bias terms (green) is clearly able to approximate the sinus curve,
the version without bias terms (blue) is not able to do so. And since real anomaly repre-
sentations can be much more complicated than such a simple sinus curve, we do not think

that limiting the neural network complexity is a reasonable choice.
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Figure 4.2: Given complicated alinear data, the functions learned by three neural networks
with relu activations are shown. The network without bias terms cannot capture the struc-
ture of the underlying data, while both a network with bias terms in each layer and a net-
work with bias terms in all layers except the last can describe the alinearity.

Additionally, we can use the ensemble structure of DEAN to guarantee Axiom 3: If a
trivial solution is found, the ensemble structure makes sure it does not affect the result.
Since fi,iviqai(x) = 1 Vx, the contribution to Equation 4.5 is always zero and thus DEAN’s

performance stays constant when enough submodels are used.

4.4.2 DEAN Hyperparameters

Generally, choosing hyperparameters for an unsupervised or weakly supervised anomaly
detection algorithm is a hard problem (Y. Zhao, Rossi, & Akoglu, 2021). Without access to
a labeled ground truth, it is impossible to determine which set of hyperparameters works
best for a certain dataset. Although our hyperparameters could be fine-tuned for maximum
performance on specific datasets, this approach risks poor generalization to other datasets.
Instead, we suggest a set of reasonable hyperparameters that, while not necessary optimal
for our datasets, are likely work to generalize well across different datasets. We consider

other hyperparameters in Section 4.5.1.
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For each of our submodels, we train feedforward neural networks with three hidden lay-
ers of 255 neurons each. These layers have a ReLU activation, while the output layer (with
one neuron) has a SELU activation to prevent dead neurons (L. Lu et al., 2020). We choose
a lower than standard learning rate of 0.0001 since we explicitly benefit from the neural
network being stuck at diverse local minima. We also choose a relatively high batch size of
512 to make training our ensemble faster. We train for 50 epochs using early stopping with a
patience of 10 epochs. When a dataset has at least 200 features, we use feature bagging with
200 random features per model. If a dataset has less than 200 features, we use all features to
make sure any important correlations can be mapped. We choose power =9 to emphasize
high deviations in one model over multiple small ones as a compromise between the mean

and maximum-based combination functions suggested in Chapter 3.

4.5 Experimental Evaluation

To test our method, we follow the benchmark paper, ADBench (Han et al., 2022), which
suggests 121 datasets (57 of which are entirely uncorrelated) to benchmark unsupervised
and weakly supervised anomaly detection algorithms on, as well as algorithms to compare
to.

Also following this benchmark, we compare against KNN (Ramaswamy et al., 2000),
LOF (Breunig et al., 2000), CBLOF (Z. He et al., 2003), Isolation Forest (E T. Liu et al., 2008),
PCA (Callegari et al., 2011), DeepSVDD (Rulff et al., 2018), OCSVM (Bounsiar & Madden,
2014), LODA (Pevny, 2016), HBOS (Goldstein & Dengel, 2012), COPOD (Z. Li et al., 2020),
ECOD (Z. Li et al., 2022), SOD (Kriegel et al., 2009) and DAGMM (Zong et al., 2018). Ad-
ditionally, we use a regular Autoencoder (Sakurada & Yairi, 2014), as it is a surrogate algo-
rithm, as well as a variational autoencoder (Kingma & Welling, 2014) and a normalizing
flow (Rezende & Mohamed, 2015) as deep learning density competitors. Similarly, we com-
pare against a few more modern algorithms that were not yet considered in ADBench: We
use NeuTral (Qiu, Pfrommer, et al., 2022), based on contrastive learning, DTE (Livernoche
et al., 2024), based on diffusion models, and GOAD (Bergman & Hoshen, 2020), based on
geometric transformations. In total we compare DEAN against 19 different algorithms.

In comparison to ADBench, we train every model on uncontaminated data (weakly su-
pervised setting). We use the ROC-AUC score to evaluate each method.

We give critical difference plots in Figure 4.3. There, we use a Friedman test (Friedman,
1940) to see if any significant differences between algorithm performances (measured in

ROC-AUC) exist and connect algorithms that have no significant difference by a Wilcoxon
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test (Wilcoxon, 1945). We consider p-values below p < 5% after Bonferroni-Holm correc-

tion (Holm, 1979) as significant.

Average Rank Average Rank
4 6 8 10 12 14 16 5.0 7.5 10.0 12,5 150 175
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LOF — DAGMM DEAN | L Sop
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DTE GOAD GOAD OCSVM

DeepSVDD OCSVM IForest DeepSVDD

((@)) Critical difference plot using all ADBench  ((b)) Critical difference plot only using the
datasets. larger half of datasets.

Figure 4.3: Critical difference plots comparing DEAN’s ROC-AUC performance to other al-
gorithms. A lower rank is better, and algorithms that don’t differ significantly are connected
by a horizontal line. While our algorithm is not always the best, there is no algorithm that
performs significantly better than DEAN. Also, when only considering large datasets, DEAN
achieves the best performance.

Our critical difference plots are slightly different than the one shown in ADBench, par-
tially because we evaluated the algorithms in the weakly supervised setting. However, sim-
ilar to ADBench, we see that simple, well-known, and shallow algorithms like KNN, LOE
and CBLOF are the strongest competitors. Our algorithm outperforms CBLOF but does not
quite reach the same average rank as KNN and LOE We think that this is because bench-
mark datasets often are relatively low dimensional and have many samples, a scenario that
is not realistic in practice but optimal for distance-based algorithms like KNN and LOE
Still, there is no significant difference between these algorithms and DEAN. And if we only
consider larger datasets, DEAN even has a slightly higher rank than all other algorithms.
Also, DEAN performs significantly stronger than each other surrogate algorithm or deep

learning algorithm (with the exception of NeuTral).

4.5.1 Evaluation of Axiom Compliance

Compliance with Axioms 2 and 4 is hard to assess theoretically, which is why we evaluate it
experimentally on the same datasets. For Axiom 2, we show that the repetition uncertainty
of DEAN is smaller than for other surrogate deep learning algorithms under identical train-
ing conditions in Figure 4.4. Additionally, for Axiom 4 we also show DEANs performance
when evaluated with modified hyperparameter sets. Since both uncertainties are almost

equal, it can argued that the effect of these hyperparameter sets is close to neglectable,
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which is in stark contrast to DeepSVDD (Han et al., 2022) and Autoencoder (Kumar et al.,
2024) behaviour.

Uncertainty through repetition: 1.52% Uncertainty through hyperparameters: 1.58%

4%
3% Irx 0.5
8 power + 1
= power
é 2% 2.33% batcl;;zozcehj 2.5
N max_bag
1% maz_bag + 50
layers + 1
layers — 1§ 1 |

0% % W% Ti% % 1% 80%
DeepSVDD AE DEAN o o 0 (] 0 o
or average AUC-ROC

Figure 4.4: Left: Repetition uncertainty for various surrogate algorithms, Right: DEAN per-
formance with varied hyperparameters and the resulting uncertainty.

4.5.2 Runtime
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Figure 4.5: Left: median runtime per dataset of our algorithm compared to our competitors,
Right: Maximum runtime of each algorithm on the datasets. We show DEAN in green, the
remaining deep learning algorithms in blue, and shallow algorithms in yellow.
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We compare the median runtime of the algorithms considered in Figure 4.5. Since some
datasets are significantly larger than others, the runtimes vary significantly between datasets.
Because of this, we show the median runtime over each dataset as well as the maximum
over all datasets. To keep the comparison fair, we only use a single CPU core per algorithm
and dataset.

Generally, we see deep learning algorithms perform slowest, with DEAN being the slow-
est algorithm with a median runtime of about 15min per dataset. Still, these algorithms
would also be the ones most affected when using GPUs. Additionally, DEAN is an ensem-
ble method and thus can be parallelized almost perfectly. Also, because of DEAN'’s use of
feature bagging, the comparison is significantly more similar when considering the worst
longest runtime instead. Here, most deep learning approaches require comparable amounts
of time, and three even require more. The difference results from DEAN’s runtime scaling
faster to higher dimensional datasets, as feature bagging results in constant neural net-
work sizes. Still, the runtime of DEAN is not optimal, and thus, we will consider a variation

of DEAN optimized for runtime in Chapter 5.

4.5.3 Ensemble Structure
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Figure 4.6: Average DEAN ROC-AUC performance over all datasets as a function of the num-
ber of submodels used. We reach 2% lower performance with the first 13% of submodels.

The hyperparameter affecting the runtime the most is the number of submodels used.
While the performance also depends on how many submodels are used, the relationship is
not linear as Figure 4.6 shows. Even with the 100 submodels we employed for the bench-
mark experiments, we do still see an improvement from using more submodels. However,
the change in average performance slows down significantly compared to the first submod-

els used.
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This means we could train a version of DEAN in 87% less time, which would only have

a 2% lower average performance.

4.5.4 Existing Surrogates as Ensembles
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Figure 4.7: Comparing other deep learning surrogate models as ensembles. The average
performance over all datasets is shown here. While DEAN improves significantly when
more submodels are used, both DeepSVDD and Autoencoder stay almost constant. Please
note that the uncertainty of DEAN is higher here compared to Figure 2?2, as we are not com-
paring the entire ensemble, but only a limited number of submodels.

Since we compare our ensemble-based method mostly against non-ensemble meth-
ods, we also show in Figure 4.7 the performance of the other deep learning-based surro-
gate methods when used in an ensemble. While DEAN'’s performance improves with more
submodels, the performance of the other methods stays almost constant. The continuous
growth of DEAN with more submodels is a direct consequence of the simple submodels
we use and the high variance between submodels they allow. This shows the benefits of
abstract ensemble approaches, where individual submodels are able to consider slightly

different aspects.

4.6 Anomaly Detection Beyond Accuracy

While our comparison shows the competitive performance of DEAN, it also highlights the
problem of creating a strictly better-performing anomaly detection algorithm. Even when
using 121 datasets, we are not able to find many significant differences between the perfor-

mances of various algorithms.
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Thus, we argue that while accuracy is vital up to a certain level, usability might be more
beneficial than marginally improving an algorithm’s performance beyond competitive per-

formance.

Beyond achieving competitive performance, it is important to note that not every task
has the same exact requirements. Other surrogate algorithms like DeepSVDD and Autoen-
coder are arguably prominent because they are easy to modify and extend. For instance,
they allow the incorporation of fairness criteria (H. Zhang & Davidson, 2021) and sparse
ground truth through a few labeled instances (Ruff et al., 2019), or the integration of pre-
processing (Kieu et al., 2022) to boost robustness and explainability. We argue that DEAN
is even more versatile than these algorithms, thanks to its simple submodel design and in-

herent ensemble structure.

The ensemble structure, for example, can be used to explain why specific samples are
considered normal or abnormal by leveraging shapley values (See Chapter 7). Here, feature
bagging provides a natural solution to the high computational complexity of shapley val-
ues. Similarly, the ensemble structure should make it possible to create a version of DEAN
with federated learning (X. Wang et al., 2023). Additionally, techniques such as subsam-
pling (Zimek et al., 2013) could be used to create ensembles that change what data they
are trained on to be GDPR compliant (Menges et al., 2021). A similar idea could be used
to create a version of DEAN that uses active learning to either improve or personalize an
anomaly detection algorithm (Lochner & Bassett, 2021). Feature bagging (Lazarevic & Ku-
mar, 2005) instead could likely be used to allow the model to handle missing values (Diet-
terich & Zemicheal, 2018). And since retraining singular submodels can be done in parallel
to predictions, a continuously learning (Stocco & Tonella, 2020) version could be created.
Ensembles also allow for ensuring specific properties of our anomaly detection algorithm,
such as robustness against adversarial samples, by employing pruning or weighting tech-

niques to remove the least robust ensemble submodels (See Chapter 6).

Similarly, the simplicity of our submodels allows for the easy modification of the train-
ing procedure. This allows the input of additional information (See Chapter 8) like, for ex-
ample, in semi-supervised anomaly detection (Ruff et al., 2019) or with outlier exposure
(Hendrycks et al., 2019) and could likely even be used for privacy-preserving anomaly de-
tection (Alabdulatif et al., 2017).

In addition to this, we also think that using different machine learning models could
lead to interesting versions of DEAN. Neural symbolic computing (Paisner et al., 2013)
could be used to extract human understandable patterns and a more lightweight model

could be directly applied on IoT devices (Sedjelmaci et al., 2016). Also, graph neural net-
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works (J. Zhou et al., 2018) and recurrent neural networks (Rumelhart et al., 1986) could
be used to create a version of DEAN finding anomalies on graphs or time series. Both of
these have been tried by thesis students (Katzke, 2023; T. N. A. Nguyen, 2024) with mixed
success, and another one (Hausler, 2023) has experimented with using the DEAN model on
NLP data.

4,7 Conclusion

In this chapter, we presented the first systematic study of surrogate models for anomaly
detection, establishing a framework for the construction of new surrogate models from
mathematical functions. To guide the selection of an optimal surrogate, we propose five
axioms that such a surrogate anomaly detection algorithm should satisfy. We use these ax-
ioms to construct the DEAN ensemble, our optimal surrogate algorithm fulfilling each of
these axioms.

We evaluate DEAN thoroughly and show that it performs competitively, particularly ex-
celling over other deep learning-based methods and other surrogates. We also show that
its performance is more reproducible and reliable than other surrogates and that its perfor-
mance is only minorly affected by changes in hyperparameters. Additionally, our axiomatic
design makes DEAN an easy-to-use algorithm that can likely be adapted to many different

use cases and we will study some of them in Part III of this thesis.
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CHAPTER

SEAN: SHALLOW ENSEMBLE ANOMALY DETECTION

This Chapter follows: Kliittermann, S., Peka, V., Doebler, P, & Miiller, E. (2024). Towards
highly efficient anomaly detection for predictive maintenance [Accepted and presented, to
appear]. Proceedings of the 23rd IEEE International Conference on Machine Learning and
Applications (ICMLA), Special Session 3: Machine Learning for Predictive Models in Engi-
neering Applications (MLPMEA), and is partially based on the work of a thesis student:
Peka, V. (2024). Anomaly detection using an ensemble with simple sub-models [Master’s the-

sis, TU Dortmund University]. https://psorus.github.io/thesis/peka.pdf

5.1 Introduction

This chapter proposes a modification of DEAN: While the performance we discussed in
Chapter 4 is competitive, its runtime is not. And while it is possible to accelerate DEAN by
reducing the number of submodels or by using parallelization, the benefits this can provide
are limited. Instead, we remember that abstraction is often used to accelerate models (See
Chapter 2.3) and search for a more abstract, even simpler submodel to use.

Considering the bias terms used in methods like DEAN and DeepSVDD, the algorithm’s
performance does not actually decrease much without them (Kliittermann, 2022). Still fol-
lowing the universal approximation theorem (Z. Lu et al., 2017) and as we show in Figure 4.2
this does limit how complicated functions can be learned by each individual submodel. So,
for an ensemble of those having similar performance with and without bias terms, the bias

reduction of the ensemble (Gupta et al., 2022) has to be strong enough to replace the lower
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individual submodel expressiveness.

Most of the runtime of our DEAN ensemble is taken by the neural network training. So,
this chapter studies the following hypothesis: What if we increase the bias of each submodel
further by replacing the neural networks of DEAN with simple linear models? While this
initially also increases the bias of the submodels (and thus decreases its predictive power by
breaking Axiom 5), it will also drastically accelerate our ensemble efficiency. Furthermore,
the expressiveness of the whole ensemble should still be lower than that of each individual
model because of the property of ensembles to reduce bias. And we will show that with
larger ensemble sizes made possible by the drastic speed increases, we are even able to

slightly outperform DEAN in both predictive power and accuracy.

5.2 Extremely-fast Anomaly Detection

For some anomaly detection applications, speed is more important than only reaching high
accuracy (C. M. L. P M. Castro, 2014; Mihigo et al., 2022). The methods that are used in such
cases are typically simple, often relying on deviations from basic statistical measures like
the mean to indicate anomalies. While such approaches are quick, they fall short in perfor-
mance compared to modern methods that detect deviations from complex normal data.
For tasks where safety is critical, more sophisticated yet still fast algorithms are necessary.
Shallow methods, such as the Isolation Forest (E T. Liu et al., 2008), which uses simple ran-
dom decision trees to isolate anomalies, or CBLOF (Z. He et al., 2003), which clusters nor-
mal data and measures deviations from cluster centers, are examples of effective shallow
approaches. Due to the low time complexity of the Isolation Forest, it scales well to larger
data. CBLOF is relatively efficient but not as fast. Because of the ease of implementation,
speed, and quality, both are exceptional benchmark methods for ultra-fast AD. However,
partially due to limited recent research interest in shallow anomaly detection, these meth-
ods are often ignored in favor of more advanced learning techniques. In this chapter, we
introduce a new shallow method inspired by the DEAN method introduced in the previous

chapter, which not only surpasses other shallow methods but also does so in less time.

5.3 Methodology

The primary distinction between DEAN and our in this chapter proposed algorithm, SEAN
(Shallow Ensemble ANomaly detection), lies in the replacement of neural networks with

linear regression models. In SEAN, each function f; is a linear regression where the target
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value (dependent variable, label) is constantly equal to 1. We observe that the loss function
in Equation 4.3 is equivalent to separately fitting mean squared error linear regressions. Let
Xnormai,i denote the feature vectors used for the training of the ith function. The parame-

ters a; (=coefficients) that minimize the SEAN loss function

. T 2
(5.1) min Y (ajx-1)
X€Xnormal,i
are found by standard techniques for least squares regression. For relatively few features
the textbook solution to this optimization problem requires only matrix inversion instead
of neural network training:

(5.2) a; = (XT AXnormal,i)_1 xT -L

normal,i’ normal,i’

where 1 denotes a vector of ones. Equation 5.2 is numerically unstable, so singular value
decomposition (SVD) is often preferred.

We added model indices i to the training data, as when the features X;,o;nq1,; would
be identical for all i, the process would be deterministic. So instead, we apply feature bag-
ging (Lazarevic & Kumar, 2005), similar to DEAN, to ensure diversity among the a; values.
Additionally, we incorporate subsampling (Zimek et al., 2013), training each model on a
random subset of samples, further increasing variance by training each submodel on its
own slightly different dataset. Both feature bagging and subsampling not only enhance
model diversity but also reduce computation time. Feature bagging decreases the number
of features used in Equation 5.2, while subsampling reduces the number of samples. Given
the complexity of O(samples- features?) in Equation 5.2, these techniques significantly
lower computational costs. Additionally, by effectively limiting both the number of training
samples used and the number of features used by each model, the runtime of SEAN scales
well to large datasets.

To further improve performance with only a few submodels, we introduce a variation
of feature bagging where instead of selecting a random subset of bag features for a sub-
model, we multiply the training data matrix (size samples x features) by a matrix F (size
features x bag), where each element of F is randomly drawn from a normal distribution
with mean zero and variance one, as shown in Equation 5.3. For this, we are inspired by
reservoir computing (H. Zhang & Vargas, 2023), where a similar approach is used to allow
simple models to learn more complicated functions. Because we have seen that variations
in the average value of F can affect the model, especially for low features, we normalize F,

by subtracting the mean of each row from F and thus setting the mean to be exactly 0 for
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each generated feature.
(5.3) Xtrain - Xtrain -F

We will explore the impact of different choices for F in our ablation studies in Section 5.4.2.

Like DEAN, SEAN identifies anomalies using an anomaly score, as defined in Equa-
tion 4.2. To further enhance speed and reduce memory consumption, we replace the sum-
mation with a maximum operator. This is also supported by Chapter 3, showing that this

can outperform averages.

(5.4) score(x) =max|a;-x—1|
1

5.3.1 Axiom compliance

Comparing this approach to the axioms we propose in Section 4.3.1, SEAN works with an
equivalent loss function to DEAN and thus also fulfills Axiom 5. Axiom 2 requesting a re-
liable training procedure is fulfilled since the submodel training process is deterministic.
Similarly, since we do not use bias terms, there is no trivial solution, fulfilling Axiom 3. Hy-
perparameter invariance, as demanded by Axiom 4, will still be tested experimentally in
Section 5.4.2, but generally, shallow methods contain fewer hyperparameters than deep
learning algorithms. Thus, the only drawback of SEAN is that it does not fulfill Axiom 5 de-
manding expressive submodels, and thus will likely have a lower submodel performance,
especially for complicated datasets. Our hypothesis in this chapter is that a larger submodel
count might still increase the expressiveness of the ensemble to a point where it cancels out

the lower submodel expressiveness. This hypothesis is analysed in Section 5.4.4.

5.3.2 Hyperparameters

In the following sections, we evaluate SEAN using a specific set of hyperparameters, which
represent a balanced trade-off between performance and runtime. Additional hyperpa-
rameters are discussed in Section 5.4.2.

First, similar to DEAN, each feature is normalized so that max(X r]: sf;”;le) =1and
X feature
normal

domly drawn samples and using bag = 10% of the available features. If the number of fea-

min( ) = 0. The SEAN ensemble consists of 50 submodels, each trained on 1000 ran-

tures is too high or too low, we clip bag to ensure it remains within the range 2 < bag < 100.

Similarly when fewer than 1000 normal samples are available, we use all available samples.
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5.4 Experiments

In this section, we comprehensively evaluate and benchmark SEAN, adhering to the method-
ology of a recent anomaly detection benchmark study, ADBench (Han et al., 2022) equiva-
lent to the evaluation done in Section 4.5. This means we conduct comparisons across the
121 datasets recommended by ADBench, including 57 uncorrelated datasets. We compare
SEAN against various shallow anomaly detection algorithms benchmarked in ADBench,
such as distance-based algorithms (e.g., KNN (Ramaswamy et al., 2000) and LOF (Breunig
et al., 2000)), density-based algorithms (e.g., COPOD (Z. Li et al., 2020), HBOS (Goldstein &
Dengel, 2012), and ECOD (Z. Li et al., 2022)), and other approaches like OCSVM (Bounsiar
& Madden, 2014), LODA (Pevny, 2016), PCA (Callegari et al., 2011), [Forest (E T. Liu et al.,
2008), and CBLOF (Z. He et al., 2003)). Given the inspiration and similarities in methodol-
ogy, we also compare SEAN with DEAN.

In contrast to ADBench, we assume a scenario where a set of uncontaminated sam-
ples is available (weakly supervised setting).For performance evaluation, we only use the
ROC-AUC metric (Bradley, 1997; Hanley & Mcneil, 1982), which is the most widely adopted
metric in anomaly detection research. Although other metrics like AUC-PR (Boyd et al.,
2013) or F1-Score (Goutte & Gaussier, 2005) were studied, results were vastly consistent
with ROC-AUC, and we omit them here for brevity.

Moreover, we measure the runtime of each algorithm, restricting evaluations to CPU
cores to avoid unfair advantages from GPU-supported implementations. Each evaluation

is repeated 10 times, and the results are averaged to ensure robustness.

5.4.1 Performance Comparison

We begin by analyzing the runtime-performance trade-off for each algorithm, as illustrated
in Figure 5.1. SEAN demonstrates slightly lower performance compared to DEAN but oper-
ates over 20,000 times faster, making it the fastest among all algorithms studied. SEAN out-
performs all shallow algorithms, except for distance-based methods. However, distance-
based algorithms are known to suffer from the curse of dimensionality (Bellman, 1966),
limiting their applicability to high-dimensional real-world data, despite their success in
low-dimensional benchmark datasets. Additionally, these algorithms typically require cal-
culating the distance between each test and each training sample, and thus, their runtime
does not scale well to large datasets.

Further performance analysis is provided in the critical difference plot in Figure 5.2.

The plot reveals no significant performance differences between SEAN and other effective
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Figure 5.1: Runtime (x-axis, logarithmic) and anomaly detection performance (y-axis, in
ROC-AUC) averaged together with their uncertainty across all datasets. An optimal algo-
rithm would be positioned in the top right corner. The blue area indicates the trade-off
between speed and performance, suggesting a limit to how fast an algorithm can be while
maintaining high performance.

competitors, such as DEAN, CBLOE IForest, and PCA, highlighting that anomaly detection
performance alone may not need to be the most decisive factor in algorithm selection.

We also compare the average runtime required for training and inference by each al-
gorithm, as shown in Figure 5.3. SEAN emerges as the most efficient, with the ability to
train nearly 10 ensembles per second on an average dataset. Its inference cost is similarly
low, confirming SEAN as the overall fastest algorithm. Notably, even when excluding deep
learning algorithms and the relatively slow OCSVM, the runtime differences between al-
gorithms span multiple orders of magnitude, emphasizing the critical importance of an

appropriate algorithm choice for real-time applications.

58



5.4. EXPERIMENTS
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Figure 5.2: Critical difference plot comparing the anomaly detection performance of the
algorithms in Figure 5.1. A lower average rank is preferred. A Friedman test (Friedman,
1940) is employed to determine significant differences in ROC-AUC performance, with
a Wilcoxon test (Wilcoxon, 1945) connecting algorithms with no significant differences.
Significance is determined using p-values below p < 5%, after Bonferroni-Holm correc-
tion (Holm, 1979).
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Figure 5.3: Comparison of the runtime of algorithms in Figure 5.1. Training time and infer-
ence time are separated, with their relative magnitudes shown in the background.

5.4.2 Ablation Study

We investigate the impact of different hyperparameter choices on SEAN’s performance to
understand how well SEAN fulfills Axiom 4 in Figure 5.4. Our study reveals that hyperpa-
rameters allow for a trade-off between runtime and performance. The most influential hy-
perparameter is the number of submodels in the ensemble. Increasing the number of sub-
models by a factor of five approximately multiplies the runtime by five but also reduces
the performance gap with DEAN to only about 0.6%, while still maintaining a significant
runtime advantage.

We also assess different feature bagging techniques in Table 5.1. Our method of multi-
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Figure 5.4: Runtime and anomaly detection performance for various hyperparameter com-
binations. Higher values generally increase runtime. Feature bagging is evaluated with 20%
and 5% of features (compared to 10% for the baseline case). Models are trained with 100,
300, 3000, and 10000 samples each (compared to 1000), and SEAN ensembles are formed
with 10, 25, 100, and 250 submodels (compared to 50).

plying by a random Gaussian matrix with guaranteed zero mean ("baseline") consistently
yields the best performance. If we remove our normalization, guaranteeing that the mean
of each matrix row is zero ("baseline no normalization"), the performance is slightly lower
but still higher than that of every other bagging method. The "mixture" method no longer
draws samples from a normal distribution for the values in the matrix F but draws either a 0
or a 1 from a binomial distribution (p = 0.5) for them. It achieves slightly lower performance
but offers a marginally faster runtime. The "classical" feature bagging approach (Lazarevic
& Kumar, 2005), where each sample is randomly assigned a set of features, underperforms.
We believe this to be because of the limited number of fitted submodels, which increases
the probability of features being entirely omitted by the ensemble. Alternatively, we suggest
the "reverse classical" method, which guarantees that each input sample is assigned and
added to exactly one output sample for each submodel. This improves the performance
compared to usual feature bagging, but does so at the cost of higher runtime and also with-

out surpassing the baseline approach.

5.4.3 C++ Export

Many real-time anomaly detection tasks are executed on-device (Mihigo et al., 2022), ne-

cessitating not only fast models but also minimal memory usage. These environments of-
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Table 5.1: Comparison of different feature bagging methods.

Algorithm Performance (AUC) Time (s)

baseline 76.46% + 0.08% 0.1510+0.0032
baseline no normalization 75.47% +0.08% 0.1437 +0.0026
mixture 74.42% + 0.05% 0.1172+0.0014
classical 72.40% + 0.14% 0.1319+0.0031
reverse classical 74.16% £ 0.05% 0.2522 +0.0092

ten cannot support high-level languages like Python. To address this, we developed a C++
conversion tool that transforms a trained SEAN model into a compact C++ implementation
for on-device anomaly detection. We tested this tool on the largest dataset in ADBench, the
Census dataset, which contains 37136 test samples with 500 features each. The resulting
executable, including all weights, is less than 100 KB in size and requires under 4 MB of

RAM to execute, proving the versatility of our approach.

5.4.4 Individual model performance or submodel speed

We have shown in Figure 5.4 that the number of submodels has a large influence on the
performance. This is somewhat expected since a larger ensemble decreases the bias of a
model further and thus somewhat cancels out the larger bias of simpler submodels. But
this creates another question: Our SEAN model is only slightly (2.24%, see Figure 5.1) worse
than the original DEAN model, but more than 20000 times faster when using 50 submod-
els. Since the runtime of SEAN grows almost perfectly proportionally to the number of sub-
models, this means we could train an ensemble of over one million SEAN submodels and
still be faster than the DEAN model. In Figure 5.5, we investigate what the performance
increase of such an extremely large ensemble would be.

However, training 1M submodels still requires 1M sets of learned parameters and ran-
dom rotation matrices, and thus, we hit the RAM limitation of the machine we were exper-
imenting on (512GB). While we could extend this with a batch-wise implementation, we
also already see that with 5 — 250k models, we outperform DEAN while being faster than
it. Additionally, a quadratic function seems to describe the relationship quite well, with a
#if = 1.73, allowing for easy estimation of large ensemble effects.

Overall, it shows that starting from about 5k submodels (100 x more than in Figure 5.1),
SEAN is able to outperform DEAN while still being about 230x faster than the same.

This shows that the bias reduction of the ensemble is more valuable than having initially

low-bias submodels, validating our approach to simple abstract ensembles and implying
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Figure 5.5: Average anomaly detection performance of the SEAN ensemble with extreme
numbers of submodels. We investigate up to 250k submodels here because of RAM limita-
tions for certain large datasets. This largest ensemble shown here requires more than four
times less computation time than the DEAN ensemble introduced in Chapter 4. The uncer-
tainties are calculated by repeating each experiment 10 times.

that Axiom 5 might not be necessary for large ensembles. It also implies that maybe we can
create even larger ensembles of even simpler, more abstract ensemble submodels and still

reach competitive predictive power.

5.5 Conclusion

This chapter presents SEAN as a highly efficient and effective anomaly detection algo-
rithm. Through extensive benchmarking against 121 datasets, SEAN has demonstrated su-
perior speed, outperforming both shallow and deep learning-based algorithms, particu-
larly in high-dimensional contexts. Our results confirm that SEAN achieves a remarkable
balance between performance and computational efficiency, making it ideally suited for
time-critical applications. The ablation study further underscores the flexibility of SEAN,
showing how its performance and efficiency can be fine-tuned through hyperparameter
adjustments. Finally, the ability to export SEAN models to C++ for on-device execution en-
sures that it meets the stringent requirements of memory and processing constraints typi-
cal ofindustrial environments. SEAN stands out as a robust, scalable, and practical solution
for anomaly detection, with significant implications for advancing applications like predic-
tive maintenance and can even outperform DEAN, its original inspiration.

While SEAN has shown strong performance, several avenues for further research are ap-
parent. First, studying the feature bagging process further has shown potential to improve

detection accuracy even further.
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Expanding SEAN’s capabilities to handle streaming data is another promising direction,
allowing for more effective real-time anomaly detection in continuously changing environ-
ments by also considering previous time steps. But this also implies further challenges in
how to intelligently choose features to balance higher resource consumption and perfor-
mance, as well as how to handle effects like feature drift.

Additionally, optimizing the C++ export tool for deployment on low-resource devices
remains an important goal. Enhancing this tool could involve leveraging more efficient li-
braries or hardware-specific optimizations to better support industrial applications.

Finally, our analysis of SEAN has shown that possible submodel complexity (Axiom 5) is
not a requirement for a powerful ensemble, and thus, even larger, even simpler submodels
could create interesting ensemble methods.
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CHAPTER

POST-ROBUSTIFYING DEAN BY MODEL SELECTION

This chapter follows: Boing, B., Kliittermann, S., & Miiller, E. (2022). Post-robustifying deep
anomaly detection ensembles by model selection. 2022 IEEE International Conference on
Data Mining (ICDM), 861-866. https://doi.org/10.1109/ICDM54844.2022.00098

6.1 Introduction

While researchers have made a lot of progress designing algorithms for increased anomaly
detection performance, including our work in the previous chapters, formal verification
of these deep anomaly detectors has often been neglected. Yet, especially in safety-critical
areas, it is of utmost importance to formally state and prove guarantees about a model’s be-
havior. This need is exacerbated by the discovery of so-called adversarial samples: inputs
designed to fool the model into a wrong prediction (Szegedy et al., 2014). For the anomaly
detection task, this translates to false-positive samples indistinguishable from normal sam-
ples in the train dataset.

From these adversarial samples, a research branch defending against such attacks has
emerged. Methods such as adversarial training (I. J. Goodfellow et al., 2015; Madry et al.,
2018) attempt to make neural networks more robust against adversarial samples by adjust-
ing the model’s training. If however these methods yield a non-robust model, there is no
method to fix it, i.e. robustify it as a post-processing step.

We address the aforementioned challenges by using the inherent properties of our abstract

ensemble method. Given an already trained ensemble model, we first assess its robustness

67


https://doi.org/10.1109/ICDM54844.2022.00098

CHAPTER 6. POST-ROBUSTIFYING DEAN BY MODEL SELECTION

Original Sample Ensemble Pseudo-Adversarial

Figure 6.1: Original MNIST sample (left) and its adversarial. Differences between the origi-
nal and the adversarial have been enlarged to make them visible. The original sample is pre-
dicted as normal. The pseudo-adversarial p-adv on the other hand is predicted as anoma-
lous even though it is nearly indistinguishable from the original.

by a divide-and-conquer approach. By splitting it up into its submodels, solving a verifica-
tion problem for each submodel and merging the intermediate results, we obtain an upper
and a lower bound for the largest anomaly score in a predefined region.

Moreover, the intermediate results allow us to distinguish between submodels that either
do or do not harm the ensemble’s robustness. In a second step, we can create a new, ro-
bust ensemble model using only the non-problematic submodels. Thus we obtain a post-
processing method that - within certain bounds - robustifies any such ensemble to a de-
sired degree.

Beyond post-robustification, our method is also the first to produce a so-called pseudo-
adversarial for such an ensemble method, as shown in Figure 6.1. These are inputs to the
ensemble that are most likely being predicted as anomalous by the ensemble model and
narrow down the approximation gap between the upper and lower bound of the anomaly
score.

Using ensemble methods alleviates another major issue of neural network’s formal verifi-
cation: scalability. As shown by (Xiao et al., 2019), the runtime of a verification method in-
creases exponentially with the complexity of neural networks. However, the use of abstract

ensemble methods allows us to elegantly circumvent this problem as it is much faster to
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verify many small neural networks compared to one large neural network.

We highlight the use of our robustification method on the DEAN ensemble method as de-
scribed in Chapter 4. This model combines several advantageous properties: since it em-
ploys feature bagging with a large set of simple submodels, we can scale up the verification
to datasets of any dimension. Moreover, due to its simple architecture, any particular sub-
model can be verified quickly and without approximation loss by an SMT solver.

With our experiments, we highlight several properties of post-robustification. As a first re-
sult, we show that we can successfully robustify a given DEAN ensemble without impairing
its predictive performance. Moreover, we show that any local robustification guarantees
not only local robustness but also increases overall robustness for all samples. Therefore,
we can even robustify multiple samples simultaneously while still retaining a large portion
of the original submodels.

We furthermore notice a surprisingly small approximation gap we inevitably introduce by
our divide-and-conquer approach. Even though we do not jointly analyze the submodels,
the relative error between our approximation and the actual largest anomaly score never
exceeds 2%.

Finally, we compare the robustness of the DEAN model to other, well-known deep anomaly
detectors. As a result, we strongly suggest using DEAN for verifiable anomaly detection be-

cause it yields the best performance both in terms of scalability and robustness.

6.2 Related Work

6.2.1 Neural Network Verification

Formal verification of neural networks can be categorized into SMT solver approaches
((Ehlers, 2017; Katz et al., 2017)) and abstract-interpretation-based approaches ((G. Singh
etal., 2018; Weng et al., 2018; H. Zhang et al., 2018)). For our purposes, we will make use of
SMT solvers as this allows us to obtain two types of results for a predefined region: an upper
bound on the anomaly score as well as a lower bound derived from a pseudo-adversarial.
Thus we can estimate the approximation gap to the true largest anomaly score in that re-
gion. Abstract-interpretation based approaches on the other hand, could only provide us
with an upper bound and do not yield a pseudo-adversarial for ensembles.

However, SMT solvers are notorious for being much slower than abstract-interpretation-

based methods. We counteract this deficiency through the feature bagging and limiting the
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complexity of each DEAN submodel. Overall this leads to an acceptable runtime while pro-

ducing well-approximated robustness results.

6.2.2 Robustifying against Adversarials

Other approaches to defend against adversarial attacks have already been proposed. Most
notably, seminal papers by Madry et al. (Madry et al., 2018) and Goodfellow et al. (I.J. Good-
fellow et al., 2015) introduce the technique of adversarial training. However, they assert
that their method is only based on testing against adversarials instead of verifying a prede-
fined region. Moreover, it has been shown that any attempt to prevent adversarial attacks
by hiding the network structure through, e.g., gradient masking, is doomed to fail because
blackbox adversarial attacks suffice (Papernot et al., 2017), (Athalye et al., 2018). Therefore
networks must be made provably resilient against adversarial attacks.

Most existing methods, including (Croce et al., 2019; 1. J. Goodfellow et al., 2015; Madry
et al,, 2018; H. Zhang et al., 2019), try to incorporate robustness into their training meth-
ods. However, if this training does not yield a robust model, one can only retrain it without
the guarantee of obtaining a robust model thereafter. Instead, we aim to adjust an already

trained network to become provably robust.

6.2.3 Model Selection/Simplification

Other model selection methods exist that focus on improving performance (Chiang et al.,
2016) or try to increase the importance of bounding points (Z. Zhao, 2017). We, on the other
hand, select submodels based on the notion of robustness and verification. Beyond model
selection for ensemble methods, network pruning (Blalock et al., 2020) is another approach
to simplify networks: it reduces model complexity and makes them applicable with low
computational costs by erasing weights/neurons. However, none of these approaches aim

to robustify the network in the sense we propose.

6.3 Problem setting

There are several notions of robustness both for deep anomaly detectors (Najari et al., 2021;
C. Zhou & Paffenroth, 2017) and for neural networks in general (S. Zheng et al., 2016). While
a lot of emphasis has been put on training models to be robust, once a model exists it can
only be shown or measured whether it is robust. However, given a non-robust model it

would be useful to just slightly adapt it in order to make it robust, instead of retraining a
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new model from scratch.
Therefore this section poses the challenge to post-process a given model such that it be-
comes robust. To this end, we will formally introduce the post-robustification problem and

provide the necessary definitions.

6.3.1 Deep Anomaly Detectors

First, we need to define what we mean by a deep anomaly detector. It consists of a (set of)
neural network(s) F and a function G mapping the output of F to an anomaly score. Thus
we can define Anom(x) = G(F(x), x).

This score represents the degree of anomalousness for the input x: the larger Anom(x)
is, the more likely it is to be an anomaly according to the model. Moreover, to eventually
distinguish between normal and abnormal points, a threshold 7 needs to be set such that
the anomaly detector becomes a binary classifier: if Anom(x) > 7, we consider x to be an
anomaly, else we consider it to be normal. For the models we train, we choose 7 so that

Anom(x) < 7 for 80% of training data points.

6.3.2 Post-Robustification

Inspired by the robustness against adversarial samples in the realm of supervised learning,
we want to locally post-robustify models for anomaly detection around a given input x*.

More precisely, this chapter addresses the following problem:

Problem 1 (Post-Robustification). Given an evaluation metric m and a non-robust model-
input pair (D, x*), create a new model D* such that (D*, x*) is robust and m(D*) — m(D) is

maximized.

This problem definition reflects that we do not only want to robustify our model on x*,
but that we also do not want to trade off too severely with respect to a given evaluation
metric. Otherwise post-robustification might result in a degenerate model that, e.g., maps
all inputs to the same output: a model that is very robust but not at all useful.

Note that, assuming a monotone m, we do not want to minimize |m(D*) — m(D)|: if D*
performs even better according to the evaluation metric, we do not consider this a problem.
To make this problem statement more concrete, we need to give the model, the evaluation

metric and define a precise notion of robustness: we choose the previously defined DEAN
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model evaluated by the AUC score which reflects the predictive capability in the task of

anomaly detection. The precise definition of robustness will be given in the next section.

6.3.3 Adversarial Robustness

Our robustness definition is the direct adaptation of adversarial robustness from super-
vised learning to anomaly detection. In essence, we consider the anomaly detector as a

binary classifier and apply the definition of (Madry et al., 2018) to it.

Defnition 1 (e-adv-rob). Let D be a deep anomaly detector, dist a distance function and x*
a normal sample, i.e. Anom(x*) < 1. We say that D is e-adversarial-robust at x* if and only

ifforallinputsin x* +e:={xeR" : dist(x,x*) < €} the Largest Anomaly Score is less than t:

LAS(D,x"* +¢€):= max Anom(x)<T
XEX*te

According to this definition, a normal input x* is robust if and only if all surrounding
inputs are normal as well. Thus, if we can prove e-adversarial-robustness, we know that
there cannot be an adversarial sample in x* + €.
Typically, dist will be given by an L, distance such as L; or Ly, and for the remainder of
this chapter, we will work with the L., distance.
Please note that this is a much stronger notion of robustness than e.g. testing against a finite
set of adversarial samples. In contrast, we aim to verify the model against infinitely many
points defined by the € environment of x*. It corresponds to the same notion of robustness
against adversarial attacks in supervised learning (Madry et al., 2018).
We have now defined the problem we want to solve for the DEAN model. However, we
need a further subproblem which we will solve for each submodel of DEAN to establish

robustness on a given DEAN model.

6.3.4 Worst-Case-Error Problem

Given that DEAN, among other deep anomaly detectors, bases its anomaly score on the de-
viation to a desired output, we introduce a slightly adapted version of the worst-case-error
problem given in (Boing et al., 2020). If we know the worst-case error of a given submodel
in the region of interest x* + ¢, we also know whether the model will ever predict anomalous

for any input in that region.
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Figure 6.2: Exemplary DEAN submodel for explaining the construction of SMT formulas.
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Defnition 2 (wce). Let f : R? — R! be a DEAN submodel, A< R" an input region and q the

target value of f. The worst-case-error is given by:

wee(f,A) =supllqg— f(X)lloo

XEA

Moreover we want to calculate an input that realizes wce up to a predefined accuracy.
Sticking to the notation introduced in (Bding et al., 2020) these are so-called weakly super-

vised adversarials.

Defnition 3 (w-adv). In the context of definition 2 we define an weakly supervised adversar-

ial (denoted w-adv) as an input x such that
lIlg — f (%) oo — wee(f, A)| < acc
where acc is a predefined accuracy.

Now that we have all the required definitions, we can build our way backwards to solve

each of these problems. This is the content of the next section.

6.4 Solution Framework

In this section, we provide a framework for post-robustifying a deep anomaly detection
ensemble. Reversing the structure of the previous section, we start by calculating wce on a
DEAN submodel followed by verifying the DEAN ensemble and finally robustifying it.

6.4.1 Calculating wce for a DEAN submodel

To calculate wce for a given DEAN submodel we will slightly adapt the solution provided

in (Boing et al., 2020) and make use of so called SMT solvers. In essence wce(x*,x* + €) is
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obtained by repeatedly checking existence of an input x in x* + ¢ such that || f(x) — gl > 6.
Using this §-check as a subroutine we can approximate wce(x™, x* + €) with a predefined
accuracy using binary search over 6. Therefore, in the following, we only need to describe
how to use an SMT solver for a particular value of 6.

While an SMT solver can be used in a very versatile way, we will treat it mostly as a black-
box, explaining only what we need to provide and what in return we obtain as a solution.
For a more detailed description of SMT solvers, please refer to (Boing et al., 2020) or (Ehlers,
2017).

For our specific use case, we will provide a boolean combination (A, v, =) of linear inequal-
ities, a so-called 'formula’, as input to our SMT solver of choice ((Katz et al., 2019)). These
linear inequalities will encode the DEAN submodel as well as the §-check. The variables in
each inequality will be given by the submodel’s inputs/outputs, as well as the intermediate
results in each layer.

As a result of the verification process we will obtain either unsat proving that no input re-
sulting in a distance to g exceeding § exists, or sat together with a sample x € x* + € such
that [|g—f (x) oo > 6. We will keep track of the last sample obtained during the binary search
as this will be the w-adv.

A small drawback of this approach is that SMT solvers allow only for piecewise affine func-
tions. Therefore the submodels can consist only of linear, ReLU, convolutional and pooling
layers. However, while this limits the generality of this approach, DEAN models only re-
quire linear and ReLU layers.

To make things more precise, consider a DEAN submodel f = hjohyo...o h; where each h;

denotes one layer. Thus f is computed recursively for all layers k€ 1,...,L—1 via
Xk = h(xg—1) = ReLU(AgX—-1)

where Ay is the weight matrix between the fully connected layers k-1 and k. The last layer
is calculated similarly, except that no ReLU activation is used.

To translate the submodel to a formula for the SMT solver, each neuron is encoded by
adding inequalities to the formula using the A-conjunction. For the sake of simplicity, we
write equalities as well as ’ite’ - short for 'if-then-else’ - which can all be implemented using
boolean combinations of inequalities. For a Linear neuron xj ; - the jth neuron in the kth

layer - the subformula encoding it would be given by:

L1

Wi ji= Xk =D Ak, jXk-1,i]]
i=1
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where [, denotes the number of neurons in layer k.

In case of a ReLU neuron we add the following subformula:

-1

Vij= [[Sk;j = [; Ak, i, jXk-1,il]

INETRES ite(Sk,j < O»O»Sk,j)]

To encode the entire submodel we simply concatenate all subformulas for all neurons via

N

dr= N N\ vij

2<k<L1s<js<ly
Beyond encoding the submodel, we need to encode the §-check in the language of SMT
solvers. They are given by a simple formula encoding the L, distance between g and the

submodel’s output:
Gs=1f(x)=qg+dlvIf(x)<qg-90]

Finally, we need to encode that the input is in an Ly, ball of radius € around the input:
b = /\ [xksxz+£]/\[xk2x,t—£]
1<ksN

Basically the formula ¢5 is satisfied if and only if the error between f(x) and q is large
enough, while ¢, restricts the SMT solver to search for a point x in an e—environment of
x*. Eventually, the formula presented to the SMT solver is given by ¢yor = ¢ A pe A Ps.

If the SMT solver returns unsat for this formula, we know that for all points in {x € R" :
|x —x*lloo < €} the distance between f(x) and q is less than §. If on the other hand, the
solver returns sat and a solution X which satisfies [|[x—x* |1 <eand || f(x) - q) |, >, we
directly obtain an example resulting in a large deviation.

To further ease understanding we will present a small example: For the simple DEAN sub-

model given in Figure 6.2 the SMT formula looks as follows:
Example 1.

¢ =(z1 =2x1 —0.5x2 + x3)
A(zZp = X1 +2X2 —3X3)
AN(Z1=ite(z1<0,0,27))
AN(Zp=ite(zp <0,0,2))

A(f(x) =0.25Z; +0.252)

75



CHAPTER 6. POST-ROBUSTIFYING DEAN BY MODEL SELECTION
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Figure 6.3: Visualization of u-adv. For each dimension (x-axis) u-adv is usually given by
either X* — ¢ or ¥* + €. Thus u-advis a’corner’ of X* + ¢

For given x* = (1,2,1), f(x*) = (1), and € = 0.1 we furthermore have a formula

Pe=01=((x1 =0.9) A (x1 =1.1))
A2 = 1.9) A (xp < 2.1))
A((x3 = 0.9) A (x3 < 1.1))

and lastly for 6 = 0.1 we add

Ps=01=((f(x) =1.1) v (f(x) <0.9)

The solution for this instance is sat with, e.g., the

following variable assignments:

{x1=1.1,x2=2.1,x3=0.9,2; = 21 =2.05,20 = Zp = 2.6, f (x) = 1.1625}

Note, however, that for 6 = 0.2, no solution exists, proving that wce must be between 0.1 and
0.2.

6.4.2 Robustness Verification

Having established a procedure to calculate wce on a DEAN submodel, we now show how
to verify the entire DEAN model. The general procedure of our verification framework is
given by splitting up the ensemble model, calculating wce and w-adv on each submodel,

and merging the results. In the following section, we provide details on these steps.
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Figure 6.4: Verification Process of the DEAN model. We first split DEAN and the input (left)
up into the submodels and their features. Thereafter on each submodel both the wce and
the u-adv are calculated (middle) followed by merging the results into the upper bound and
the pseudo-adversarial p-adv (right). Note that due to feature bagging each submodel’s u-
adv does not cover all input dimensions.

6.4.2.1 Splitting

We split the DEAN model into each of the submodels it consists of. Thus, if F = (fi, ..., fm)
is the DEAN model we consider each f; separately in the next step. Note also that for the
next step, we need to respect the feature bagging. If we want to check robustness for a given

input x* each submodel f; is verified on X} + € being the projection of x* onto the features

of f;.

6.4.2.2 Submodel Verification

For each submodel f; we solve the adapted version of the worst-case-error problem posed
by (Boing et al., 2020) as described in section 6.4.1. Thereby, we obtain two outputs. On the
one hand, we obtain a value wce of each submodel, and on the other hand, an input w-adv

that realizes wce up to a predefined accuracy.

6.4.2.3 Merging Outputs

From the two outputs obtained for each submodel, we will extract an upper and a lower
bound for LAS(F, x* +¢€). Recall that if the upper bound is lower than the anomaly threshold

T we prove local robustness. The lower bound on the other hand is used to estimate the
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approximation gap to LAS(F, x* + ).
We calculate the Upper bound of the Largest Anomaly Score by:

1 |
ULAS(Fx™ +¢) = \/E Y wee(fi, X £e)?
i=1

We replace the error of each model with the largest error that can possibly manifest for
each submodel. This is an overapproximation of LAS(F, x* + €) because different submod-
els might realize this largest error on different inputs. However the DEAN model must, of
course, be evaluated on a single input only. If the upper bound is low enough, it serves as a
proof that the ensemble model is robust.

We construct the lower bound by combining the adversarials w-adv obtained for each sub-
model into an input point for DEAN. To this end we leverage a property of the adversarials
w-adv obtained by our subroutine: usually they are at a corner of the input space X* + €.
Thus in each dimension k they are given by y; € {X] + ¢, X;. — €} (c.f. Figure 6.3).

Taking the perspective of a particular dimension k, there are several submodels that have
this dimension as input due to feature bagging. To combine the adversarials, we simply em-
ploy a majority vote among these submodels to determine which side of the corner (x; + ¢
or x; — €) we choose.

Thus, let J be the index set of submodels using feature k as input and { y,]C : j € J} be the
corner points obtained for dimension k by their respective weakly supervised adversarials.

Then, we construct a pseudo-adversarial for the ensemble as
p-adv(x* + &)y = mode{y,]; cjeJt

From this pseudo-adversarial we extract a lower bound for LAS(D, x* + €) by simply cal-
culating Anom(p-adv(x* + €)). Essentially, we try to combine the adversarials of each sub-
model in such a way that each of the submodel’s errors become large, thereby tailoring a
pseudo-adversarial for the ensemble model.

Even though this results in a lower bound for the DEAN model, we will experimentally show

that it is close to the upper bound. Thus we achieve a small approximation gap.

6.4.2.4 Properties of Ensemble Verification

Robustness verification of an ensemble comes with both advantages and caveats. One ma-
jor advantage is with respect to scalability. Using an ensemble of simpler models allows us
to break down the difficult problem of verifying a large neural network into smaller sub-
problems, each of which can be solved in a much shorter time. Since verification time in-

creases exponentially in the number of ReLU nodes (Xiao et al., 2019), the size of networks
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Algorithm 1: Robustify
Input: L= ((fl! wce(fi,fc;k ign)i:l,...,m’ T

-

Lsor: = sort(L) by wce

2 while \/m Y fieLy,, Weelfi, X7 +£)2 >7do
3 ‘ Lsort = Lsort \ max(Lsort)

4 end

5 RemainingModels=models(Lgory)
6 return RemainingModels

that can be verified is limited. Thus ensemble methods of simpler models are a natural aid
for scalability.

Secondly, feature bagging - a method only applicable to ensemble methods - allows us to
scale up the verification procedure to datasets of any dimension.

Finally, as we will see in the experiments, the DEAN ensemble is more robust in the previ-
ously defined sense than other deep anomaly methods making them the go-to choice for
robust anomaly detection.

Still there is a trade-off we take by verifying each of the submodels independently: we only
approximate the largest anomaly score on the entire net, because we are not able to con-
sider inputs to different submodels jointly. We will see empirically though that our approx-

imation is very close.

6.4.3 Robustify

Endowed with the capability to determine robustness, we will now present a simple proce-
dure with which we can post-process a non-robust model-input-pair based on each sub-
model’s wce such that it becomes robust: we sort all submodels by their wce and remove
them one by one starting with the largest wce until the upper bound on LAS(F, x* + ¢€) of
the remaining models is below the anomaly threshold 7. This way we can guarantee that in
x* + € the resulting ensemble will never predict anomalous ensuring robustness.

The exact procedure is given in Algorithm 1 and is based on the assumption that there are
a few submodels whose wce exceed 1 by a substantial margin (c.f. Figure 6.5). In that case,
we only need to remove a small portion of the submodels, thus retaining a lot of the en-
semble’s predictive capability.

This seemingly simple procedure has to be executed with care given the following caveats:
first, by reducing the number of models we might impair the predictive capability of the

ensemble. We will show experimentally that this trade-off is not severe, but of course this
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depends on the level of robustness one wants to achieve. Secondly there is a limit of ro-
bustness that we cannot overcome simply given by the smallest worst-case error of any
submodel. Thus, if € is too large (i.e. if we want too much robustness) post-robustification

by removing submodels becomes impossible and Algorithm 1 returns an empty list.

6.5 Experiments

This section highlights the use of post-robustification for a given DEAN model. We will start
by looking into a single ensemble model trained on MNIST, showing what useful results can
be obtained with our method. Thereafter we will compare DEAN with a) an autoencoder
ensemble (RandNet) (J. Chen et al., 2017) and b) the DeepSVDD (Ruff et al., 2018) model on
8 other real-world datasets highlighting that DEAN models are more robust from the begin-
ning, allow for post-robustification on each of these datasets, and - in contrast to RandNet

and DeepSVDD - keep a constant runtime across all datasets.

6.5.1 Deep Dive MNIST

Our first experiments are conducted on the MNIST dataset. Here we train an ensemble of
1000 DEAN submodels with feature bagging of size 32 to highlight properties of our Robus-

tify method on a single ensemble model.

6.5.1.1 Remaining Predictive Capability

Assuming that we started with a powerful predictor, our first experiment addresses whether
the model loses its predictive capability by robustifying. As shown in Figure 6.5, after post-
robustification, we can keep 856 of the original models and thereby sacrifice almost no
AUC. Indeed, we could have deleted more than 50% of the submodels before witnessing a

severe drop in AUC score.

6.5.1.2 Approximation of the Largest Anomaly Score

As we cannot directly calculate L AS, we must approximate it. Recall that we obtained an
upper bound on the LAS by aggregating over each submodel’s wce and a lower bound by
combining each submodel’s w-adv into a pseudo-adversarial for the DEAN model. We can

use both bounds to test how accurate the approximation of LAS for the DEAN ensemble is.
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Figure 6.5: ROC-AUC Score and ULAS of the DEAN Ensemble as a function of the number
of models used to generate it. Here we use only the submodels with the lowest error and
consider an ensemble with ULAS < 0.15 to be robust as defined by 7. Calculating these
individual errors does not require labels, so our process is still unsupervised/weakly super-
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Figure 6.6: LAS Approximations (upper bound through averaging submodel’s wce and
lower bound through combining u-adv) for 20 different samples. For every sample tested,
we know the value of LAS up to a relative error of less than 2%.
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Figure 6.7: Gaussian KDE plot of ULAS of 20 samples before (black) and after (green) ap-
plication of Robustify. After robustifying on a particular sample we calculated ULAS on
different samples to obtain the green density.

Since we have no theoretical guarantee on the size of the approximation gap, we empir-
ically evaluate it for a given DEAN model on 20 subsamples in Figure 6.6. Surprisingly, the
relative error between the approximation gap and the actual LAS is always less than 2%,

showing that our approximation scheme is very precise.

6.5.1.3 Local vs. Global Robustness

Next, we investigate the global effects of local robustification.

Figure 6.7 shows that we significantly decrease UL AS for other normal samples by local
robustification. It appears that the models we delete by robustifying one sample also cause
high wces on other samples. Therefore, our method increases robustness not only locally
but also globally.

However, an important remark is that in order to be provably robust at multiple points, one
needs to successively apply the robustifying step in each of which the trade-off with pre-
dictive capability is made. As seen in Figure 6.9 though, the trade-off becomes less severe

with a growing number of local robustifications.
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Dataset Features RandNet DEAN DeepSVDD
pageblocks 10 0.9231 0.9577 0.8748
segment 18 0.9982 0.9998 0.9981
steelplates 27 0.7521 0.7329 0.718

wbc 30 0.941 0.9751 0.9336
satellite 36 0.8321 0.8196 0.8233
gsarbiodeg 39 0.8734 0.7425 0.821
gasdrift 128 0.9791 0.9319 0.9562

har 561 0.9786 0.9529 0.9371
Average 0.9097 0.8890 0.8828

Table 6.1: ROC-AUC Scores on the 8 datasets used in this chapter.

6.5.2 Comparison to RandNet and DeepSVDD

This section compares DEAN to two representative, alternative models: RandNet (J. Chen
et al., 2017) and DeepSVDD (Ruff et al., 2018). While RandNet consists of an ensemble of
autoencoders, thereby being directly comparable to DEAN, DeepSVDD consists of a sin-
gle, large neural network. Thus even though we cannot directly apply our post-processing
method to DeepSVDD, we highlight how DEAN outperforms it with respect to runtime and

robustness.

6.5.2.1 Datasets

We choose eight different datasets with varying number of features. These are chosen from
(Rayana, 2016) and (Vanschoren et al., 2013), such that each algorithm achieves a similar
AUC score as shown in Table 6.1 and can thus not be used to compare the algorithm’s per-

formance.

6.5.2.2 Verification of RandNet and DeepSVDD

For both models, we need to define how to verify their robustness. To this end we need to
upper bound their anomaly score (via ULAS) to thereafter compare this bound to 7.
For the RandNet model RN = (aey,...,ae,;) we proceed similar to the DEAN model: we

calculate wce for each submodel by

wce(ae;,x* +¢€) = max lx—ae;(x)|loo
XeEX e
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and join the results using the median as their aggregation function

ULAS(RN,x* t¢) = me{dian(wce(ae,-, x* +¢)).
tel,..., m

Note that we need to choose the L., norm to calculate wce, because SMT solvers cannot
handle the L, norm.

For a DeepSVDD model DS the anomaly score is given by the euclidian distance (L,-norm)
to a (given) parameter c. Similar to RandNet we instead need to calculate the Lo, norm as

wcee:

wce(DS,x* +€) = max |DS(x) - ¢lloo
XeEx*+e

We can ensure robustness only via the largest Lo,-ball fully contained in the L2-ball of ra-

dius c. Therefore the upper bound of the anomaly score is given by

ULAS(DS,x* +¢€) = \/p- wce(DS, x* is)z‘

where p is the model’s output dimension.

6.5.2.3 Ratio Comparison

As the anomaly scores of different models can have different scales, Equation 6.1 defines
the so-called Change Ratio (CR) to make the results on different models comparable. It
indicates how much ULAS needs to be reduced to obtain a robust model: the model is
already robust for CR < 1 while for CR > 1 we need to reduce ULAS by a factor CR.

_ ULAS(D,x* +¢)
T

(6.1) CR:

The upper part of Figure 6.8 shows that for every dataset, DEAN is already the most ro-
bust, often having a CR < 1. While DeepSVDD is already less robust, RandNet has change
ratios more than 100 times higher than those of DEAN. At least partly, this is due to a larger
approximation error of wce as we have to replace the L,-norm with the L,,-norm for both
RandNet and DeepSVDD. DEAN on the other hand calculates wce precisely showing that
it is best suited for our approach.

One measurement, showing CR of the RandNet on the har dataset (561 Features), is miss-
ing. This is because the model’s complexity caused the verification to time out.

The bottom part of Figure 6.8 shows the runtime of the verification algorithm. As the x-axis
is sorted by the number of features in each dataset, we show the drastic increase in required

verification time both for RandNet and, to a lesser extent, also for DeepSVDD. In contrast,
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Figure 6.8: Change Ratio and runtime on eight datasets averaged over 10 runs and 20 sam-
ples each. The computational effort for RandNet and DeepSVDD increases with the number
of features (note that the datasets are sorted by their number of features). For the highest
dimensional dataset "har" with 561 features, it was impossible to verify the autoencoder
due to timeout. Notice that in contrast to the other algorithms, DEAN has constant run-
time and the lowest Change Ratio.

the required verification time for the DEAN model stays constant over all datasets as fea-
ture bagging allows to keep the number of ReLU nodes in each submodel the same.

Even though DEAN seems to have a larger runtime on lower-dimensional datasets, note
that - unlike DeepSVDD - its verification process can be parallelized along the submodels.
Moreover, it depends linearly on the number of submodels verified. Therefore, the eventual
runtime of DEAN verification can be controlled both with the number of submodels to be

verified and with the number of CPU cores available.

6.5.3 Towards Global Robustness

Finally, we want to build on the results obtained in section 6.5.1.3. As we have seen, local
post-robustification impacts robustness globally. Therefore Figure 6.9 shows the number
of remaining models after repeatedly applying post-robustification on different samples. It

appears that on all datasets we can robustify up to 10 different samples without sacrificing
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Figure 6.9: Number of models deleted by robustification (left) and number of remaining
models after repeated robustification. To reach robustness around a single sample, we must
remove less than 10% of models on average. As we show on the left side of the figure, for
90% of verified samples, we need to remove at most 22% of submodels. Just a few samples
are hard to robustify and require removing more submodels. Using these insights, we test
if we can robustify a given ensemble for multiple samples. We show the number of remain-
ing models on the right side after robustifying up to 10 samples averaged over 10 different
ensembles and samples. As only a few hard-to-verify samples affect this curve strongly, we
choose the 10 samples that are easiest to robustify for every model. However, we show the
effect of also including the final sample as point 11.

too many models.

However, there are a few samples that would delete more than 50% of the models, as can
be seen on the left-hand side. For these cases, one has to closer evaluate the remaining
AUC score, which is why we exclude them in our experiment. In future work, we may also

investigate how to train more submodels focusing on these particular inputs.

6.6 Conclusion

In this chapter, we are the first to study the formal verification of ensembles for anomaly de-

tection. We show that especially that an abstract ensemble approach, like the DEAN model
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seems suitable for this task, as it outperforms common alternatives in terms of robustness.
Also, using feature bagging, DEAN achieves a verification time independent of the number
of features of the dataset. To our knowledge, this is the only algorithm that achieves sub-
exponential verification time.
We also introduce Robustify, a method allowing to further improve the robustness of the
ensemble. We show using DEAN that this method allows to drastically increase the local
robustness of the model, while maintaining the same anomaly detection capability.
Using Robustify, we are able to generate an ensemble that is robust in any area locally. Us-
ing repeated application of this algorithm, we achieve robustness in multiple points. How-
ever, to achieve global robustness, we require a more powerful algorithm. This could be
a method similar to boosting, scaling the impact of less robust submodels differently and
thus reaching global safety against adversarial attacks. We would also like to explore how to
apply Robustify to supervised ensembles and especially to binary classification tasks.
Recently, some people propose using libschitz safe neural networks (Gouk et al., 2021)
to guarantee a form of adversarial safety for all points as an alternative to manual verifi-
cation. Some initial experiments done by a thesis student (Wickes, 2024) show that such
an approach can also work in anomaly detection, but also that unsupervised and weakly
supervised tasks require special care and also have a reduced performance when using lib-

schitz safe neural networks.
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CHAPTER

EFFICIENT EXPLANATIONS USING SHAPLEY VALUES

This chapter follows: Kliittermann, S., Balestra, C., & Miiller, E. (2024). On the efficient ex-
planation of outlier detection ensembles through shapley values. In D.-N. Yang, X. Xie, V. S.
Tseng, J. Pei, ].-W. Huang, & J. C.-W. Lin (Eds.), , pacific-asia conference on knowledge dis-
covery and data mining (pakdd), advances in knowledge discovery and data mining (pp. 43—
55). Springer Nature Singapore. https://doi.org/https://doi.org/10.1007/978-981-97-2259-
4 4

7.1 Introduction

For many applications, simply finding anomalies is not enough, and we would also like to
be able to explain why a sample is anomalous. Consider, for example, predictive mainte-
nance, where an explanation might help an engineer fix a fault faster (Langone et al., 2020;
Vollert et al., 2021).

Shapley values (Shapley, 1953) have emerged as a promising technique for interpret-
ing the contributions of individual features in black-box models. They offer mathematical
guarantees of fairness that make them an attractive choice for anomaly detection as well.
However, their practical application poses a significant challenge due to the requirement
of training an exponentially large number of models. While significant progress has been
made in anomaly detection interpretability (Z. Li et al., 2023), challenges persist. The trade-
off between interpretability and model complexity transferred to the computational com-

plexity of the feature importance scores, thus remains an interesting topic of investigation.
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In response to this challenge, we propose an innovative approach that leverages at-
tributes of our abstract ensemble approaches to approximate Shapley values efficiently and
makes anomaly detection methods based on feature bagging interpretable. First, we delve
into the details, defining the bagged Shapley values and presenting a theoretical proof of
our approach. The experimental results demonstrate our method’s effectiveness in achiev-
ing efficient interpretability in anomaly detection tasks with complex, high-dimensional
data.

7.2 Shapley Values and Intepretability

Shapley values (Shapley, 1953) originate from Cooperative Game Theory. Since their first
applications, they gained prominence as a powerful tool for increasing the interpretabil-
ity of machine learning black-box models (Lundberg & Lee, 2017b; Ribeiro et al., 2016;
Strumbelj & Kononenko, 2010). Shapley values offer a theoretically sound framework for
quantifying the impact of each feature or factor in a model’s prediction; the scores, being
the average marginal contribution across all possible feature combinations, are robust and
interpretable. Attributing the contributions of the individual features has revealed help-
ful for anomaly detection (Takahashi & Ishiyama, 2014; Tallon-Ballesteros & Chen, 2020),
where Shapley values provide valuable insights into the importance of features in iden-
tifying anomalies. However, their practical use is contrasted by one significant challenge,
namely their computational complexity. The exact computation of Shapley values requires
evaluating a value function for every possible subset of players. Thus, the consequent ex-
ponential blow-up in computational cost soon renders their use for high-dimensional con-
texts infeasible. An exception to this are tree-based models, for which an exact polynomial
time algorithm exists (Lundberg & Lee, 2017a).

However, in general, approximation techniques need to be implemented to make Shap-
ley values more accessible; These include Monte Carlo sampling, stratification of players,
and kernel approximations (Burgess & Chapman, 2021; J. Castro et al., 2009; Lundberg &
Lee, 2017b; Strumbelj & Kononenko, 2014; van Campen et al., 2018). Each method ad-
dresses the efficient computation of Shapley values differently, with potential accuracy and
computational cost trade-offs.

Interpreting anomaly detection methods is essential for understanding why single data
points are considered anomalous, e.g., in safety-critical applications. Feature importance
analysis plays an essential role (Z. Li et al., 2023): Techniques such as feature attribution (Dis-

sanayake et al., 2021) are employed to highlight which features have the most significant
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impact on the detection. Additionally, we find rule-based models (E. Miiller et al., 2012),
decision trees (Park & Kim, 2021), and model-agnostic techniques like LIME (Ribeiro et al.,
2016) and SHAP (Lundberg & Lee, 2017b) to shed light on the decision-making process of
anomaly detection models. Furthermore, visualizations are essential for enhancing trust
in complex scenarios. Examples are heatmaps, scatter plots, and time-series representa-
tions (Balestra et al., 2023; Kadir & Brady, 2001).

7.3 Anomaly detection ensembles

In our context, a set X < RY of data points can be parted into two subsets: the set of nor-
mal observation indicated with X,,o;, and the set of abnormal observations, indicated with
Xabn- In unlabeled data, distinguishing normal from anomalous data is not always straight-
forward. We consider a model for anomaly detection f, that aims at classifying each data
point x € X as either normal or anomalous. Among the various anomaly detection meth-
ods, we focus on methods that provide to each data point a score measuring its likelihood
of being anomalous.

Defnition 4. Given a set of data points X, we call model a function a: X — R where a(x)

represents the anomaly score assigned by a to the sample x.

The higher the value a(x), the more likely x is considered to be an anomaly compared
to the set X. On the same set X, various anomaly detection models can be constructed. We

indicate with .#x the set of models constructed on X.

Defnition 5 (Ensemble). Given a set of (sub)models ./ x, an ensemble is a function A 4, :

X — R that assigns to each x € X its average anomaly score, i.e.,

1
(7.1) Ay (X) = maz a(x).

E./ﬂx

The ensemble prediction is the average submodel prediction in the set .#x.

Using the trick of projected data points in lower dimensional spaces, we reach the def-
inition of bagging. We indicate with .4 the set of coordinates of X and with X; the set of
data points in X projected only on the I < .4 coordinates (or features), i.e., given x € X the
corresponding point x; = (x;);ey and I < 4. Now we can define a subset .#x, € #x as the
set of submodels that belongs to .#x trained only on Xj.

The bagging procedure is meant to randomly cover the information in X, considering

only the projection of X in smaller-sized subsets. We refer to the size of the data points in
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the projection as bag. Having X < R" fixed and bag < N, we can get (b];[g) different subsets

of size bag from the N features.

Defnition 6 (Bagging). After fixing the bag, the bagging procedure consists in defining the
model bs,, € Ms such that bs ,(x) is the result of a model a when trained on the data set Xs

and S is a subset of N whose size is |S| = bag.

The bagging procedure does not fix either the model a from .#x or the set S < ./, thus
potentially covering, using sufficiently many random seeds, all the information contained
in X. We write bg 4seed fOr the specific bagging submodel resulting after we fixed the seed for
the random sampling of S and the model a. Finally, we can construct the so-called feature

bagging ensemble based on the bagging technique.

Defnition 7 (Feature Bagging). Given a dataset X and a set of models U x, we define the

function f 4, : X — R such that it assign to each x € X the score defined as
1 n
(7.2) fouy (x) = nh—r}c}o; j;obs,alseed[i](x)'

where seed is an eventually infinite vector of randomly drawn seeds.

A similar definition could also be made for non-anomaly detection ensembles as long
as the output is a linear combination of the submodel predictions. Still, feature bagging is

more commonly used in anomaly detection.

7.4 The bagged Shapley values

A cooperative game is a pair (4, v) where A represents the set of players, and v is a func-
tion over the subsets of A". v assigns to each coalition of players a worth, i.e., a positive real
number representing the score obtained by the players as a team. Usually, the monotonic-
ity of the value function is assumed, i.e., V() < V(AB) if L S B < N .

The Shapley values are a fair assignment of weights to the single players that consider
the role of the single players in any single coalition. Given a game (A4, v), ¢, (i) represents

the Shapley value of player i:

Defnition 8 (Shapley Value). Given a game (N, v), the Shapley value ¢, (i) of player i is
defined as

SN (N - 1] - 1)!
(7.3) G T S <l B il et ko C PPN N2

SN, ieS | A
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We refer to v(& U{i}) — v(¥) as the marginal contribution of i to.¥. Shapley values have
a flexible and straightforward definition, depending only on v and the number of players;
this made them the object of study in various circumstances and applications. However,
their computation results in an NP-hard problem that approximation approaches can only
partly solve. We show that the exact computation of Shapley value-similar scores for feature
bagging ensembles can be easily reduced to a polynomial time.

We introduce the bagged Shapley values; their definition perfectly aligns with the im-
possibility of training an ensemble method with less than bag features. We rewrite the
definition of Shapley values from Equation (7.3) ¢ 1y () (i) for feature bagging ensembles,
where x € X c RY is a data point, f, is the feature bagging model and we are interested
in assigning to the coordinate i of X an importance score in predicting the overall anomaly

score f 4, (x). We define the bagged Shapley values:

Defnition 9 (bagged Shapley Value). Given a set of data points X RY, a set of (sub)models
Mx and a feature bagging model f 4, defined over ./ x, the bagged Shapley values are the

values
- N s (N-s-1)
(7.4) f gy 0 (@) = Sumx () = fary (%)
fax S;JV,l'etzS,szbagN_ bag N! v &
This equation removes terms with magnitude b%g, a necessary step, as defining an

ensemble model with less than bag features is not possible. Notice that the higher the

dimension of the data points in X is, the smaller the difference between ¢ 1, 0 (1) and

N
N-bag

®f 4, 0 (i) To somewhat correct for this difference, we add a factor to compensate

that we are summing over fewer subsets of A".

7.5 Theoretical guarantees for the approximation

The main result of our studies regards the chance to express Shapley values with a limited
number of selected bagging submodels, thus avoiding the exponential computational costs

of Shapley values.

Theorem 1. The bagged Shapley values can be expressed using a selection of submodels

involved in the feature bagging ensemble f 4. . In particular, it holds
Bl 0 (D % LX) = Ly, ().

Proof. To increase readability, we use the notation
N s(N-s-1)!
N —bag N!

k(S,N) =
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where s = |S| and N = |./|. For abuse of notation and readability, we write S instead of Xg

throughout the whole proof.

Now, we can rewrite the bagged Shapley values in the following way bg 4/seed and substi-
tute it with Digeeq € A s

bro = Y kSN[ fsun® - fs)]

ScN,i¢S,s=bag

= lim > k(S, N
oo Sc.N,i¢S,s=bag
Zj:O ..... n,beMsyi blseed(x) Zj:o ..... n,beﬂsblseed(x)
| Asu A

where #x = {a € /x| arestricted to features in K} is the subset of models that contain
only features included in K.

From the previous equation, we see that ¢ fuy (0(1) is asum over the same bagging mod-
els multiple times, as they are part of various subsets. We can simplify the writing to evalu-

ate each model only once but weight them.

~ 1
(7.5) (i) = lim ap-b x)—— -b (x)
(/)fﬂx (x) n—co | x| bgﬂx b Pjseed e be;ﬂ\iﬁb |seed

Noting that we can shuffle our feature labels without changing Equation 7.5, @; = a and
Py = P have to be independent on the specific model bjseeq. By the same argument, a and
p can not depend on the model outputs bjseed(x). This allows us to choose any model b(x)

to compute them; we pick here

1 if model b considers feature i
(7.6) b(x) =

0 else

Using the proposed b(x), the  term disappears, thus we can write « as:

Ldixl
Ysc.n,igs,IS1zbag K (S, N) 772

Suli

. yl Zbe“”xswi} b(x)
a = lim

n—oo ZbE.jﬂX b(x)
count(ﬂXSU{i] )

ZSQJV,iezS,ISIzbagk(S’ N)- ”MXSU{i} N

= nh_{go count(#x)
x|
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where count(.x,) is the number of models in .#x, that contain one specific feature in K.
count(#x,) (1@5__11) _ bag

We can use lim,—.co — T T () = 1x7 thus getting
ag
N N[N} sN-s-1)! 1
a=N Z .S( s ) .
N—bags:balg S N! s+1
N NZ—I 1
_N—bagszbag s+1
0 0
= . N+1)—-vy (bag+1
N —bag (y( ) -y (bag+1))

with the digamma function y?°.

When instead of choosing b(x) to be independent of i, we find that (I) fary (i) x (a—pP).
But since the feature is designed not to have any effect, we know that ¢, (i) = 0 and
thus a = . This concludes the proof.

|

The results not only show that the bagged Shapley value is proportional to the difference
of two feature bagging, respectively defined on .#x and .#x ,,, but also that when using
bagging models, we can calculate the bagged Shapley values in polynomial time. This is
because for deterministic submodels, instead of using co of them, we only need to train

( b];]g) < N4 submodels.

7.6 Experiments

We evaluate our approach on various freely available real-world datasets with varying num-
bers of features (Deng, 2012; Z. Liu et al., 2015; Triguero et al., 2017). We conduct exper-
iments on the correctness of the approximation (Section 7.6.1), the effectiveness of our

explanation (Section 7.6.2), and the scalability (Section 7.6.3) of our approach.

7.6.1 Quality of the Approximation

To fairly investigate the approximation accuracy of the bagged Shapley values, we use a
low-dimensional dataset, i.e., the five-dimensional phoneme dataset (Triguero et al., 2017),
thus requiring the training of feature bagging ensemble models only 2° = 32 times to cal-
culate accurate bagged Shapley values. The low dimensionality of the dataset allows us
to compute the non-approximated version of Shapley values without incurring extremely

long runtimes. We train isolation trees from (E T. Liu et al., 2008) with a bagging size of 2
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Figure 7.1: Left: Plot of the bagged Shapley values against the exact Shapley values for each
data sample in the phoneme dataset. Right: Shapley values and their approximation for two
example samples. The color-coding of the features is represented in the legend.

and simplify the anomaly score from (E T. Liu et al., 2008) to fit our methodology by using
the negative average path length over all trees as an indicator of anomalies. We train one
million submodels and average the obtained results to guarantee consistent and robust
results. The total training takes about 70min of CPU time!. The ROC-AUC score is 0.733.

We separate the trained models into ensembles for each subset of them and compute
the exact Shapley values and the bagged Shapley values. We combine the values obtained
into Figure 7.1. As the mapping lies on the diagonal line, we conclude that the approxima-
tion works well on all data points.

It might be possible to change the feature bagging method to not simply choose random
features, improving the accuracy further when using significantly fewer submodels. Some

initial ideas about this have been explored by a thesis student (H. P. Tang, 2022).

7.6.2 Effectiveness

We can compute the bagged Shapley values for datasets whose dimensions are too high
for an exact computation. We focus on the MNIST dataset (Deng, 2012), a collection of
images of hand-written digits usually used to train image-recognition models. Following
the approach of (Ruff et al., 2018), we consider normal all images representing a handwrit-
ten 7, and anomalous the images representing other digits. Each image has a resolution of

28-28, i.e., we handle 784 features in each image. Computing the exact Shapley values for

! All experiments were performed on Intel Xeon E5 CPUs. In this chapter, we stick to CPUs over GPUs also
when we use neural network submodels; the choice is justified by the higher amount of parallelization they
allow.
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Figure 7.2: MNIST dataset. The original images are in the top row. The bottom rows contain
the derived bagged Shapley value heatmap for IFOR, DEAN and SEAN. We rescaled the
color legend to the upper and lower bound of the Shapley values in each plot.

2784 ~ 10?37 evaluations, a number significantly larger than the

the single pixels requires
computational power available.

For the bagged Shapley values, we use the bagging size bag = 32. We train three models:
we use DEAN, SEAN, and a shallow isolation forest (E T. Liu et al., 2008). The training time
of DEAN is significantly longer than using IForest or SEAN?. Note that we do not only train
amodel on each possible subset, as the number of subsets is still (73628) ~4-1032, Instead, we
train on random subsets until the result converges. This also helps deal with the random
nature of our algorithms.

Figure 7.2 represents the plots of the Shapley values for five representative samples in
the form of heatmaps; bright colors represent high score, i.e., features highly increasing the
anomaly score. Each heatmap, both for DEAN, IFOR and SEAN, highlights the changes to
the original input that would make it closer to a normal observation by highlighting the
erroneous regions. From the left to the right side, the first two input images are labeled as
normal; however, they still contain features that are not expected, e.g., the middle horizon-
tal line in the first image. These unexpected features are highlighted in bright red/yellow.

Similarly, the other three images obtain high anomaly scores, although they contain typical

2The isolation forest takes about 220min of CPU time, and SEAN is even faster, finishing 1 million sub-
models in 190min. However, DEAN requires about 113days; This is somewhat less problematic since such
independent ensembles are easy to parallelize, and less accurate results can already be achieved with ten
thousand submodels (27hours).
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features for normal input images. These features are also unexpected by the model and thus
result in high Shapley values. Examples are represented by the nine and the four; removing
the lower line from the circle would make the nine more similar to a normal observation,
while adding a horizontal line to the top would make the four more similar to a seven.

Comparing the algorithms, we see how the understanding of the normal concept, i.e.,
the digit “seven”, of the shallow methods (isolation forest and SEAN) is too simple to explain
the predictions entirely. In the second column of Figure 7.2, we see that the isolation forest
expects the tail of the seven to bend instead of going straight down. On the other hand,
DEAN, based on a deep learning method, has less difficulty in learning a broader concept
of seven. This is also reflected in the anomaly detection performance: While DEAN reaches
a ROC-AUC of 0.9698 on the dataset, the isolation forest and SEAN only reach lower scores
0f0.9118 and 0.8591.

We strongly believe that the bagged Shapley images provide useful insights into what
the model understood and learned from the training data, as well as better performance
measured by the ROC-AUC metric.

7.6.3 Scalability

We select the celebA dataset (Z. Liu et al., 2015) to study how the approach scales to larger
datasets. celebA contains images with 218-178 = 38804 pixels, which we convert to grayscale
to simplify the plotting later. In the previous section, we showed how complex patterns can
overwhelm anomaly detection ensembles that struggle to learn a proper schema for nor-
mal and abnormal data points. Thus, we aim to maximize the separation between normal
and abnormal classes in order to simplify the learning task. We divide the dataset into nor-
mal and anomalous instances, where we characterize a normal observation being labeled
with the attributes “female”, “young”, “attractive”, and “not bald”. The inverse attributes
characterize an abnormal observation. Here, the choice of attributes was only guided by
the distribution of attributes in the dataset, and similar results would likely have followed
any other choices for the anomalous and normal classes. We only trained the DEAN en-
semble on the dataset, as the model proved to handle complicated attributed data best.
We represent the obtained bagged Shapley values as heatmaps on five different images in
Figure 7.3. The first row is the input image, while the second contains the corresponding
Shapley values. The images resulting from the bagged Shapley values plotting have high
resolution and show some features as more anomalous; However, the designed features do
not match the designed separation in normal and abnormal images. This can also be seen

in the ROC-AUC score of 0.6184. The most anomalous features seem to be (from left to
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Figure 7.3: Analysis on the celebA dataset. Heatmaps show the bagged Shapley value;
Brighter colors indicate higher values.

right) the bindi, the partially covered forehead, the shirt collar, the laugh lines, and the skin
paint transition. These are rare features in the images of young women in celebA, thus con-
sidered anomalous by the model. Still, the complexity of the separation is likely too big for
the available samples (= 72000), and thus, the learning, as shown by the ROC-AUC, is inac-
curate. Although the features outlined are not the expected ones from our understanding of
the separation between the two classes, it is worth noticing how the bagged Shapley value
maps can be used to understand and possibly also to fix the functionality of our anomaly
detection model. The runtime of the training procedure for one million DEAN submod-
els is = 468 days. We use 4 millions of submodels in our training setup, under paralleliza-
tion assumption, and set up the bagging size to be bag = 32. A different bagging size might
have achieved more accurate results, but we did not optimize it since, in most contexts, the

anomaly detection task sets the bagging size.

We finally want to characterize the minimum number of submodels needed for our
methodology to perform well. For this, we calculate the bagged Shapley values maps so
that each feature is used on average 10, 100, and 1000 times. The corresponding maps for
the center image from Figure 7.3 are shown in Figure 7.4. While some features are already
visible at about 12000 submodels, because the noise level being still very high, facial fea-
tures are undetectable; with about 10 times more submodels, those become visible while
after extending the number of submodels to about 100 times more, they have become clear.
As a rule of thumb, we suggest training 10- WNg features to visualize the basic features and
to train 10- (Fﬁ’g)% for clear images.
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Figure 7.4: Shapley value maps of the DEAN ensemble for different numbers of submodels.
Here we use 12127, 121263 and 1212625 submodels, so that each feature is approximately
sampled 10, 100 and 1000 times. The times stated assume a parallelization with 500 CPUs.
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7.7 Conclusions

Detecting and explaining anomalies can be highly complicated. Shapley values, by their
side, offer a flexible definition, easily applicable to this context; However, their high com-
putational costs represent an often insurmountable downside that makes their exact com-
putation often unfeasible.

We combine Shapley values with abstract ensemble techniques, specifically focusing
on feature-bagging ensembles for anomaly detection. The bagged Shapley values offer an
advantageous reduction of the computational costs, giving the chance to compute im-
portance scores for settings with tens of thousands of features. Furthermore, we showed
the value of highlighting anomalous features in images to obtain insights into the features
learned by the anomaly detection method.

We believe that combining Shapley values with abstract ensemble methods can boost
the use of Shapley values in the Machine Learning community, showing advantages from
a computational and interpretability point of view, as well as lead to better, more reliable,

anomaly detection models.
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CHAPTER

USING TEST TIME TRAINING TO IMPROVE ANOMALY

DETECTION PERFORMANCE

This chapter follows: Kliittermann, S., & Miiller, E. (2024). About test-time training for out-
lier detection [Under review]. 2025 IEEE International Conference on Big Data (BigData).
https://arxiv.org/abs/2404.03495

8.1 Introduction

Because labeling rare anomalies is an often very expensive task, most anomaly detection
algorithms work either unsupervised (without any labels) or in a weakly supervised setting
(with only normal labels) (S. S. Khan & Madden, 2010; Olteanu et al., 2023). Some algo-
rithms (Breunig et al., 2000; E T. Liu et al., 2008) are introduced in an unsupervised setting,
while other algorithms (Bounsiar & Madden, 2014; J. Chen et al., 2017; Ruff et al., 2018),
including the one introduced in this chapter, follow the weakly supervised setting, either
explicitly or implicitly.

But in practice, the difference between both is often ignored, as anomalies are rare and
most algorithms also work with slightly contaminated training data (Qiu, Li, et al., 2022).
Therefore, algorithms are trained similarly in both cases. We think that this leaves out im-
portant information in the weakly supervised setting that can be used to improve the per-
formance of anomaly detection algorithms significantly.

An example of this unused information can be seen in Figure 8.1: Since training and test
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Figure 8.1: Cumulative distribution of anomaly scores of an isolation forest (E T. Liu et al.,
2008) on cardio data (Halder, 2020). There is a difference between training data (100% nor-
mal) and test data (50% anomalies), which our approach tries to maximize.

data are generated by partially different processes, we can measure a difference between
their distributions. The higher this difference is, the easier the separation between normal
and abnormal data becomes. This chapter presents DOUST, our method that searches for

a data representation explicitly maximizing this difference.

DOUST uses the contaminated test data it is applied to, to specialize a simple DEAN-
like anomaly detector to work better at finding anomalies in the same test data (this is
sometimes called test-time training (Y. Sun et al., 2020) in supervised machine learning).
This approach can be seen as the benefit of knowing the questions of an exam already
while studying for it: While the pedagogical use might be questionable, using all available
information tends to increase the quality of the answers. Similarly, we reach a drastically
superior anomaly detection performance that is comparable to some supervised classifi-
cation methods, even when no labeled anomalies are given. We believe that needing only
normal samples to reach compelling classification performances makes our method ap-
plicable to many scenarios. Examples of such situations could include provably faultless
historical data (Miljkovi¢, 2011) or tasks where simulated data exists (Mikuni et al., 2022).
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8.2 Related Work

8.2.1 Testtime training

Test time training is a relatively new concept in supervised learning (Y. Sun et al., 2020) (Gan-
delsman et al., 2022). It tries to solve the problem that the distribution generating the train-
ing data often differs from the distribution generating the test data, especially from data
used in production environments. For example, a face recognition system might break
when everybody suddenly starts to wear face masks. The original approach combines a
supervised algorithm, which could not be trained on test data since the test labels are miss-
ing, with an unsupervised algorithm that could still be trained without labels. This can al-
low them to refine learned hidden features to better match test data, even under a possible
distribution shift (Liang et al., 2023), making it a subsection of unsupervised domain adap-
tion (X. Liu et al., 2022).

This approach is not susceptible to overfitting even though test samples are used since
no access to the test labels is given.

In supervised test-time training, the primary difficulty is that there might be a misalign-
ment between the supervised and the unsupervised optimization goals. However, in the
weakly supervised setting studied here, we do not need to combine two models, as our
training is independent of supervised labels.Interestingly, many older anomaly detection
papers also do not separate between training and test data (Breunig et al., 2000). And some
algorithms (E T. Liu et al., 2008) even work slightly better when using anomalies in their
training data.

While we need to optimize our model not only during training time but also during
test time, this is no different from how, e.g., a k-nearest neighbor anomaly detection algo-
rithm (Gu et al., 2019) searches for anomalies: Except maybe for some pretraining to in-
crease the efficiency, most computation time is required during testing, by evaluating the
difference between training and test samples.

DOUST extends these ideas to modern deep learning methods, explicitly searching for

differences between distributions during test time.

8.2.2 Positive unlabeled learning

In positive unlabeled (PU) learning, a machine learning method considers both a set with
samples from a positive class and a set of unlabeled samples (Bekker & Davis, 2020). This

is usually studied in supervised learning (For example, a missing medical diagnosis only
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indicates that a patient could be healthy or sick), but can also be extended to anomaly
detection. The most common application is semi-supervised learning (Ruff et al., 2019),
where an unlabeled set of both normal and abnormal samples and a positive set of a lim-
ited number of known anomalies is given. This can be seen as a restricted version of super-
vised learning and tends to often work better than unsupervised methods even when only
a single anomaly is given (Han et al., 2022; Ruff et al., 2021). Still, this only works as long as
the anomalies are similar to those used for training.

PU learning can also be used when a set of normal and a set of unlabeled samples are
given, even though this is less developed. For example, PU learning can be used similarly
to a modern reject option (X. Li et al., 2007), removing anomalies from a classification task.
Other papers focus on indirect optimizations to improve existing anomaly detection meth-
ods, like threshold selection (Tian et al., 2019), density estimation (Hido et al., 2011), or
model selection (Baudzus et al., 2023). A more direct method is studied in (Mu et al., 2021;
J. Zhang et al., 2017) , by trying to transfer the PU learning task to a usual classification
task, through an iterative approach. This approach selects the most anomalous samples
from the unlabeled set, and trains a supervised algorithm on this set, and uses this super-
vised algorithm to find the most anomalous samples in the following steps. Still, this has a
drawback similar to the semi-supervised approach: Only anomalies similar to these most
anomalous samples can be found. Also, the iterative approach can allow singular mistakes
in the original assessment of anomalousness to snowball into a misalignment between the
type of samples found and the anomalies searched for.

In contrast, DOUST tries to directly maximize the difference between both sets, mak-
ing it less susceptible to an initial anomaly assessment. Additionally, through the use of
test-time training, we do not require our anomalies to generalize, as we search for them
directly on the test set. This also means that we do not need to collect additional unlabeled
data for our training phase. And most importantly, we do not require any expensive labeled

anomalies.

8.3 Anomaly refinement with Test time training

Anomaly detection is often done in a weakly supervised setting, where only normal data
points are known. As shown in Figure 8.1, this implies that there is a measurable difference
between the distribution of data used for training and that used for testing. Our idea is
to create a one-dimensional data representation that maximizes the difference between

training and test samples, and thus also between normal and abnormal ones (as shown in

104



8.3. ANOMALY REFINEMENT WITH TEST TIME TRAINING

Appendix A.2.2). This representation can thus be used as an anomaly score, where higher
values represent more anomalous samples.

Our method, Deep OUltlier Selection with Test-time training (DOUST), contains two
training steps. One pretaining step during training time, and one to refine our model on
the test data.

After defining a neural network (for the sake of brevity, our specific hyperparameter
choices can be found in Appendix A.1.1) to transform samples to a one-dimensional rep-
resentation, we first train it to learn a constant value for each sample in the training set

(similar to Chapter 4) using the loss function defined in Equation 8.1.

1
8.1) Ly= ) (f(x)—g)z

X€Xtrain

We use a special activation function (Equation 8.2) in the last layer of our neural network:

(8.2) s+(x):5(x_1):;
1+

el—x

This shifted sigmoid fulfills S*(x) € (0, 1), simplifying later calculations, but also does
not satisfy the trivial solution of S(0) = %, which would trivialize the loss in Equation 8.1.

After this first step, removing some of the uncertainty of random initialization, pre-
tuning the network for anomaly detection, and setting all values close to the middle of pos-
sible distribution values, we will add a second step, pulling apart normal from abnormal
samples. This second step is part of the evaluation since it requires access to our test data.
It allows us to specialize our prediction to the specific anomaly detection task. This also
means that when evaluating our algorithm on new data, the second training step needs to
be repeated to achieve maximum performance.

In the second step, many different losses are possible, and we will study these further
in Appendix A.4, but here we study a slightly modified mse loss (Equation 8.3). This loss
requires each training sample representation to be as small and each test sample represen-

tation to be as high as possible.

1
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Since many samples from the test set are considered normal and thus follow the same
distribution as those from the training set, this does not separate training from test samples

but instead separates normal from abnormal ones. To show this, we assume infinitely many
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samples equally distributed over the training and test set: | X;rq4inll = | Xnormaill — 0o. Also,
we assume that the training data is sampled from a distribution p;,o;maqi, while the test data
follows (1 = V) - Prormal + V- Pabnormal (With the fraction of abnormal data samples in the

test set v). Rewriting Equation 8.3 with these assumptions, we find:

L0<f Ax Prormal() - (F (0 + (1 =v)- (1 - f(x))?)
(8.4) 2

+ Pabnormai(X)-v-(1— f(x))z

This loss is minimal, when f(x) = 1 for all abnormal samples and f(x) = ;:—t < % for all

normal samples.

Proof. We consider it self-evident that f(x) = 1 is the minimum for abnormal samples.
The minimum for normal samples is given when (f X)2+1-v)-(1- f (x))?) is minimal.
Thus diy(y +(1-v)-(1-y)?) =0, which is equivalent to 1 — (1-v)-2- (1 — ) = 0 and thus

_ 4, 1=V 1
f(X)—U—ﬂSE. [ |

While practical implementations have further complications, limiting this relation (Lim-
ited neural network complexity, sampling uncertainty, and contamination. These are par-
tially studied in Appendix A.2.4), this relation allows DOUST to explicitly optimize finding
samples without knowing what they look like.

During implementation, we found that using an ensemble (similar to the DEAN en-
semble in Chapter 4, using 100 submodels) is slightly beneficial (Appendix A.2.5.1) but also
that feature bagging (Lazarevic & Kumar, 2005) should not be used (In contrast to DEAN,
see Appendix A.2.5.2). These kinds of optimizations were initially only done once on one

unrelated dataset (Malyi, 2017), to not taint our shown results.

8.3.1 Experimental comparison

This we will now evaluate experimentally. For this, similar to the evaluation in Chapters 4
and 5, we follow a recent survey paper (Han et al., 2022). In this chapter, we limit ourselves
here to the 47 datasets considered classical for computational reasons. We initially also
only compare against the three best algorithms ADBench found as competitors. These are
a k-neirest neighbor algorithm (Gu et al., 2019), an isolation forest (E T. Liu et al., 2008),
and cblof (Z. He et al., 2003) (a cluster-based extension of lof (Breunig et al., 2000)). We
validate this choice of competitors later by also comparing it against the other competi-

tors from Chapter 4. Additionally, we compare against a supervised random forest algo-
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rithm (Breiman, 2001). As the datasets are highly imbalanced to work well with unsuper-
vised algorithms, we only use the labeled test set of these algorithms for the random forest
but employ cross-validation (Refaeilzadeh et al., 2009) to remove overfitting effects. Notice
that this is a deliberately unfair comparison. While our anomaly detection competitors, as
well as DOUST, have no access to labeled anomalies to train on and thus effectively have
to separate every type of anomalies, the supervised random forest has access to labeled
data and simply has to learn to separate two finite groups of samples. Considering that
access to a singular labeled anomaly is often enough to outperform each unsupervised al-
gorithm (Olteanu et al., 2023; Ruff et al., 2021), the random forest with access to all anoma-
lies can be seen as close to an upper limit to the performance we are able to reach. We
choose here to use a random forest over any more modern classification algorithm since
tree-based ensemble methods are not strongly affected by hyperparameters or preprocess-
ing steps and work on most dataset sizes (Robach, 2018). Likely, when optimizing, for ex-
ample, a neural network-based classifier, a better performance could be achieved. But this
would be an even more unfair comparison, and we would have to handle overfitting and
overoptimization effects. More details about our competitors can be found in Appendix
A.1.2.

To evaluate a model’s performance, we will use the ROC-AUC score, as it is independent
of the fraction of anomalies (v in Equation 8.4). This is required for some of our analyses
(See Appendix A.2.1) and thus we are not able to use the AUC-PR score (Boyd et al., 2013)

in this chapter.

8.3.2 Handling erroneous models

Some training loops fail because TensorFlow is not built for the complex, multi-stage op-
timization task we propose here. And while there are always hyperparameters that could
be changed (for example, each dataset is solved by at least one of the loss functions de-
scribed in Appendix A.4), the high number of models we train, makes optimizing specific
model impossible. Additionally, this might result in unfair comparisons when comparing
differently trained algorithms.

Instead, we ignore these rare measurements by removing datasets on which not every
used algorithm worked. This means that we will use a different number of datasets in each
comparison, and numeric results are usually only comparable in each diagram. We will
clarify how many datasets could be used for each result, but each result uses at least half of
all datasets outside of Appendix A.4.

Erroneous models usually happen in one of three ways:
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1. When a training loop only sometimes fails but also works sometimes, we will ignore
this error. This is possible since each performance is the performance of an ensemble
with (up to) 100 submodels, but these ensembles usually converge already at 5 —10
submodels. Thus, combining a few fewer models does not meaningfully affect the
results.

2. If a training loop does not run successfully converge to a value except NaN at all, we
will remove this dataset. This happens only rarely (2 of 47 datasets), but this is still

non-neglectable, especially when comparing multiple settings.

3. In Section 8.5, we will modify our datasets by altering the fraction of anomalies v.
This can result in datasets without anomalies, which will also be removed. Because

of this, a maximum of 31 datasets are used in Section 8.5.

Overall, this shows the biggest drawback of DOUST, as it is significantly less reliable

than the methods introduced in earlier chapters.

8.4 Experimental results

We summarize the performance of DOUST in a critical difference plot in Figure 8.2. This
critical difference plot compares the performance of each model to that of the other and
marks differences that are not statistically significant (like ifor and cblof). For this, we use
a Friedman test (Friedman, 1940) to see if there are any significant differences between the
methods. Afterward, a Wilcoxon test (Wilcoxon, 1945) test determines which of the differ-
ences are significant. For this, we consider p-values below p < 5% (after a Bonferroni-Holm
correction (Holm, 1979)) as significant. Further comparisons to other more modern, but
worse algorithms can be found in Table 8.1 and validate our findings.

Even though our unsupervised competitors are some of the effective algorithms for
finding anomalies on these datasets, the average rank of the DOUST algorithm is signif-
icantly better. The change in ROC-AUC is even more significant, with our algorithm per-
forming more than twice as close to a perfect separation of 1 than each unsupervised com-
petitor.

However, perfect separation is rarely possible since datasets are usually imperfect as
distributions overlap. A more reasonable limit is the supervised random forest (An algo-
rithm using unlabeled data should perform worse than one with access to labels (Olteanu

et al., 2023; Ruff et al., 2021)). Here, our algorithm performs 99% as well as this limit, with
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Figure 8.2: Critical difference plot. We also add the average ROC AUC of each algorithm. As
expected, the three unsupervised algorithms perform worse than the supervised ones. But
DOUST performs almost as well as the supervised random forest (there is no statistically
significant difference between their performance at p = 5%).

only an insignificant difference in our datasets. This is a significant discovery since it ef-
fectively means that we are able to find anomalies almost equally well, whether we have

access to labeled anomalies or not.

8.5 Optimization misalignment

For most anomaly detection algorithms, the fraction of anomalies in the test set (v) does
not affect the predictions or the results (when using ROC AUC (Hanley & Mcneil, 1982)

for evaluation). We have already seen in Section 8.3, that the optimal separation between
normal and abnormal data is A =1 — ;:—Z = ﬁ This means the fever anomalies are in

the test set, the smaller the separation between normal and abnormal samples. But this
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Algorithm Average performance
DOUST 93.72%
KNN (Ramaswamy et al., 2000) 86.31%
LOF (Breunig et al., 2000) 83.50%
CBLOF (Z. He et al., 2003) 82.72%
DEAN (Chapter 4) 81.57%
IFor (E T. Liu et al., 2008) 80.43%
NeuTral (Qiu, Pfrommer, et al., 2022) | 78.03%
AE (Sakurada & Yairi, 2014) 77.73%
PCA (Callegari et al., 2011) 77.36%
DeepSVDD (Ruff et al., 2018) 77.28%

HBOS (Goldstein & Dengel, 2012) 76.98%
OCSVM (Bounsiar & Madden, 2014) | 76.04%

COPOD (Z. Lietal., 2020) 74.53%
ECOD (Z. Lietal., 2022) 74.30%
GOAD (Bergman & Hoshen, 2020) 73.57%
LODA (Pevny, 2016) 70.29%
DTE (Livernoche et al., 2024) 69.00%
NF (Rezende & Mohamed, 2015) 67.16%
DAGMM (Zong et al., 2018) 66.37%
VAE (Kingma & Welling, 2014) 64.12%

Table 8.1: Comparing other unsupervised competitors, including deep learning ap-
proaches to DOUST.

difference can often either be ignored (at v =1% — A = 0.503, while at v =5% — A = 0.513)
or fixed (See Appendix A.2.4). Still, when evaluating the effect of v on the performance of
DOUST, Figure 8.3 shows a clear drop for smaller values of v. Thus, a more devious effect

must make our algorithm depend on v. This effect will be explained in this section.

Our performance is very competitive for a fraction of v = 50% anomalies in the test set;
it becomes more average at single-digit values of v and seems to drop off further for even
lower anomaly fractions. So, to have an algorithm that is also useful in real-world appli-
cations (anomalies are rarely as common as v = 50%), it is vital to understand the effect
driving this change.

Looking at Figure 8.3, it is worth noting that our competitor’s performance also changes.
This is because we remove anomalies from our test set until v is approximately fulfilled
(thus, we also average slightly different anomaly fractions and remove datasets with less
than 200 anomalies). And while the resulting ROC-AUC performance does not change on
average, it still fluctuates depending on whether we remove easy or hard-to-find anomalies.

Thus, a better interpretation of Figure 8.3 is that the average AUC drops compared to our
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Figure 8.3: Comparison of the average AUC, of our algorithm (purple), compared to our
competitors (black), as a function of the fraction of anomalies in the test set v. To increase
readability, we use a logarithmic x-axis. We are only able to use 25 of the available datasets
since not every dataset contains enough anomalies to subsample the test set.

competitors.

To explain why this happens, we suggest a thought experiment. Given a normal distri-
bution of samples, we would like to find anomalies that do not conform to this distribution.
To do this, we can choose one of two thresholds: one right and one left of our data, and we
choose the threshold that separates more points, as the additional anomalies should make
it more likely for this side to contain more samples. We visualize this thought experiment
in Figure 8.4.

We want to answer how likely it is that the right side is chosen, and thus the anomalies
are found. For this, the right side needs to contain more samples than the left one: This will
consistently happen when there are enough anomalies A, and the anomalies are found in
close to 100% of cases, but if A < N - f, then it becomes more likely that random fluctu-
ations dominate the number of samples on both sides and thus the probability drops to
close to 50%. We simulate this behavior in Figure 8.5.

At some point, it becomes likely that the random fluctuations of the normal distribution
dominate our experiment. Thus, the anomalies of the normal samples are more significant
than those that we consider anomalous, creating a misalignment. Because there are too
few anomalies, these are not captured by our loss, and our algorithm prefers searching for

differences between the two normal distributions.
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Figure 8.4: Visualization of our thought experiment. We consider two distributions. One
that is normal is shown in grey (N samples), and one that is abnormal further away (red, A
samples). To find this anomaly distribution, we consider one of the blue lines as a thresh-
old, depending on which threshold separates more samples. Generally, also, some normal
samples are considered anomalies. On average, these are f - N on each side, but this num-
ber is highly uncertain, giving rise to situations in which the wrong border seems favorable.

Alternatively, when always considering samples on both sides as anomalous, the per-
formance might be worse for a high v, but stays constant. Applying this to our original
comparison, this can be seen as an algorithm not specified on a specific anomaly detec-
tion dataset but used to find each type of anomaly (like our unsupervised competitors).
While the ROC-AUC performance is competitive, consider that this algorithm consistently
has twice the number of false positives, resulting in its making more mistakes than the blue
line even for a high anomaly fraction v (See Appendix A.2.1.1), limiting the effectiveness of
this type of anomaly detector.

Mathematically, we can find a region in our thought experiment in which the algorithm
searching for the right separation always reaches the right conclusion. Namely, we search
for the region in which the uncertainty of the number of normal points is significantly lower
than the number of added anomalies. We assume the number of normal points to follow

a binomial distribution with mean N - f. Using the uncertainty of a binomial distribution

VN f-(1-f), we can write this condition as:

A
(8.5) VN-f-1-f) <A=f(-H<A—

Here f represents the separation between normal and anomaly distribution. The higher
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Figure 8.5: Experimental results of our thought experiment (in blue). When increasing the
number of normal samples considered and thus decreasing the anomaly fraction v, the
ROC-AUC drops, representing a worse separation. This is because it is less likely that the
right threshold will be chosen. For comparison, the green line represents a model that con-
siders both samples outside both thresholds as anomalies, similar to a classical unsuper-
vised anomaly detector.

the separation, the lower f and the easier it is to fulfill the condition. We usually don’t know
f, but we can limit it by its maximum value, as f € (0,1) and thus f- (1 - f) < }1.

As expected, Equation 8.5 becomes more challenging to fulfill when anomalies are rare
(Assuming A < N, % ~ v — 0), but it also becomes more accessible to fulfill when there
are more anomalies (A — oo). This implies that for a fixed anomaly fraction v, the more
measurements there are, the more likely the separation succeeds.

As arule of thumb, this requires approximately N > # samples.

Because of our downsampling strategy, we effectively decrease the performance in Fig-
ure 8.3 twice, as we do not only decrease the fraction of anomalies v = ﬁ, but also the
total number of anomalies (Also see Appendix A.2.3).

To test whether this effect generalizes for more than our thought experiment, we have to
rely on simulated data to change the anomaly fraction without downsampling. This we do
in Figure 8.6; we apply our method to find anomalies on ten-dimensional simulated data,
where normal and abnormal distributions are Gaussian, with y = 0,1 and o0 =1 and alow

contamination of v = 1% is given. More details about the experimental setup can be found
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in AppendixA.1.1.3.
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Figure 8.6: ROC-AUC score of DOUST on simulated data with a low contamination of 1%.
While for a low number of measurements, the AUC is worse, it increases to the supervised
limit when increasing the dataset size (and even surpasses it slightly). This limit here is
again calculated through a supervised random forest with 1M training and test samples.

Interestingly, the separation quality is not monotonous but contains a surprisingly high
value at 1000 samples. Our explanation for this is that these are so few samples that our
second training step has not yet converged, and we are not finding the worse solution.

However, afterward, we see that our separation quality continuously grows as we have
more measurements. The performance here does not reach perfect separation, as both dis-
tributions somewhat overlap, but almost reaches the supervised limit with 200000 samples
and even surpasses it slightly for higher values.

This shows that the requirement for DOUST to reach supervised performance in the
zero-supervised case is to only have enough (unlabeled) measurements, making our method
highly useful for many applications where unlabeled data can cheaply be recorded. Still, it
might be possible to modify our approach to work when anomalies are rare and few mea-
surements are made. Intuitively, following our thought experiment, it might be possible to
choose to "select both borders" and follow an unsupervised paradigm, at least as long as
there is confusion. Thus, this would use DOUST only when it provides a benefit.To help
with further development, we describe other approaches we have taken in the appendix.

This includes weighting the terms of our loss function to move the equilibrium de-

scribed in Equation 8.4: Appendix A.2.4 shows that such weights do help to improve the
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performance in every case, but especially at low v. Still, it is also not enough to cancel out
the performance decrease.

Instead, in Appendix A.4, we describe our experiments with alternative loss functions.
Notably is the function described in Appendix A.4.1, which is independent of the fraction
of anomalies in the test set v. Sadly, this independence comes at the cost of lower overall

performance and a more complicated training procedure.

8.6 Conclusion

In this chapter, we are the first to explicitly maximize the difference between training and
test distribution for anomaly detection. As long as two conditions are fulfilled, this allows
our algorithm DOUST to outperform competitive algorithms drastically. These conditions

are
1. A clean training set, not containing anomalies; thus weakly supervised classification
2. Enough unlabeled test samples (N > )
%

If these conditions are fulfilled, DOUST is able to achieve supervised performance while
using zero labeled anomalies. We believe the possible use cases of this to be immense.
While many supervised fault detection algorithms work well on specific cases, complicated
unsupervised/weakly supervised algorithms are needed to catch unexpected errors with a
lower success rate. Using our algorithm, we can also catch these unexpected errors with a
performance that is competitive to the expected labeled errors.

However, we also do not believe our algorithm is perfect yet. The space of possible loss
functions is large, and it is likely that there are those loss functions that require signifi-
cantly fewer samples to work (second condition), extending our possible applications even
further. Similarly, we think it should also be possible to soften our first condition further.
While we assume this here, we likely are never able to use perfectly clean training data.
However, a difference in anomaly fraction between training and test data might also be
more than enough (Appendix A.2.4).

To extend this, further studies proposing shallow alternatives to DOUST (Ok, 2024) and
using test-time data for model selection (Hariharan, 2024) have already been conducted by

thesis students.
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CHAPTER

UNDERSTANDING THE LIMITS OF TEST TIME TRAINING IN

ANOMALY DETECTION

This chapter follows: Kliittermann, S., & Miiller, E. (2025). Rare anomalies require large
datasets: About proving the existence of anomalies [Under review]. International Confer-

ence on Data Warehousing and Knowledge Discovery (DaWaKkK)

9.1 Introduction

Despite the diversity of anomaly detection algorithms and their applications, a common
characteristic among them is their output of anomaly scores for individual samples. In gen-
eral, a higher anomaly score indicates a greater likelihood that a sample is anomalous, al-
lowing for a ranking of dataset samples based on their anomaly levels. However, in practical
applications, the ranking of anomalies may not be the primary concern. While identifying
where an error has occurred is often important, determining that an error has occurred is
a more fundamental question. In this chapter, we demonstrate that addressing this ques-
tion is far from trivial and, in many cases, more complex than simply ranking anomalous
samples. Furthermore, studying this question can help explain the lower limit (N > %)
observed in the previous chapter.

Our approach leverages the presence of a labeled set of normal samples alongside an
unlabeled dataset (weakly supervised setting), allowing us to examine whether anomalies

can be detected by assessing differences between these datasets. To explore this question,
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we construct a comprehensive set of anomaly detection problems, covering four orders
of magnitude in dataset sizes and five orders of magnitude in contamination rates within
the unlabeled test set. Our analysis employs four different statistical tests and five distinct
anomaly detection algorithms.

Through this analysis, we identify a decision boundary that differentiates between sce-
narios in which anomalies can be reliably detected and those where detection is unfeasible.
Our findings indicate that this decision boundary is influenced by both the contamination
rate and the dataset size and remains similar to the limitation studied in the previous chap-
ter across all tested statistical methods and anomaly detection algorithms. Finally, we in-
troduce a further thought experiment to show that we see a similar behavior even when
drastically simplifying our setup and removing both the anomaly detection algorithms as

well as the statistical tests.

9.2 Testing for the existence of anomalies

Most anomaly detection algorithms compute an anomaly score, ranking samples by their
level of anomalousness. However, an anomaly score of, for instance, 3.2 does not directly
indicate whether a sample is genuinely anomalous or not, as it lacks an absolute meaning.
Typically, a threshold is applied, such as classifying samples with scores higher than 95%
of normal training samples as anomalous. Yet, in practice, the primary question may not
be where an anomaly has occurred but whether any anomaly is present at all. For instance,
in aviation, the occurrence time of an electronic fault in the last flight may be less cru-
cial than knowing if a fault occurred at all. This binary determination cannot be achieved
solely through a threshold-based approach, which usually designates a fraction of samples
as anomalous regardless of the actual presence of anomalies.

To address this, research has explored methods for translating anomaly scores into prob-
abilities (Gao & Tan, 2006). However, this remains a challenging problem (R6chner et al.,
2024) as accurate probability estimation requires careful calibration, and to determine if
anomalies are present, one would need to aggregate potentially thousands of probability
values, thus compounding any errors. In contrast, we propose a different approach by di-
rectly testing for statistical differences between normal and potentially contaminated sam-
ples.

Instead, to determine whether a potentially contaminated dataset contains anomalies,
we employ statistical tests. Specifically, we focus on tests that assess differences between a

known uncontaminated reference dataset and a potentially contaminated, unlabeled test
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X<0.4
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Figure 9.1: Example decision tree used to generate our data. This tree is two dimensional
and has a depth of 3.

set. The null hypothesis assumes that the distributions of the two datasets are identical. Our
objective is to identify cases where a statistically significant difference (p < 0.05) indicates
the presence of anomalies. Several statistical tests have been developed for this purpose,
each with distinct advantages and limitations. In this work, we employ four such tests. First,
we use the Kolmogorov-Smirnov test (Massey, 1951), which compares empirical distribu-
tion functions. Next, we apply the Anderson-Darling test (Anderson & Darling, 1954), which
is more sensitive to the tails of distributions and may be particularly effective for detect-
ing anomalies. Similarly, we consider the Mann-Whitney U test (McKnight & Najab, 2010),
known for its robustness to outliers, making it less prone to being misled by extreme values

in the training set. Finally, we also include the simpler Student’s t-test (Student, 1908).

9.3 Methodology

To analyze the effect of dataset size across multiple orders of magnitude, we rely on sim-
ulated data, as most anomaly detection benchmark datasets contain only a few thousand
samples, with even fewer containing a substantial number of anomalies. For this purpose,
we generate 100 synthetic datasets, each consisting of ten-dimensional data where each
feature is normalized to range from 0 to 1.

Data generation proceeds by constructing a complete binary decision tree of depth 5. In
each branch of the tree, a feature and a split value are randomly selected, and each leaf node
is labeled as either True or False. A sample is labeled as "normal" if it reaches a leaf marked
True and "anomalous" otherwise, resulting in a complex yet randomized distribution of

normal samples within a defined region. An example of such a decision tree is shown in
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Figure 9.2: Three examples of datasets generated using our data generation algorithm,
shown in two dimensions. This setup enables us to create arbitrarily large datasets for our
experiments. We show here an uncharacteristically high number of anomalies to better vi-
sualize them.

Figure 9.1. Also Figure 9.2 illustrates three examples of these generated datasets (shown in
two dimensions for visualization), demonstrating the variability and complexity of our data
generation process.

For each dataset, we generate up to one million samples for the training set, as well as
for both the normal and anomalous portions of the test set.

Using these synthetic datasets, we train various anomaly detection algorithms to de-
tect significant differences between clean training data and contaminated test data. Each
model is trained on N normal samples and subsequently evaluated on a test set of N sam-
ples, of which v- N samples are anomalous (with v as the contamination rate).

After training, we measure the effectiveness of anomaly detection by evaluating the
fraction of datasets where a significant difference between normal and contaminated data
is detected by a statistical test (with p < 0.05). We repeat this process across different sta-
tistical tests, anomaly detection algorithms, dataset sizes N, and contamination rates v to

comprehensively assess performance.

9.4 Experiments

We begin by analyzing the fraction of datasets with significant differences on the maximum
dataset size N = 1,000,000 using a Gaussian Mixture Model (gmm) (Oluwasegun & Jung,

2023) in Figure 9.3.
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Figure 9.3: Fraction of datasets that contain a significant difference between uncontami-
nated training data and contaminated test data for various statistical tests and contamina-
tion rates using a Gaussian Mixture Model with one million total points in the training and
test sets.

Two key observations arise here. First, the difference between the applied statistical
tests is minimal, with the largest difference observed between the Student’s t-test and the
Mann-Whitney test, approximately 15% at v = 3-1073. This holds across other values of
N and different anomaly detection algorithms, with a maximum observed deviation of
22% between two statistical tests in all experiments studied in this chapter. Therefore, for
simplicity, we use the average significance probability over all tests in subsequent analy-
ses. Second, the general curve appears to follow a sigmoid function in logarithmic space.

Specifically, we fit a logarithmic sigmoid function to the average probability:

9.1) P = sigmoid (slope - (log(x) — log(center)))

Using gradient descent, we estimate slope = 2.15 and center = 4.1-1073 in this example
relation. This sigmoidal function seems to capture the relationship well, suggesting that
only two cases exist: at high contamination rates v, the difference between training and
test data becomes statistically noticeable, while at low v, it is statistically negligible. The
transition between these states is relatively sudden, spanning roughly a factor of 10 in v.

This pattern is consistent across different algorithms and values of N. Notably, however,
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Figure 9.4: Average detection probability using an Isolation Forest as a function of contam-
ination fraction v and dataset size N. "Placebo" represents the limit of no contamination
(v=0).

we will show in the remainder of this chapter that the threshold for transition (center)
depends on N and the algorithm used.

To explore this, we plot the average detection probability as a function of both N and
v for the Isolation Forest (IFor (E T. Liu et al., 2008)) algorithm in Figure 9.4. We include a
"placebo" column, which indicates the likelihood of a false positive at v = 0. Similar plots
for other algorithms used in this study are shown in Figure 9.5.

These plots reveal two main insights. First, for small dataset sizes, the likelihood of false
positives (positive statistical tests in the placebo column) is substantial. This implies that
small datasets cannot reliably detect distributional differences, as inherent variations exist
even between samples from the same distribution. To confirm this, we conducted a com-
plementary experiment with a fixed training set size of one million samples but varying test
set sizes (Figure 9.6). As expected, false positives disappear in the larger test sets.

The second insight is that the minimum anomaly fraction required to detect a training-
test difference (i.e., center in Equation 9.1) depends on dataset size. Specifically, the 50%

decision threshold follows a similar quadratic relation to the one observed in Chapter 8:

Jalgo
VZ

9.2) N =
where agg, is an algorithm-specific constant. To further explore this dependency, we
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Figure 9.5: Average detection probability as a function of contamination fraction v and
dataset size N for various algorithms used in this study.

examine the average detection probability along these proposed decision boundaries for
different algorithms and values of a,g, in Figure 9.7. Here, we use a constant training size

to remove the effects of false positives.

Similar to Figure 9.3, the detection probability curves generally also fit the logarithmic
sigmoid form (Equation 9.1) with low uncertainties along the hypotheses lines, validat-
ing Equation 9.2. Some algorithms exhibit higher detection probabilities (lower a1g0), with
the best (HBOS, apypos = 2) aligning well with our data’s linear decision boundaries (Fig-
ure 9.2), while the worst (PCA, apc 4 = 30) struggles to find a (usually non-existent) lower di-
mensional representation. That different algorithms result in different a4, encoding their
ability to detect anomalies well constants suggests that on large, realistic datasets, such sig-
nificance studies could serve as benchmarks. Notably, compared to the usual anomaly de-
tection metrics, this approach requires no anomaly labels, enabling the benchmarking of
algorithms on unlabeled (often significantly larger) datasets. Still, such an analysis might

be quite expensive, as we also had to restrict our analysis to only very fast algorithms here.
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ure 9.6.
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Lastly, aaigo varies by an order of magnitude, which is relatively stable compared to the
five orders of magnitude covered by v values. Using that a has a limited range, we can esti-

mate the minimum samples needed for 50% detection probability, as shown in Table 9.1.

v 50% | 10% 5% 1% 0.5% 0.1%
N(a=1) 4 100 400 10,000 40,000 1,000,000
N(a =10) 40 1,000 | 4,000 100,000 400,000 10,000,000
N(a =100) | 400 | 10,000 | 40,000 | 1,000,000 | 4,000,000 | 100,000,000

Table 9.1: Minimum test samples required for 50% anomaly detection probability across
various contamination rates v and algorithmic quality measures a.

These sample requirements are high, especially for low values of v. This is a fundamen-
tal challenge, as anomalies are typically rare. For example, with v = 1% and an optimistic
guess of a = 1, at least N = 10,000 samples are needed for 50% detection probability. This
limits benchmarking utility in anomaly detection. The benchmark study (Han et al., 2022)
used to evaluate our algorithms in previous chapters collected a set of 47 classical bench-
mark datasets, of which only 14 (30%) contain over 10,000 samples, required for successful
detection with v = 1% and a = 1. Most of these datasets contain a much higher fraction of
anomalies (v > 1%), as this is beneficial for benchmarking and usually does not affect the
ROC-AUC anomaly ranking. However, a contamination rate of v > 10% is not realistic in
anomaly detection applications. And even with this unrealistically high fraction of anoma-

lies, only roughly half of datasets fulfill Equation 9.2 for a = 10.

9.4.1 Thought Experiment

We further propose a thought experiment to provide a deeper intuition on the relationship
between contamination rate and the minimum number of samples needed. For this, we
consider a simplified version of our experiment, where anomalies are identifiable if their
maximum anomaly score exceeds that of the normal samples. We assume that anomaly
scores are generated from two Gaussian distributions, Gy and G4, with parameters p4 —
Un =2 and o4 = oy = 1. While scores from the abnormal distribution G4 are generally
higher, our test may still fail if the number of normal samples (N4, mqi) significantly ex-
ceeds the number of anomalies (N;pn0rmat)- Thus, a relationship exists between the count
of anomalies and the maximum allowable normal samples. Here, we search for this rela-
tionship, denoted as Ny,ormai < f(Nabnormai)-

To achieve this, we draw multiple sets of normal and abnormal samples for given val-
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Figure 9.8: Size of the dataset required to solve our thought experiment with a 50% proba-

bility. Solving this involves a probabilistic optimization problem, leading to minor inaccu-
racies. Nonetheless, our measurement appears to closely follow a quadratic relationship.

half of the sets (@ = 1500) succeed. This is accomplished using a logarithmic binary
search. Given the random nature of these variables, this optimization is somewhat impre-
cise; therefore, we employ a large sample size (3000 distributions) at each optimization
step and repeat the optimization to confirm results, finding only negligible differences. We
further repeat this search for various values of Ngp,0rmai, and illustrate the results in Fig-
ure 9.8.

From this experiment, the quadratic monomial relationship appears to fit best:

1
2
9.3) Nabnormal + Nnormal = E : Nabnormal

This relationship aligns with our proposed Equation 9.2, suggesting that our found re-

lation is broadly applicable and extends beyond the use of statistical tests.

. -~ N . .
Proof. Using v abnormal we can rewrite Equation 9.2 as follows:
N, normal +N, abnormal

2
(Nabnormal + Nnormal)

N = Nabnormal + Nnormal = @ - >
abnormal
1
2 2
= Nabnormal = & - (Nabnormal + Nnormal) < Nabnormal + Nnormal = E ' Nabnormal
O |
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9.5 Conclusion

In this chapter, we present the first explicit study addressing the fundamental question of
whether any anomalies exist within a dataset. Through over three million statistical tests
across various anomaly detection tasks, algorithms, and statistical methods, we establish a
clear requirement for reliably detecting the existence of anomalies. Given the size of an un-
labeled dataset N, the contamination rate v, and an algorithm-dependent constant aag,
we find that

Falgo 1 2
N = Npormal + Nabnormai = 2 < Nnormal < “VYabnormal

Xalgo

This condition serves as an upper bound on anomaly rarity, beyond which it becomes
infeasible to prove the existence of anomalies using the methods considered here.

This also suggests that creating test-time training algorithms like the one proposed in
Chapter 8 for low-data scenarios might be impossible, as when we can not even detect the
existence of anomalies, it is unlikely that we can optimize their scores. Still, this might be
solved by the development of better statistical tests.

For future work, we plan to explore the generality of this relationship further. For in-
stance, we like to conduct user studies to examine whether human cognition aligns with
this mathematical law. Depending on the findings, this limitation may be alleviated by ad-

vancing weakly supervised anomaly detection, potentially utilizing large, unrelated datasets.
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CHAPTER

HYPERPARAMETER-AWARE BENCHMARKING

This chapter follows: Kliittermann, S., Gupta, S., & Miiller, E. (2025). Evaluating anomaly
detection algorithms: The role of hyperparameters and standardized benchmarks [Under
review]. International Joint Conference on Artificial Intelligence (IJCAI) and is partially based
on the work of a thesis student: Joby, J. E. (2024). Understanding the impact of automated
hyperparameter tuning on anomaly detection methods [Master’s thesis, TU Dortmund Uni-

versity]. https://psorus.github.io/thesis/jessia.pdf

10.1 Introduction

While we have proposed, studied, and benchmarked multiple anomaly detection algo-
rithms in the previous chapters, a comparison between them is still missing.

Additionally, while we already used a close-to-standard set of benchmark datasets in
the previous chapters, as well as a large number of competitor algorithms, hyperparameter
selection remains a critical and underexplored source of variability in anomaly detection
research.

So, to conclude our work on anomaly detection, we want to remedy both problems by
creating a hyperparameter-aware way of comparing anomaly detection algorithms and us-
ing this to also compare our algorithms against stronger competitors.

This is important because, as our results show, hyperparameters can be deliberately op-
timized to favor one algorithm over others, even when their average performance is com-

parable. This practice introduces significant bias, potentially distorting conclusions drawn
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from benchmarks. And while we have not done this in the previous sections, some of our
competitors are still weaker simply because of a bad choice of hyperparameters.

Such a comparison of algorithms in a weakly supervised setting presents interesting
challenges. Although hyperparameters can be optimized on specific benchmarking datasets,
their performance often fails to generalize to other datasets, where thanks to a lack of la-
beled data, unsupervised optimization is inherently infeasible. Consequently, many stud-
ies (Olteanu et al., 2023) and also our work in previous chapters default to using predefined
hyperparameters from the original papers or popular libraries such as PyOD (Y. Zhao et al.,
2019). However, as we demonstrate, the impact of suboptimal hyperparameters can rival
or exceed the differences between algorithms, thus constraining the field’s progress.

In this chapter, we propose a novel pipeline for selecting anomaly detection hyperpa-
rameters and use this approach to compare the algorithms proposed in this thesis against
stronger competitors. Our approach optimizes hyperparameters using one set of anomaly
detection datasets and evaluates performance on a disjoint set of datasets to ensure gen-
eralizability. To support this, we curate the most extensive anomaly detection dataset col-
lection to date, comprising thousands of datasets, of which 498 are used in this chapter

because of computational limitations.

10.2 Hyperparameters for Unsupervised and Weakly

supervised Anomaly detection

Like for most machine learning approaches, hyperparameters also significantly influence
the performance of anomaly detection methods. Still, especially for unsupervised and weakly
supervised applications, directly optimizing hyperparameters is close to impossible. This
is because feedback for fine-tuning a given setup is unavailable without labeled anomalies.

Consequently, while numerous anomaly detection algorithms exist, along with studies
that compare their effectiveness (S. S. Khan & Madden, 2010; Olteanu et al., 2023; Ruff et
al., 2021), these comparisons are inherently limited. They must often assume the use of
suboptimal hyperparameters, which can skew performance evaluations.

The most practical approach to date has been to rely on expert-selected hyperparam-
eters during algorithm implementation, often guided by recommendations in the original
research papers. For example, the popular anomaly detection library PyOD (Y. Zhao et al.,
2019) adopts this approach by using default hyperparameters based on the original papers.
However, as we will demonstrate, these default settings are far from optimal and an opti-

mized set of hyperparameters would be preferable.

130



10.3. METHODOLOGY

Although extensively studied in the supervised setting, leading to advancements such
as AutoML frameworks (Karmaker et al., 2020) like AutoSklearn (Feurer et al., 2015), hyper-
parameter optimization still remains an underexplored area in unsupervised and weakly
supervised tasks like anomaly detection. AutoML methods typically optimize a well-defined
metric, such as accuracy, that quantifies model performance. However, in the absence of
labeled data and a quality metric for anomaly detection that does not require labels, most
existing methods are inapplicable.

For unsupervised and weakly supervised tasks, one viable strategy is one-shot opti-
mization, where an optimal set of hyperparameters is suggested outright rather than it-
eratively optimized. MetaOD (Y. Zhao, Rossi, & Akoglu, 2021) represents an approach in
this direction, using neural networks to recommend the best combination of hyperpa-
rameters and algorithms from a limited predefined set for a specific task. While promis-
ing, this method has notable limitations. Its complexity, restricted hyperparameter search
space, and reliance on retraining for new algorithms make it less suitable for comprehen-
sive benchmarking studies. Furthermore, its adaptability to new algorithms is constrained
by the need for extensive retraining.

In contrast, we advocate for a simpler and more versatile approach: identifying a single
robust set of hyperparameters for each algorithm. This approach offers several advantages:
it simplifies the benchmarking process, minimizes the risk of overfitting hyperparameters
to specific datasets, and allows direct optimization for individual algorithms. Although a
different set of hyperparameters might perform better on specific datasets, a singular con-
figuration provides a reproducible and broadly applicable standard for evaluation and is
significantly easier to use.

Previous studies have explored hyperparameter optimization for specific algorithms.
For example, there is work on optimizing the KNN-based anomaly detection algorithm (Ra-
maswamy et al., 2000) and selecting the kernel function for OCSVM (Budynkov & Masolkin,
2017). However, these studies focus on a small number of hyperparameters or specific algo-
rithms. In contrast, this chapter systematically explores over 80 hyperparameters spanning
13 widely used algorithms, providing a more comprehensive perspective on hyperparame-

ter optimization for anomaly detection.

10.3 Methodology

Our methodology is summarized in Figure 10.1. We employ two sets of datasets: one set

(A) is used to optimize hyperparameters, and the other set (B) is used to evaluate the per-
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Figure 10.1: Overview of our methodology. We optimize the hyperparameters of an algo-
rithm on a large set of anomaly detection datasets and evaluate them on the unrelated
ADBench datasets.

A
498 Datasets

formance of these hyperparameters. To optimize hyperparameters on set A, we employ
flaml (C. Wang et al., 2021), a lightweight framework that supports custom evaluation
functions for hyperparameter optimization. The optimization objective is to maximize the
average ROC-AUC across all datasets in set A.

Some hyperparameter configurations may be erroneous on certain datasets (e.g., alearn-
ing rate that is too high may cause a neural network to produce NaN weights). To address
this, we assign a score of —1 to the ROC-AUC of any dataset where an algorithm fails with
a given hyperparameter configuration. Since flaml uses an evolutionary approach to op-
timization, this feedback helps it avoid non-functional configurations in subsequent itera-
tions.

We allocate ten CPU cores for each algorithm’s hyperparameter optimization, running
for approximately one week of CPU time per algorithm to ensure a fair comparison. The
hyperparameter search space is defined in Section 10.4, with a focus on incorporating as
many relevant hyperparameters as possible, alongside a wide but reasonable range for
each. Categorical variables (e.g., activation functions in neural networks) are handled sep-
arately, while numeric values are sampled uniformly or logarithmically, depending on the
parameter. Logarithmic sampling is particularly beneficial for parameters like the number
of training epochs, where differences are more pronounced at smaller scales (e.g., 1 vs. 2
epochs) than at larger scales (e.g., 100 vs. 101 epochs).

flaml prioritizes evaluating faster configurations early in the optimization process, which
introduces a slight bias toward speedier hyperparameter settings. We consider this a fea-
ture rather than a limitation, as it aligns with our goal of identifying efficient and effective
configurations.

After completing the optimization, we evaluate the optimized hyperparameters on the
121 datasets proposed by ADBench (Han et al., 2022) as set B. This evaluation compares the

optimized performance against the performance achieved using default parameters. For
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default settings, we rely on the parameters provided by the respective implementations.

10.3.1 Datasets

For our analysis, we require a large and diverse set of anomaly detection datasets to ensure
that our results effectively generalize to new datasets. Moreover, these datasets must be
independent of those used for evaluation (ADBench), as reusing evaluation datasets during
optimization could unfairly bias the results. We prioritize real-world datasets over synthetic
ones, as the latter often introduce human biases in their creation. However, constructing
a substantial collection of real-world datasets is challenging and costly, given the rarity of
anomalies and the fact that most widely used datasets are already part of ADBench.

To address this, we generate new anomaly detection datasets from classification datasets
by treating one class as normal and another class as anomalous. This approach is com-
monly used in the literature (Ruff et al., 2018), for instance, in image-based anomaly detec-
tion using datasets such as CIFAR-10 (Krizhevsky, 2009), and is also part of the ADBench
evaluation set. It can be argued that classification datasets exhibit different distributions
compared to true anomaly detection datasets since anomalies may not naturally form clus-
ters. We somewhat mitigate this by using a large and diverse set of datasets, but it likely
would be possible to construct a better set of datasets given unlimited resources.

We retrieve datasets using the Kaggle API (“Kaggle,” n.d.), resulting in an initial col-
lection of approximately 10,000 datasets. These are filtered to retain only classification
datasets with tabular data. To transform these into anomaly detection datasets, we pre-

process them as follows:

* Remove string or categorical features with more than 10 unique values, and one-hot

encode the remaining categorical features.

* Handle missing values by removing samples with rare missing values (< 1%), and

otherwise removing the affected features.

 Split datasets based on their last categorical feature, treating one group as the normal

class and each remaining group as anomalous.

After preprocessing, we validate each generated dataset by ensuring it achieves an ROC-
AUC score of at least 0.55 using a simple isolation forest (E T. Liu et al., 2008), guaranteeing
that each dataset contains meaningful information. This process results in 3,174 datasets
of various sizes.

For hyperparameter optimization, we further filter the datasets:
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* Restrict to datasets with no more than 100 features and 1 million samples.

¢ To avoid redundancy, select only one random subset per original dataset when mul-

tiple subsets are generated.

This yields a final pool of 498 datasets for hyperparameter optimization. While this large
number of datasets is useful to generate very general results, using more datasets also limits
how many different hyperparameter configurations can be evaluated.

To investigate this trade-off, we conduct our optimizations twice: once using all 498

datasets (Large) and once using only the 170 datasets with a size smaller than 100KB (Small).

10.4 Results

This section presents the outcomes of our hyperparameter optimization strategy. We detail
the optimized hyperparameter configurations for the 13 analyzed algorithms and provide
a comprehensive statistical comparison of their performance both before and after opti-
mization to the algorithms proposed in this thesis. By systematically evaluating the impact
of hyperparameter tuning, we highlight its critical role in improving algorithmic efficacy
and ensuring better benchmarking practices.

First, we summarize the performance of both the baseline hyperparameter set and the
optimized sets for the small and large datasets across all algorithms in Figure 10.2. For clar-
ity, we highlight hyperparameter sets that outperform the baseline in green and those that
perform worse in red. Additionally, columns that do not show statistically significant dif-
ferences, as determined by a Wilcoxon-Friedman test (Wilcoxon, 1945), are struck through.

Additionally, we show the performance of the three general anomaly detection algo-
rithms proposed in this thesis, DEAN (Chapter 4), SEAN (Chapter 5), and DOUST (Chap-
ter 8) as horizontal lines. While it might technically also be possible to optimize the hyper-
parameters of our algorithms, various effects make this infeasible. First, considering SEAN,
we are able to easily find slightly better hyperparameters (resulting in a significant, roughly
1% higher performance). However, this performance is mainly the result of a higher num-
ber of submodels and thus comes at the cost of a significantly higher runtime and would
contradict the design philosophy of SEAN. We have also already studied hyperparameters
like this in Section 5.4.4. A similar effect happens for DEAN, resulting in very large ensem-
bles and higher computational costs. But here, this also results in very few optimizations
finishing in the previously described uniform allowed computational resources (less than

100 for both the Small and the Large case), and with the high number of possible hyperpa-
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Figure 10.2: Comparison of average performance before and after optimization. Each al-
gorithm is represented by three columns corresponding to the Base performance, and the
performance after the Small and Large optimization loops. Hyperparameter configurations
that improve upon the base performance are highlighted in green, while those that do not
are marked in red. Additionally, a Wilcoxon-Friedman test is conducted, and columns that
do not exhibit statistically significant differences to the baseline performance at p = 0.05
are struck through. We show the performance of the algorithms proposed in this thesis as
horizontal lines.

rameters, no useful solution is found. Finally, running a DOUST model is error-prone, and
thus, it is likely that DOUST fails on certain datasets. This is true for multiple of the deep
learning algorithms considered here, and our approach is simply to punish such datasets
with an AUC score of —1, hopefully resulting in flaml’s optimization reducing the number
of faulty hyperparameters. But as such failures are relatively common for the DOUST case,
the optimization simply finds such hyperparameters that minimize their occurrence (e.g.
training for a single epoch in each phase), and this does not result in an effective anomaly

detector.

Comparing the performance of our algorithms to their competitors, we first find that
DOUST still performs drastically better than each competitor, even with optimized com-
petitors. It should, however, be noted that we evaluate here each algorithm on test sets that
contain 50% anomalies, and thus, the necessary condition for DOUST to work (as studied
in Chapter 8 and Chapter 9) is likely always fulfilled. Comparing both DEAN and SEAN, we
see that there are some competitors that sometimes outperform us only after hyperparam-
eter optimization. CBLOF improves for such an amount that it has a higher average AUC

than SEAN, and after the more effective optimization, even DEAN. Additionally, there is a
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hyperparameter configuration for each autoencoder variation that can outperform SEAN.
It should be noted though, that this is mostly just a result of the low number of submodels
used, especially for SEAN and that a larger submodel count, as studied in Section 5.4.4 still

outperforms each of these improved hyperparameters.

Considering our optimization further, 14 out of 26 hyperparameter sets significantly
outperform the baseline, while an additional 6 sets show improvement, albeit without sta-
tistical significance. Furthermore, on 12 out of the 13 algorithms, at least one optimized
hyperparameter set outperforms the baseline, and on 8, both optimized sets achieve this.
Unfortunately, the PCA algorithm does not benefit from hyperparameter optimization, a
topic we will discuss further below as the algorithm also behaves quite strangely overall.
While optimization is not perfect for every algorithm, our optimization generally improves
an algorithm’s performance. The three highest observed performances of competitor al-
gorithms were achieved after optimization, and the differences between hyperparameter
sets often exceed those between algorithms, even when comparing fundamentally differ-
ent methods. For example, the improvement of IForest and VAE is drastically larger than
the difference between both, underscoring the importance of hyperparameter optimiza-

tion over algorithm development in weakly supervised learning tasks.

Consistent with recent benchmark studies (Han et al., 2022; Livernoche et al., 2024) and
our experiments in previous chapters, we find that classical anomaly detection algorithms,
such as LOE KNN, and CBLOE outperform more recent deep learning approaches when
evaluated with baseline parameters. Interestingly, this gap diminishes when considering
optimized hyperparameters, with three variants of Autoencoders outperforming CBLOE
This trend is expected, as deep learning algorithms typically involve many more hyper-
parameters that require tuning and have less theoretical research to guide the choice of
optimal values (Ramaswamy et al., 2000). However, the larger number of hyperparameters
also results in less efficient optimization. In this study, we allocated an equal amount of op-
timization time for each algorithm to ensure fairness and to limit computational demands.
However, since neural network-based algorithms are often slower, this results in fewer hy-

perparameter combinations being considered here.

This number of hyperparameter combinations evaluated by each algorithm is visual-
ized in Figure 10.3. While the hyperparameter space of some algorithms, such as PCA and
[Forest, is well explored, others, like NF and SOD, are approximately 100 times slower, lead-
ing to less thorough exploration of their respective hyperparameter spaces. Allowing for a
maximum number of optimization steps could be a more practical approach, but compu-

tational constraints make this difficult.
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Figure 10.3: Number of hyperparameter combinations explored during optimization. Due
to the imposed maximum time cost of one week, a smaller number of optimization steps
corresponds to a slower algorithm. Additionally, a maximum of 10,000 optimization steps
was set, as visible for the first four algorithms.

Table 10.1: Hyperparameters LOF algorithm

Hyperparam | Options Base  Small Large

n_neighbors | 1-1000 20 5 8

p 1-6 2 1 1

algorithm auto / kd_tree / | auto ball-  ball-
brute / ball_tree tree tree

leaf size 10 -50 30 13 10

ROC-AUC 0.7976 0.7967 0.798

Table 10.2: Hyperparameters KNN algorithm

Hyperparam | Options Base  Small Large

n_neighbors | 1-1000 5 1 1

method mean / max/ | max max max
median

p 1-6 2 5 1

ROC-AUC 0.7967 0.8052 0.8061

10.4.1 Individual algorithm performances

Next, we discuss the optimized hyperparameters for each algorithm, beginning with LOF
(Breunig et al., 2000), as shown in Table 10.1. The performance of both optimization strate-
gies is comparable to the base performance. However, the optimized hyperparameters ex-
hibit notable similarity, with a slightly reduced number of neighbors, a Manhattan distance

metric, the Ball Tree algorithm, and a lower value for the leaf_size parameter.
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Table 10.3: Hyperparameters CBLOF algorithm

Hyperparam | Options | Base Small Large
n_clusters 1-100 |8 87 99

a 0.1-0.9 | 0.9 0.709 0.9

p 1.0-5.0 | 5 1.4782 1.4395
use_weights | v/ X X X X
ROC-AUC 0.7576 0.779 0.7914

For KNN (Gu et al., 2019), as shown in Table 10.2, the optimized hyperparameters are
quite similar across both optimization strategies, particularly for the number of neigh-
bors and the method used. Notably, the number of neighbors aligns with theoretical re-
search (Ramaswamy et al., 2000) for uncontaminated training sets (it is important to note
that we use ADBench default parameters as baselines). However, there is some discrepancy
between the optimizations regarding the choice of distance metric (p). Despite this, the
performance remains largely unaffected, with both optimizations outperforming the base-
line. The Large optimization variant overall achieves the highest average ADBench anomaly
score observed in this study.

Continuing with CBLOF (Z. He et al., 2003), as shown in Table 10.3, most of the opti-
mized parameters also show consistent results across both optimization strategies. A smaller
p value than the baseline is preferable, and increasing the number of clusters also improves
performance. This second observation is perhaps not surprising, as with a high number of
clusters, possibly approaching the number of samples, the cluster distances calculated by
CBLOF become very similar to those used in LOF and KNN, which, as shown in Figure 10.2,
are more effective algorithms for the tasks studied here. Using this approach, CBLOF is also
able to outperform both the configurations of DEAN and SEAN shown here.

Our first deep learning algorithm, the Autoencoder (Sakurada & Yairi, 2014), presented
in Table 10.4, involves significantly more hyperparameters than the previously studied al-
gorithms. This likely accounts for the considerable variation in optimized hyperparame-
ters. Additionally, inspired by a paper (Yong & Brintrup, 2022), we consider two separate
cases: an undercomplete autoencoder, where we restrict the latent size to be smaller than
the number of features, and an overcomplete autoencoder, where the latent size needs to
exceed the number of features. In both cases, the latent size is represented as a factor rel-
ative to the number of features. Since the ADBench implementation does not support the
overcomplete case, we implemented our own version. We use here the abbreviation "(act)"

to refer to a set of common activation functions (ReLU, tanh, sigmoid, softmax, linear).

Although not every hyperparameter set outperforms the baseline, and significant dis-
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Table 10.4: Hyperparameters AE algorithm

Hyperparam Options Base Small Large Small Large
latent_size <100% <100% | >100% <100%
latent_size_factor 0.1-1.0-10.0 | (32) 0.2041 0.463 3.1757 1.5514
layers 1-7 3 1 2 2 1
batch_size 16 - 128 32 23 29 123 103
learning_rate le-5-0.01 le-3 3.92e-3 2.16e-3 | 7.55e-3  2.07e-3
epochs 100 - 500 10 496 141 191 157
encoder_activation | (act) relu tanh tanh relu relu
decoder_activation | (act) relu softmax relu sigmoid relu
output_activation (act) linear | linear linear linear linear
encoder_dropout 0.05-0.99 None | 0.05 0.11 0.05 0.05
decoder_dropout 0.05-0.99 None | 0.99 0.2155 | 0.05 0.4799
evaluation_metric | 1-6 2 2 4 1 4
loss mse / bce mse mse mse mse mse
regularisation 11/12 11 12 12 12 12
regularizer 0.0001 - 0.5 0 6.29e-4 le-4 le-4 2.08e-4
ROC-AUC 0.7572 | 0.7387 0.7700 | 0.7640 0.7500
Table 10.5: Hyperparameters IFOR algorithm

Hyperparam | Options | Base Small Large

n_estimators | 1-1000 | 100 356 230

bootstrap vViX X X X

max_features | 0.1-1.0 | 1.0 0.9699 0.831

max_samples | 0.1-1.0 | auto 1.0 1.0

ROC-AUC 0.7393 0.7586 0.7591

AUC (n=1k) 0.7412 0.7598 0.7592

agreement exists between the optimized parameters, some conclusions can still be drawn

from the optimization process.

First, it remains inconclusive whether an overcomplete or undercomplete autoencoder
is preferable, supporting the claim made in Reference (Yong & Brintrup, 2022). The best and
worst performance are both observed with an undercomplete autoencoder, while the over-
complete autoencoder tends to be slightly faster to evaluate (see Figure 10.3). In both cases,
two dense layers for both the encoder and decoder appear optimal, and the training should
be extended well beyond the ten epochs suggested by the ADBench parameters, although

the improvement is marginal. Additionally, regularization does not seem beneficial.

The Isolation Forest (E T. Liu et al., 2008), as shown in Table 10.5, appears to have a

high degree of agreement between the optimized hyperparameters, with the number of
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Table 10.6: Hyperparameters PCA algorithm

Hyperparam Options | Base Small Large
n_components | 0.1-1.0 | 1.0 0.1523 0.1661
n_selected 0.1-1.0 | 1.0 0.3558 0.3877
ROC-AUC 0.7356 0.7205 0.7198

estimators being roughly three times higher as the only notable change. This raises the
question: why are more estimators not considered? It is well-established (See C. Aggarwal
(2012) and Chapter 3) that for unsupervised or weakly supervised ensembles like Isolation
Forest, more submodels generally lead to better performance. During optimization, simi-
lar hyperparameter configurations with more submodels have been considered, and they
would slightly increase the ADBench performance, as shown in the last row of Table 10.5.

We believe the observed results are due to overfitting of our optimization algorithm.
Since the Isolation Forest is non-deterministic, performance can vary slightly depending
on random choices. Although there are few parameters to optimize, each leads to a new
evaluation with a different random seed, allowing for slightly better or worse-performing
runs. Thus, increasing the number of submodels improves performance, albeit with dimin-
ishing returns, while also reducing uncertainty and thus allowing the optimizer to extract
performance from random changes less efficiently. A smaller number of estimators rep-
resents the optimal trade-off between the benefits of larger ensembles and the potential
overfitting caused by the random seed. This suggests that maybe a smaller number of opti-
mization steps might have been beneficial. Nevertheless, our results also indicate that the
overfitting effects are minimal.

The results for PCA (Callegari et al., 2011), presented in Table 10.6, are intriguing. The
optimized performance is worse than the baseline configuration. However, the baseline
parameters themselves seem questionable: a PCA model, which has access to all features
and utilizes the full reconstruction, should theoretically achieve a perfect reconstruction,
leading to a reconstruction error of 0 when used as an anomaly score. We do not have a sat-
isfactory explanation for this unexpected performance, but it may be that similar to CBLOE,
this limitation becomes comparable to the performance of another, more effective algo-
rithm.

DeepSVDD (Ruff et al., 2018), as presented in Table 10.7, shares many hyperparameters
with the previously discussed autoencoder. In addition to the same shortcut "act" for acti-
vation functions, we also introduce a shortcut for the number of hidden neurons, denoted
as "neurons," which we optimize. To ensure reasonable optimization time, we restrict the

possible neural network architectures to a fixed set of configurations: 20—20, 10—-10, 64—-32,
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Table 10.7: Hyperparameters DeepSVDD algorithm

Hyperparam | Options Base Small  Large
batch_size 16 - 128 32 25 91
epochs 50 - 200 100 51 109
dropout_rate | 0.05-1 0.2 0.05 0.05
h._neurons (neurons) | 64-32 64-32 20-10-3
h._act (act) relu relu relu
output_act (act) sigmoid linear  sigmoid
12_regularizer | le-4-0.5 0.1 8.64e-4 7.44e-3
optimizer sgd / adam | adam adam  adam
preprocessing | v’/ X v X v
use_ae VI X X X v
ROC-AUC 0.7103  0.7161 0.7095

Table 10.8: Hyperparameters LODA algorithm

Hyperparam Options | Base Small Large

n_bins auto / 10 10 10
5/10/20

n_random_cuts | 10-1000 | 100 541 726

ROC-AUC 0.6954 0.708 0.7019

Table 10.9: Hyperparameters HBOS algorithm

Hyperparam | Options Base  Small Large
alpha 0.01-1.0 0.1 0.01 0.01
n_bins 0/5/10/20 | 10 5 20

tol 0.1-1.0 0.5 0.1 0.1016
ROC-AUC 0.7076 0.7154 0.7116

20-10-5,20-10-3,30—-20-10-3, 128-64—-32, and 20 - 10— 3 — 10 — 20. These rela-
tively small configurations were chosen to maintain optimization efficiency and to align
with the typically low-dimensional datasets used in this study. Upon reviewing the results,
it appears that the baseline parameters are already quite well-chosen, with the only notable
differences being a lower dropout rate and regularization rate. However, these adjustments
do not significantly affect the overall performance.

The LODA (Pevny, 2016) algorithm, as shown in Table 10.8, has two primary parameters.
While the number of bins appears to be well-chosen, increasing the number of random cuts
slightly enhances performance.

The HBOS (Goldstein & Dengel, 2012) algorithm in Table 10.9 behaves similarly, with a

smaller alpha and tol(erance) value leading to a slight performance improvement.

141



CHAPTER 10. HYPERPARAMETER-AWARE BENCHMARKING

Table 10.10: Hyperparameters NF algorithm

Hyperparam | Options Base Small  Large
K 2-100 10 15 15
batch_size 16 - 128 64 16 16
epochs 10 - 500 200 499 165

Ir le-05-0.01 | 2e-3 4.05e-4 2.29e-4
ROC-AUC 0.6116 0.6359 0.6382

Table 10.11: Hyperparameters VAE algorithm

Hyperparam | Options Base Small Large
batch_size 16 - 128 32 18 26
dropout_rate | 0.05-0.99 0.2 0.0537 0.0593
epochs 100 - 500 100 266 142
hidden_act (act) relu relu tanh
12_regularizer | 0.0001-0.5 | 0.1 0.5 0.1012
latent_dim 0.1-10.0 2) 1.2028 6.6883
num_features | 1- 100 4 49 2
output_act (act) sigmoid tanh tanh
ROC-AUC 0.7371 0.7846 0.7471

The Normalizing Flow (Rezende & Mohamed, 2015) algorithm, presented in Table 10.10,
is less straightforward. Despite being a neural network-based method, the constraints of
normalizing flows limit the number of tunable parameters. In our experiments, adjust-
ments such as a lower learning rate and smaller batch size result in more careful training,
which, when combined with a more complex distribution (higher K), leads to a modest per-
formance improvement. However, the performance is quite low when compared to other
algorithms, aligning with some theoretical findings limiting the value of normalizing flows
for such tasks (Kirichenko et al., 2020).

The Variational Autoencoder(Kingma & Welling, 2014), shown in Table 10.11, exhibits
one of the largest performance improvements after optimization. The difference of 4.75%
between the Small and Base versions is notably larger than the difference between LOF and
AE, our best and fourth-best algorithms. This improvement could be attributed to the fact
that the base version uses a fixed latent dimension of 2, whereas our approach employs a
latent dimension relative to the number of features, similar to the autoencoder optimiza-
tion. While we no longer distinguish between overcomplete and undercomplete versions,
the results clearly indicate that an overcomplete version is preferable. Moreover, our opti-
mization suggests a lower dropout rate, a significantly increased number of features, and

strong regularization. We believe that further investigation is warranted, as this relatively
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Table 10.12: Hyperparameters DAGMM algorithm

Hyperparam Options Base Small  Large
batch_size 16 - 128 256 35 53
lambda_cov 0.01-1.0 | 0.005 0.2004 0.1617
lambda_energy | 0.01 - 1.0 0.1 0.0662 0.01
latent_dim 1-25 1 7 8

Ir le-5-0.01 | le-4 2.69e-3 1.42e-4
Ir_milestones 0-1 (50) 61.93% 92.66%
n_gmm 1-25 4 6 24
num_epochs 100 - 500 200 107 142
patience 5-200 50 35 35
ROC-AUC 0.6438 0.7276  0.7243

strange set of hyperparameters leads to the highest performance among all deep learning
algorithms.

An even higher improvement of 8.38% is observed for the DAGMM (Zong et al., 2018)
algorithm, as shown in Table 10.12. However, the performance of DAGMM is less remark-
able overall, as the baseline performance is not particularly impressive. Similar to the VAE,
this may be due to the suboptimal choice of baseline parameters, with nearly every hyper-

parameter undergoing drastic changes after optimization.

10.4.2 Statistical comparison

With these optimized parameters, we can now compare our proposed algorithms against
more effective competitors. To do this, we use critical difference plots to visualize the results
of a Wilcoxon test (Wilcoxon, 1945). We consider p-values below p < 5%, after applying the
Bonferroni-Holm correction (Holm, 1979), as significant.

Figure 10.4 shows three different variations. The top plot compares the performance of
the algorithms with baseline parameters, the middle plot contains the performance after
optimization (average of the Small and Large optimization), while the bottom plot com-
pares performance using the best set of hyperparameters identified in this study. With these
optimized parameters, we observe a notable change in the ordering of the algorithms, with
some, such as DAGMM and VAE, experiencing significant shifts in their rankings.

In each set, our DOUST algorithm is the best-performing one, with an average rank be-
low 2 before optimization and between 2 and 3 after optimizing the competing algorithms.
While the difference to the next best algorithm, KNN, with an average rank between 4 and 5

in each comparison, is large, it is still not significant. This is different from our experiments
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Figure 10.4: Critical difference plot on ADBench data comparing the algorithms used in this
study. The top plot shows performance with baseline parameters, the middle one shows the
average performance after optimization and the bottom plot shows performance with the
best set of hyperparameters found in this chapter. We include the algorithms proposed in
this thesis, without optimized hyperparameters in green.

in Chapter 8, likely because of the larger number of competitor algorithms.

When optimizing the hyperparameters of CBLOE this algorithm is able to slightly out-
perform DEAN, and the same is true for autoencoder variations and SEAN. Still, these dif-
ferences are minor, and a larger number of submodels in our ensemble approaches can
reverse this trend.

Additionally, even the worst-performing algorithm proposed in this thesis, SEAN, which
is more optimized for speed than performance, is still able to outperform at least 7 out of
12 competitors in each comparison while being the fastest algorithm considered here. Al-
ternatively, when intentionally optimized for performance over runtime (Section 5.4.4), it

only performs worse than two competitors and DOUST. This proves the potential of ab-
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stract ensemble methods for anomaly detection.

10.5 Conclusion

In this chapter, we introduce a novel and effective methodology for optimizing hyperpa-
rameters in weakly supervised anomaly detection. We apply this methodology to 13 com-
monly used anomaly detection algorithms and observe performance improvements in the
majority of cases. We also use it to compare the algorithms previously proposed in this
thesis and show that even with optimal competitor configurations, our algorithms are still
highly competitive.

Particularly for deep learning algorithms, we see notable gains when using the optimal
hyperparameters, underscoring the importance of careful hyperparameter tuning. Further-
more, our work provides valuable insights into how these algorithms can be better utilized

and, in some cases, might serve as a foundation for the development of new algorithms.
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Abstraction beyond Anomaly Detection
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After studying the benefits of abstract ensemble techniques for anomaly detection in
the previous sections, we want to now study if it is possible to extend this approach to
other machine learning tasks. For this, we choose to study re-identification, a subset of
contrastive learning, where we task a machine learning model to recognize which images
are taken of the same object. It is widely used, for example, in person re-identification to
track people through surveillance cameras (M. Ye et al., 2022). Further applications include
animal tracking (Cermak et al., 2024) or signature verification (Z. Wang et al., 2023).

Abstraction-based methods for re-identification tasks are especially interesting, as most
re-identification approaches rely on very complicated neural networks (Fu et al., 2021) and
simple more abstract methods are rarely studied (M. Ye et al., 2022). At the same time, re-
identification is often used on very large scales (like the video surveillance of an entire dis-
trict), and thus, even slightly more efficient methods would be very useful. Additionally,
re-identification requires generalization; as, for example, a neural network identifying only
a large number of known people is not helpful since the set of possible people grows and
changes frequently. Instead, re-identification uses contrastive learning to find a represen-
tation in which images of the same subject are close to each other, hoping that a similar
representation learning methodology also works for a different set of objects/persons. And
especially for large changes (like for example when everybody starts wearing face-masks),
this is far from a solved problem (Kantarci et al., 2024). Here abstract methods that theoret-
ically should generalize more easily could be extremely useful.

Our work towards this is done in tandem with Jérome Rutinowski, who works for the
logistics department at TU Dortmund. He is working on re-identifying pallet blocks using
their unique press wood pattern to hopefully track the objects that are carried on them.
Working with such novel patterns is perfect for studying abstraction in re-identification
since this task is much less well developed than, for example, person re-identification, and
many methods developed for such tasks are simply impossible through the lack of large
datasets and pre-trained models (Fu et al., 2021). Additionally, pallet blocks contain very
few obvious features compared to other tasks, where, for example, the way a person is mov-
ing can be used to identify them (Nambiar et al., 2019). Overall, this makes his tasks quite

interesting for studying a competing approach to simply large neural networks.
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ABSTRACT RE-IDENTIFICATON

This chapter follows the paper: Kliittermann, S., Rutinowski, J., Reining, C., Roidl, M., &
Miiller, E. (2022). Towards graph representation based re-identification of chipwood pal-
let blocks. 2022 21st IEEE International Conference on Machine Learning and Applications
(ICMLA), 1543-1550. https://doi.org/10.1109/ICMLA55696.2022.00279

aswell as the paper: Kliittermann, S., Rutinowski, J., Polachowski, E, Nguyen, A., Grimme,
B., Roidl, M., & Miiller, E. (2024). On the effectiveness of heterogeneous ensemble methods
for re-identification [Accepted and presented, to appear]. Proceedings of the 23rd IEEE In-
ternational Conference on Machine Learning and Applications (ICMLA), Special Session 3:
Machine Learning for Predictive Models in Engineering Applications (MLPMEA)

and was partially inspired by the work of a thesis student: Grimme, B. (2023). Entwicklung
eines algorithmus fiir die wiedererkennung von palettenkldtzen basierend auf maschinellem
lernen [Master’s thesis, TU Dortmund University]. https://psorus.github.io/thesis/britta.
pdf

11.1 Introduction and Motivation

Euro-pallets are a widely used type of load carrier, with hundreds of millions of them being
in constant circulation (Deviatkin & Horttanainen, 2020). Since they are primarily moved
and shipped while carrying goods, their location and identity represent domain knowledge
that can be beneficial to operators that deal with the pallet in question. However, Euro-

pallets, like other standardized load carriers, do not hold any inherent identification meth-
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ods and are instead only identifiable by batches, defined by certain criteria, e.g., their place
of assembly (Packaging, 2004). In this context, Euro-pallets can thus not be identified as
individual pallets but rather classified by a given set of criteria. Therefore, the identifica-
tion of load units commonly takes place through documentation (e.g., waybills) or arti-
ficial markers (e.g., QR-codes) that are attached and linked to the good itself. The moti-
vation for this approach lies in the relative (in comparison to the goods) inexpensiveness
of load carriers and the frequent change of the goods they carry. If however, it were tech-
nically and economically feasible to identify load carriers based on their inherent visual
characteristics, while linking them to the good they are currently carrying, further knowl-
edge could be gathered about the load unit and it would permit related processes to first
be analyzed and subsequently to be improved upon. A first attempt to solve this problem
was presented in (Rutinowski et al., 2021b), in which the authors demonstrated the feasi-
bility of identifying the chipwood pallet blocks used in Euro-pallets based on their unique
wooden patterns. However, this work relies on large-scale networks initially designed for

person re-identification.

Therefore, in this chapter, we explore a novel, alternative approach using more ab-
stract data representations. Such an abstract representation reduces the data dimensional-
ity while preserving the information necessary for successful re-identification and increas-
ing the model’s reliability at the same time. First, we present an approach based on the
assumption that the parts of an image that are unexpected provide the most information
towards re-identification. To understand this assumption, consider, for example, a blue t-
shirt or heart-shaped sunglasses: The more anomalous feature allows for easier recognition
of a known person. For this, we are interested in characteristic features of the respective
pallet block surface, such as prominent chips (i.e., visually distinguishable by size, color,
etc.). These anomalies are represented as the nodes of a graph, which are connected by
edges that represent the distances between the nodes. By representing this set of informa-
tion as an abstract graph, the dimensionality of the data is reduced while maintaining the

key features of the images.

However, because we will see that the performance of this method is not high enough
to be useful in practice, we will then suggest a heterogeneous ensemble method to increase
the performance significantly. This follows our experience from the chapters on anomaly
detection as we create an abstract ensemble method, with every submodel considering a

different view of the data.
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11.2 Related Work

11.2.1 Re-Identification

We define re-identification as the attempt to retrieve a previously recorded subject of inter-
est over a network of cameras (M. Ye et al., 2022). Thus, the predictions of a re-identification
model are meant to match input data from a query dataset 2 with a given gallery dataset ¢.
Prior to the matching task, training occurs using the training dataset (97). (These datasets
aredistinct( 2 N¥Y=2nJ =¥ nNJ =), inorder to prevent information leakage and to
limit overfitting.) After training, the task of re-identification can then formally be described
as matching an image x; € 2 of a subject i to an image y; € ¢ of a subject j where i = j
(Rutinowski, Vankayalapati, et al., 2022).

Re-identification is frequently used for pedestrian surveillance (Leng et al., 2019; Ming
et al., 2022; Nambiar et al., 2019; D. Wu et al., 2019; M. Ye et al., 2022), while other appli-
cations include vehicle surveillance (S. D. Khan & Ullah, 2019; X. Liu et al., 2016; Wei et
al., 2018), material identification (Hermanson & Wiedenhoeft, 2011; Klar, 1995; Rutinowski
et al., 2021b; Takahashi & Ishiyama, 2014; Takahashi et al., 2017) as well as animal iden-
tification (Jewell et al., 2016; B. V. Li et al., 2018; Lokare et al., 2014). Since the methods
of re-identification are most commonly applied to pedestrians, different kinds of visual
identification criteria have been the subject of research and can be used to distinguish be-
tween them. As such, full body re-identification based on the overall appearance of a per-
son is a prominent one, while facial re-identification (or recognition) (Kortli et al., 2020) and
gait-based pedestrian re-identification (Nambiar et al., 2019) are of interest too. For non-
human, industrial entities however, only visual characteristics and domain knowledge can
reasonably be taken into account.

A modern approach to re-identification, which is also considered in this chapter, is
taken by so-called siamese neural networks (Koch, 2015), which learn a transformation in
which similar samples are close to each other, and dissimilar ones are not. Such neural
networks are often trained using a triplet loss, which minimizes intra-class distances while
maximizing inter-class distances (Ming et al., 2022; L. Zheng et al., 2016).

Several evaluation metrics are commonly used to compare the resulting re-identification
models. One such metric is ranked accuracy, also known as top-n accuracy, which describes
whether the correct query identity is retrieved as part of the first n matches in the gallery
data (Ming et al., 2022; M. Ye et al., 2022). The motivation behind the use of ranked accu-
racy is that it provides insight into the severity of a wrong retrieval, as there is a practical

difference, for many use cases, between the second or the ninetieth match being the cor-
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rect identity if the first one is not. From the ranked accuracy results, the CMC (cumula-
tive matching characteristics) curve can be generated by summing up the accuracy of each
query identity divided by the overall amount of query identities, giving a comprehensive

understanding of the model’s performance (Ming et al., 2022; M. Ye et al., 2022).

For one task considered in this chapter, Rutinowski et al. (2021b) proposed a Euro-pallet
re-identification pipeline, exploiting the unique chipwood pattern of pallet blocks. In this
contribution, pallet blocks are detected through YOLO-based object detection. The result-
ing images are passed through a ResNet50 implementation of PCB_P4 (Part-based Convo-
lutional Baseline) (Y. Sun et al., 2018), using cross-entropy loss, to be stored as a feature vec-
tor for the subsequent task of re-identification under a closed-set assumption. The results
of the contribution suggest that the surface structure of chipwood can be reliably exploited
for the purpose of re-identification, using the dataset pallet-block-502, that was created for
this very purpose.

Still, their approach is based on the usage of very large neural network approaches, and
thus, it is slow when training or predicting, limiting its usefulness. Instead, we aim to create

a likely faster approach, using our focus on abstraction methodologies.

11.2.2 Graph Representation Learning

As graphs are designed to store relations between subjects, nodes and edges are often used
to represent and analyze non-trivial subjects. Examples range from medicine over particle
physics to linguistics (Agosta et al., 2013; Feynman, 1949; Piperski, 2014). Because of this di-
verse range of uses, the method of graph machine learning has gained popularity in recent
years (J. Zhou et al., 2018).

Even for images, a graph representation can outperform ordinary convolutions (Ave-
lar et al., 2020), as graphs allow for the modeling of structures instead of pixels and store
these structures in only a few features. This can, for instance, be realized through super-
pixels (Achanta et al., 2012), which are regions consisting of multiple similar pixels that are
combined into one node. In contrast to the superpixel approach, this work does not focus
on representing all individual pixels and instead focuses on determining regions contain-
ing relevant information. In person re-identification, the use of graph neural networks is
novel but gaining popularity. D. Chen et al. (2018) and Shen et al. (2018) employ graphs to
improve the triplet loss used in a siamese network. Displaying a higher degree of similar-
ity to the herein presented approach, Khaldi et al. (2022) use graphs to represent a person

by their joints. However, while doing so, the authors focus on extracting information from
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related structures in time. Given these circumstances and the specific use case, their repre-

sentation graph construction is heavily optimized for the task of person re-identification.

11.2.3 Ensembles for Re-identification

Using ensemble models is a common practice in machine learning, allowing the combina-
tion of different predictors to achieve a better performance (Zimek et al., 2014). There are
many methods, ranging from the averaging of multiple models (bagging) (Breiman, 1996)
to training new models on the prediction of the ensemble submodels (stacking) (Sandim,
2017). Additionally, ensembles can have further uses, like explainability (See Chapter 7).
However, there are surprisingly few applications to re-identification, which requires us to
develop ensemble methods further. We want to summarize the existing approaches in this

section.

A common approach to re-identification focuses on extracting general features repre-
senting aspects of a sample and using their resemblance as an indicator of similarity. This
invites the use of ensembles to combine different features. A previous publication (X. Liu et
al., 2015) employs ensembles by combining different hand-crafted color descriptors, which
allows the extraction of information from more than one feature. Recent approaches (Ser-
betci & Akgul, 2020; J. Wang et al., 2019; Y. Yang et al., 2018) apply more advanced neural

networks to find features using pre-trained models or to extract them directly.

The drawback of feature extraction is that many datasets contain a large amount of
superfluous features, which tend to be included in well-studied, commonly extracted fea-
tures. Additionally, there has not been enough research conducted yet to find specialized
features for pallet re-identification and a solution emerging from such research would only
be applicable to one use case or dataset, thus not leading to a general solution. Siamese
neural networks(Koch, 2015), however, are able to effectively extract useful features auto-
matically, providing a more generalizable and adaptable solution. Other approaches use
ensembles for metric learning (Paisitkriangkrai et al., 2015) or to better handle multiple
data modalities (M. Ye et al., 2020).

However, to the best of our knowledge, ensembles have hardly been studied for siamese
neural networks. Worth mentioning is (S. Xu et al., 2018), in which ensembles are used to
enhance contrastive learning in the context of natural language processing. While this en-
semble method shares similarities with our approach, the application is fundamentally dif-

ferent, which limits the transferability of results.
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11.3 Methodology

The task of re-identification is often solved by learning a transformation f of a dataset such
that the distances between the representations of the same entity are minimized and the
distances between different ones are maximized. This goal can be formalized as follows

(with x’ being a sample following concept i):

; i smallifi=j
(11.1) If(xz)— f(xb)llz = Vx,y
largeif i # j
This task can be achieved by minimizing a suitable loss function, e.g., triplet loss (Hoffer
& Ailon, 2015):

(11.2) Lyripter = max(0, || f(x2) = F) o = 1 f ) = FOcD o+ @), i #

where xfl, xli and x! represent three samples of two different subjects i and j and a is a

hyperparameter. This loss value is averaged over a large number of different triplets.

11.3.1 Data Preparation

In this chapter, we use two datasets inspired by the logistics application, examples of which
are shown in Figure 11.1.

The first one (Rutinowski et al., 2021a) contains images of pallet blocks and 5,020 RGB
images of pristine, unbranded EPAL pallet blocks of which only half 2,510 are used for the
herein presented experiments, since the remaining pallet blocks are taken under less vis-
ible lighting conditions. This dataset contains images taken from five different perspec-
tives: central (C), left-hand and right-hand side rotation (RL, RR), and left-hand and right-
hand side shift (L, R). We show an example of these rotations in Figure 11.2. The second
dataset (Rutinowski, Endendyk, et al., 2022) contains 5,088 images of galvanized metal
plates. We again use half of the dataset (2,544), which was taken with photographic lighting

conditions.

11.3.2 Cross-validation

To provide more meaningful results and to estimate prediction uncertainties, we employ
cross-validation. Cross-validation is less common in re-identification research, likely be-

cause training can be expensive.
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(b)

Figure 11.1: Excerpts of the used datasets. a) pallet block dataset (Rutinowski et al., 2021a),
b) galvanized metal dataset (Rutinowski, Endendyk, et al., 2022)

We split our dataset into five different groups on the pallet block dataset and six differ-
ent groups on the metal dataset. One of these folds is chosen as a query () and gallery (%)
set, in which for each pallet block, one image is selected for the query () set, while the rest

become part of the gallery (¢) set. The remaining folds are used as a training (") set.

11.3.3 Graph-based Approach

We first study an approach representing a pallet block through a graph. Our methodology,
visualized in Figure 11.3, can be subdivided into three key components:

1. The information stored in the dataset images is transferred into a graph. This allows
for the removal of a large portion of features from the dataset while allowing us to
focus on a more interesting high-level representation. Given this background, we as-
sume that the parts of the pallet blocks that contain the largest amount of relevant in-
formation are the most visually striking pieces of chipwood. The anomalies in these

image parts likely contain most of the information needed for re-identification.

2. We use highly reduced (in terms of dimensionality) graph representations to train a

siamese neural network to further reduce the data dimensionality. During this pro-

157



CHAPTER 11. ABSTRACT RE-IDENTIFICATON

Camera 1 Camera 2 Perspective

Central

Rotation left

Rotation right

Shift left

Shift right

Figure 11.2: Example of the ten images given for one pallet block (ID 301).

cess, we map images of the same pallet block to similar positions in the output space,

while mapping different blocks to distinct embedding space positions.

3. We use an algorithm to match new images in their graph representation, i.e., the
siamese network’s output, to the a priori known image that is the closest in the em-
bedding space (i.e., the most similar one). For this purpose, a k-nearest neighbor al-
gorithm with k =1 is used.

One further challenge that arises with the first dataset is that the chamfered edges of

1 different
2 e,
OUTLIER DETECTION SIAMESE " K-NEAREST W Ny ¢
CRORRING VIA IRAG NEURAL NETWORK NEIGHBOR similar~fz;

VECTOR SIMILARITY
ORIGINAL IMAGE CROPPED IMAGE STRUCTURE GRAPH REPRESENTATION BETWEEN IMAGES.

Figure 11.3: Workflow of the graph based approach.
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the pallet block (see Figure 11.2) are distinct from the rest of the image, are not always in
the camera frame and should thus generally not be considered to contain anomaly nodes.
In order to remedy this wrongful consideration as anomalous, the images are cropped so
that the chamfered edges of the pallet blocks are not visible. We use a simple heuristic,
preferably removing too much of the image rather than accidentally leaving a chamfered
edge in the resulting dataset. This means that information is lost during pre-processing,
which might further complicate the task at hand. At the same time, it might also make the
resulting algorithm more robust, as pixels on the side of the center area are not always
clearly visible (consider the right-hand side shift in Figure 11.2). We subsequently rescale
our images to a size of 500 x 300 px, roughly preserving the original average image aspect

ratio of 1.7.

11.3.4 Graph Representation Procedure

Since we consider anomalies in the dataset images to be points of interest, it is sensible
to define these anomalies as the nodes of the representation graph. This requires an ef-
ficiently working algorithm to find anomalies in a given image. While we likely could use
one of the anomaly detection methods proposed in the earlier chapters of this thesis, the
scale of the anomaly detection task makes this non-trivial. In addition to thousands of im-
ages, we have to check every small subpart of an image for its anomaly score. This results in
very many prediction tasks, eroding every speed benefit we can gain from the reduced de-
scription size. Alternatively, we could use the Shapley scores from Chapter 7 to understand
which part of an image is the most anomalous. But this would still incur very large compu-
tations, as our images are even larger than the version of celebA used there (which required
27h when highly parallelized). So instead, we use a simple heuristic, exploiting the simple
structure of our dataset. Still, it would be interesting to see if we could generalize our find-
ings here to less homogenous datasets when using such an anomaly detection task. This
heuristic considers a subregion (16 x 16 px areas) S to be more anomalous the higher A(S)
is (with the average mean(S) and the standard deviation std(S) aswell as a small e = 107°).
A(S) is defined as:

std(S)
(11.3) AS) = ———
mean(S) +¢€

We iterate over each 16 x 16 px area (with a 50% overlap between successive areas in

each dimension) of the image and calculate such an anomaly score A(S) for it.
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To build a graph from a set of anomalous nodes, a challenge to be taken into consid-
eration is the wrongful adjacency of nodes that display such extreme proximity that they
ought to be merged into a single node. In order to minimize this occurrence, we introduce
a modification to the algorithm, in which all subregions are looped through, in descending
order of A(S). If the current S is close to another node (mse(pos[curr], node) < 1), the av-
erage of the position of both nodes is calculated, merging both nodes into a single one. If S
fails this threshold instead, a new node is created. This process is repeated until a total of
50 nodes are generated, which we consider to provide a sufficiently complex graph, repre-
senting the given images accurately. This node-finding algorithm is described in Algorithm
2. In each node, information about a given anomaly and its surroundings is saved. A list of

all parameters taken into consideration for each node can be found in Table 11.1.

Table 11.1: Features representing one node of the graph.

Features
Location [px] Color [RGB] Dimensionality

X-axis location Average subregion color Number of subregions S;

Y-axis location Color standard deviation Subregion size
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Algorithm 2: IRAG
Input: Sj, pos; (subregions and their positions), nodec (number of nodes to find),

7 (minimum distance between two nodes)
Output: nodes (locations of the nodes found)
1 n—0;
2 nodes; — (0,0) Vi < nodec;
3 regions; —0Vi<nodec;
4 a;— A(S;)VS;;
5 dex — reverse(argsort(a;)) ;
6 k—0;

7 while n < nodec do

8 curr — dex|[k];
9 dist — mse(poscyrr —nodes[jl)Vj<n;
10 if min(dist) < 7 then
11 closest — argmin(dist) ;
12 || nOdescigses — M S O oo PO
13 regionsciosest < regiONSciosest +1;
14 else
15 nodes, — poScurr;
16 regions, < 1;
17 n—n+l;
18 end
19 k—k+1;
20 end

21 return nodes;

Subsequently, graph connections are generated using a top-k algorithm on the location
of the anomaly, connecting each node with the five other nodes with the highest proxim-
ity. The aim of this method is to capture a minimalist version of the pallet block’s surface

structure as a graph representation.
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We show the features stored in each node in Table 11.1 and illustrate the node genera-

tion process in Figure 11.4.

Light off Light on

Figure 11.4: Transforming an image of a pallet block (top row; ID 120) into a graph (bottom
row) by means of anomaly detection (middle row)

11.3.5 Siamese Graph Neural Network Training

We train the herein proposed Siamese graph neural network re-identification model using
triplet loss (Hoffer & Ailon, 2015) as a loss function. This means that each input consists of
three samples: a comparison sample X;, a sample of the same pallet block T;, and one of
a different pallet block F;. Our model f(X) is trained so that the loss function L7 is mini-

mized:

(11.4) Lt =) Relu(diss(f(X;), f(T) - diss(f(X;), f(F)) + @)

Here, diss represents the mean squared difference, and the ReLU function is defined as

Relu(x) = 'xl%
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Intuitively, this approach aims at minimizing the embedding space distances between
the same pallet block and maximizing the distance between different pallet blocks. We train
the model described in Table 11.2 in batches of 100 images for up to 100 epochs with a
patience of 5, using the Adam optimizer and a learning rate of 0.0001. We define the shape
of each graph layer as nodes x features + nodes x nodes (node features and adjacency
matrix).

These graph convolutions are provided by the Python library spektral (Grattarola &
Alippi, 2020): Each convolution combines the node values with the values of the nodes
that they are connected to, using learnable weights. Subsequently, we combine the values

of each node using a global pooling operation.

Table 11.2: Architecture of the Siamese graph neural network.

Layer type Output shape Activation function
Input 50x10+50x50 -
50x31+50x50 ReLU

50x31+50x50 RelLU

Graph Convolution

Graph Convolution

Global Mean Pooling 31 -

Fully Connected 250 ReLU
Fully Connected 250 RelLU
Fully Connected 250 RelLU
Fully Connected 50 Linear

11.3.6 Re-identification Methods

In order to improve the previously introduced graph method, we extend it into an ensem-
ble. This requires further submodels.We chose to study heterogeneous submodels here for
now, as there might be some information that is not represented by our graph-based ap-
proach.

Here, we suggest five siamese models for each dataset, all based on different approaches:

Image-based re-identification: The most direct approach for training a siamese neural
network on image-based data is to use convolutional neural networks. The benefit of this
approach is its ability to extract information available in the entire image. However, this
also represents the most time-consuming approach, and is the most susceptible to overfit-
ting. We choose here a simpler, non pretrained approach, when compared non-ensemble

approaches to limit the required computational effort.
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Since the original images in the dataset are high-resolution images, they are resized to
a dimension of 400 x 230 px. The resolution of the original images varies, since they have
been automatically cropped based on YOLO’s bounding boxes, as is described in
(Rutinowski et al., 2021b). Their average resolution, however, is 1814 x 1096 px.

The transformation in our approach consists of six convolutional layers, each increas-
ing the number of features by 1.5 with a kernel size of 3. After every other convolution, we
employ a max-pooling operator with a kernel size of 2 and add 3 dense layers to learn a final
representation with 100 dimensions. We include an ablation study on this representation
size in Appendix B.2. We employ ReLU as an activation function, a learning rate of 0.001
and a batch size of 256.

Graph-based re-identification: This previously described approach is specialized to
the pallet block dataset, and our attempts to generalize it to the metal dataset were so far
unsuccessful, as the galvanized metal plates do not contain informative anomalous points.
Thus, we only use it on the first dataset.

Linear quantile re-identification: To compensate for the lack of applicability of the
graph-based approach to the metal dataset, we developed a different model, exploiting the
perspective-wise shearing in the galvanized metal dataset. For this purpose, we split the
images into pixel columns and use the 20%, 50% and 80% quantile of the pixel values in
this column as an input for a siamese neural network.

Brightness, average color and color variance based re-identification: The remaining
three approaches again split a given image into sub-images of size 16 x 16 px each. We it-
erate over all sub-images of an image (with 50% overlap) and calculate 1 — 3 values for
each, resulting in a representation with 768/2304 dimensions. For the brightness-based ap-
proach, we calculate the mean of each sub-image, while for the average color-based ap-
proach, we calculate a mean for each color and sub-image. Finally, for the color variance-
based approach, we use the standard deviation of each color throughout the sub-image.
The values for each sub-image are concatenated into a vector and used to train a siamese
neural network. Each network uses three dense layers with 100 nodes each to generate a
50-dimensional representation. While these approaches ignore much of the available in-
formation given in an image, they are also straightforward and time-efficient, reducing the

required training time by multiple orders of magnitude.

11.3.7 Ensembles

In this chapter, we consider ensembles that combine multiple siamese neural network rep-

resentation learning approaches (e.g., f and g) and combine them using an ensemble cre-
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ation function T into an ensemble e.
(11.5) ex)=T(f(x)® g(x)

Here, we consider five different transformations T that create such ensembles. While
ensembles are used in many cases (see 11.2), they are only rarely used for siamese network-
based re-identification and thus we propose our own transformation functions.

The simplest ensemble transformation presented in this work, the Concatenation trans-
formation, normalizes each representation component using the mean and the standard
deviation (sy;) for all considered samples and concatenates them. It can be seen as an en-
semble method following the concept of bagging (Breiman, 1996).

(11.6) TCOH(;at(xé,.--, x,l,l) = (Zé)"'?zfl:l) ; Z; =

Here, x§ denotes the j-th component of the representation of sample x’. Meanwhile, the
Neural Network Triplet transformation is a stacking method (Mienye & Sun, 2022), which
uses a neural network to represent Tnnriprer and to train it by minimizing 11.2 on the

training set 9 . The Weighted Triplet instead simply uses weighing factors:

(11.7) Twiripter(f(x) ® g(x)) = ay f(x) ® agg(x)

These are found by minimizing Equation 11.2, using gradient descent. Subsequently, the
Weighted Accuracy transformation tries to maximize the probability that the closest sam-
ple y/ € ¢ to a sample of the test set x’ € 2 depicts the same subject i = j. Since this
probability is not continuous, gradient descent cannot be used for this task. Instead, the
probability is optimized using the flamllibrary (C. Wang et al., 2021), which is designed to
optimize non-continuous hyperparameter optimization problems, and thus does not rely
on gradient descent. Additionally, a fifth ensemble, called the Majority Voteis created using
a different approach to ensembling. For this ensemble, multiple submodels do not calcu-
late the distance to each gallery sample € ¢, but simply order the gallery samples based
on their distance to the query sample. We choose the most common index of this order

through all submodels as an indicator of similarity between samples.

11.4 Experiments

Here, we consider first the performance of the graph-based method and then later extend

it into ensembles.
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11.4.1 Graph Model Performance
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Figure 11.5: Ranked accuracy of the re-identification task plotted as a CMC curve.

We show the performance of our graph-based approach usinga CMC (cumulative match-
ing characteristics) curve. Here, we plot the rank-k accuracy against k in Figure 11.5. The re-
sulting rank-1 accuracy of 54% is not yet entirely competitive against comparable methods,
providing, e.g., > 72% rank-1 accuracy in (Rutinowski et al., 2021b). Nevertheless, with the
results of these experiments being preliminary, we provide novelty through the method-
ology itself and demonstrate the feasibility of a graph representation-based abstract re-
identification approach, which will be further improved upon in the following sections and
chapters. It should also be taken into account that on no occasion, the accuracy provided
by our model results in random guessing, as the blue curve in Figure 11.5, even with uncer-

tainty, is never close to the null hypothesis of 1.

11.4.2 Graph Model Efficiency

Compared to the 45,000 features of the original images, we use a highly abstract represen-
tation with 900 times fewer features in our graph (500 features). This translates to a much
more memory and processing time-efficient computation. Due to this, we achieve a train-
ing duration of < 10 min on a laptop compared to multiple hours of training on a cluster
when using images. It is also much cheaper to store these graph representations. After us-

ing a common compression, our training set has a size of 581 MB in the original image

166



11.4. EXPERIMENTS

representation, while the graph representation only requires 3.7 MB. This is a factor of 157,
which is less than the maybe expected 900 times reduction, as the images are more suscep-

tible to compression.

11.4.3 Graph Model Robustness

Generally, abstraction is often measured as the ability to generalize better to slightly differ-
ent tasks (See Section 2.3). As we are using here data that contains different rotations, we
also want to measure how well this is fulfilled for our graph-based model. Thus we com-
pare the re-identification results on the different kinds of images in the dataset (i.e., the
different camera angles and perspectives used). A non-robust model might be better at re-
identifying images of a certain type of perspective over another. We show the results of test-
ing this hypothesis in Figure 11.6 by plotting the rank-k accuracy for each re-identification
task that involves a certain perspective type of image (either as a gallery or a query image).
The differences between perspective performances are limited, showing some generaliza-
tion effects. However, some are still somewhat significant, especially for, for example, the
comparison of RL to C, where we see no overlap of the uncertainties. We see this as a further
sign that the graph model is not perfect, and we will revisit this experiment after extending

our model into an ensemble (Section 11.4.7).
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Figure 11.6: Rank-1, rank-6 and rank-10 accuracy of the graph model with their correspond-
ing uncertainties, ordered by perspective.
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11.4.4 Submodel Performance

To extend this into an ensemble, we first evaluate the individual submodels we propose

and plot the resulting CMC curves in 11.7.
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Figure 11.7: Rank-k accuracy for the ensemble submodels. The highlighted areas represent
the highest and lowest scores per individual fold. a) pallet block dataset, b) metal dataset

The two methods averaging color values (brightness and average color) provide subpar
results on the pallet block dataset, with their overall performance reaching a Rank-1 accu-
racy of <20%. An entirely different effect can be observed for the metal dataset, with the
simpler brightness-based method outperforming a method with image-wide information.
This might be a bit confusing, as this submodel simply has access to significantly less infor-
mation and still outperforms the image-based model. We will further investigate the reason

behind this effect in Chapter 12 of this thesis.
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In both cases, using the color variance-based model provides a higher accuracy. We as-
sume that this is due to high variances often representing unusual structures that can be
used for re-identification, while in an average-based method these structures are averaged
out. Even though the performance of these simple methods are not always competitive,
they are an order of magnitude faster to train than other methods (i.e., ~ 8s for the color
variance model compared to about 20min for the Inception model) and thus can be valu-
able ensemble submodels.

Notice that on both datasets, the best performance was not achieved using the highest
number of available features. This implies the notion that performance can further be im-
proved using an abstract ensemble method, as a singular holistic data description already

does not seem to be optimal.

11.4.5 Ensemble Performance

In this section, the performance of the ensemble models is studied. 11.8 show the perfor-
mance of the five different ensemble models discussed in 11.3.7.

The ensemble models provide much higher performances than the individual models.
Given the results in 11.8, the ensembling approach yielding the highest accuracy on the
pallet block dataset seems to be the concatenation, which allows us to improve the Rank-
1 accuracy from 54% to over 70%, compared to the graph-based submodel. On the metal
dataset, the concatenation also performs well, but here, learning weights seems valuable,
increasing the Rank-1 accuracy slightly more, from 55% to almost 78%, compared to the
best submodel. It is quite counter-intuitive that the simplest (and unsupervised) approach
to ensembling also yields the highest overall performance.

We studied three ways of weighing individual submodels and expected the weighing
approaches to improve results, given that Figure 11.7 showed significant differences of the
submodels’ performances. We would also have expected similarly functioning approaches
(like our brightness and average color-based approaches) to potentially cancel one another
out. However, while weighing seems to increase the resulting performance in some cases,
it seems not always to be an effective solution. One reason for this phenomenon might be
the weighing approaches’ susceptibility to overfitting.

The lowest (Rank-1) accuracy is obtained by the neural network approach, for which
we use another neural network trained on the output of each siamese neural network to
minimize the triplet loss (11.2) and generate a new common representation. This matches
our expectation since the neural network also contains the highest number of parameters

and thus has the highest potential for overfitting. Slightly better results are provided when a
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Figure 11.8: Rank-1, Rank-6, and Rank-10 accuracy for the five different ensemble ap-
proaches compared to our most effective non-ensemble model (the graph-based model
and the color variance approach). a) pallet block dataset, b) metal dataset

weighting factor is added and optimized to the output of each submodel (Weighted Triplet).
Still, the performance is inferior to that of the best-performing submodel. We expect this to
be a result of a local minimum of the optimization task because when changing the func-
tion to be optimized from a triplet loss to a Rank-1 accuracy on the training set (Weighted
Accuracy) the performance can be improved, up to a level comparable to the performance
of the Concatenation approach. In any case, this implies that there remains untapped po-

tential for the application of more sophisticated ensemble methods.

We tried another approach, in which the median prediction of each submodel is chosen
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(Majority Vote). Still, this method does not perform well either.

Further ablation studies are found in Appendix B.

11.4.6 Comparison to other Re-identification approaches

After showing that an abstract ensemble approach can work for re-identification ensem-
bles, in this section, we want to compare such an approach against the existing method-
ology (see 11.3). We choose to compare our models to a method similar to one used for
Person Re-identification (Islam, 2023; Y. Sun et al., 2018). The approach here is to use a pre-
trained model, add three Dense layers for the output to match, and continue training the
model. The main difference to common person re-identification models, is that we employ
the InceptionV3 object detection model (Szegedy et al., 2016), instead of a model trained
to re-identify pedestrians. We chose this model over, e.g., other state-of-the-art models like
ResNet50(K. He et al., 2016) and MobileNetV2(Sandler et al., 2018) as it seems to provide
significantly higher performance in our experiments. Still, this approach is not able to out-
perform our ensemble methods while requiring significantly more time to train. We also

include the uncertainties over the cross-validation folds.

Table 11.3: Comparison of our method with alternative approaches on the pallet block and
metal datasets.

Dataset Model Rank-1 Rank-10  Runtime [s]
Ensemble 0.703+£0.079 0.964 +0.020 287
Pallet Graph (Kliittermann et al., 2022) 0.526 +£0.052 0.904 +0.045 50
Image (Rutinowski et al., 2021b) 0.486+0.032 0.799 +0.060 213
Inception (Szegedy et al., 2016) 0.518+0.05 0.918+0.014 1,116
Ensemble 0.777 £0.054 0.992 +0.007 257
Metal Color Variance 0.549+0.057 0.909 +0.022 8
Image (Rutinowski et al., 2021b) 0.360+0.033 0.898 +0.047 224
Inception (Szegedy et al., 2016)  0.681+0.059 0.951+0.013 1,283

Additionally, it seems clear that even when excluding the pretaining time for the Incep-

tion model, it is still significantly slower than our abstract ensemble approach. Further-

more, we can accelerate our approach even further, at the cost of a minor reduction in

accuracy. This is studied in Appendix B.1.
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11.4.7 Ensemble Robustness

Similar to our analysis in Section 11.4.3, we can also consider the robustness of our ensem-
ble in regard to different perspectives. We show this in Figure 11.9 for the concatenation en-
semble. While we still see some differences between different perspectives, these are much
smaller than when considering only the graph (Figure 11.6) and are here all smaller than the
corresponding uncertainties, showing the improvements in robustness and generalization

of our abstract ensemble approach.
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Figure 11.9: Rank-1, rank-6 and rank-10 accuracy of the concatenation ensemble with their
corresponding uncertainties, ordered by perspective.

11.4.8 Reliability

Finally, we want to study the effect that using ensembles has on increasing the reproducibil-
ity and reliability of our resulting model. For this, we present the relative uncertainty of the
Rank-10 accuracy of each of our individual and ensemble approaches in Figure 11.10.

We choose to present Rank-10 instead of Rank-1 accuracy, as these uncertainties are
naturally quite noisy, which is reduced by the higher rank. Both ensembles that outper-
form each individual model in terms of accuracy also have the lowest uncertainty. They
reach an uncertainty that is almost an order of magnitude smaller than the average color
approach and clearly lower than all individual models. This increased reliability can be a

crucial benefit to the implementation of our method in industrial settings.
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Figure 11.10: Relative uncertainty (accuracy uncertainty divided by accuracy) of the Rank-
10 accuracy for different models.

11.5 Conclusion

In this chapter, we provided a novel graph representation-based approach aswell as the
first study of heterogeneous siamese neural network ensembles for the re-identification
of chipwood pallet blocks. While the accuracy of the graph-based model is only proof of
concept, it is still very efficient and shows some potential to be more easily generalized to
slightly modified datasets. By extending it into an ensemble, we reach more competitive
Rank-1 re-identification accuracies of 70% and 77% on the pallet block and metal datasets.
Additionally, our abstract ensemble approach is significantly faster than the usual large
neural network approaches.

Similar to our findings in Chapter 3, one of our employed ensembling methods, the
Concatenation method, a fairly simple, unsupervised approach, performs better than most
of the more sophisticated ones evaluated in this chapter.
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CHAPTER

THE PROBLEM OF CORRELATED REPRESENTATIONS IN

CONTRASTIVE LEARNING

This chapter follows: Kliittermann, S., Rutinowski, J., & Miiller, E. (2024). The phenomenon
of correlated representations in contrastive learning. International Joint Conference on Neu-
ral Networks (IJCNN). https://doi.org/10.1109/1JCNN60899.2024.10649913

12.1 Introduction

Concluding our studies on re-identification, we study an unexpected phenomenon that we
have noticed while writing the last Chapter. And as it turns out, this phenomenon leads to
a better understanding of abstract ensembles for re-identification and allows us to create
even better homogenous ensembles in an approach similar to DEAN for re-identification.

In contrast with the findings of other publications (Ciga et al., 2022; Koziarski & Cy-
ganek, 2018; Sabottke & Spieler, 2020; Thambawita et al., 2021) and what could by now be
regarded as common knowledge, we found that using data containing less information,
i.e., lower resolution images or reduced description sizes as shown as submodels in Chap-
ter 11, yielded a higher re-identification performance. This is a novel phenomenon and
quite counter-intuitive.

A minimal example that encapsulates this behavior is shown in Figure 12.1, in which a
drastic increase in accuracy based on a reduction in resolution can be observed. This phe-

nomenon can be considered paradoxical, because neural networks are understood to be
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Figure 12.1: Re-identification accuracy in relation to image resolution. Counter-intuitively,
a decrease in resolution (the original resolution of 256px being divided by 2 (128px) and 3
(85px)) leads to an increase in accuracy. The images seen in this figure represent galvanized
metal surfaces and are taken from (Rutinowski, Endendyk, et al., 2022).

able to approximate functions to whatever information they are fed, and thus minimizing
a triplet loss function should produce as good a representation as possible (Hermans et al.,
2017; Schroff et al., 2015). And since we can learn additional representations on a higher

resolution, these should work at least as well.

We believe this phenomenon to be linked to a novel problem in contrastive learning,
that manifests as a high degree of correlation between extracted features. Therefore, in this
chapter, we will study the effects that various changes to a common re-identification model
have on this phenomenon. We will study this on three datasets and show how abstract,
DEAN-like ensembles can mitigate the effect of this phenomenon. We will study and char-
acterize this phenomenon by linking it to what we call the occurrence of correlated repre-
sentations, which we believe to be its precursor. By mitigating the occurrence of correlated
representations, that are neither dependent on a specific dataset nor a specific model archi-
tecture, we believe to be able to provide the research community with a way of significantly
improving the performance of most re-identification approaches and further understand

abstract ensembles.
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12.2 Related Phenomena

Recently, researchers from Facebook Al (Jing et al., 2022) studied what they called dimen-
sional collapse, occurring during contrastive learning tasks. This term describes the phe-
nomenon of embedding vectors spanning a subspace that is of a lower dimensionality than
the available embedding space. In their experiments, they use a version of contrastive loss,
and in contrast to mode collapse (I. Goodfellow et al., 2014), observe only the collapse of
parts of their embedding vector. Thus, while the vector does not collapse to a single mode
or point in space, information is unnecessarily lost, by not using the entire embedding

space dimensionality.

It is understood that a loss function like triplet or contrastive loss is the mechanic at
play, preventing complete collapse by virtue of using its negative sample to prevent vec-
tors representing different image types from collapsing around the same points. In order
to remedy the phenomenon of dimensional collapse,Jing et al. (2022) propose the use of

linear projectors, with which they have demonstrated promising results.

While also being a phenomenon occurring in (self-supervised) contrastive learning, di-
mensional collapse differs from the phenomenon we observe. We believe this to be the
case, since what we observe is notably the increase in correlation between learned features,
along with the simultaneous increase in data dimensionality and decrease in prediction ac-
curacy. Both are not affected by small changes to our network architecture, as would be the

case when employing a projector.

Another approach related to such phenomena is the Barlow Twins model (Zbontar et
al., 2021). Like other contributions (Hua et al., 2021; Miklautz et al., 2020) it addresses the ef-
fect that representation learning often results in redundant features (instances in the vector
representation that are linearly dependent or zero), and is a method to remove those fea-

tures, resulting in increased performance for self-supervised learning or clustering tasks.

Another perspective on the phenomenon of correlation and redundancy is given by
pruning (Ayinde et al., 2019), focusing on accelerating the learning process. While some of
these contributions are somewhat related to the herein described phenomenon, we believe
to study a novel phenomenon in contrastive learning, which we will elaborate upon in the

proceeding sections.
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12.3 Experimental Setup

This section will explain the experimental foundations of this chapter. As we will conduct
multiple different experiments, we maintain a consistent setup for the experiments in this
chapter. Thus, for simplicity’s sake, we describe our approach here and will only highlight

deviations from it further down the line.

12.3.1 Neural network structure

For this work, we train a neural network f(x) to learn a representation of a given input
image. To do so, we randomly generate 10,000 combinations of an anchor image (xfl), an
image of the same entity (xl’;), an image of another entity (x), and optimize them using the

triplet loss function given previously in Equation 11.4.

We select a = 1.0 and for the function f(x) to output a 100 dimensional representation.
We build the function f(x) through two convolutions with a depth of 16 features, a ReLU
activation function and a filter size of 3. After these convolutions, we add a max pooling
layer, which reduces each dimension by a factor two. This structure is repeated two more
times, after which we flatten the output and use three fully connected layers of 128 nodes
with ReLU activation functions and one fully connected layer of 100 nodes without any ac-

tivation function to generate the representation. The architecture is visualized in Table 12.1:

Table 12.1: Neural network architecture for our experiments.

Layer Nodes  Kernel  Activation
Convolution 16 3x3 ReLU
3x Convolution 16 3x3 ReLU
Max pooling - 2x2 -
Flatten - - -
3X{ Fully connected 128 - ReLU
Fully connected 100 - -

To train the model, we use Adam as an optimizer with a learning rate of 0.001 for at
most 100 epochs in batches of 128. We also employ early stopping (Prechelt, 2012) with a
patience of ten epochs. All our experiments are conducted using an NVIDIA A100 graphics
card with 40GB of VRAM.
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12.3.2 Datasets

To apply our model, we use three different re-identification datasets, which are shown in
Figure 12.2. Two of these datasets are datasets related to industrial applications already in-
troduced in Chapter 11, while the third one, Market-1501 (L. Zheng et al., 2015), is a widely
used pedestrian re-identification dataset. It consists of 32,668 images of 1,501 individuals
that are recorded by six cameras. Since this dataset records a public space, the amount of
images per individual are not equally distributed, unlike for the previous datasets. For this
dataset, each individual is, on average, recorded 3.6 times.

By using multiple datasets, we intend to demonstrate that the phenomenon and sug-

gested solutions in this work are not restricted to a single dataset.

Figure 12.2: Example images of the three datasets used in this study (dataset A, galvanized-
636 on the left-hand side, dataset B, pallet-block-502 in the center, and dataset C, Market-
1501, on the right-hand side).

Going forward, for simplicity’s sake, we will call the galvanized-636 dataset from Chap-
ter 11 A, the pallet-block-502 dataset from Chapter 11 B, and Market-1501 dataset C.

12.3.3 Cross-Validation

The performance of the models used in this work is gauged using standard ranked accuracy,
as is common in re-identification publications (Rutinowski et al., 2021b). To increase the
reliability of our results, we employ cross-validation. We stick to the splits in Chapter 11 to
ensure the comparability of our results. Finally, we provide uncertainties for our results by
calculating the standard deviation across the various folds (and dividing by the square root
of the number of folds).

As cross-validation is not common for dataset C, we employ the dataset split proposed

by its creators, further guaranteeing comparability.
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12.3.4 Quality metrics

In order to quantify the correlations that we want to study, we define what we call the mean
Absolute Correlation (mAC) metric in Definition 10.

Defnition 10 (mean Absolute Correlation (mAC)). Given the representation rlH of the feature

u of sample i, we define mAC as:

2 D D
12.1 AC= —— . e
(12.1) mAC D-(D—I)ZZ lcorr™|

Vv ou>v
where corr*Y represents the Pearson correlation between yu and v

(rl.v —mean(r"))- (rlf’ —mean(rt))
std(rV)-std(rt)

1 N
(12.2) corrt’ = ~ Z

4

We suggest studying the mAC metric since we believe there to be an interdependence
between its value and the achieved accuracy of a re-identification model. Additionally, we

also define a metric to study dimensional collapse with Definition 11.

Defnition 11 (Correlated Feature). Given the representation rf of the feature u € [1, D] of

sample i, we define the amount of correlated features as:
(12.3) CF=D-rank(r)

Here rank(r) represents the matrix rank of r.

12.4 Correlated Representations

A data representation of a higher dimensionality generally allows learning a more compli-
cated distance or loss function. As a representation including correlations or redundancies
does not utilize all of the dimensions it has access to, it stands to reason that it is also not the
most efficient representation. To examine this topic further, we herein propose Definition
12.

Defnition 12 (Correlated Representation). A representation (in the sense of a learned fea-
ture) is considered redundant if it does not improve a model’s accuracy due to it being corre-

lated to other features.
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Figure 12.3: Visualization of the correlations between learned features for dataset B when
using 256px images for training. Each feature is represented as a node, while the edges
between them represent correlations of either > 75% or < —75%.

An example of such correlations can be visualized by using a graph representation of the
mAC defined in the previous section (see Figure 12.3). In such a visualization, a link, rep-
resented as edges, between two features, represented as nodes, means that these features
hold a correlation of at least 75%. 89% of features represented in this figure are connected
to at least one other feature and thus are at least partially redundant. We suggest using this

amount of interconnections as an indicator of correlated representations.

As previously mentioned, we find there to be an interdependence between mAC and
the accuracy of a re-identification model. We demonstrate this relationship in Figure 12.4.
The figure shows the achieved accuracy depending on the image resolution used during
training in relation to mAC. A trend that closely follows a linear dependence fit can be seen,

i.e., a decrease in mAC seems to lead to an increase in accuracy.

This is related to the effect of dimensional collapse, as has been studied before in (Jing
et al., 2022). In this case, as measured by Equation 12.3, the features become linearly de-
pendent on each other and thus the effective dimensionality of the learned representation
is smaller than its amount of features and thus CF increases. This effect also occurs in al-
most all our experiments, but with mAC we also measure an additional effect. This can be
seen, as minimizing the amount of correlated representations without affecting the mAC is
possible, especially since it is easy to control them using specific hyperparameter choices.

While a prominent pattern is visible for the relationship of mAC and the achieved accu-
racy of amodel, the amount of non-correlated representations paints a different picture. As
can be seen in Figure 12.5, some relationship between the amount of non-correlated fea-

tures and the achieved accuracy could be present. However, this relationship does not seem
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Figure 12.4: Accuracy and mAC for different networks on different compression levels on
dataset A. These range from 256px in each direction to &76 ~ 37px. Notice the evident cor-
relation (—99.4%) between the accuracy and mac value.

to be as linear and obvious as the one shown in Figure 12.4. Nonetheless, with a decrease

in correlated features, an increase in accuracy also likely occurs.
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Figure 12.5: Accuracy and amount of correlated features (calculated as the difference be-
tween the dimension of the prediction matrix and the number of features) for models on
different compression levels on dataset A. While there is still correlation (-75%), it is less
evident than in Figure 12.4.

We believe correlated representations to occur since our neural networks contain bias.
While neural networks are often considered to have a high variance and a low bias (Belkin

etal., 2019), they can still only approximate arbitrarily complex functions for the impracti-
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cal case of an infinite amount of nodes (Cybenko, 1989). This implies that realistic neural
networks still contain bias. While the neural networks used in this chapter are still able to
approximate a fairly complex function, this is not what we aim to achieve in contrastive
learning. Instead, we strive to learn multiple complex functions, effectively dividing the
number of available neurons per function and thus also their possible complexity.

This forces our networks to converge towards an optimum between the complexity of
each learned feature and the amount of them it can learn. Notice that in both cases, the
learned representation is not optimal. This also explains the observation in Figure 12.1.
While there is more information available in higher-resolution images, accessing each piece
of information requires more complicated functions, thus reducing their available amount

and creating a worse representation.

12.5 Factors Influencing Correlation

To test this assumption and suggest possible solutions in the following sections, we test
three factors that we assume to impact the extent to which correlated representations ap-

pear.

12.5.1 Representation dimensionality

If the complexity given by a neural network is limited, increasing the amount of output fea-
tures should not increase the quality of the resulting representation. When there is another
reason for the high amount of correlations between learned features, like a deficiency of the
loss function, increasing their amount might increase the amount of information stored in
them, thus improving prediction results. To test this, we present mAC and the number of
correlated features for various representation dimensions in Figure 12.6.

We see the expected increase in correlated features as well as an almost constant mAC
and amount of useful features. And while not shown here, the accuracy also stays almost
constant. When adding more features to the learned representation, these will become re-

dundant and added to the correlated features set, confirming our assumption.

12.5.2 Training behavior

In this section, we studied how the amount of correlated features and mAC change in re-
lation to the training duration, i.e., the amount of epochs used. This study is presented in

Figure 12.7 for datasets A and B, respectively.
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Figure 12.6: Amount of correlated features and mAC as a function of the representation
dimensionality on dataset A. Notice that while the amount of correlated features grows with
the representation dimensionality, this is only because the amount of features increases
and the amount of non-correlated features (and mAC) stay approximately the same. We
multiply the error by ten to make it more visible.
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Figure 12.7: Amount of correlated features and mAC during training on datasets A and B.
We show three repetitions times 5 and 6 folds, respectively, and average the results. Notice
how mAC remains relatively constant while the amount of correlated features grows con-
tinuously.

For this experiment, mAC seems to stay nearly constant. This might explain the higher
correlation with the resulting accuracy, as the value is not affected by changes in the train-
ing process.

Importantly, the amount of correlated features tends to start as a smaller overall per-
centage and increases continuously and nearly linearly during training. This again matches
our assumption: There might be enough hidden nodes to generate a high amount of basic
features. However, when more complex features are learned during training, more nodes

are needed to generate the former. Thus, only a lower amount of more complex features
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can be created, and the remaining features are then just linear combinations of those.

12.5.3 Hyperparameters

Finally, we test the influence that hyperparameter changes have on the degree to which
correlated representations occur. However, since testing all possible hyperparameters and
their combinations would reach beyond the scope of this chapter, we choose to focus on
changes in the learning rate and activation function. We do so since both tend to greatly

affect neural networks and especially re-identification models.

., 100% 100%
(&) O
£ 75% 75% 5
=t 0 ° 3
8 E £ = L ) K} * = 8
< 50% 50% <
- -
g 25% ., % % % * " *25% &
= * ©
0% 0%
100% 100%
. ¢ Dataset A .

75% ¢ Dataset B 75%

& . 0
E 50% & ~* e - *50% §
25% 25%

0% 0%

3 100 100 &
~ ~
b= =
é 75 ) x . ) 75 g
8 50 = £ 50
I * I
E 25 03 = = 25 E
[ ~
~ ~
O ) £} ) o
© 10¢ 10-3 L.ReLU ELU ReLU ©

Learning Rate Activation Function

Figure 12.8: Relation between accuracy, mAC, and the amount of correlated features de-
pending on learning rate and activation function changes for datasets A and B. While both
accuracy and mAC remain nearly constant when varying the learning rate and the activa-
tion function, the amount of correlated features changes drastically. To highlight this, the
average accuracy and mAC are indicated by a dotted line.

In Figure 12.8, we present the changes in accuracy, mAC, and the amount of correlated

features depending on learning rate and activation function changes. We vary the learning
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rate between 0.0001 and 0.02 and use ReLU, ELU and Leaky ReLU as activation functions.
We chose to experiment with ReLU and its derivatives, as activation functions with multiple

almost constant regions (like sigmoid or tanh) tend to provide drastically worse results.

While the accuracy and especially mAC remain almost constant, both the activation
function as well as the learning rate show a noticeable influence on the amount of corre-
lated features. Especially Leaky ReLU (J. Xu et al., 2020) leads to the lowest amount of cor-
related features. We believe this to be the case due to the observation that correlated repre-
sentations, in the way we gauge them, are closely related to the phenomenon of dead neu-
rons (neurons that always output a constant value regardless of input (L. Lu et al., 2020)).
When half of the neurons in a layer are dead, at least half of the outputs of the next layer
will be correlated (ignoring effects caused by the activation function). Dead neurons are
more likely to appear when the activation function possesses regions in which only minor
changes occur. Thus, changing the activation so that it does not contain these regions (as

Leaky ReLU does) also decreases the amount of correlated features.

Still, this does not solve the fundamental problem of limited complexity, as the almost
constant mAC and accuracy indicate. Furthermore, it shows that mAC is the more desir-
able metric. A small amount of noise is able to remove a linear dependency between two
features (decreasing the amount of correlated features), while it does not significantly de-

crease the average correlation (mAC).

12.6 Solutions

After studying the effects of several changes on the phenomenon of correlated represen-
tations, we present first suggestions to mitigate this effect, in order to potentially improve
the performance of re-identification models. As seen in the preceding sections, a neural
network at some point reaches a complexity limit of representations learned. Thus, to re-
duce the occurrence of correlated representations, we will focus on methods to increase

this limit by reducing the bias of our networks.

12.6.1 Neural network parameters

One way in which the bias of a neural network can be decreased is to increase the amount
of features of each layer. This is the usual approach taken by non-abstract re-identification

methods, using very complex neural networks (Fu et al., 2021). Instead of increasing the
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number of features described in the experimental setup, we increase this number using

varying multipliers. The resulting effects are shown in Figure 12.9.
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Figure 12.9: Accuracy and mAC on dataset A when multiplying the amount of features after
each hidden layer. While this can improve both values, its effects remain less significant
than the effect stemming from using low-dimensional inputs (depicted as the red line at
the top of the diagram).

While this decreases mAC and increases accuracy, there is a limit to how much this af-
fects the results. In addition, the expenses in terms of both memory and time are a quadratic
function of the multiplication factor, making it difficult to bring this approach to scale. On
the graphics card used for this experiment, we were not able to scale up our network by a

factor of 3 or more.

12.6.2 Ensembling

Instead, following our experience from previous chapters, we suggest decreasing the bias of
amodel by replacing it with a homogenous abstract ensemble approach. This is also some-
what validated by our findings in Appendix B.5. To study this, we divide the 100 dimensional
representation learned by a neural network f(x) into k parts and let each part be learned
by an independent network of the same architecture. Afterward, each sub-representation
is concatenated into a similar 100 dimensional representation (for the case of k = 3, the
dimensionality is 99). This allows us to compare the generated features, as shown in Fig-
ure 12.10.

We notice that ensembling is more than enough to outperform the benefits a lower di-
mensional representation offers (our best results through lower dimensional representa-
tions are shown as horizontal lines in the figure). The main benefit of ensembling seems to

be that the non-correlated representations of one model are not the same as those of the
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Figure 12.10: Accuracy, mAC, and amount of correlated features, when dividing the 100 di-
mensional representation into k independent models contributing L&kOJ parameters to the
representation. All datasets are used for this experiment. We show the best results achieved
through compression through horizontal lines.

next one. Notice that the amount of parameters is approximately the same for an ensem-
ble of five submodels (8.3 million on dataset A) as for a model with 2.5 times more nodes
in every hidden layer (10.3 million). Yet, the ensemble significantly increases performance,
proving that our abstract ensemble approach is a more viable solution than increasing the
model complexity.

We argue that this is the case since when the outputs of the hidden layers are not the
same, it is less likely that two features learn to represent the very same aspect of an image.
Additionally, the ensemble can easily be parallelized, further decreasing training durations.

Interestingly, while mAC seems to decrease thanks to ensembling, it is not always able to
reach the same mAC as was reached through compression. This implies that while abstract
ensembles outperform larger models, they might still not yet the optimal solution.

The fixed representation dimensionality still limits the results shown in Figure 12.10. At
some point, the benefit of more submodels is hindered by fewer non-correlated features
per submodel. To improve our results further, we test ensembles of more submodels with
the same representation dimensionality. We use submodels with a representation size of

25/100, as this should allow us to capture a majority of non-correlated features without
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unnecessarily bloating the representation dimensionality. These ensembles are shown in
Figure 12.11.
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Figure 12.11: Accuracy of an ensemble of 25 dimensional submodels (for dataset A and B,
but 100 dimensions for dataset C because of the lower amount of correlated features) as a
function of the amount of models.

An increase in representation dimensionality helps the ensemble drastically, improv-
ing the already competitive performance in Figure 12.10 of 84.7% (dataset A) and 56.6%
(dataset B) to 94.0% (dataset A) and 82.3% (dataset B). Interestingly enough, ensembles
on all datasets converge at different amounts of submodel used. While dataset A reaches
its peak performance from approximately 14 submodels, dataset B requires more than
twice the amount to converge (approximately 35). This might be due to a more hetero-
geneous set of data in dataset B, displaying chipwood that might hold more individual fea-
tures than the images of galvanized metal plates in dataset A. Similarly, the high amount
of features in pedestrian re-identification tasks means that dataset C does not yet converge
completely in the shown range. Finally, while the achieved performance of 88.7% is only
vaguely comparable to other modern solutions, it shows that the same phenomenon of
correlated representations also appears on a state-of-the-art dataset for a common pedes-

trian re-identification tasks.

12.7 Conclusion

In this chapter, we presented, characterized, and studied the phenomenon we call cor-
related representations. We conducted some first experiments in which we attempted to
demonstrate the occurrence of this newly defined phenomenon when performing a com-

mon contrastive learning task. We applied our models to multiple re-identification datasets,
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showing that the phenomenon occurs in contrastive learning-based re-identification tasks
in general. We delved deeper into the effects that correlated representations have on re-
identification accuracy, explained it through the bias of our neural networks, and finally
proposed some preliminary solutions. By doing so, we were able to mitigate the accuracy-
decreasing effect of the herein presented phenomenon and increase the performance fur-
ther, by suggesting a DEAN-like abstract ensemble approach. We show that our abstract
ensembles are more effective than a more complex neural network approach.
Nonetheless, our results are preliminary and invite future research, e.g., by using more
datasets and models, or by applying our metrics to model selection. Notably, while the re-
sulting accuracy is promising, the improvement of one of our metrics, mAC, is not yet as
substantial as we would have expected, potentially allowing us to improve the performance

even further.
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CHAPTER

DISCUSSION AND OUTLOOK

13.1 Overview

In this thesis, we studied the use of abstract ensembles for anomaly detection. Through a
combination of theoretical analysis and experimental investigations, we demonstrate that
such an ensemble can find anomalies accurately and more reliably and can do so in less
time compared to the usual approach of possibly complex single models. We also show
that they can help create more adversarial robust models and are more interpretable.

We introduce three anomaly detection algorithms based on the concept of abstract en-
sembles, each designed for a specific use case. Our general abstract ensemble approach
for anomaly detection, DEAN, is highly adaptable to different tasks and delivers competi-
tive performance, though it is relatively slow. To address this limitation, we propose SEAN,
which is over 20000 times faster, making it highly practical, albeit with a slight trade-off in
performance. Finally, we are the first to propose using test-time training for anomaly de-
tection with our algorithm DOUST. While optimizing a DOUST model is less reliable than
optimizing DEAN or SEAN and requires large amounts of unlabeled data, it achieves a sub-
stantial performance improvement. All three methods are benchmarked against state-of-
the-art competitors, consistently maintaining highly competitive performance. This even
stays true, when better hyperparameters are introduced for the competing methods, fur-
ther validating their effectiveness for anomaly detection.

Afterward, we study if we can extend our abstract ensemble approach to other machine

learning tasks, especially re-identification, where we also find that such an abstract ap-
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proach can be more effective than simply increasing a model’s complexity.

Overall, we have shown that abstract ensembles:

e produce highly accurate models, with DEAN (Chapter 4) and SEAN (Chapter 5) per-
forming better than most state-of-the-art competitors and DOUST (Chapter 8) per-
forming even better under certain conditions. Similarly, our re-identification method

also performs highly competitively (Chapter 12).

* can be faster than non-ensemble methods, with SEAN (Chapter 5) being faster than
every competitor considered and our heterogenous ensemble for re-identification in

Chapter 11 being significantly faster than large neural network approaches.

* show more robustness to adversarial attacks than other deep learning approaches
(Chapter 6) and that the ensemble structure can be exploited to increase properties

like the adversarial robustness even further.

e allow for interpretability both because of the simplicity of our submodels (Chap-
ter 11) and through exploitation of the ensemble structure. The latter, as studied in
Chapter 7, allows to accurately approximate Shapley values for such ensemble meth-
ods in polynomial time and can be used to further understand the type of features

considered anomalous by an anomaly detection algorithm.

e are more reliable than non ensemble methods, with the repetition uncertainty in
Chapter 4 and Chapter 11 being lower than of competitors and the impact of hy-
perparameters being close to neglectable in certain ranges, as seen in Chapter 4 and
Chapter 5.

Thus, we conclude that abstract ensemble approaches offer a versatile and powerful
framework for anomaly detection, re-identification, and possibly further machine learning
tasks, surpassing traditional methods in accuracy, efficiency, robustness, interpretability,

and reliability.

13.2 Limitations

While the abstract ensemble approach studied in this thesis can likely be applied to many
different tasks, our analysis in this thesis has some limitations.
We study anomaly detection only in the weakly supervised case (with only access to

labeled normal data) and implicitly in the unsupervised case (without any labeled data).
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Interesting results might also be obtained when considering the unsupervised case explic-
itly or when given access to labeled anomalies in the (semi-) supervised case.

Similarly, we mainly studied tabular and image-based data here. While some bench-
mark datasets (Han et al., 2022) are also constructed from e.g. NLP data, these were con-
verted into a tabular format before usage. Explicitly studying other types of data, like NLB,
graph, or time-series data, would likely provide their own challenges and might produce
more powerful methods in these specialized fields. Examples of these include the use of
test-time training for feature drift or the scalability of our methods to extremely large graphs.

While our methods (especially Chapters 5 and 11) are relatively fast, this speed is mainly
the result of more abstract models and parallelization. Further speedup could likely come
from more efficient GPU usage. This was not studied in this thesis because of drastically
easier access to many CPU over GPU cores.

We have considered at most basic hyperparameter optimizations in many of the pre-
vious chapters. For our work on anomaly detection, this is partially justified by the lack of
available feedback in common weakly supervised anomaly detection tasks. We were not
able to extend our more fair approach to hyperparameter optimization in Chapter 10 be-
cause of computational limitations. Similarly, we have not considered the impact of hyper-
parameters in our work on re-identification. This is because we care more about the general
viability of our approach than for highly competitive results.

Additionally, our analysis of re-identification methods was mainly focussed on the re-
identification of logistic entities, like pallet blocks and metal crates. And while the results of
Chapter 12 seem to also generalize to a common person re-identification dataset, further

studies on more common re-identification tasks might result in interesting observations.

13.3 Future Work

Overall, ensembles for AD are a big field, and many ideas are still unexplored. We want
to highlight the work of two thesis students here. Rao (2022) argues for training multiple
submodels at the same time to improve submodel variances, and P. H. Nguyen (2023) ar-
gues for a boosting method that also considers the anomaly scores of the previous model.
This shows that the research on ensemble methods for anomaly detection is not yet fully
explored. Similarly, Chapter 5 has shown that it is possible to extend classical ensemble
techniques like feature bagging further.

One possible direction might be to test if we can create even simpler and more abstract
submodels than DEAN and SEAN.
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One problem that this might solve is visible in the results of Chapter 7: Training mod-
els on very complicated data like CelebA results in a misalignment between the type of
anomaly found and searched for. Training simpler models allows cost-effective training on
larger datasets, like, for example, YFCC100M (Thomee et al., 2016), which historically often
helps improve the performance of machine learning models (Vaswani et al., 2017). Such a
study could further benefit from studying transfer learning for anomaly detection, which

might be supported by a pruning approach similar to the one shown in Chapter 6.

Similar approaches could also be useful for trustworthy machine learning applications
like fairness (currently studied by a thesis student (Benning, 2025)) or to adapt to the oc-

currence of feature drift.

We also believe that modifications of our test-time training approach in Chapter 8 would
be interesting. Some extensions have been studied by thesis students. Ok (2024) studied us-
ing test-time training for classical anomaly detection algorithms and Hariharan (2024) uses
test-time data to select an anomaly detection model and set of hyperparameters to use for a
specific task, similar to the analysis undertaking in Chapter 10. Further work could include
applying test-time training to extremely fast algorithms like SEAN to solve the reliability
problems of our approach. Alternatively, one could use test-time training to create ensem-
bles similar to the supervised case. Still, all of these approaches likely require a deeper un-
derstanding of the minimum amount of data required for the detection of anomalies, as
studied in Chapter 9. For this, we expect that either an analysis with further datasets, in-

cluding real-world ones, or studies in human perception could help.

While we have applied a general abstract ensemble approach towards re-identification,
it might also be interesting to study the further concepts we developed for anomaly detec-
tion applied to re-identification. This could include adversarial robustness, interpretability,
or a large ensemble of very fast shallow approaches. Some initial work towards the last one
was already studied by a thesis student (Grimme, 2023). This might be especially inter-
esting, as Figure 12.10 implies that such ensembles might not be the optimal solution for
the problem of correlated representations we discussed in Chapter 12. Additionally, trust-
worthiness in re-identification becomes more and more important. This was studied in an
unrelated paper (Rutinowski, Kliittermann, et al., 2024). As abstract ensemble results in a
more trustworthy approach towards anomaly detection, it might also be possible to extend

this to re-identification.

There is also a connection between re-identification and anomaly detection, as novel
objects keep appearing in re-identification applications. This was also studied by a the-

sis student (Sadari, 2024). However, as we propose approaches based on abstract ensem-
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bles for both, it might be possible to create an integrated approach for doing both re-
identification and anomaly detection at the same time. This would allow using the informa-
tion from the re-identification representation to improve the anomaly detection, and the
normality of a sample according to the anomaly detection part to help weight its impact
during the re-identification training.

By showcasing the effectiveness of abstract ensembles across diverse use cases, this thesis
highlights their potential to advance anomaly detection and related fields. We hope that
these findings encourage further research into their applications, fostering new method-

ologies and their broader adoption in machine learning.
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APPENDIX

APPENDIX A - FURTHER IDEAS AND EXPLANATIONS ON

TEST-TIME TRAINING

A.1 Setup Details

A.1.1 Experimental Setup
A.1.1.1 Model Charateristics

Our models use a neural network (f(x)) built from three layers with 100 nodes and one
output layer with 1 node. Following the analysis in Section 4.4.1, all layers use no bias term.
Every layer except the last one is activated with a relu activation; the last one instead uses
the modified sigmoid activation, as shown in Equation 8.2. We use a sigmoid-like activation
because a fixed output range simplifies our loss, but we have to shift its values slightly to

make sure the function sigmoid(0) = % is not a trivial solution.

This network is trained in two steps. In the first training step, we only consider training
data and minimize the DEAN-like loss in Equation 8.1: Every (training) sample should be
mapped close to f(x) = %, so close to the center of the available output range. For this
optimization, we use 5 epochs and a batch size of 100. We did only slightly optimize these
parameters and think there are likely better values that could be chosen, but we also don’t
believe them to affect our results strongly (See Chapter 10). This first training step results in
all samples being mapped into a range that we can optimize easily (there is no f(x) = 0,1).

Additionally, the output values are close to each other for normal samples. This already
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works as an anomaly detector similar to our analysis in Chapter 4, but works drastically
worse when compared to the second optimization step. We choose a low number of epochs
here, as having learned imperfect representations seems to allow the second step to change
our predictions more easily.

For this second training step, in which we also use test-time data (and which thus can
only be done as part of the evaluation), we declare labels of 0 for each training sample and
1 for each test sample and try to minimize the distance between label and function output
f(x). This is done, for example, with the loss function given in Equation 8.3, or the other
loss functions studied in Chapter A.4. Here, we train for 50 epochs with the same batch size
of 100. During the second training loop, we expect normal samples to be pulled to a low
value and abnormal samples to the maximum value of 1. This means that after training, we
can use the function output f(x) as an indicator of anomalousness: The higher f(x), the

more likely x is an anomaly.

A.1.1.2 Ensembles

Instead of comparing the performance of a singular model, we combine 100 models into

an ensemble:

1 100

Y filx)

(A.1) F(x) = 100 &

This averages out slightly worse neural network initializations, making our results more
reproducible and increasing their performance slightly. We chose to combine 100 models,
as this is the same number of models as are used by the isolation forest competitor. Ensem-
bles are studied in the ablation study in Section A.2.5.1.

A.1.1.3 Simulated Experiment Setup

The experiment in Figure 8.6 requires simulated data. Simulated data allows us to change
the size of the test set in arbitrary ranges and still compare different test sets fairly.

We choose data that is sampled from a ground truth Gaussian distributions in ten di-
mensions. The normal samples have a mean of u = 0 and standard deviation of o = 1. The
anomalous samples follow a similar distribution centered around pu = 1.

On a training set of N samples and a test set build from 0.99 - N normal samples and
0.01 - N anomalies, we train our algorithm (As described in Appendix A.1.1.1). We ignore

the small performance gain described in Appendix A.2.5.1, and train just one submodel
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for each ensemble. Instead, we train models on 1000 differently sampled datasets for each
value of N and average their performance (compared to their predictions as in the en-
semble). This removes uncertainties that we get from the random generation of samples.
These are especially critical for low N; for the minimum value of N = 1000, we only gen-
erate 1000-1% = 10 anomalies.This means a single sample randomly overlapping with the
normal distribution can result in a difference of 5% in ROC-AUC (see Appendix A.2.1.1).
For our competitor, we choose a random forest trained on the maximum number of
samples studied for our algorithm (one million). This algorithm is repeated ten times, and

the performance is averaged, even though the repetition uncertainty is neglectable.

A.1.2 Comparison Algorithms
A.1.2.1 Weakly Supervised Algorithms

We choose our competitor algorithms following a recent survey (Han et al., 2022). We take
the three best algorithms: An isolation forest (ifor) (E T. Liu et al., 2008), a k-nearest neigh-
bor algorithm (knn) (Gu et al., 2019), and a cluster-based extension of the local outlier fac-
tor (cblof) (Z. He et al., 2003). While many more algorithms are possible, we want to keep
the number of algorithms limited (increasing the number of algorithms increases the crit-
ical difference needed for a significant difference). Following the survey, many more al-
gorithms perform only statistically insignificantly worse than these three algorithms, and
thus, we can not say that these algorithms are the best on general data. But since we also
use datasets from the same survey, we can say that these are likely the best-performing
algorithms on these commonly used datasets. Following this reasoning results in us only
using shallow competitors but comparing them to a deep learning method. However, as
clearly shown in the survey, using deep learning competitors would only result in an even
more significant difference between DOUST and the competitors.

We also use the same implementation as used in the survey. It is implemented in pyod (Y.
Zhao et al., 2019), and we follow standard hyperparameters. The exception is the knn algo-
rithm, where changing the number of nearest neighbors considered from k=5 — k=1

improves this competitor’s performance (Gu et al., 2019).

A.1.2.2 Supervised Algorithms

We use a supervised algorithm not as a competitor but more as an upper limit for anomaly
detection algorithms. When an algorithm does not have access to any labels, how can it

perform better than one that has labels? But in practice, there are two reasons why this does
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not have to be the absolute upper limit. Training on highly imbalanced data can result in
trivial optima, and test time training can allow us to specify our model to work best on the
specific test data used.

Since supervised test time classification methods are not reliable enough to be a viable
competitor, especially when considering limited data, we accept that our limit might not
be absolute. And as Figure 8.6 shows, we are able to outperform it (even when the data is
not imbalanced).

To work with the imbalanced data, we choose to use a random forest algorithm (Breiman,
2001) as our supervised algorithm. We use the sklearn implementation (Pedregosa et al.,
2011) with standard hyperparameters. A random forest works well with low amounts of data
(allowing us to learn only on the test set), and the invariance to normalization also makes
training them more reliable. We also considered comparing this against the best semi-
supervised algorithm from the previously mentioned survey, XGBOD (Y. Zhao & Hryniewicki,
2018), but chose not to do so, as the performance is worse than the supervised algorithm.

Similarly, we do not compare against PU-learning approaches. PU-learning approaches
for anomaly detection tasks are rare, and thus, there is no agreement in the community
on a viable comparator. Our implementation of (J. Zhang et al., 2017) does barely reach a

comparison performance comparable to our weakly supervised competitors.

A.1.2.3 Crossvalidation

With exception of the weakly supervised algorithms, the other algorithms require access
to labeled anomalies. Since we only have anomalies in our test set, we also have to use
this set for training. This can result in overfitting and an unfair comparison. To solve this,
we use cross-validation (Refaeilzadeh et al., 2009). We equally distribute every normal and
abnormal sample in the test set into five equally sized groups. Then we train five models,
where each model is trained on four datasets, and make predictions for the fifth. These

predictions are combined, and we calculate the ROC-AUC on the combined dataset.

A.2 Further Ideas, Ablations and Limitations

A.2.1 ROC-AUC and Datasplits

Anomaly detection is usually evaluated with one of three metrics. Next to the ROC-AUC (Han-
ley & Mcneil, 1982), the AUC-PR (Boyd et al., 2013) and the F1-Score (Goutte & Gaussier,
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2005) are also commonly used. But for our analysis, only the ROC-AUC can be used, which
is what we want to show here.

The F1-Score can not be used since it requires boolean predictions (either normal or
anomaly, not an anomaly score like we and our competitors give). While we can convert
anomaly scores into these boolean predictions by using a threshold, this requires con-
sistently choosing comparable, highly efficient thresholds. This makes every comparison
much harder since a badly performing algorithm might only perform badly because its
predictions make it harder to choose this threshold. Also, the reliance on boolean inputs
generally increases the repetition uncertainty.

We can also not use the AUC-PR because this metric depends on the fraction of anoma-
lies in the test set (v). And since we directly measure the change in performance of our algo-
rithm when changing v, we want to make sure that we can separate performance changes
from changes in our evaluation metric.

Luckily, the ROC-AUC metric fulfills both requirements, being invariant to v and work-
ing with continuous anomaly scores. Still, that does not mean that the ROC-AUC is perfect

for our analysis (See Appendix A.2.1.1).

A.2.1.1 ROC-AUC biases

While the ROC-AUC is the only common metric invariant under the fraction of anomalies
in the training set v, making it invaluable for our analysis, this does not mean it is perfect.
One drawback that we want to mention here is the difference in handling false positives
and false negatives.

The ROC-AUC roc(A, B) is defined as the probability of a random value in B being
higher than a random value in A. To illustrate the difference, we assume the existence of
worst-case samples: wg < aVae Aand wy > b Vb € B. We further use Ny,5 = ||A/B|l to

represent the number of samples in A/B. Using the attributes discussed in Appendix A.2.2,

we find:
Na
(A.2) roc(A+wu,B) = roc(A, B)
Nyg+1
and
(A.3) roc(A,B+ wg) = roc(A, B)
Np+1

So, when adding worst-case samples, the ROC-AUC chances by . This is asym-

I
Na/p+1
metric since anomalies are usually rare, and thus Ny >> Np.
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Missing an anomaly (false negative) is punished significantly more than considering a
normal point as abnormal (false positive). Because this difference disappears as long as the
fraction of anomalies in the test set is v = %, it is generally a good idea to split a dataset in
such a way.

In Figure 8.5, the green line performs at least similarly well to the blue line. But if we
calculate the total number of mistaken samples, this changes, as the green line consistently
makes the most mistakes.

The green line finds false positives on both sides. Resulting in, on average, 2- N - f mis-
takes. A blue model, in the worst case where it only guesses, still picks the right side half of
the time resultingin N- f + é mistakes. So the green line makes more mistakes, as long as
N-f > 5.In our example A = 20 and f ~ 0.023. So for N > 5= 0023

the most mistakes, even when the blue model does not work at all. For smaller values, the

~ 435, the green line makes

blue AUC is higher than the green one, implying that the most mistaken samples in our

thought experiment are consistently made by the more classical green algorithm.

A.2.2 Using the ROC-AUC for model selection

There is a relation between the ROC-AUC between the training and test dataset and the
ROC-AUC between the normal and abnormal parts of the test set.

For this, we assume we have data following two distributions. p;,orma; for normal sam-
ples and pgpnormar for the anomalies.

The tralnlng set T contains N;,4i, samples, while the test set E contains N;es; = N + O

samples. Here — = v is the fraction of anomalies in the test set.

N+O
The ROC-AUC roc(A, B) is defined as the probability that a random element of B is

higher than A. This implies three important attributes (Hanley & Mcneil, 1982).

(A.4) roc(AA) =—
Bl ICll
(A.5) roc(A,B+C)=——roc(A,B)+ ——roc(A,QC)
Bl +ICll Bl + ICll
(A.6) roc(A,B+ B) =roc(A, B)
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This allows us to rewrite

ROCtrainstest = roc(T, E)

= roc(pnormal» 1-=v)- Pnormal +V: pabnormal)

N
= N+O - 10C(Pnormals Pnormal)

+

-roc( , )
N+O Pnormal> Pabnormal

-V
= T +v+-ROCpormallabnormal

So, the difference between the ROC-AUC of training and test set, and the ROC-AUC
score of normal and abnormal samples is a linear relationship (v is a constant for a given
dataset).When v — 0, ROCyrain/test — % regardless of ROC,,ormal/abnormal @and so small
uncertainties resulting from differences between training and test distribution can domi-
nate the calculation. These uncertainties stem from the fact two datasets sampled from the
same distribution only fulfill Equation A.4 if infinite samples are drawn. Thus, similarly to
our experiments in Section 8.5, these uncertainties disappear when enough samples are
used.

This solves another problem in anomaly detection: Since usually no labeled anomalies
are known, it is not possible to evaluate how well a certain model performs. Thus, tasks like
model selection or hyperparameter optimization are (almost) impossible (Ma et al., 2023).
So, most applications have to rely on only limited experience when choosing their models,
likely resulting in often subpar performance. But having a metric, like the ROC;qin/tests
that can be calculated without knowledge of anomalies can solve this since when choosing
the algorithm/hyperparameter combination with the better metric, it also means it has a
better anomaly detection performance.

This likely could be used to improve our algorithm further by optimizing its hyperpa-
rameters for each dataset. We have not studied this here.

A.2.3 About upsampling

As described in Section 8.5, downsampling our data has a significant impact on our de-
tection quality. In fact, the effect is more significant compared to practical applications
since we decrease both the fraction of anomalies in the test set and the size of our dataset.
Both actions make our algorithm work worse. Additionally, this forces us to remove some

datasets which contain too few anomalies (16 of 47, see Section 8.3.2).
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Figure A.1: Two datasets sampled from the same distribution. The left one is upsampled
100 times while the right contains 100x more samples.

This implies the question of why we do not simply upsample the existing normal data
to reach the same anomaly fraction in the test set. Consider the samples shown in Figure
A.1: When repeating samples, they do not follow the same distribution as when generating
new data. In particular, anomalies are handled imperfectly, as they can get multiplied (right
side) or stay absent (left side).

So while the separation between normal and abnormal samples might be more favor-
able (see the start of Section 8.5), the problem of anomalies not being clearly defined stays
the same when we upsample a dataset. And since this does not happen in real data, we
choose to use downsampling to be more realistic.

Similarly, we can not move samples from the training set to the test set, since this would
mean that also the performance of our competitors changes. Also, this would not allow

reaching values of v = 1% consistently, since the training set is limited.

A.2.4 Weighting loss terms

We can adapt Equation 8.3, by introducing a weighting factor w to the :

1 2

A7) L=—— )

||Xtrain” x€Xirain

1
w- (1 —x)2
| Xtesell )3

€ Xtest

This modifies our optimal separation (Similar to Equation 8.4 we again assume || X, 4in |l =

| Xtesell — 00)
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Lo f%d dx Prormal(x) - (f(0)* +w-(1=v)- (1 - f(x))*)

+Pabnormal - @-Vv-(1— f(x))z

This loss is minimal when f(x) = 1 for all abnormal samples, and f(x) = ljiv_v for all

normal ones. This means, in the optimal case, normal and abnormal samples are separated

by A = m, which is larger than the unweighted separation (A = ﬁ) aslongasw < 1.
Since the separation, and thus the difference between normal and abnormal samples, is
minimal, when anomalies are rare, this can counteract one effect that makes DOUST work

worse for low v. We evaluate this experimentally in Figure A.2.
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) 1% —— 10%
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i +0% ——

2
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—2% 14 1/2 i 2 i
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Figure A.2: Average ROC AUG, relative to the average (%), for different values of
v (legend) and different weights w (x axis).

As expected, we see a lower weight increasing the anomaly detection performance. Ad-

ditionally, this effect is stronger the lower v is, with a > 3% change for v = 1%, but a = %%

change when v = 50%.

While it seems to be possible to increase the performance even further by choosing
smaller and smaller weights, the magnitude of this effect is simply not strong enough to
make models trained on various v values comparable.

Especially since training with the lowest value of v is not always optimal. A low v means
that the second term in the loss A.7 can be neglected with lower cost, resulting in the local
minima of f(x) = 0 becoming more likely (Even though for all w > 0 this is still only a local
minima). Additionally, we always assume that our training data is entirely normal, but in

practice, it might also be slightly contaminated (with a fraction y < v). This would modify

our loss calculation to:
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L dexpnormal(x)'((1_Y)'f(x)2+w'(1_v)'(1_f(x))2)

+Pabnormal- ¥ f(X)* +w-v- (1 - f(x))?)

w-(1-v)
1+w(1-v)-y

(v-7)-w
(I+w-y-w-v)(@-v+y)*
no longer optimal. For example, when we assume v = 0.1 and y = 0.01, the optimal value of

VAL
vl ~0.33.

This can also be seen in Figure A.2, where the optimal weight for v = 5% and v = 50% is

for all normal samples and f(x) = —*%- for

Which is minimal when f(x) = Vo

all abnormal ones, and thus A =

Here, an as low as possible value of w is
w is

w=1>1
271
Choosing the right weighting factor is a way for DOUST to be further optimized, es-
pecially since Appendix A.2.2 allows finding this hyperparameter without knowing labeled
anomalies. But as this would greatly increase both runtime and complexity while likely only
providing marginal improvements, we leave this for further study.
Using these results, it might also be possible to estimate the fraction of anomalies in

both training and test set (y and v), but we have not studied this.

A.2.5 Ablation Studies
A.2.5.1 Ensemble Use

To justify parts of our model setup, we add two ablation studies. The first one considers
whether it is useful to combine multiple models into an ensemble, or if we should consider
only the performance of one submodel.

In weakly supervised learning, deep ensembles generally provide assurance against
suboptimal initialization (See Kliittermann and Miiller (2023) or Chapter 3), and here they
also behave similarly. In Figure A.3, we show that the ensemble improves the model a bit
but also that this improvement is not very strong. The biggest improvement is seen for low
values of the anomaly fraction v, where the submodels have the highest uncertainty.

We use ensembles in this chapter, as we aim to have the best possible results, but in
practice (or for simpler tasks, like in Figure 8.6), the runtime increase of a factor 100 might

not be justified by a small improvement.

A.2.5.2 Feature Bagging

Additionally, in contrast to the original DEAN algorithm (Chapter 4), we suggest not us-

ing feature bagging (Lazarevic & Kumar, 2005). To justify this, we also compare this perfor-
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AUC (31 ds)
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Figure A.3: Average ROC-AUC performance when using ensembles, compared to when not
using an ensemble.

mance to the one we would reach with 50% feature bagging in Figure A.4 (each submodel
randomly has access to half the features).

The decrease is more significant here, no longer performing comparably to the super-
vised algorithm. We think this is the case since often only some features allow for separa-
tion, and thus, a high fraction of models can only learn possibly counterproductive separa-

tions.

95%f
—e— no fb

—e— 50% b /

75%;

o)
o
N
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1% 5% 10% 50%
Outlier fraction in the test set (v)

Figure A.4: Average ROC-AUC performance when using or not using feature bagging (here
50% of features are used for each submodel)

A.3 Training behaviour

To clarify the problems with our training behaviour, we have included training curves show-

ing the loss of our DOUST method in training phase two in Figures A.5 and A.6. While the
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first dataset is able to be trained reasonably well, finding a single successful training loop

for the second one required us to increase the batch size.
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0.40¢

0.351

Loss

0.30|

0.25¢

0.20=. ‘ ‘ ‘ ‘ o
0 10 20 30 40 50
Epoch

Figure A.5: Loss (Phase 2) as a function of the training epoch for the Cardio dataset. We
show three repetitions with different random neural network initializations.
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Figure A.6: Loss (Phase 2) as a function of the training epoch for the Mammography dataset.
We show three repetitions with different random neural network initialization. When a
training curve stops before 50 Epochs have been concluded, its training failed with a NaN-
valued loss. To achieve the finished training, we used a higher batch size (x2).
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A.4 Comparison of alternative loss functions

A.4.1 Afraction independent loss

One idea to create a model that does depend less on the fraction of anomalies in the test
set v, is to use a loss function that does not change when we change v.

For this, we search for a distance function d (A, B) between datasets A and B that fulfills
three axioms.

Our first axiom is scale invariance (Equation A.8). When changing the size of a dataset,
without changing its distribution, d (A, B) is not affected.

(A.8) d(A,v-B)=d(A, B)
Our second axiom is an addition law, in A.9.
(A9) d(A,B+C)=max(d(A,B),d(A,C))

This equation allows us to ignore the normal samples in the test set, and only focus on the
abnormal ones. (See Appendix A.2.2, for an example of a function, the ROC-AUC, which
fulfills Equation A.8, but not this axiom and the problems associated with this)

And finally, we assume asymmetry in Equation A.10. Demanding asymmetry allows us
to narrow down the list of potential functions and simplifies our calculations, but is not
necessarily needed this strongly.

(A.10) d(A,B) = —-d(B, A) and thus also d(A, A) =0

If we find a function d (A, B) that fulfills these axioms, we can infer a loss function L =

—d(X¢rain, Xrest) that is independent of the fraction of anomalies in the test set.
Proof.

Lg= _d(Xtrain» Xtest)
=—d(Xtrains 1 =V)* Xnormal +V - Xabnormal)
=-—max(d(Xtrain» Xnormat), A(Xtrain» Xabnormat))

= —max(d(Xtrain’ Xabnormal))

A simple distance function, that (almost) fulfills all three axioms, is
(A.11) d(A,B) = max(A) — max(B)
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Proof. EquationA.8: d(A,v-B) = max(A)—max(v-B) = max(A)—max(B) = d(A, B) (Tech-
nically, this assumes that the highest values in B and v - B are the same. This is usually only
true if the distribution has no tails, and || Al|, || B]| — co. But in practice they are at least close,
which is enough to construct a loss function from this.)

Equation A.9:

d(A B+ C)=max(A)—max(B+C)
=max(A)—min(max(B), max(C))
=max(max(A) — max(B), max(A) — max(C))

=max(d(A, B),d(A,QC))

Equation A.10:

d(A,B) = max(A) — max(B)
= —(max(B) — max(A)) = —-d(B, A)

We test this loss experimentally. For this, we also extend our usual batch size from 100 —
500 to account for possible differences from not fulfilling our first axiom exactly.

The resulting comparison can be seen in Figure A.7. While the performance seems in-
deed to be stable under changes of the anomaly fraction, the total performance is also only
average when compared with our competitors.

There might be another function fulfilling our axioms that produces a better perfor-
mance. A simple way to extend our loss is to change d (A, B) = max(A)—-max(B)to d(A, B) =

max(f(A)) — max(f(B)) with any function f(x) as this similarly fulfills our axioms.

A.4.2 Alternative losses considered

In this section, we list other loss functions that we at some point considered. This allows us
to show how our algorithm’s performance changes when using different losses, hopefully
contributing to a better understanding of how test-time training anomaly detection works.

Next to the losses mentioned here, we also briefly considered a mean average error, and
a loss similar to L; replacing max by min. Both were not studied further, as their initial

performance was significantly worse.
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Figure A.7: Performance of our algorithm, when using fraction independent loss, as a func-
tion of the fraction of anomalies in the test set. Our competitors are shown in the back-
ground.

A.4.2.1 MSE

The loss function discussed in Chapter 8 is very similar to a Mean-Squared Error loss when
assuming the label for training data to be 0 and for test data to be 1. As a kind of ablation

study, we also study an unmodified mse loss:

(A.12) Lnse= Y. fO*+ Y (1-fx)?

X€Xtrain X€Xtest

As Figure A.8 shows, the behavior is basically the same as in Figure 8.3, and so the dif-
ference can easily be neglected. This can also be seen by looking at the loss term weighting
studied in Appendix A.2.4, since the difference between both loss functions is similar to a
weighting term, which depends on the difference in size between the training and test set.
But we still think that Equation 8.3 represents the better choice, since in real-world exam-
ples, there might be drastically more significant differences between the size of the training

and test set and averaging each part allows to easier control this.

A.4.2.2 mse+mae

While a mean average loss does not perform well and was quickly discarded, we still think

that a loss that is more susceptible to small differences could be useful. For this, we study
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Figure A.8: Performance of our algorithm, when using an unmodified mse loss, as a func-
tion of the fraction of anomalies in the test set. Our competitors are shown in the back-

ground.
the sum of a mse and a mae loss:

L Y (x+xP)

”Xtrain” XEXtrain

1 2
1-x)+(1-
| Xrese x;tw“ SRR

Lisermae =

But as Figure A.9 shows, the effects are also minor at most, and the performance is

slightly worse.

A.4.2.3 Unmoving normal loss

Our usual loss requires both the prediction of normal and the prediction of abnormal sam-
ples to change in the second training step (during evaluation). When we set the expected
value of normal samples to %, the prediction of no sample in the training set would need to

change during the second training phase, potentially simplifying the training procedure.
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Figure A.9: Performance of our algorithm, when using mse+mae loss, as a function of the
fraction of anomalies in the test set. Our competitors are shown in the background.
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But as Figure A.10 shows, this also does not change much.

A.4.2.4 MeanMax Loss

Finally, the combination of both a fraction-independent max loss (that more strongly pun-
ishes high deviations) for the training samples, and an average (which can easily be sepa-

rated into a normal and an abnormal part) for the test set, can provide interesting results:

1

Y (1-x

(A].?)) Lmeanmax = maxxextruinx+
“Xtest” x€Xtest

As Figure A.11 indicates, while the performance is only average for low v, it stays stable.
And while the performance of v = 50% is not as good as when using Equation 8.3 as a loss
function, it is still better than all weakly supervised competitors. A similar approach could
allow using test data to specialize predictions when it is useful but to rely on unspecialized

separation when it is not.
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Figure A.10: Performance of our algorithm, when using unmoving normal loss, as a func-
tion of the fraction of anomalies in the test set. Our competitors are shown in the back-

ground.
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Figure A.11: Performance of our algorithm, when using meanmax loss, as a function of the
fraction of anomalies in the test set. Our competitors are shown in the background.



APPENDIX

APPENDIX B - FURTHER EXPERIMENTS TOWARDS ABSTRACT

RE-IDENTIFICATION.

B.1 Time Efficiency

While each submodel improves the ensemble performance, some of our models require
significantly more time to be trained than others. This leads to a trade-off between training
effort and re-identification performance. Motivated by this, we display both the Rank-1
accuracy and the training duration of partial ensembles in Figure B.1.

An ensemble of all three color-based methods can be trained in a few seconds and
still performs almost as well as the graph-based method with a significantly higher train-
ing cost. This highlights another use case of heterogeneous ensembles: besides increasing
the overall performance of a re-identification method it may also contribute to decreasing
the time required for achieving comparable performance. We expect an ensemble of many

more simple submodels to outperform single complex models and be easier to use.

B.2 Ablation study on representation sizes

We tested various representation sizes for the color variance approach, to determine which
representation size to choose (in this case, a representation size of 50). This is shown in
Figure B.2.

Here, the performance seems to plateau from a representation size of 50 onward, which
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Figure B.1: Training duration, prediction cost and Rank-1 accuracy of different ensembles.
The submodels are chosen to minimize the training duration. All our experiments were
conducted using an NVIDIA A100 graphics card with 40GB of VRAM.
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Figure B.2: Ablation study: Rank-1 accuracy of the color variance approach, as a function

of the representation size used. The vertical line represents the representation size chosen

in this chapter.
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is why we decided to use it. Similarly we chose the same size for the rest of the submodels,
except for the image-based network. Here, we chose a higher number (100), as the higher

number of input features should relate to a higher number of output features.

B.3 Singular submodel impact

While we study the contribution of individual submodel pairs in Figure 11.7, another way
to characterize these contributions would be to study ensembles with only 4 out of 5 sub-
models included. Thus, removing the most important submodel shows the lowest resulting

performance. This is studied in Figure B.3.
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Figure B.3: Ablation study: Rank-1 accuracy for our ensemble approach when removing
one of the submodel (the respective one noted on the x-axis).

While the plot shows that, as expected, the highest impact is achieved by the graph
model, the differences are not significant, showing that which specific ensemble submod-

els to use might not be the most important choice to make.
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B.4 Contribution Studies

To study our ensembles further, we present the Rank-1 accuracy improvement of an en-

semble compared to its best individual model for all two-model ensembles in Figure B.4.
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Figure B.4: Rank-1 accuracy change for all possible two-model ensembles compared to
their best submodel performance.

First, it is apparent that almost all Rank-1 changes are positive. Only the combination of
a graph representation with an average color leads to a negative change in Rank-1 accuracy.
We hypothesize that this might result from the high uncertainty of the average color model
and the drastic difference in the performance of both models. Most importantly, the sum of
each row and column is positive, implying that adding another model always benefits the
ensemble (see also Figure 2 in the supplementary material). This might also explain why we
do not need any weighting factors to achieve higher performance; and it implies that even

more ensemble submodels might help to improve the ensemble’s performance further.

B.5 Submodel correlation

We want to characterize how far the predictions of different submodels differ from one
another. Because we cannot simply use the Pearson Correlation for this, as the submodel
predictions are vectors, we define triplet correlations in Alg. 3.

The correlation between two functions is calculated via the likelihood that said func-

tions provide the same order for the distances between three samples. The results are nor-
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malized so that the correlation follows the usual range of —1 to 1, with 0 representing a

random chance.
Algorithm 3: Calculation of corryipier

Input: f, g, x€ X, accuracy
Output: corryripler
1 count —0;
2 success —0;
3 while count < accuracy do
4 Sample (A, B, C) from X ;
s | AP <A~ fB)2;
6 | APC—1fA)~fOl2;
7 | AgP—lgA)-gB)l2;
s | AFC—lgA-gOlz;
o | ifAYT <AYCAALP <AL then

f f
10 ‘ success — success+1;
11 end
12 HA?B>A?CAA?B>AéCﬂwn
13 ‘ success — success+1;
14 end

15 count —count+1;

16 end

(_2 success __ 1 .

17 Corrtriplet count ’

While some correlations between our individual submodels can be perceived (see Fig-
ure B.5), there does not seem to be a significant difference between correlations nor an
interesting pattern. This is interesting when comparing this plot with Figure B.4, as coun-
terintuitively, the highest submodel correlation pair also produces the most effective en-
sembles. One explanation for this could be that the combination of strongly different sub-
models is harder, similar to the anomaly detection case (See Section 2.2). This implies that
a homogenous ensemble approach with more similar submodels could improve the het-

erogenous case here. We show this in Chapter 12.
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