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Abstract. In this paper, we study unsupervised anomaly detection al-
gorithms that learn a neural network representation, i.e. regular patterns
of normal data, which anomalies are deviating from. Inspired by a similar
concept in engineering, we refer to our methodology as surrogate anomaly
detection. We formalize the concept of surrogate anomaly detection into
a set, of axioms required for optimal surrogate models and propose a new
algorithm, named DEAN (Deep Ensemble ANomaly detection), designed
to fulfill these criteria. We evaluate DEAN on 121 benchmark datasets,
demonstrating its competitive performance against 19 existing methods,
as well as the scalability and reliability of our method.

Keywords: Anomaly Detection - Ensemble Methods.

1 Introduction

Anomaly detection (AD) is a crucial subdomain of data analytics with countless
applications ranging from fraud detection [24] to health monitoring [I0]. In all
of these domains, anomalies are rare, exceptional or interesting objects that are
highly deviating from the residual (regular) data [46]. Generally, anomaly detec-
tion can be approached in three primary ways: with extensive access to labeled
anomalies (supervised), with access to a limited number of labeled anomalies
(semi-supervised), or without labeled anomalies (unsupervised). In this paper,
we focus on unsupervised anomaly detection. This setting poses the unique chal-
lenge of identifying a wide range of anomalies without any predefined anomalous
patterns or examples to follow. At the same time, this approach is particularly
valuable in real-world scenarios, where obtaining labeled data may be costly or
impractical. Consequently, employing methods capable of detecting deviations
from a purely data-driven inferred notion of normality becomes essential.

To solve the task of unsupervised anomaly detection, various anomaly de-
tection algorithms have been proposed. Methods such as AnoGan [43] aim to
model the probability density distribution of normal samples and consider sam-
ples in low-density regions as abnormal. Other algorithms, like KNN [I4], con-
sider samples that are further away in the variable space from other samples
as more anomalous. Approaches like Isolation Forests [39] measure how easily
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Fig. 1: Example of surrogate anomaly detection: Anomalies are detected by learn-
ing a representation that encodes the regular patterns of normal data and mea-
suring deviations from the expected behavior.

samples can be separated. Still, it can be shown that both of these alternative
approaches effectively model densities too [7120].

While density estimation is an intuitive solution to anomaly detection, any
method based on this approach has two fundamental drawbacks. First, they do
not scale well to high-dimensional data, which is known as the curse of dimen-
sionality [3]. Second, there is usually no explicit modeling of the data-generating
process involved, which limits how well the method generalizes to new data.

In contrast to modeling complex density distributions for high dimensional
input data, we consider in this paper algorithms that learn low dimensional rep-
resentations as approximations of the underlying regular patterns in the data.
More specifically, we are inspired by surrogate models in engineering applica-
tions [33], where simple surrogate models are used to approximate more complex
or expensive processes. Similarly, we search for models that capture a pattern of
the underlying data-generating process instead of modeling the whole distribu-
tion, which we will subsequently refer to as surrogate anomaly detection models.
An illustrative toy example of such a model is shown in Figure [T}

Some existing algorithms can be considered instantiations of such surrogate
anomaly detection models. Autoencoder [53] and PCA-based anomaly detec-
tion [9] learns an identity function to compress regular data and measure the
deviation of anomalies as the reconstruction error. DeepSVDD [51] learns a rep-
resentation in which regular data can be modeled by mapping it to a lower
dimensional constant, where anomalies deviate highly from this constant value.
Because these algorithms don’t need to model the entire density distribution in
its original input space, they scale more effectively to high dimensional data [13].

However, these methods are not without limitations either. Unlike density es-
timation methods, the objective of training a surrogate is much less well-defined,
leading to an unlimited amount of options on how to create such a surrogate,
each with its own drawbacks. We exploit this variability to formalize the idea of
surrogate models into a blueprint for creating arbitrary surrogates. Within this
framework, we propose five axioms that an ideal surrogate model should satisfy.
Based on these, we suggest a new surrogate AD algorithm called DEAN, which,
to the best of our knowledge, is the first algorithm adhering to all of them.
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We evaluate our algorithm by following the procedure outlined in a recent
benchmark survey paper [2I], comparing it against 19 competitors across 121
datasets. Our algorithm performs highly competitively, showing only minor per-
formance differences with the best non-surrogate competitors and outperforming
all other surrogate-based methods.

Our main contributions are: (1) the formulation of a general framework for
surrogate anomaly detection; (2) the establishment of guiding axioms for design-
ing optimal surrogate algorithms; and (3) the development and comprehensive
evaluation of a novel algorithm based on these principles.

To ensure the reproducibility of our results, our implementation, as well as
our appendices containing further details about our experiments, are publicly
available at [github.com/KDD-OpenSource/ DEAN.

2 Related Work

This section reviews related work with a focus on three key aspects: unsupervised
anomaly detection, emphasizing approaches that extract meaningful patterns,
ensemble methods, which, as discussed later, may enable the extraction of diverse
patterns, and surrogate models in a more general context.

2.1 TUnsupervised Anomaly Detection

Anomaly detection in an unsupervised setting inherently faces the challenge of
defining a suitable objective without ground truth labels. A common suggestion
is to model the densities of normal, expected samples [46], under the assumption
that samples in low-density regions are less likely to be generated by the same
process as normal data, and are therefore more likely to be anomalies. However,
density estimation fundamentally suffers from the so called curse of dimension-
ality [3], which limits how well these algorithms work on high-dimensional data.

Instead of modeling the densities of normal samples, certain anomaly de-
tection methods extract a characteristic pattern that normal samples typically
satisfy and test, whether new samples conform to this pattern. Examples of
this are DeepSVDD [51], which tries to learn a representation in which every
sample is mapped close to a certain point, or reconstruction-based methods like
Autoencoder [53] and PCA [9], which try to learn a lower dimensional latent rep-
resentation, that captures all necessary information to reconstruct (only) normal
samples.

These anomaly detection algorithms are less affected by the curse of di-
mensionality, because latent patterns typically do not increase significantly in
complexity with additional features [13]. Still, these algorithms also have flaws.
DeepSVDD requires careful training or will simply not perform well [21], and
using reconstruction-based algorithms requires choosing a suitable size of the
latent space, which is difficult without feedback through labeled anomalies [42].
Thus, in this paper, we generalize such models and suggest an optimal approach
based on axioms that outline essential properties.


https://github.com/KDD-OpenSource/DEAN/blob/master/supplementary.pdf
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2.2 Ensemble Methods

Ensembles are a powerful method in machine learning [2]; techniques such as
bagging, boosting, and stacking are well-established for combining multiple sub-
models into a superior model. In supervised tasks, the availability of labels fa-
cilitates the coordination of submodels [II]. While there exist approaches to
mitigate this, for example with synthetic ground truth anomalies [I§], in un-
supervised settings, the absence of labels complicates this process. Thus, many
unsupervised anomaly detection approaches simply aggregate the anomaly scores
produced by various algorithms [30]. This strategy takes advantage of the fact,
that errors made by diverse submodels tend not to be repeated across the entire
ensemble [§].

One effective approach is the use of homogeneous ensembles, which merge
many similar and simple submodels that, although weak individually, collectively
yield robust performance through a combination of specialization and diver-
sity [39U12]. Moreover, model-independent methods such as feature bagging [36]
can further enhance diversity by ensuring that submodels specialize in different
subsets of data dimensions, which can also improve explainability [29].

2.3 Surrogate Models

Surrogate models are simplified abstractions of more complex or computationally
expensive models [33]. In engineering, they are commonly employed when, for
example, physical simulations are too costly [45]. In machine learning, surrogates
have been used to approximate, accelerate, or explain other machine learning
models. This has been applied to uncertainty estimation [54], explainability (both
globally [44], and locally [50]), surrogate task-based models [58], and to accelerate
anomaly detection [16].

In contrast, we propose surrogate anomaly detection to directly learn an ap-
proximation of the regular patterns in the input data. This approach enables a
more reliable measurement of deviations compared to traditional density esti-
mation methods, particularly for complex, high-dimensional data.

3 Theory of Surrogate Anomaly Detection

In engineering applications, surrogate models are frequently employed when the
underlying processes are too complex to model directly. Similarly, when it comes
to anomaly detection, it may be impractical to model a complex distribution di-
rectly. Here, we define a surrogate as a model that approximately learns charac-
teristic patterns of normal samples and identifies anomalies through deviations
from these patterns.

This idea can be formalized by requiring that a learnable function f : R¢ —
R* approximates a target pattern g : R — RF over the set X C R? of normal
data samples:

fz) = g(x), Ve e X (1)
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For example, consider a dataset where each normal sample satisfies zg = x;.
In this case, if we set f(x) = x¢ and g(x) = x1, any significant discrepancy
between xg and x; would indicate an anomaly. In practice, f may be realized
by training a neural network to map high-dimensional input data to a lower-
dimensional latent space (with k& < d), where the underlying structure of nor-
mality is more apparent.

The target pattern g may be chosen in various ways. For instance, in an
autoencoder ¢ is the identity function, i.e., gag(x) = x. However, since suf-
ficiently expressive neural networks are universal function approximators [41],
there are no inherent restrictions on the choice of g; the only requirement is that
it represents a pattern that is largely invariant across normal samples.

To quantify the extent to which a sample x deviates from the learned pattern,
we can measure the difference between f(z) and g(x):

score(z) = || f(x) — g(z)|| (2)

Since the goal is to ensure that normal samples conform to the learned pat-
tern, we can minimize the aggregate deviation over the training data Xyrqin by
employing the loss function

L= Z score(x) (3)

€ Xtrain

A critical observation is that while minimizing this loss drives f(z) closer to
g(z) for normal samples, it does not directly enforce a high anomaly score for
abnormal ones. Consequently, surrogate models may require additional mecha-
nisms to avoid trivial solutions, as discussed in [25].

In summary, Equations [2] and [3] provide a general framework for developing
surrogate anomaly detection algorithms. Although any function g consistent with
the definition may be used, its effectiveness in yielding a well-performing anomaly
detector may vary considerably.

3.1 Surrogate Axioms

To guide the selection of the pattern function ¢ in our surrogate model, we pro-
pose five axioms that an optimal surrogate algorithm should satisfy. We assume
that a performance measure m(f) (e.g., AUC-ROC) exists, which evaluates how
well a model separates anomalies from normal samples.

First, note that the comparison in Equation 2]depends not only on the relative
deviation of f(z) from g(z), but also on the magnitude of |g(z)|. If ||g(x)]|
varies significantly across samples, this may unfairly bias their anomaly score
assignments.

Axiom 1 (Scale Consistency) The pattern function g should produce outputs
of similar scale for all inputs: Vxy, 2 € R it holds that ||g(x1)|| ~ ||g(x2)]-
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An optimal surrogate must also yield similar results under identical training
conditions, ensuring that any observed performance is not a mere artifact of
random initialization.

Axiom 2 (Reliable Training Procedure) When learning to approzimate g
multiple times under identical training conditions, the variance in performance
should be small. For learned instances fi, ..., f it holds that Var(m(f;)) < §2,
where the constant § > 0 is as as small as possible.

It is also crucial to be robust against trivial solutions — functions that (locally)
minimize the loss £, yet have no ability to discern between normal and anomalous
samples — since such solutions render the model useless for anomaly detection.

Axiom 3 (Robustness to Trivial Solutions) There should be no trivial so-
lution firiviar such that VL(firiviat) = 0 and firivia(r) = ¢ for all v € R? and
some constant c € R¥.

Hyperparameter selection poses a significant challenge in anomaly detec-
tion [I5J60]. Thus, an optimal surrogate should exhibit stability under reason-
able variations in hyperparameters, that do not fundamentally alter the model’s
methodological design or learning dynamics.

Axiom 4 (Hyperparameter Invariance) For any two reasonable hyperpa-
rameter sets Hy and Hp, let fu, and fr, be the corresponding learned models.
Then the performance difference should be bounded as |m(fu,) —m(fuy)| <,
where n > 0 is chosen to be as small as possible.

Finally, because anomalies can be both complex and subtle, it is impera-
tive that the surrogate model possesses sufficient expressive power. The model
must be able to capture intricate patterns in the data, allowing it to accurately
distinguish between normal and anomalous behavior.

Axiom 5 (Complex Pattern Learning) The learnable function f needs to
be represented by a universal function approzimator, capable of approrimating
any continuous function g : R* — R¥* to arbitrary precision on subsets of R?.

3.2 Axiom Compliance

Both of the most established deep anomaly detection paradigms that conform to
our surrogate definition exhibit significant deviations from the proposed axioms,
highlighting inherent limitations in their design.

Autoencoder: An Autoencoder [53] defines its surrogate usually via the
identity function gag(x) = x, training a neural network to reconstruct its input
while enforcing a compression step to prevent the trivial layer-by-layer identity
mapping. However, this approach violates Axiom [ because the latent dimension-
ality must be carefully chosen, which critically affects performance. Moreover,
autoencoders can converge to local minima — such as outputting the mean of
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the training samples (violating Axiom |3) — and the lack of consistent scaling in
g results in biased anomaly scores (violating Axiom [1]).

DeepSVDD: DeepSVDD [51] constructs its surrogate model using a con-
stant pattern function gsvpp (x) = ¢, where c is a predetermined constant, usu-
ally chosen as the mean output of the initialized network. To mitigate the risk
of learning a trivial constant prediction, the method suggests avoiding bounded
activation functions and removing the learnable shiftsﬁ from each network layer.
Unfortunately, the latter restriction limits the network’s capacity to learn com-
plex patterns, thereby breaching either Axiom [3or Axiom [5]

4 A Minimal Surrogate: The DEAN Model

Given that no surrogate known to us adheres to all aforementioned axioms, we
propose a novel deep learning-based approach. We observe that increased com-
plexity in the pattern function g often leads to arbitrary weighting of different
samples (Axiom (1)) and intensifies challenges during training for the function f
that needs to be learned (Axioms [2| and . Thus, we advocate for selecting the
simplest possible function g that adequately identifies the essential data patterns.

Depending on the measure of complexity, one might consider go(x) = 0 as
the simplest option. However, this surrogate violates Axiom [3] by introducing a
local minimum where every weight in the last layer becomes zero [51]. Although
such a minimum might not always be reached [27] or could be avoided using reg-
ularization, these strategies would, in turn, compromise our remaining axioms.
Instead, we propose gppan(xz) = 1 and the surrogate generated by it. While
a local minimum may still occur via the learnable shifts in the final layer, it is
more manageable, as we demonstrate later (Section .

Thus, we train a neural network to output a constant value of 1. In accordance
with our framework, the loss and score functions are defined as

L= 3 |lif)-1l, score(r) = || f(x) — 4| (4)

€ Xtrain

where
1

v BP ORIl
T € Xtrain

This choice of ¢ ensures that the distribution of normal samples is centered,
thereby improving the robustness of the anomaly score.

Since we only learn a one-dimensional pattern with this approach, the model
may, in the worst case, fix only one feature as a function of the remaining ones,
which can lead to an increased number of false negatives. While one might extend
g to a higher-dimensional constant vector g(x) = (1,1,...,1)T, this typically
results in significantly correlated outputs across the network’s features and may
violate Axiom [] To address these challenges, we propose using an ensemble of
surrogates. Specifically, we combine many independently trained submodels with

4 We refer to the bias term of a neural network as "learnable shift" to reduce confusion.
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gpeAN into a more effective model F. An integer constant, denoted by power,
guides the aggregation of these models:

1

scorep(x) = TF

Z [ fi(z) — qal [P (5)
fi€F

where each ¢; is computed analogously to ¢. Owing to the simplicity of our
surrogate, training each neural network takes only seconds, thus allowing us to
combine a large number of submodels. The use of fully independent networks
facilitates parallelization, reduces the correlation among learned patterns, and
permits the application of ensemble methods such as feature bagging [36] to
further improve diversity and runtime consistency in high-dimensional settings.
Feature bagging additionally can ensure a constant number of features for each
submodel, resulting in a close-to-constant runtime for higher dimensional data.

We refer to this overall setup as DEAN (Deep Ensemble ANomaly detection).

4.1 DEAN Parameterization

In our instantiation of DEAN, we advocate for a diverse ensemble of simple and
efficient feedforward networks.

Network Architecture: We use a basic Multi-Layer Perceptron (MLP)
with only a few hidden layers. Hidden layers are constructed with bias terms
and use ReLU activations, while the output layer excludes a bias term and
employs a SELU activation to mitigate the risk of dead neurons.

Ensemble Structure: A large ensemble size allows specialization in a vari-
ety of different patterns. For high-dimensional datasets, feature bagging is used
to promote the diversity of submodels by training each on a random subset of
the available features. For datasets with few features, all of them may be used
to ensure critical correlations are captured.

Power Parameter: The power parameter allows controlling the sensitivity
of the aggregated anomaly score. A higher value accentuates significant devia-
tions in one model over multiple smaller deviations across models.

Training Configuration: A lower-than-standard learning rate is paired
with a relatively high batch size. This configuration not only stabilizes train-
ing but also encourages the network to converge towards local minima, which is
beneficial for ensemble diversity.

4.2 Axiom Compliance of DEAN

DEAN is designed to fulfill all of our surrogate axioms. Since g(z) = 1 for all z,
Axiom|[1] (Scale Consistency) is satisfied. The compliance with Axioms[2|(Reliable
Training Procedure) and {4| (Hyperparameter Invariance) is best evaluated via
experimental comparisons (see Section. We now discuss the more challenging
Axioms [3| (Robustness to Trivial Solutions) and [5| (Complex Pattern Learning).
These are non-trivial because the meaningless function firipiqi(z) = 02+ 1
perfectly minimizes the DEAN loss and is independent of its input.
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Axiom Given its ensemble structure, DEAN inherently mitigates triv-
ial solutions. In the event that they occur, their contribution to the ensemble
anomaly score is zero since fiipiai(z) = 1 for all  implies that || ferivia () —¢l| =
0. Thus, with a sufficient number of submodels, the overall performance of DEAN
remains unaffected by any individual trivial solution.

Axiom DeepSVDD addresses a similar issue of trivial solutions by re-
moving learnable shifts entirely [51]; however, this approach limits the network’s
capacity and violates Axiom 5] To still mitigate this risk, while preserving expres-
siveness, we remove learnable shifts only from the final layer. This adjustment
increases the complexity required to achieve a trivial solution, making it less
likely to be reached during training, while ensuring that the network retains the
ability to approximate any function (see Appendix B).

5 Experimental Evaluation

To experimentally evaluate our method, we refer to the protocol outlined in the
survey paper ADBench [21]. ADBench recommends 121 datasets (57 of which
are entirely uncorrelated) for benchmarking unsupervised anomaly detection al-
gorithms, as well as a set of baseline algorithms to compare against.

5.1 Experimental Setup

Following the approach of ADBench, we compare DEAN against a total of 19
state-of-the-art algorithms. This includes KNN [14], LOF [6], CBLOF [22], Isola-
tion Forest [39], PCA [9], DeepSVDD [51], OCSVM [5], LODA [47], HBOS [19],
COPOD [37], ECOD [38], SOD [34] and DAGMM [61]. In addition, we con-
sider a regular Autoencoder [53], as it is also a surrogate algorithm, as well as a
variational autoencoder [28] and a normalizing flow [49] as deep learning density-
based competitors. To further capture recent advances not originally considered
in ADBench, we also compare against NeuTral-AD [48] (which leverages con-
trastive learning), DTE [40] (based on diffusion models), and GOAD [4] (which
employs geometric transformations). In contrast to ADBench, all models are
trained on uncontaminated data (one-class setting).

For the parameterization of DEAN, we adhere to the guidelines proposed
in Section [{1] in order to train an ensemble of 100 submodels for 50 epochs
each, using early stopping with a patience of 10 epochs. We adopt the following
specific hyperparameter choices: A feedforward neural network with three hidden
layers of 255 neurons each. A lower-than-standard learning rate of 0.0001 and
a rather high batch size of 512. Feature bagging with 200 random features per
model for datasets containing at least 200 features. A power parameter set to 9,
emphasizing pronounced deviations in anomaly detection. We consider variations
in ensemble size and other hyperparameters in Sections and Detailed
information regarding the implementation and parameterization of the compared
methods can be found in our code repository.
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5.2 Anomaly Detection Performance

Algorithm AUC-ROC (all) AUC-ROC (larger half of datasets)
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Table 1: Distribution of AUC-ROC performance for all evaluated algorithms.
Deep learning models (blue) and shallow models (yellow) are differentiated by
surrogate status (squares for surrogates, triangles for non-surrogates). Mean and
median values are shown in green and purple, respectively.

Our primary performance evaluation metric is the Area Under the Receiver
Operating Characteristic (AUC-ROC). For additional insight, we provide a com-
plementary evaluation based on the Area Under the Precision-Recall Curve
(AUC-PR), alongside individual results for each dataset, in Appendix E and F.

A summarization of the observed AUC-ROC performance is given in Table[T]
Consistent with the results from ADBench, our analysis shows that no method
outperforms all others in a statistically significant manner across all datasets.
Our algorithm performs highly competitively when averaged across all datasets
and is only slightly outperformed by KNN and LOF. These competitors do not
scale well to the more challenging datasets. Thus, when only considering the
larger half of the datasets studied here, the median performance of DEAN is
higher than all competitors considered.

To further illustrate our findings and provide a concise ranking of perfor-
mance, we provide the critical difference diagrams in Figure [2| In these dia-
grams, a Friedman test [I7] is used to determine if significant differences exist
between algorithm performances (measured in AUC-ROC), and algorithms with
no significant differences are connected using a Wilcoxon test [57]. We consider
p-values below p < 5% after Bonferroni-Holm correction [26] to be significant.

Notably, DEAN performs significantly stronger than every other surrogate or
deep learning algorithm, with the exception of NeuTral (see Figure. Similar to
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ADBench, widely recognized shallow algorithms such as KNN, LOF, and CBLOF
remain strong competitors. Our algorithm outperforms CBLOF, but does not
quite achieve the same average rank as KNN and LOF. We attribute this outcome
to the fact that benchmark datasets are often low-dimensional, contain a large
number of samples, and exhibit anomalies that are relatively simple in nature.
This combination favors distance-based methods, as differences in local densities
are more pronounced; however, they may not capture the complexity encountered
in real-world applications. Moreover, the lazy learning paradigm intrinsic to
KNN and LOF, which necessitates the retention of training instances during
inference, is well known to scale badly to large, high-dimensional datasets [I].
For instance, when considering only the larger half of the datasets, DEAN
emerges as the best fit, outperforming every competitor (see Figure. This per-
formance advantage, coupled with its scalability and robust learning framework,
makes DEAN particularly well suited for advanced tasks where the expressive
power of neural networks is needed without introducing unnecessary complexity.

Average Rank Average Rank
4 6 8 10 12 14 16 50 75 10.0 125 150 175
KNN ’_ | SoD I
LOF —| DAGMM DA | LS9p
DEAN — L —VAE o=l | = NEemm
NeuTral Copop U S—
eulral —_—
AE ECOD NeuTral %(])sl")%D
IForest HBOS CBLOF ECOD
PCA LODA PCA ODA
DTE GOAD GOAD 0CSVM
DeepSVDD 0OCSVM IForest DeepSVDD
(a) Using all ADBench datasets. (b) Using only the larger half of datasets.

Fig.2: Critical difference diagrams comparing the AUC-ROC performance. A
lower rank indicates better performance, while algorithms with no statistically
significant differences are connected by a horizontal line. DEAN is depicted in
green, other deep learning algorithms in blue.

5.3 Runtime and Ensemble Analysis

Figure [3] provides an overview of our runtime measurements and the impact of
using (larger) ensembles on the performance of deep learning-based surrogate
models. To this end, Figure 3a] reports both the median and maximum runtimes
across datasets to account for the substantial variability in dataset sizes. All
experiments were conducted on a system running Ubuntu 22.04.3 LTS, powered
by an Intel® Xeon® w9-3495X processor with a base clock of approximately
3400 MHz and turbo boost frequencies up to around 4500 MHz and with 495 GB
of RAM available. The runtime measurements were obtained using single-core
execution for each algorithm to ensure a fair comparison.

As expected, deep learning methods generally exhibit longer runtimes, with
the DEAN ensemble showing a median runtime of approximately 15 minutes
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Fig.3: (a) Overall runtime overview across all datasets; DEAN is depicted in
green, other deep learning algorithms in blue, and shallow algorithms in yellow.
(b) and (c) average AUC-ROC performance changes with varying ensemble size.

per dataset. Notably, for a DEAN ensemble comprising 100 submodels, this
corresponds to an average training time of less than 9 seconds per submodel.
However, it is important to emphasize that deep learning methods are particu-
larly well-suited for GPU acceleration, and DEAN, as an ensemble method of
independently optimized submodels, can be almost perfectly parallelized. Fur-
thermore, due to the use of feature bagging, the worst-case runtime scenario is
significantly mitigated, with most deep learning approaches requiring compara-
ble or even longer runtimes.

Naturally, the runtime is also rather sensitive to the number of submodels.
As illustrated in Figure [3B] while increasing the number of submodels improves
performance, the relationship is non-linear. Using only 13 submodels results in
an average performance that is merely 2% lower than that achieved with 100
submodels, yet it requires approximately 87% less training time. At the same
time, the continued performance improvement with additional submodels reflects
the high variance of the individual models used in DEAN, incentivized by the
simplicity of the submodels. In contrast, Figure [3c| shows that ensembles based
on Autoencoder or DeepSVDD methods exhibit nearly constant performance,
likely due to their complex, less diverse submodel characteristics.

5.4 Evaluation of Axiom Compliance

Compliance with Axioms [2 and [ is difficult to assess theoretically, therefore
we evaluate these properties experimentally on the same datasets. For Axiom 2]



Unsupervised Surrogate Anomaly Detection 13

Figure [f] demonstrates that the repetition uncertainty of DEAN — calculated as
the standard deviation across 10 runs per datasets and then averaged — is lower
than that observed for other surrogate deep learning algorithms under identical
training conditions. For Axiom [4] we present DEAN’s performance when eval-
uated with modified hyperparameter sets. Since the average performances are
nearly equal, one may argue that the influence of such modifications is negligible.
This is also in stark contrast to DeepSVDD [21] and Autoencoder [35] behavior.

1% Uncertainty through repetition: 1.52% Uncertainty through hyperparameters: 1.58%

DEAN |

Irx2 H

Irx0.5 ]
power + 1 1
power — 1 1

batchsize x 0.5

P}IZ(Zh,S XS%

52% mazx_bag —
Do mazx_bag+ 50
layers +1

v
=

TAUC — ROC

-
=X

layers — 1
DeepSVDD AE DEAN 5% 6% % 78% 9% 80%
average AUC-ROC

o
X

Fig.4: Left: Repetition uncertainty for various surrogate algorithms, Right:
DEAN performance with varied hyperparameters and the resulting uncertainty.

6 Anomaly Detection Beyond Benchmarks

While DEAN reliably achieves competitive performance with an easy-to-configure
parameterization, real-world applications often demand flexibility beyond stan-
dard benchmarks. The simplicity of our submodels and the inherent ensemble
structure render DEAN highly adaptable.

For instance, the ensemble structure facilitates explainability via Shapley
values [29]; feature bagging helps mitigate the high computational cost of such
methods. In addition, the ensemble character natively supports a distributed
implementation through federated learning [56]. The ensemble also enables the
incorporation of secondary requirements, such as robustness against adversarial
attacks by pruning or reweighting less robust submodels [§]. The simplicity of
each submodel also permits modifications in the training procedure to incor-
porate additional information [3I], such as in semi-supervised anomaly detec-
tion [52] or outlier exposure [23]. Moreover, employing different machine learning
models within the DEAN framework can yield lightweight variants suitable for
resource-constrained devices such as IoT systems [32].

To summarize, we see three major ways DEAN can be adapted: (1) altering
the selection of submodels, (2) adjusting the ensemble weighting, and (3) modi-
fying the submodel training procedure. As a proof-of-concept, we apply all three
adaptations for the task of fair anomaly detection [59] (see Appendix B).
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7 Conclusion

In this paper, we present the first systematic study of surrogate models for
anomaly detection and establish a comprehensive framework for constructing
such models from mathematical functions. We propose five axioms that any
optimal surrogate anomaly detection algorithm should satisfy and employ these
axioms to develop DEAN, a novel algorithm that meets all of them.

An extensive evaluation demonstrates that it not only performs competitively
— particularly excelling over other deep learning-based methods and alternative
surrogates — but also offers exceptional adaptability. In the future, we believe
that the axiomatic design of DEAN, based on an ensemble of simple submodels,
can furthermore facilitate straightforward modifications to enhance secondary
anomaly detection goals, like explainability, adversarial robustness, or fairness.
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A Importance of Learnable Shifts
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Fig.5: Given complicated alinear data, the functions learned by three neural
networks with relu activations are shown. The network without learnable shifts
cannot capture the structure of the underlying data, while both a network with
learnable shifts in each layer and a network with learnable shifts in all layers
except the last can describe the alinearity.

Trivial solutions are a common problem also for DeepSVDD [51]. Namely
when the last layer learns a zero multiplicative weight, but the learnable shift
is equal to the desired c¢. To combat this, Ruff et. al. propose to remove the
learnable shifts entirely. And while this certainly helps in making this shift im-
possible, it also limits how complicated a function can be learned by the neural
network [4T].

We show this in Figure [f] where we task neural networks to approximate
a simple sinus curve. Here, we use neural networks with three layers of 100
nodes and relu activation in each hidden layer. The three networks differ only by
the learnable shifts they use. While the network with learnable shifts (green) is
clearly able to approximate the sinus curve, the version without learnable shifts
(blue) is not able to do so. And since real anomaly representations can be much
more complicated than such a simple sinus curve, we do not think that limiting
the neural network complexity is a reasonable choice.

Instead, we use other methods to remove the trivial solution of a constant
network. This also includes using learnable shifts in each hidden layer but not in
the output layer. This setup is still able to approximate complicated functions,
as is shown in orange in Figure [}
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B DEAN-Fair

To illustrate the adaptability of DEAN (see Section 6), we demonstrate its mod-
ification for improved fairness on a toy example using the COMPAS dataset [55].
In this context, we consider recidivism risk as the anomaly and employ fairness
as a critical performance metric. The COMPAS dataset, which contains risk
scores along with demographic and criminal history features, is widely used for
evaluating such algorithmic fairness.

B.1 Setup

For our fairness evaluation, we compute the AUC-ROC separately for two sub-
groups defined by a protected attribute (age, binarized with a threshold at 25
years) and measure the deviation between them to showcase how DEAN can be
guided towards equal treatment across different demographic groups in general.
We chose the AUC-ROC since it is a metric invariant to the fraction of anoma-
lous samples and also handles non-binary anomaly scores. An ideal fairness score
is 0.5, indicating no performance difference between groups. For this, we propose
three adaptation strategies to improve fairness.

1. Modified Loss Function: We add a fairness regularization term to the
original loss:

L= Y |f(@)—1]+0- L (6)
€ Xtrain
where I Lo
Liair = 1 = ol (7)
L1 + [ Lol
and

L= S Z f(zx) (8)

|| X(un)protcctcd || € X (un)protected

Here, L; and Ly denote the mean outputs for the unprotected and protected
groups, respectively, and we set 8 = 0.1.

2. Submodel Pruning: In this approach, we iteratively remove the sub-
model that exhibits the greatest unfairness in a greedy manner. We test pruning
rates of 1%, 5%, and 10% of the ensemble.

3. Non-uniform Weighting: We assign different weights to submodels in
the ensemble to maximize fairness. Due to the non-continuous nature of this
optimization, we employ an evolutionary algorithm to determine the optimal
weights.

B.2 Results

Table [2| summarizes the AUC-ROC performance and fairness (measured as the
deviation from 0.5) for each method. Each experiment is repeated five times to
obtain uncertainty estimates.
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Adjustment AUC-ROC Fairness
Baseline 0.583 £ 0.003 0.644 £ 0.020
Loss function 0.594 + 0.012 0.453 + 0.080
Pruning (1%) 0.583 + 0.003 0.625 + 0.019
Pruning (5%) 0.577 £0.003 0.555 £ 0.015
Pruning (10%) 0.574 + 0.003 0.506 + 0.014
Non-uniform weighting 0.566 £ 0.004 0.520 £0.011

Table 2: AUC-ROC performance and fairness deviation on the COMPAS dataset
for various fairness adaptations of DEAN. Notice that the performance is better
the higher the value is, while the fairness is optimal at 0.5.

The baseline model exhibits a fairness deviation of over 14%, indicating a
significant bias. With as little as 1% pruning, fairness improves, and pruning
10% of the submodels nearly eliminates the bias (deviation of only 0.6%, within
experimental uncertainty), albeit with a slight reduction in overall performance
(approximately 1% drop). Non-uniform weighting yields a more pronounced per-
formance drop (1.7%) and a moderate fairness improvement (2% deviation). No-
tably, the modified loss function further increases performance by about 1.1%
but overshoots fairness slightly, resulting in a 4.7% deviation.

Overall, these experiments confirm that the DEAN framework can be effec-
tively adapted to enhance fairness, demonstrating its versatility and potential
for broader real-world applications.
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C Performance Result Plots with AUC-PR
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Since our results are very similar whether we use AUC-ROC or AUC-PR, we
only state most of our results in AUC-ROC and add the alternative plots here.

Table [3] gives an overview of the performance for all evaluated algorithms
across all datasets when using AUC-PR instead of AUC-ROC. Figure[f]shows the
critical difference plot when we use AUC-PR instead of AUC-ROC to compare
the performance of algorithms. Additionally, Figure [7] shows the AUC-PR score

as a function of the submodels used.

Algorithm AUC-PR (all) AUC-PR (larger half of datasets)
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Table 3: Distribution of AUC-PR performance for all evaluated algorithms. Deep
learning models (blue) and shallow models (yellow) are differentiated by sur-
rogate status (squares for surrogates, triangles for non-surrogates). Mean and
median values are shown in green and purple, respectively. Pendant to Table 1

in Section 5.2.
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Fig. 6: Critical difference diagrams comparing the AUC-PR performance. A lower
rank indicates better performance, while algorithms with no statistically signif-
icant differences are connected by a horizontal line. DEAN is depicted in green,
other deep learning algorithms in blue. Pendant to Figure 2a in Section 5.2.
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Fig.7: AUC-PR performance changes with varying ensemble size, for DEAN. It
reaches 2% less performance with the first 12% (instead of 13% for AUC-ROC)
of submodels. Pendant to Figure 3b in Section 5.3.
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D Dataset Characteristics

We follow the dataset recommendations of Zhao et al.[2I] and adhere to the
selection and evaluation protocols advocated by the ADBench benchmark. The
key characteristics of each dataset are summarized in Tables [} [5] and [6]
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Dataset Features Training Samples Test Samples Test Anomalies
smtp 3 95096 60 30
skin 3 143339 101718 50859
http 3 563076 4422 2211
Wilt 5 4305 514 257
mammography 6 10663 520 260
vertebral 6 180 60 30
thyroid 6 3586 186 93
annthyroid 6 6132 1068 534
glass 7 196 18 9
Pima 8 232 536 268
yeast 8 470 1014 507
Stamps 9 278 62 31
shuttle 9 42075 7022 3511
breastw 9 205 478 239
WBC 9 203 20 10
magic.gamma 10 5644 13376 6688
PageBlocks 10 4373 1020 510
donors 10 545906 73420 36710
cover 10 280554 5494 2747
vowels 12 1356 100 50
wine 13 109 20 10
pendigits 16 6558 312 156
Lymphography 18 136 12 6
Hepatitis 19 54 26 13
cardio 21 1479 352 176
Cardiotocography 21 1182 932 466
Waveform 21 3243 200 100
fault 27 595 1346 673
ALOI 27 46518 3016 1508
fraud 29 283823 984 492
WDBC 30 347 20 10
Tonosphere 32 99 252 126
letter 32 1400 200 100
WPBC 33 104 94 47
satimage-2 36 5661 142 71
landsat 36 3769 2666 1333
satellite 36 2363 4072 2036
celeba 39 193505 9094 4547
SpamBase 57 849 3358 1679
campaign 62 31908 9280 4640
optdigits 64 4916 300 150
mnist 100 6203 1400 700
musk 166 2868 194 97
backdoor 196 90671 4658 2329
speech 400 3564 122 61
census 500 262149 37136 18568

Table 4: Dataset Characteristics (1/3)
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Dataset Features Training Samples Test Samples Test Anomalies
CIFAR10_38 512 4737 526 263
FashionMNIST 0 512 5685 630 315
CIFAR10 4 512 4737 526 263
MNIST-C _rotate 512 9000 1000 500
MVTec-AD _bottle 512 166 126 63
MVTec-AD capsule 512 133 218 109
MVTec-AD _carpet 512 219 178 89
SVHN_3 512 8050 894 447
MNIST-C shot noise 512 9000 1000 500
SVHN 6 512 5426 602 301
MNIST-C glass blur 512 9000 1000 500
MVTec-AD _wood 512 206 120 60
SVHN 7 512 5301 588 294
MNIST-C _spatter 512 9000 1000 500
SVHN_0 512 4688 520 260
CIFAR10 1 512 4737 526 263
FashionMNIST 9 512 5685 630 315
FashionMNIST 7 512 5685 630 315
SVHN 4 512 7066 784 392
MVTec-AD _cable 512 190 184 92
CIFAR10_5 512 4737 526 263
MVTec-AD _leather 512 185 184 92
FashionMNIST 6 512 5685 630 315
CIFAR10_0 512 4737 526 263
SVHN 5 512 6520 724 362
FashionMNIST 8 512 5685 630 315
MNIST-C _brightness 512 9000 1000 500
MNIST-C _scale 512 9000 1000 500
SVHN 9 512 4414 490 245
MVTec-AD _grid 512 228 114 57
MNIST-C _identity 512 9000 1000 500
CIFAR10_3 512 4737 526 263
FashionMNIST 1 512 5685 630 315
MVTec-AD _screw 512 242 238 119
SVHN_8 512 4780 530 265
MVTec-AD _zipper 512 153 238 119
MNIST-C _dotted line 512 9000 1000 500
MVTec-AD metal nut 512 149 186 93
MVTec-AD hazelnut 512 361 140 70
FashionMNIST 2 512 5685 630 315
CIFAR10 7 512 4737 526 263
FashionMNIST 5 512 5685 630 315
MNIST-C _translate 512 9000 1000 500
MVTec-AD _pill 512 152 282 141
MNIST-C _zigzag 512 9000 1000 500
FashionMNIST 4 512 5685 630 315
MNIST-C _stripe 512 9000 1000 500
SVHN 2 512 9000 1000 500
MVTec-AD _toothbrush 512 42 60 30
SVHN 1 512 9000 1000 500

Table 5: Dataset Characteristics (2/3)
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Dataset Features Training Samples Test Samples Test Anomalies
MNIST-C _shear 512 9000 1000 500
CIFAR10_6 512 4737 526 263
MVTec-AD _tile 512 179 168 84
MVTec-AD transistor 512 233 80 40
CIFAR10_9 512 4737 526 263
MNIST-C _canny edges 512 9000 1000 500
FashionMNIST 3 512 5685 630 315
CIFAR10_2 512 4737 526 263
MNIST-C_fog 512 9000 1000 500
MNIST-C _motion blur 512 9000 1000 500
MNIST-C_impulse noise 512 9000 1000 500
20news_0 768 2782 308 154
yelp 768 9000 1000 500
imdb 768 9000 1000 500
agnews_ 0 768 9000 1000 500
agnews_ 2 768 9000 1000 500
20news_4 768 1493 164 82
amazon 768 9000 1000 500
agnews_ 3 768 9000 1000 500
20news_ 2 768 2249 248 124
20news_ 3 768 555 60 30
20news_5 768 1380 152 76
20news_ 1 768 2264 250 125
agnews_ 1 768 9000 1000 500
InternetAds 1555 1230 736 368

Table 6: Dataset Characteristics (3/3)
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E Competitor Hyperparameters

We use the standard hyperparameters for each competitor algorithm. These fol-
low either the author’s recommendation or reasonable standards as implemented
by the community. We provide a list of these in Tables[7]to [0] Please note that
the ecod and copod algorithms do not have any notable hyperparameters and
are thus not listed here.

Parameter Value
num_ epochs 200
patience 50

Ir 0.00

Ir_milestone 50
batch _size 256
latent dim 1
n_gmm 4
lambda_ energy 0.10
lambda_conv  0.01
Table 7: Hyperparameter for the DAGMM algorithm.

Parameter Value

epochs 400
batch_size 64
Ir 0.00
weight decay 0.00
T 400
num_ bins 7

Table 8: Hyperparameter for the DTE algorithm.

Parameter Value
alpha 0.90
beta 5
Table 9: Hyperparameter for the CBLOF algorithm.
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Parameter Value

d_out 32
m 1
n_rots 256
n_epoch 1
ndf 8

batch _size 64
Imbda 0.10
eps 0
Ir 0.00
Table 10: Hyperparameter for the GOAD algorithm.

Parameter Value

K 10
epochs 200
batch _size 64
Ir 0.00

Table 11: Hyperparameter for the normalizing flow algorithm.

Parameter Value
preprocessing True
Ir 0.00
epoch num 10
batch _size 32

weight decay 0.00
hidden _activation relu
batch norm True
dropout_rate 0.20
Table 12: Hyperparameter for the Autoencoder (AE) algorithm.

Parameter Value
num_ features 4
latent dim 2

hidden_ activation relu
output activation sigmoid

optimizer adam
epochs 100
batch _size 32

dropout _rate 0.20
12 _regularizer 0.10
validation size  0.10
Table 13: Hyperparameter for the variational AE algorithm.
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Parameter Value
use ae False
hidden _activation relu
output_activation sigmoid
epochs 100
batch _size 32
dropout _rate 0.20
12_regularizer 0.10
Table 14: Hyperparameter for the DeepSVDD algorithm.

Parameter Value
n_components 100%
n_selected 100%
Table 15: Hyperparameter for the PCA algorithm.

Parameter Value
batch_size 128
learning_rate  0.00
training _epochs 200

latent dim 24
enc_hdim 24
enc_ nlayers 5

num_ trans 11

trans_nlayers 2
trans__hdim 24

loss DCL
gamma 0.50
Ir_shedule 200

Table 16: Hyperparameter for the NeuTral algorithm.

Parameter Value
n_neighbors 20
ref set 10
alpha 0.80
Table 17: Hyperparameter for the SOD algorithm.
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Parameter Value

kernel  rbf
degree 3
gamma auto
coef0 0.00
tol 0.00
nu 0.50

shrinking True
cache _size 200

Table 18: Hyperparameter for the OCSVM algorithm.

Parameter Value
n_ neighbors 20
algorithm  auto
leaf size 30
metric minkowski
P 2
Table 19: Hyperparameter for the LOF algorithm.

Parameter Value
n_ bins 10
n_random_ cuts 100
Table 20: Hyperparameter for the Loda algorithm.

Parameter Value
n_neighbors 5

method largest
metric minkowski

Table 21: Hyperparameter for the KNN algorithm.

Parameter Value
n_estimators 100
max_ samples auto
max_ features 1.00
Table 22: Hyperparameter for the [Forest algorithm.

Parameter Value

n_bins 10
alpha 0.10
tol 0.50

Table 23: Hyperparameter for the HBOS algorithm.
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F Individual Performance Scores

For each dataset and algorithm combination, AUC-ROC metrics are given in
Tables [24] with the equivalent AUC-PR metrics shown in Tables
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Table 24: AUC-ROC Scores for each datasets and algorithm (1/3[low performing

algorithms)

Dataset DEAN HBOS GOAD ECOD COPOD LODA NF DAGMM VAE SOD
20news? 56% 44% 44% 44% 43% 46%  49% 44% 54% 46%
yeast 59% 42% 68% 45% 38% 55%  48% 49% 41% 44%
vertebral 68% 38% 67% 41% 34% 26%  50% 50% 50% 38%
MNISTCentty 47%  49%  48%  48%  48% 48%  47% 49% 50% 46%
speech 59% 49% 50%  48%  50% 50% 47% 57% 49% 35%
imdb 53% 51% 54%  48%  53% 42%  53% 46% 42% 46%
20news® 56% 49% 48%  48%  4T% 55%  52% 48% 53% 44%
WPBC 54% 53% 45%  52%  54% 58%  49% 50% 48% 43%
Wilt 67% 36% 62% 38%  35% 3%  54% 70% 50% 32%
20news* 59% 51% 53%  52%  50% 54%  42% 53% 48% 51%
20news! 64% 50% 52% 47T%  50% 54%  51% 46% 44% 52%
agnews’ 63% 51% 53% 49%  52% 49%  50% 49% 50% 49%
20news® 50% 56% 55% 55%  56% 61%  57% 49% 41% 51%
MVTecAD?®emev 60% 57% 52% 56%  56% 54%  47% 50% 57% 56%
ALOI 55% 54% 49%  54%  53% 52%  55% 53% 52% 54%
amazon 62% 57% 56% 55%  58% 61%  50% 50% 45% 54%
SVHNS 65% 51% 64% 53% 52% 58%  54% 58% 52% 50%
CIFAR10® 67% 48% 69%  52%  49% 59%  42% 54% 57% 51%
CIFAR10° 67% 46% 69% 51% 4% 5%  52% 59% 53% 44%
SVHN? 66% 51% 60% 54%  52% 54%  53% 55% 51% 56%
SVHN? 65% 55% 60% 57% 56% 59%  46% 47% 50% 56%
MNISTCretate 67% 56% 48%  55%  55% 50%  56% 53% 55% 51%
CIFAR10? 61% 55% 59% 56%  55% 58%  54% 55% 55% 52%
landsat % 1% 61% 36% 42% 43%  45% 53% 57% 49%
SVHN? 0%  50% 62% 53% 51% 56%  53% 55% 47% 56%
yelp 67% 60% 61% 58%  60% 59%  47% 59% 42% 56%
agnews® 64% 56% 54% 56%  56% 53%  50% 56% 50% 55%
SVHN? 6%  50% 65% 53% 51% 59%  40% 59% 54% 50%
CIFAR10* 5%  45% 3%  52%  AT% 63% 47% 54% 53% 50%
SVHN? 0%  57% 61%  59%  58% 64%  53% 57% 51% 57%
MVTecADP¥ 62% 64% 52% 61% 65% 66% 51% 50% 50% 65%
agnews? 69% 58% 50% 58%  52% 58%  49% 52% 58% 50%
SVHN* 66% 61% 54% 61% 61% 64%  52% 58% 62% 58%
SVHN? 69% 58% 62% 60%  58% 64%  55% 50% 54% 61%
census 63% 66% 59% 66% 67% 55%  52% 61% 62% 58%
fault 5% 67%  69%  46%  45% 48%  57% 47% 52% 64%
Hepatitis 4% 82% 50% 3% 81% 4%  50% 50% 52% 52%
SVHN" 66% 62% 62% 63% 62% 61% 51% 56% 62% 53%
SVHN! 68% 62% 68% 63% 61% 55%  47% 62% 63% 51%
Pima 65% T0% 61% 59%  65% 62%  49% 50% 50% 52%
20news’ 5% 62% 61% 60% 61% 61% 56% 56% 51% 64%
CIFAR10” 69% 56% T1% 61% 57% 65%  54% 60% 65% 54%
MNISTCtronslate Q50 54%  54%  56%  56% 57%  51% 49% 50% 61%
agnews> 4% 63% 61% 63% 63% 62%  54% 57% 48% 66%
MVTecADI 65% 61% 66% 62% 62% 59%  71% 50% 34% 60%
MVTecADPs%e  66% 67% 64% 66% 65% 65% 56% 50% 49% 70%
MNISTCSheor 4%  64% 59%  64%  64% 60% 50% 54% 50% 60%
letter 90% 5% 51% 53% 51% 52%  56% 53% 49% 58%

MVTecAD™e* "t 7% 63% 69% 64% 62% 67%  55% 50% 46% 66%
SpamBase 68% 79% 44% 66% 69% 1%  71% 58% 50% 55%
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Table 25: AUC-ROC Scores for each datasets and algorithm (1/3|high perform-
ing algorithms)

Dataset DEAN LOF KNN CBLOF NeuTral AE IFor PCA D.SVDD OCSVM DTE
20news? 56% 50% 48% 48%  57% 44% 46% 43% 44% 46% 49%
yeast 59%  47% 45% 47% 5% 42% 42% 43% 45% 45% 47%
vertebral 68% 53% 41% 46%  59% 66% 43% 41% 62% 41% 39%
MNISTC™ et 47%  49% 48% 50% 49% 50% 48% 48% 50% 47% 49%
speech 59% 53% 51% 49%  44% 49% 52% 49% 49% 48% 56%
imdb 53%  54% 52% 53% = 48% 52% 49% 49% 48% 48% 56%
20news® 56% 52% 50% 55%  57% 49% 46% 48% 51% 49% 55%
WPBC 54%  55% 55% 51%  43% 48% 55% 54% 49% 54% 47%
Wilt 67% 90% 82% 48%  80% 22% 45% 24% 44% 85% 35%
20news* 59%  55% 50% 55%  62% 53% 53% 51% 51% 52% 46%
20news! 64% 60% 61% 51%  62% 57% 47% 48% 52% 50% 47%
agnews® 63% 67% 61% 56%  59% 61% 54% 51% 48% 50% 54%
20news® 50% 55% 66% 55%  69% 53% 54% 55% 58% 53% 48%
MVTecAD?®emev 60% 56% 59% 56%  58% 55% 58% 60% 60% 56% 47%
ALOI 55% 76% T0% 55% @ 54% 52% 56% 56% 56% 52% 54%
amazon 62% 59% 62% 57% = 54% 58% 56% 56% 58% 55% 49%
SVHNS 65% 61% 59% 55%  57% 55% 56% 56% 56% 59% 59%
CIFAR10? 67% 66% 60% 62%  61% 59% 53% 56% 51% 60% 57%
CIFAR10° 67% 63% 57% 60%  67% 57% 54% 57% 57% 60% 59%
SVHN? 66% 64% 62% 58%  61% 60% 54% 57% 54% 57% 59%
SVHN? 65% 66% 61% 58%  64% 56% 58% 59% 59% 56% 60%
MNISTCrotate 67% 5% 67% 59% = 58% 59% 57% 56% 55% 54% 63%
CIFAR10? 61% 65% 60% 60%  56% 58% 58% 59% 55% 59% 61%
landsat % 5% TT% 67%  83% 60% 61% 40% 49% 7% 58%
SVHN? 0% 67% 64% 59% = 62% 63% 55% 57% 65% 55% 58%
yelp 67% 67% 67% 63% = 62% 65% 60% 59% 42% 57% 52%
agnews® 64% 5% 65% 60% = 66% 63% 60% 58% 59% 57% 60%
SVHN? 6%  74% 69% 62%  68% 68% 55% 59% 61% 61% 59%
CIFAR10* 5%  76% 63% 63% 3% 58% 52% 62% 63% 62% 72%
SVHN? 0% 66% 64% 63%  61% 65% 59% 62% 57% 58% 61%
MVTecADP¥ 62% 66% 67% 64% 67% 53% 65% 64% 61% 61% 52%
agnews’ 69% 83% 69% 61%  69% 65% 61% 60% 57% 57% 5%
SVHN* 66% 65% 66% 63%  61% 64% 61% 60% 59% 61% 63%
SVHN? 69% 69% 65% 62%  66% 65% 60% 62% 60% 60% 65%
census 63% 55% 67% 66%  54% 60% 66% T1% 69% 55% 61%
fault 5%  63% 80% 71%  73% 1% 66% 55% 54% 59% 72%
Hepatitis 44%  60% 53% 48%  55% 51% 82% 85% T70% 47% 83%
SVHN" 66% 66% 64% 65%  61% 67% 64% 65% 65% 66% 67%
SVHN! 68% 63% 67% 66% = 66% 66% 63% 65% 65% 67% 66%
Pima 65% 67% 69% 68%  58% 70% 74% 72% 64% 62% 70%
20news’ 5% 8% 2% 64%  69% 64% 63% 63% 67% 61% 53%
CIFAR10” 69% 71% 65% 65% = 63% 61% 62% 65% 62% 68% 66%
MNISTCtronslate 8595 91% 81% 66%  76% 69% 58% 61% 63% 55% 69%
agnews> 4% 5% 4% 68%  64% 1% 65% 65% 61% 63% 53%
MVTecADI 65% 68% T2% 65% 73% 70% 65% 64% 67% 65% 76%
MVTecADPs%e  66%  67% 68% T1%  66% 64% 68% 66% 63% 65% 63%
MNISTC3"er 4%  79% 4% 0%  68% 70% 65% 66% 65% 59% 5%
letter 90% 88% 88% 78% = 76% 81% 64% 54% 50% 90% 7%

MVTecAD™e " 67%  71% 73% 72% 2% 73% 68% T1% T1% 68% 75%
SpamBase 68% 64% 75% T0% 42% 70% 82% 80% 83% 76% 67%
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Table 26: AUC-ROC Scores for each datasets and algorithm (2/3[low performing

algorithms)

Dataset DEAN HBOS GOAD ECOD COPOD LODA NF DAGMM VAE SOD
celeba 68% 7% 64% 6% 5% 58% 80% 62% 69% 44%
CIFAR10° %  60% T6% 64%  61% 65%  48% 62% 62% 59%
FashionMNIST®  82% 52% 68% 60% 55% 68%  55% 62% 66% 44%
Waveform 3%  69% 79% 58%  73% 69% 67% 55% 30% 49%
optdigits 99% 88% 52%  52%  60% 50%  55% 46% 44% 21%
MNISTCse%e 89% 59% 56% 59% 57% 80%  53% 48% 61% 17%
MV TecADeebe 67% 2% 66% 1% 1% 1% 51% 50% 51% 69%
CIFAR10® 4% 66% 8% 68%  66% 68% 58% 61% 65% 58%
Cardiotocography — 84% 57% 76% 79% 66% 79%  50% 74% 60% 39%
CIFAR10° % 0% 2% 1%  71% 70%  56% 56% 63% 65%
InternetAds 86% 55% 5% 69% 69% 5%  79% 61% 1% 41%
CIFAR10° 6% 0% 6% 1%  69% 2%  74% 58% 65% 63%
campaign 3%  80% 0% TT% 8% 65%  73% 56% 69% 63%

MNISTCPrightness 939 64%  60% 64% 63% 67%  51% 46% 61% 45%
MVTecADret 4% 5% 4% 1%  74% 4%  60% 50% 53% 64%

satellite % 87% 79% 59% 64% 1%  54% 72% 50% 54%
MVTecADhezelnvt 6% 74%  70% 69% 72% 1% 58% 65% 66% T70%
annthyroid %  T1% 46% 81%  T9% 60%  94% 67% 68% 62%
MNISTCee ™w_edses 93%  73%  48%  69%  68% 2%  43% 59% 83% 39%
cover 50% 65% 98%  92%  88% 95%  50% 69% 50% 10%
magic.gamma 83% % T6% 64% 68% 67% 70% 70% 68% 73%
glass 89% 8% 93% 65% 5% 67%  64% 50% 59% 68%
MVTecADothorush 7901 &19%  72% 7%  73% 59%  67% 50% 57% 83%
MVTecADY? 4% 6% 5% 6% 76% 2%  78% 50% 76% 5%
mnist 53% 3% 92% 5% 8% 80%  49% 72% 50% 47%
CIFAR10* % 6% 8% 6% 76% 4%  78% 57% 1% 1%
MNISTCstot_rotse  93%  71%  69% 71% 70% 4%  44% 58% 66% 55%
PageBlocks 8% 88% T2% 90% 8% 76%  53% 92% 50% 45%

chshionMNLS'T8 93% T70% 9% 3% 1% 4%  50% 67% 68% 52%
MVTecAD!om*str 75%  80% 75% 78% 79% 80% 69% 50% 76% 3%

backdoor 94% 65% 8% 84% 1% 25%  89% 56% 90% 53%
vowels 94% 65% 90% 56% 45% 1%  91% 52% 58% 54%
MV TecAD?Pper %  80% 1% TT% 80% 8%  67% 50% 59% 84%
MVTecAD"® 9% 8% 80% 9% 81% 81% 71% 50% 54% 5%
FashionMNIST*  90% 70% 85% 7% 73% 80% 53% 62% 1% 54%
wine 99% 85% 92% 68% 84% 78%  50% 50% 99% 19%
MNISTC?92%9 95% 9% 66% 9% TT% 6%  47% 57% 67% 62%
skin 9% TT% 89% 49% 47% 82%  93% 90% 50% 55%

MNISTCdotted line 9507 75%  68%  76% 74% 69% 66% 67% 78% 64%
FashionMNIST?  92% 66% 8% 74% 70% 79%  80% 74% 65% 53%
M NISTCspatter 93% 81% 80% 79% 79% 82%  42% 76% 49% 69%
MNISTC™oton_blur 9891 79%  78%  77% 7% %  44% 76% 45% 63%

musk 53% 100% 87% 9%  96% 99%  53% 89% 50% 4%
Fashion M NIST® 91% 7T% 81% 81% 8% 84%  59% 72% 80% 62%
donors 100% 79% 50% 89% 82% 60% 67% 90% 84% 60%
smitp 92%  82% 84% 90% 92% 87%  96% 85% 21% 63%
Fashion M NIST® 93% 82% 83% 84% 82% %  67% 58% 82% 61%
MNISTC?o9 100% 79% 83% 9% 8% 89% 66% T1% 49% 37%
mammography 84% 84% 86% 90%  90% 90% 8% 87% 50% 64%

ITonosphere 86% 2% 82% 1% 8% 79%  96% 50% 75% 88%
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Table 27: AUC-ROC Scores for each datasets and algorithm (2/3|high perform-
ing algorithms)

Dataset DEAN LOF KNN CBLOF NeuTral AE IFor PCA D.SVDD OCSVM DTE
celeba 68% 46% 62% 59%  48% 67% 69% 80% 78% 72% 84%
CIFAR10° % 8% 1% 71% 74% 73% 65% 70% 62% 69% 5%
FashionMNIST®  82% 82% 81% T74% 75% 8% 63% T1% 2% 65% 7%
Waveform 3% 80% 81% 83%  67% 70% 68% 64% 68% 84% 66%
optdigits 99%  100% 100% 89%  64% 98% 86% 52% 47% 100%  50%
MNISTCse%e 89% 94% 91% 84%  80% 83% 66% 73% 82% 65% 68%
MV TecADeebe 67% 8% 81% T5% 1% 2% 72% 1% 62% 4% 2%
CIFAR10® 4% 6% 2% 1% 74% 73% 69% 72% 67% 72% 70%
Cardiotocography — 84%  771% 76% 72% 64% 82% 79% 82% 73% 83% 51%
CIFAR10° % 1% 9% 75% 76% 76% T4% 74% 62% 68% 76%
InternetAds 86% 86% 82% 3% 8% 1% 47% 79% 6% 72% 73%
CIFAR10° 6% 6% 75% T1% 76% 68% 71% 73% 65% 1% 4%
campaign 73%  59% 74% 68% 78% 69% 5% 7% T0% 69% 4%

MNISTCPrightress 939 98% 92% 80% 80% 8% 3% 72% 76% 66% 84%
MVTecADret 4% 1% 8% Ti% 4% 74% 76% 6% 75% 75% 1%

satellite 1% 83% 87% 84%  80% 62% 79% 66% 68% 87% 70%
MVTecADhe=elnut 6% 81% 80% 77% 4% 9% 73% 72% 71% 69% 73%
annthyroid % 8% 8% 68%  85% 63% 92% 84% 80% 57% 58%
MNISTCe ™ v_edges 939 98% 93% 84%  80% 83% 73% 6% 68% 70% 80%
cover 50%  100% 100% 69%  99% 50% 88% 94% 93% 52% 50%
magic.gamma 83% 83% 84% T6% 78% 6% 78% T1% 69% 73% 86%
glass 89% 80% 100% 100% 97% 63% 89% 65% 73% 46% 59%
MVTecADothorush 799 64% 87% 85%  88% 90% 87% 73% T6% 65% 85%
MV TecADvo% 4% 1% 80% 7%  80% 8% T79% 8% TT% 75% 72%
mnist 53% 96% 94% 87% = 98% 9%6% 87% 91% 87% 50% 50%
CIFAR10* % 6% 80% T79% 8% 3% TT% 7% 9% 76% 79%
MNISTCshot_moise 93%  95% 96% 90%  81% 86% 78% 9% T4% 76% 84%
PageBlocks 8% 91% 66% 64% 9% 52% 92% 93% 90% 61% 66%

Faa:hionMNLS'T8 93%  93% 92% 86% 72% 88% 1% 80% T2% 75% 90%
MVTecAD! ™" 75%  85% 79% 81% 81% 74% 82% 81% 4% 81% 72%

backdoor 94%  95% 95% 83% 90% 86% 76% 64% 57% 87% 89%
vowels 94%  97% 97% 90% 98% 90% T6% 61% 79% 81% 98%
MV TecAD?Pper 7% 88% 87% 84% 90% 79% 81% 81% 8% 79% 78%
MVTecAD"® 9% 8% 86% 83% 79% 79% 84% 80% 79% 80% 84%
FashionMNIST*  90% 88% 88% 85% 87% 86% 78% 84% 84% 82% 82%
wine 99% 99% 99% 99% 84% 100% 85% 90% 89% 90% 2%

MNISTC?92%9 95%  96% 94% 85% 89% 89% 84% 85% 88% 78% 92%
skin 97%  93% 100% 91% 89% 89% 89% 60% 66% 90% 92%

MNISTCdoted tine 9501 97% 95% 84% 87% 87% 80% 82% 80% 80% 86%
FashionMNIST?  92% 88% 91% 89%  90% 89% 79% 83% 81% 78% 90%
M NISTCspatter 93%  96% 93% 86% 88% 90% 83% 85% 82% 7% 92%
MNISTC™oten _blur 98%  98% 97% 89% 93% 92% 85% 86% 84% 75% 97%

musk 53%  100% 100% 100%  100%  100% 97% 100% 100% 50% 46%
Fashion M NIST® 91%  91% 92% 88% 90% 90% 82% 86% 81% 81% 88%
donors 100% 99% 100% 93% 40% 85% 92% 89% 92% 87% 99%
smitp 92%  93% 95% 86% 8% 80% 90% 84% T78% 84% 90%
Fashion M NIST® 93%  93% 92% 89% 87% 91% 83% 88% 86% 84% 93%
MNISTC?o9 100% 100% 100% 97% 98% 99% 89% 91% 87% 82% 99%
mammography 84% 84% 86% 87% 74% 91% 88% 90% 91% 88% 86%

ITonosphere 86% 91% 94% 93% 95% 88% 87% 87% 90% 80% 93%
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Table 28: AUC-ROC Scores for each datasets and algorithm (3/3|low performing

algorithms)

Dataset DEAN HBOS GOAD ECOD COPOD LODA NF DAGMM VAE SOD
shuttle 100% 98% 82% 99% 99% 82% 9% 95% 50% 31%
pendigits 99% 94% 90%  92%  90% 88% 67% 64% 89% 21%
MNISTC9@ss_blur 100% 90% 92%  89%  88% 920% 74% 62% 52% 54%
cardio 89% 84% 95%  93% 91% 95% 90% 69% 95% 45%
http 100% 99% 1% 97%  99% 43%  99% 99% 100% 40%
MV TecADbte 9%% 96% 92% 92%  96% 95% 91% 50% ™%  9T%
Stamps 89% 90% 88% 90% 91% 91% 89% T72% 91% 52%
satimage2 100% 98% 92% 97%  98% 99% 61% 99% 50% 46%
WDBC 100% 99% 93% 97% 100%  100% 50% 82% 50% 79%
Lymphography 100% 100% 100% 100% 100%  58% 69% 50% 94% 58%
WBC 99% 99% 99% 100% 100%  99% 85% 50% 99% 75%
FashionMNIST® 96% 92% 96% 92% 91% 94% 73% 67% 79% 78%
MNISTCStrire 100% 99% 90% 97% 97% 98% 40% 66% 87% 52%
fraud 94% 96% 91% 95% 95% 93%  92% 93% 95% 67%
thyroid 98% 99% 74% 98% 94% 93% 99% 83% 86% 66%

FashionMNIST! 9%  92% 96%  94%  93% 95% 80% 73% 93% 76%
FashionM NIST® 98% 94% 9%  95% 94% 94%  68% 83% 91% 83%
MV TecAD'eather 9% 99% 99% 9%  98% 98%  92% 50% 2% 98%
MNISTC mpulse_noise 1000 99%  100% 98%  98% 100% 73% 98% 94% 41%
FashionMNIST” 98% 95% 96% 96% 95% 9% 91% 89% 92% 89%
breastw 100% 99% 99%  99% 100%  99% 97% 50% 100% 91%

Average % 1% 1% 0% 70% 69% 61% 61% 61% 56%
Rank 5.64 12.12 11.08 12.83 12.86 12.05 15.26 15.81 15.37 16.47
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Table 29: AUC-ROC Scores for each datasets and algorithm (3/3|high perform-

ing algorithms)

Dataset DEAN LOF KNN CBLOF NeuTral AE IFor PCA D.SVDD OCSVM DTE
shuttle 100% 100% 100% 99%  100%  100% 100% 99% 99% 100% 50%
pendigits 99%  99% 100% 97%  62%  89% 98% 93% 94% 94% 98%
MNISTC9' s blur— 100% 99% 100% 98% 96% 99% 95% 96% 97% 92% 99%
cardio 89% 93% 91% 92%  86%  91% 93% 95% 92% 94% 92%
http 100% 93% 100% 99%  100%  99% 99% 100% 100%  100%  99%
MV TecADbote 96% 96% 96% 97%  96% = 96% 97% 96% 96% 96% 95%
Stamps 89% 93% 95% 93%  99%  90% 92% 92% 93% 91% 92%
satimage2 100% 99% 100% 100%  100%  99% 100% 98% 97% 97% 50%
WDBC 100% 100% 100% 100%  96% 100% 100% 100% 100%  100%  40%
Lymphography 100% 97% 100% 100%  72% 100% 100% 100% 97% 100%  94%
W BC 99%  92% 99% 100% T2%  99% 99% 99% 93% 99% 40%
FashionMNIST® 96% 93% 96% 96%  96%  95% 93% 94% 94% 94% 95%
MNISTCStire 100% 100% 100% 100%  100%  100% 99% 100% 100%  97% 100%
fraud 94% 4% 9% 96%  92%  95% 96% 96% 94% 95% 96%
thyroid 98% 98% 97% 94%  99%  95% 99% 98% 97% 88% 93%
FashionMNIST! 99% 98% 99% 97%  9T%  99% 95% 97% 95% 96% 99%
Fashion M NI1ST® 98% 98% 97% 96%  98% = 97% 95% 96% 96% 96% 97%
MV TecAD!eather 9%  98% 99% 99%  99% 99% 99% 99% 99% 99% 99%
MNISTCimputse_noise 100%  100% 100% 100%  100%  100% 100% 100% 100%  100%  100%
FashionMNIST” 98% 9% 97% 96%  9T%  9T% 95% 96% 96% 96% 96%
breastw 100% 96% 100% 100% 86%  99% 100% 99% 99% 99% 91%
Average 8% 80% 80% T6% 5% 5% 4% 3% 2% 72% 71%
Rank 5.64 5.00 4.33 7.13  7.35 8.31 893 9.00 10.45 10.81  9.20




Unsupervised Surrogate Anomaly Detection 39

Table 30: AUC-PR Scores for each datasets and algorithm (1/3|low performing

algorithms)

Dataset DEAN GOAD HBOS ECOD COPOD LODA NF VAE DAGMM SOD
20news> 56% 45% 44% 45% 44% 44%  44% 52% 45% 45%
imdb 53% 50%  48% 46%  49% 48%  54% 44% 46% 46%
WPBC 54%  46%  48% 4T%  49% 50%  49% 49% 50% 45%
MNISTC™entty 47%  49%  49% 49%  49% 49%  48% 50% 50% 48%
vertebral 68% 58%  42% 43% 3% 37 %  75% 50% 50% 41%
yeast 59% 61% 49% 50%  46% 54%  49% 45% 53% 45%
20news' 64% 50% 49% 47T%  49% 45%  47% 45% 47% 50%
speech 59% 50% 50% 50%  52% 48%  52% 50% 55% 39%
20news® 56% 50% 50% 50% @ 48% 49%  51% 56% 47% 49%
20news* 59% 52% 51% 51% 50% 52%  45% 52% 53% 48%
20news® 50% 51% 54% 51% 56% 49%  59% 42% 48% 50%
Wilt 67% 57% 41% 43%  39% 2%  57% 50% 59% 38%
agnews® 63% 51% 52% 50%  52% 46%  50% 49% 50% 50%
amazon 62% 54% 55% 53%  56% 49%  51% 47% 50% 52%
census 63% 52% 57% 58%  59% 39%  48% 54% 56% 53%
CIFAR10? 61% 5% 52% 53% 53% 59%  53% 54% 58% 50%
MVTecAD*™"  60% 53% 59% 58%  58% 55%  47% 59% 50% 55%
ALOI 55% 50% 54% 54%  52% 57%  56% 55% 55% 54%
MNISTCT%  67% 49% 54% 53% 53% 55%  53% 56% 55% 50%
CIFAR10° 67% 67% 47% 50% 47% 61% 55% 54% 62% 48%
agnews® 64% 53% 54% 54%  54% 54%  52% 50% 53% 54%
landsat %  59%  68% 42%  45% 44%  45% 52% 53% 49%
SVHN? 65% 59% 53% 55% 54% 56%  68% 49% 46% 54%
CIFAR10® 67% 6% 50% 53% 51% 53%  47% 56% 51% 53%
agnews® 69% 48% 53% 55%  49% 50% 48% 57% 51% 50%
SVHN? 66% 58% 52% 54%  53% 51%  54% 51% 55% 58%
yelp 67% 58% 59% 56%  59% 54%  50% 45% 59% 54%
SVHNS 0% 60% 50% 53% 52% 49%  56% 49% 54% 59%
CIFAR10 5%  68%  45% 49%  47% 58%  49% 52% 56% 50%
SVHNS 65% 63% 53% 55% 54% 64%  57% 53% 57% 54%
SVHN? 6%  62%  52% 53%  52% 56%  44% 55% 60% 54%
SVHN? 0% 61% 56% 58% 57% 56% 57% 50% 58% 58%
SVHN! 68% 66% 60% 60% 59% 59%  49% 63% 63% 48%
20news’ % 5T%  59% 58%  59% 60% 55% 53% 55% 59%
SVHN? 69% 62% 59% 61% 59% 5%  57% 55% 52% 60%
Hepatitis 44%  55% 4% 60% 67% 66% 75% 50% 50% 50%
SVHN* 66% 54% 62% 62%  62% 63% 56% 63% 60% 56%
Pima 65% 59% 67% 61% 67% 60% 25% 50% 50% 55%
fault 5% 65% 66% 4T%  46% 49%  60% 54% 49% 62%
MNISTCronslate g5%  55%  52% 54%  54% 59%  50% 51% 53% 57%
SVHN" 66% 60% 64% 63% 63% 67% 55% 63% 60% 51%
MVTecADPH 62% 57% 65% 64% 66% 63% 60% 53% 50% 67%
CIFAR10” 69% T0% 58% 61% 59% 64%  55% 64% 58% 57%
agnews? 4%  62% 63% 61% 63% 64%  56% 50% 59% 64%

MNISTCsee 89% 51% 53% 53%  52% 60% 53% 55% 46% 34%
MNISTC"**" 4% 61% 64% 64% 64% 67% 51% 52% 57% 60%
FashionMNIST® 82% 68% 49% 55% 51% 61% 53% 61% 61% 47%
letter 920% 51% 54% 55% 53% 50%  58% 49% 58% 57%
MVTecAD®P*"* 66% 69% 68% 69% 68% 63% 59% 54% 50% 2%
MVTecAD 65% 68% 61% 64% 64% 0%  77% 44% 50% 64%
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Table 31: AUC-PR Scores for each datasets and algorithm (1/3|high performing

algorithms)

Dataset DEAN LOF KNN NeuTral CBLOF PCA DTE IFor OCSVM D.SVDD AE
20news? 56% 49% 47% 5% 44%  44% 51% 44% 45% 43% 47%
imdb 53%  52% 48% 50% 49%  47% 53% 49% 46% 45% 49%
WPBC 54%  50% 50% 46% 4%  51% 48% 52% 52% 51% 48%
MNISTC“e ™ 47%  50% 49% 50% 51% 49% 50% 50% 48% 49% 54%
vertebral 68% 51% 43% 60% 47% 42% 40% 42% 53% 44% 68%
yeast 59%  50% 49% 57% 418%  47% 49% 47% 48% 45% 48%
20news* 64% 60% 61% 63% 50%  48% 48% 49% 48% 52% 53%
speech 59%  55% 53% 46% 51%  51% 58% 48% 51% 58% 51%
20news® 56% 53% 51% 58% 53%  50% 54% 50% 51% 55% 47%
20news* 59%  54% 49% 62% 52%  52% 48% 51% 52% 52% 51%
20news® 50%  52% 67% 67% 52%  54% 50% 55% 50% 52% 51%
Wilt 67% 89% 70% 78% 7%  36% 39% 47% 85% 40% 37%
agnews’ 63% 65% 60% 60% 55%  52% 51% 54% 50% 51% 58%
amazon 62%  54% 56% 57% 55%  55% 51% 55% 54% 52% 56%
census 63% 50% 59% 55% 53%  65% 56% 55% 50% 65% 53%
CIFAR10? 61% 62% 58% 56% 59%  56% 58% 53% 56% 55% 56%
MVTecAD*™"  60%  55% 59% 59% 54%  63% 52% 60% 57% 61% 50%
ALOI 55% 4% 1% 55% 56%  56% 55% 54% 55% 56% 55%
MNISTCT %  67% 74% 67% 58% 56% 56% 62% 54% 52% 55% 56%
CIFAR10° 67% 66% 59% 68% 59%  58% 59% 52% 60% 53% 50%
agnews® 64% 5% 64% 66% 58%  55% 58% 55% 54% 57% 56%
landsat %  80% 5% 82% 64%  45% 58% 62% 48% 42% 56%
SVHN? 65% 66% 60% 64% 5%  58% 61% 57% 54% 58% 52%
CIFAR10® 67% 68% 63% 64% 62%  56% 59% 56% 59% 54% 59%
agnews’ 69% 83% 66% T0% 5%  55% 71% 55% 54% 56% 57%
SVHN? 66% 66% 65% 62% 59%  59% 63% 55% 55% 59% 60%
yelp 67% 63% 63% 62% 59%  59% 52% 61% 57% 58% 60%
SVHNS 70%  68% 66% 64% 60%  60% 60% 56% 54% 61% 59%
CIFAR10 5% 6% 61% 73% 59%  60% T1% 51% 59% 54% 55%
SVHNS 65% 62% 61% 59% 63%  59% 63% 56% 59% 63% 51%
SVHN? 6% 2% 69% 67% 64%  60% 62% 57% 58% 59% 61%
SVHN? 70%  66% 65% 63% 63%  62% 63% 60% 57% 62% 59%
SVHN! 68% 58% 64% 66% 66%  61% 62% 62% 66% 56% 58%
20news’ 5% 5% 1% 69% 61%  59% 52% 61% 58% 58% 62%
SVHN? 69% 66% 65% 67% 62%  62% 65% 61% 60% 63% 58%
Hepatitis 44%  64% 50% 57% 50%  76% 87% 63% 60% 67% 58%
SVHN* 66% 61% 66% 61% 66%  60% 63% 61% 62% 62% 58%
Pima 65% 65% 69% 59% 68%  68% 67% 69% T1% 66% 68%
fault 5% 60% T6% T1% 0%  57% T1% 64% 60% 61% 72%
MNISTCtenstate 85%  89% 77% 75% 61%  60% 70% 57% 55% 62% 60%
SVHN" 66% 64% 64% 61% 64%  62% 67% 62% 67% 61% 62%
MVTecADPH 62% 69% 68% 68% 67%  65% 60% 66% 64% 65% 60%
CIFAR10” 69% 73% 67% 63% 65%  66% 67% 61% 66% 61% 57%
agnews? 4% 4% 73% 65% 67% 64% 53% 66% 63% 60% 62%
MNISTC®e  89% 91% 89% 81% 7%  70% 66% 66% 60% 69% 72%
MNISTC®" ™ 74%  80% 75% 67% 69%  67% TT% 65% 62% 67% 62%
FashionMNIST® 82%  86% 82% 74% 1%  68% T7% 59% 62% 73% 68%
letter 90% 89% 86% 75% 8%  56% 79% 58% 89% 54% 78%
MVTecADPs%e 66%  70% 71% 67% 3%  69% 68% 69% 68% 68% 55%
MVTecAD™  65% 73% 7% 74% 69%  67% 8% 69% 67% 67% 57%
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Table 32: AUC-PR Scores for each datasets and algorithm (2/3|low performing

algorithms)

Dataset DEAN GOAD HBOS ECOD COPOD LODA NF VAE DAGMM SOD
MVTecAD™ "t 67%  74%  60% 62% 60% 1% 56% 48% 50% 68%
SpamBase 68% 54% 6% 61% 63% 2% 7% 50% 55% 53%
celeba 68% 66% 8% T1% T6% 58%  73% 69% 59% 42%
optdigits 99%  48%  84% 4% 52% 46%  64% 46% 45% 35%
CIFAR10° % 5%  62% 65% 63% 1%  53% 64% 63% 59%
CIFAR10® 4% 8% 63% 65% 64% 75%  56% 65% 62% 57%
CIFAR10° % 2% 65% 66% 65% 62% 60% 61% 56% 61%
Waveform 3% 4% 64% 58%  68% 65%  77% 39% 59% 51%
MNISTCPiohtness  93%  57%  60% 60% 59% 65% 51% 58% 51% 47%
CIFAR10° 76% 5% 69% 69% 68% 66% 73% 64% 57% 61%
MV TecADeebe 67% 0% 2% 2% 1% 80% 56% 54% 50% 4%
MNISTCe™v_ed9es 93%  44%  67% 63% 62% 65% 47% 81% 60% 11%
skin 97% 80% 66% 45% 44% 64%  85% 50% T76% 50%
campaign 3% 2% 80% 1% 78% 66% 74% 70% 54% 59%
Cardiotocography — 84% 4% 63% T76% 67% 6%  75% 59% T72% 46%
annthyroid % 4%  TT% 9% 2% 57%  93% 69% T70% 61%
cover 50% 97% 65% 89% 85% 89%  25% 50% T70% 32%

MV TecADerret 4%  TT% 1% 3% T6% 5%  66% 59% 50% 1%
MVTecAD=elmut — 68%  69%  78% 73%  76% 7%  58% 70% 64% 69%

InternetAds 8% 80% 60% 5% 5% 43%  86% 78% 64% 43%
MNISTCs"ot-mose 93%  63%  66% 67% 66% 82% 52% 64% 56% 52%
CIFAR10* % 9% 5% T76%  T5% 6% 8% 1% 56% 69%

FashionMNIST®  93% 74% 67% 69% 68% 6%  74% 64% 67% 52%
MVTecADteothbrush 7900 7506 85% 80%  75% 54%  70% 63% 50% 87%

backdoor 94% 67% 58% 8% 3% 38%  94% 93% 61% 62%
MNISTC?9%9 95% 59% 3% 3% 1% 3% 49% 65% 57% 60%
vowels 94% 90% 67% 62% 45% 65% 86% 58% 51% 50%
donors 100% 46% 7T1% 84% 78% 39% 67% 1% 85% 62%
satellite % 8% 89% 6% T1% 81% 55% 50% 82% 55%

Fashion MNIST*  90% 84% 65% 73% 68% % 57% 68% 60% 54%
MNISTCtted line 9501 59%  70% 71% 69% 2%  62% 78% 67% 61%
FashionMNIST?  92% 83% 58% 66% 61% % 7% 60% 73% 53%

mnist 53% 91% 68% 68% 73% 81% 56% 50% T72% 50%
PageBlocks 8% T4% 84% 8™% 83% 5%  66% 50% 91% 55%
magic.gamma 83% 81% 6% 67% 1% 3% 6% 73% 73% 75%
MV TecAD?Prer % 5% 9% 7%  79% 5%  74% 65% 50% 82%
MVTecADvo% 4% 9% 9% 80%  80% 6%  82% 80% 50% 76%
glass 89% 90% 86% T1% T79% 64% 69% 68% 50% 82%
MVTecAD!rensistor 75 79%  83% 83%  83% 6% 7T1% 80% 50% 76%
wine 99% 89% 8% 59% 71% 61%  75% 99% 50% 35%

M NISTC#patter 93% 8% 6% 5% 5% 9%  43% 48% 7% 66%
MNISTC™oton blur 9807 73%  76% 73%  73% 82% 53% 47% 2% 58%

MVTecADe 9% 84% 86% 84%  86% 2%  79% 58% 50% 81%
Fashion M NIST® 91% 8% 3% TT% 4% 2%  58% 8% 1% 61%
MNISTCS9 100% 81% 73% T4% 73% 78%  61% 45% T1% 41%
Fashion M NIST? 93% 8% % 9% 8% 82%  68% 79% 62% 62%
http 100% 26% 86% 75% 85% 34%  90% 100% 87% 32%
Stamps 80% 89% T6% 82% 1% 8% 82% 84% T1%  48%
Ionosphere 86% 80% 62% 74%  76% 69% 96% 79% 50% 92%

mammography 84% 89% 82% 92%  92% 89%  72% 50% 88% 58%
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Table 33: AUC-PR Scores for each datasets and algorithm (2/3|high performing

algorithms)

Dataset DEAN LOF KNN NeuTral CBLOF PCA DTE IFor OCSVM D.SVDD AE

MVTecAD™* "t 679 77%  78% 72% 7%  68% 80% 68% 70% 71% 59%
SpamBase 68% 64% T5% 45% 70% 79% 66% 80% 76% 79% 2%
celeba 68% 45% 62% 49% 67%  81% 7% T74% 73% 76% 67%
optdigits 99%  100% 100% 66% 2%  46% 75% 79% 100%  43% 97%
CIFAR10° % 8% 2% 5% 0%  70% 73% 67% 69% 68% 63%
CIFAR10® 4% 6% T0% T4% 69%  70% 68% 66% 72% 66% 66%
CIFAR10° % 6% T5% 5% 1%  70% 75% 67% 66% 72% 68%
Waveform 73% 84% 83% 68% 85%  62% 67% 73% 85% 51% 76%
MNISTCPiohtness 939 98% 90% 81% 7% 70% 84% 66% 62% 73% 72%
CIFAR10° 6% 74% 73% T76% 0% 2% T4% 68% T0% 74% 64%
MV TecADe%e 67% 81% 82% T1% 74% 70% 75% 76% 74% 65% 63%
MNISTCeemy_ecdges 939 97% 91% 80% 8% 2% 9% 69% 63% 84% 68%
skin 97%  83% 100% 90% 9%  52% 80% T76% T6% 60% 51%
campaign 73%  53% T74% T6% 0% 7% 5% 73% 72% 71% 68%
Cardiotocography — 84%  75% 74% 64% 75% 81% 55% T7% 82% 78% 84%
annthyroid 7%  81% 8% 83% 70%  84% 59% 91% 57% 84% 61%
cover 50%  100% 100% 98% 59%  90% 75% T78% 76% 78% 51%
MV TecADe Pt 4%  81% 81% T73% 80% 8% T4% 78% 8% 76% 67%
MVTecADhozelnvt 6% 85% 82% 75% 80% 76% 9% 78% 73% % 60%
InternetAds 86% 89% 86% 86% 80%  82% T6% 45% 78% 82% 7%
MNISTCstet_noise  93%  94% 95% 79% 87% 7% 86% T72% 73% 80% 74%
CIFAR10* %  TT% 80% T78% 8% 8% 79% T76% 76% 76% 64%
Fashion MNIST®  93%  93% 89% 73% 81%  76% 88% T73% T0% 73% 78%
MVTecADteothbrush 7900 64% 88% 87% 86% 80% 88% 89% 72% 79% 56%
backdoor 94%  96% 96% 91% 2%  58% 92% 67% 8% 61% 7%
MNISTC#97%%9 95% 96% 93% 88% 81%  84% 93% 77% 72% 82% 73%
vowels 94%  96% 96% 98% 80%  63% 96% 78% 82% 69% 89%
donors 100% 99% 100% 42% 83%  82% 97% 84% 76% 68% 89%
satellite %  88% 90% T9% 89%  78% T70% 85% 89% 7% 71%
Fashion MNIST*  90% 90% 89% 86% 84%  84% 86% T72% 79% 84% 74%
MNISTCtted_line 9501 96% 94% 86% 81%  81% 8% 73% 75% 8% 1%
FashionMNIST?  92% 90% 90% 90% 86%  83% 92% 73% 73% 83% 78%
mmnist 53% 96% 94% 96% 86%  90% T75% 84% 75% 88% 96%
PageBlocks 85% 92% T70% 96% 63%  91% 74% 90% T1% 88% 58%
magic.gamma 83% 8% 86% T9% 79% 74% 88% T78% T7% 2% 79%
MVTecAD?Ppe" 7% 88% 86% 89% 84%  81% 82% 80% 80% 78% 70%
MVTecADvo? 4% 83% 84% T9% 83%  83% 80% 82% 80% 84% 60%
glass 89%  88% 100% 96% 100% 71% 61% 88% 61% 67% 72%
MVTecADtensistor 759, 88% 83% 81% 83%  84% T8% 86% 84% 79% 66%
wine 99%  99% 99% 83% 99%  85% 31% T74% 92% 86% 100%
M NISTCspatter 93% 97% 94% 87% 87%  85% 93% 84% 76% 85% 7%
MNISTC™oten blur 989 98% 96% 91% 86%  85% 97% 80% 2% 85% 83%
MV TecADe 79% 88% 88% TT% 88%  80% 87% 87% 83% 79% 58%
Fashion MNIST®  91% 91% 92% 91% 86%  84% 88% 78% 78% 80% 81%
MNISTCS9 100% 100% 100% 97% 95%  90% 98% 81% 81% 85% 93%
Fashion MNIST®  93%  93% 92% 87% 87%  88% 93% 79% 81% 89% 78%
http 100% 59% 100% 99% 91%  99% 93% 79% 100%  99% 99%
Stamps 89% 89% 91% 98% 90%  85% 84% T79% 83% 89% 86%
Ionosphere 86% 91% 94% 94% 95% 89% 94% 86% 84% 85% 8%
mammography 84% 86% 88% 74% 85% 91% 86% 90% 89% 91% 92%
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Table 34: AUC-PR Scores for each datasets and algorithm (3/3|low performing

algorithms)

Dataset DEAN GOAD HBOS ECOD COPOD LODA NF VAE DAGMM SOD
musk 53% 74% 100% 97% 95% 99% 76% 50% 92% 31%
pendigits 99% 84%  92% 90% 87% 96% 58% 88% 56% 37%
smtp 92% 89% 88% 91% 93% 92%  96% 36% 89% 65%
MNISTC9essbur 100% 89%  86% 84%  83% 93% 79% 49% 63% 52%
cardio 89% 94% 8% 90% 89% 89% 91% 91% 69% 48%
shuttle 100% 87%  99% 99% 100%  90% 32% 50% 95% 42%
W BC 99% 99%  99% 100% 100%  94% 71% 99% 50% 70%
satimage2 100% 86% 98% 98%  98% 99%  53% 50% 99% 53%
MV TecADbtte 9%% 95% 9% 93% 9% 9%6% 93% 31% 50% 97%
WDBC 100% 93% 99% 98% 100%  100% 75% 50% TT% 79%
thyroid 98% 73% 99% 98% 90% 91% 99% 86% 83% 58%
FashionMNIST® 96% 97% 93% 94%  93% 96% 7% 82% 68% 76%
MNISTCStire 100% 86% 98% 96% 96% 99% 55% 86% 65% 51%
Lymphography 100% 100% 100% 100% 100%  96% 82% 94% 50% 49%
Fashion MNIST* 99% 93% 91% 92% 91% 95% 5% 92% 73% 74%
fraud 94%  94% 9T% 9%  96% 9%  95% 97% 95% 67%
FashionM NIST® 98% 9T%  94% 95%  94% 95% 78% 93% 84% 81%
breastw 100% 99%  99% 99%  100%  99% 94% 100% 50% 88%
MV TecADleather 99% 99%  99% 9%  98% 91% 95% 82% 50% 98%
MNISTCimpulse_noise 1000 100% 98% 97%  96% 100% 84% 95% 97% 44%
FashionMNIST” 98% 97T%  96% 96%  96% 97% 94% 93% 91% 90%
Average 8% T0% 69% 69% 68% 68% 64% 62% 61% 57%
Rank 5.72  10.90 12.34 12.62 12.95 12.14 14.19 14.95 15.38 16.28
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Table 35: AUC-PR Scores for each datasets and algorithm (3/3|high performing

algorithms)

Dataset DEAN LOF KNN NeuTral CBLOF PCA DTE IFor OCSVM D.SVDD AE

musk 53%  100% 100% 99% 100%  100% 43% 96% 75% 100%  100%
pendigits 99%  98% 100% 61% 98%  90% 98% 96% 91% 78% 84%
smitp 92%  95% 95% T7% 90%  89% 92% 80% 88% 87% 65%
MNISTC9essbur— 100%  99% 100% 94% 9%  95% 99% 91% 89% 95% 93%
cardio 89% 91% 90% 85% 89%  94% 90% 93% 91% 97% 91%
shuttle 100% 100% 99% 98% 98%  99% 75% 100% 100%  99% 99%
W BC 99%  92% 99% T73% 99%  99% 45% 99% 99% 97% 98%
satimage2 100% 99% 100% 97% 100%  99% 75% 99% 97% 83% 99%
MV TecADbotte 96% 97% 97% 93% 9%  9T% 97% 9% 9% 97% 87%
WDBC 100% 100% 100% 95% 100%  100% 40% 100% 100%  100%  100%
thyroid 98% 98% 97% 98% 92%  98% 93% 99% 88% 98% 85%
FashionMNIST® 96% 95% 97% 96% 9%6%  96% 96% 95% 96% 95% 90%
MNISTCStire 100% 100% 100% 98% 100%  100% 100% 99% 97% 100%  99%
Lymphography 100% 97% 100% 71% 100%  100% 94% 100% 100%  100%  100%
Fashion MNIST* 99%  98% 98% 98% 94%  96% 98% 94% 94% 96% 96%
fraud 94%  71% 98% 92% 9%  97% 97% 96% 97% 96% 97%
Fashion M NI1ST® 98% 98% 98% 96% 97%  96% 98% 95% 96% 96% 92%
breastw 100% 92% 100% 83% 100%  99% 89% 100% 99% 98% 99%
MV TecADleather 99%  98% 99% 97% 99%  99% 99% 99% 99% 98% 97%
MNISTCimputse_noise 100%  100% 100% 98% 100%  100% 100% 99% 100%  100%  100%
Fashion MNIST? 98% 98% 98% 95% 9%  9T% 97% 97% 9% 96% 90%
Average 8% 80% 80% T75% 5% 3% 3% 2% 72% 72% 70%
Rank 5.72 4.88 4.57 7.87 7.33 862 819 9.61 1024 9.91 11.31
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