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Abstract—Anomaly detection is a cornerstone of machine
learning with applications spanning healthcare, fraud detection,
and scientific discovery. Despite extensive research, fair bench-
marking remains a significant challenge due to the unsupervised
nature of anomaly detection. Hyperparameter selection, a crucial
determinant of algorithm performance, is often overlooked or bi-
ased, leading to inflated or misleading results. Current practices,
including reliance on default configurations, random choices, or
limited optimization, hinder reproducibility and impede progress.
This work presents a novel pipeline for standardized hyperpa-
rameter optimization in anomaly detection. Leveraging a curated
collection of nearly 500 datasets, the largest of its kind, our
approach systematically optimizes over 80 hyperparameters for
13 widely used anomaly detection algorithms. Qur comparison re-
veals that the performance variance from hyperparameters often
surpasses inter-algorithm differences, emphasizing the need for
hyperparameter-specific evaluations. We establish a reproducible
foundation for anomaly detection research by providing open-
access datasets and code. Our findings not only challenge existing
evaluation norms but also pave the way for more robust and
reliable comparisons toward better anomaly detection research.

Index Terms—anomaly detection, hyperparameter optimiza-
tion, benchmarking

I. INTRODUCTION

Anomaly detection is a diverse and widely applicable field,
with applications ranging from healthcare [1]], [2] and fraud
detection [3]], [4] to scientific research [5]], [6]. The breadth
of these applications has driven the development of numerous
algorithms, highlighting the critical importance of benchmark-
ing to evaluate and compare their performance. Benchmarking
serves two key purposes: helping practitioners select suitable
algorithms [[7]-[9] and assessing the value of newly proposed
methods, which are typically judged by their performance
relative to existing approaches.

However, anomaly detection poses unique challenges due
to its unsupervised nature. Although unsupervised algorithms
are designed to function without labeled data, evaluating their
performance still requires labeled data. Previous research has
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demonstrated that even limited access to labeled anomalies
can significantly improve an algorithm’s performance [7]]. This
introduces a potential bias when such supervised feedback is
used to guide algorithm design choices like hyperparameters.
Consequently, it becomes challenging to determine whether
such choices were made impartially or specifically optimized
to favor a proposed algorithm, which might penalize such
algorithms that do not use supervised feedback to optimize
their hyperparameters.

A promising solution to these challenges is standardization.
By standardizing evaluation methodologies, the reliability of
performance metrics improves, and researchers benefit from
reduced effort in conducting evaluations. ADBench [J]], for
instance, has proposed a standardized set of 121 datasets
for anomaly detection research. This initiative has gained
traction in the community, mitigating the risk of cherry-picking
datasets where a particular algorithm excels. Moreover, it
enables more robust evaluations, as few researchers indepen-
dently would compile such extensive datasets.

Despite the progress in dataset standardization, hyperparam-
eter selection remains a critical and underexplored source of
variability in anomaly detection research. As our results show,
hyperparameters can be deliberately optimized to favor one
algorithm over others, even when their average performance
is comparable. This practice introduces significant bias, poten-
tially distorting conclusions drawn from benchmarks.

A fair comparison of algorithms in an unsupervised setting
presents additional challenges. Although hyperparameters can
be optimized on specific benchmarking datasets, their per-
formance often fails to generalize to other datasets, where
thanks to a lack of labeled data, unsupervised optimization is
inherently infeasible. Consequently, many studies [9] default to
using predefined hyperparameters from the original papers or
popular libraries such as PyOD [10]. However, as we demon-
strate, the impact of suboptimal hyperparameters can rival or
exceed the differences between algorithms, thus constraining
the field’s progress.

In this paper, we propose a novel pipeline for selecting
anomaly detection hyperparameters. Our approach optimizes
hyperparameters using one set of anomaly detection datasets



and evaluates performance on a disjoint set of datasets to en-
sure generalizability. To support this, we curate and publish the
most extensive anomaly detection dataset collection to date,
comprising thousands of datasets, of which 498 are used in this
study because of computational limitations. We optimize over
80 hyperparameters across 13 widely used anomaly detection
algorithms, including classical and more modern deep learning
approaches with complex hyperparameter spaces.

To enhance reproducibility and support future research, we
make our code and our evaluation results publicly available at
github.com/psorus/Hyperparam4 Anomaly.

II. RELATED WORK
A. Anomaly Detection

Anomaly detection, defined as the identification of rare or
exceptional objects, is a longstanding area of research [11]].
Despite decades of progress, no universally optimal solution
for reliably identifying anomalies exists. This is primarily due
to the diverse challenges posed by the field. These challenges
include a wide variety of applications [12f], [13]l, each with
distinct requirements, as well as complications arising from the
scarcity of labeled anomalies. The lack of labels significantly
hinders the optimization of anomaly detection algorithms, as
feedback for fine-tuning a given setup is unavailable.

This issue is particularly critical in the context of hyperpa-
rameter optimization. Without labeled anomalies, it is imprac-
tical to systematically optimize hyperparameters, despite their
substantial impact on algorithm performance. Consequently,
while numerous anomaly detection algorithms exist, along
with studies that compare their effectiveness [7], [9], [14],
these comparisons are inherently limited. They must often
assume the use of suboptimal hyperparameters, which can
skew performance evaluations.

The most practical approach to date has been to rely
on expert-selected hyperparameters during algorithm imple-
mentation, often guided by recommendations in the original
research papers. For example, the popular anomaly detection
library PyOD [10] adopts this approach by using default
hyperparameters based on the original papers. However, as we
will demonstrate, these default settings are far from optimal.
In this paper, we address this gap by systematically optimiz-
ing hyperparameters for unsupervised anomaly detection and
proposing improved configurations that significantly enhance
anomaly detection performance.

B. Hyperparameter Optimization

Hyperparameter optimization is a crucial component in the
development and performance tuning of machine learning
models. Although extensively studied in supervised learning,
leading to advancements such as AutoML frameworks [15]
like AutoSklearn [16], this remains an underexplored area in
unsupervised tasks like anomaly detection. AutoML methods
typically optimize a well-defined metric, such as accuracy,
that quantifies model performance. However, in the absence of
labeled data and an unsupervised quality metric for anomaly
detection, most existing methods are inapplicable.
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Fig. 1. Overview of our methodology. We optimize the hyperparameters of
an algorithm on a large set of anomaly detection datasets and evaluate them
on the unrelated ADBench datasets.

For unsupervised tasks, one viable strategy is one-shot
optimization, where an optimal set of hyperparameters is sug-
gested outright rather than iteratively optimized. MetaOD [[17]]
represents an approach in this direction, using neural net-
works to recommend the best combination of hyperparameters
and algorithms from a limited predefined set for a specific
task. While promising, this method has notable limitations.
Its complexity, restricted hyperparameter search space, and
reliance on retraining for new algorithms make it less suitable
for comprehensive benchmarking studies. Furthermore, its
adaptability to new algorithms is constrained by the need for
extensive retraining.

In contrast, we advocate for a simpler and more versatile
approach: identifying a single robust set of hyperparameters
for each algorithm. This approach offers several advantages:
it simplifies the benchmarking process, minimizes the risk of
overfitting hyperparameters to specific datasets, and allows
direct optimization for individual algorithms. Although a dif-
ferent set of hyperparameters might perform better on specific
datasets, a singular configuration provides a reproducible and
broadly applicable standard for evaluation and is significantly
easier to use.

Previous studies have explored hyperparameter optimiza-
tion for specific algorithms. For example, there is work on
optimizing the KNN-based anomaly detection algorithm [[18]]
and selecting the kernel function for OCSVM [19]. However,
these studies focus on a small number of hyperparameters
or specific algorithms. In contrast, our work systematically
explores over 80 hyperparameters spanning 13 widely used
algorithms, providing a more comprehensive perspective on
hyperparameter optimization for anomaly detection.

III. METHODOLOGY

Our methodology is summarized in Figure [l We employ
two sets of datasets: one set (A) is used to optimize hyperpa-
rameters, and the other set (B) is used to evaluate the perfor-
mance of these hyperparameters. To optimize hyperparameters
on set A, we employ flaml [20], a lightweight framework
that supports custom evaluation functions for hyperparameter
optimization. The optimization objective we choose is to
maximize the average AUC-ROC across all datasets in set A.

Some hyperparameter configurations may be erroneous on
certain datasets (e.g., a learning rate that is too high may cause
a neural network to produce NaN weights). To address this, we
assign a score of —1 to the AUC-ROC of any dataset where
an algorithm fails with a given hyperparameter configuration.


https://github.com/psorus/Hyperparam4Anomaly/README.md

Since flaml uses an evolutionary approach to optimization,
this feedback helps it avoid non-functional configurations in
subsequent iterations.

We allocate ten CPU cores for each algorithm’s hyperpa-
rameter optimization, running for approximately one week of
CPU time per algorithm to ensure a fair comparison. The
hyperparameter search space is defined in Section with
a focus on incorporating as many relevant hyperparameters as
possible, alongside a wide but reasonable range for each. Cate-
gorical variables (e.g., activation functions in neural networks)
are handled separately, while numeric values are sampled
uniformly or logarithmically, depending on the parameter.
Logarithmic sampling is particularly beneficial for parameters
like the number of training epochs, where differences are more
pronounced at smaller scales (e.g., 1 vs. 2 epochs) than at
larger scales (e.g., 100 vs. 101 epochs).

flaml prioritizes evaluating faster configurations early in
the optimization process, which introduces a slight bias toward
speedier hyperparameter settings. We consider this a feature
rather than a limitation, as it aligns with our goal of identifying
efficient and effective configurations.

After completing the optimization, we evaluate the op-
timized hyperparameters on the 121 datasets proposed by
ADBench [8] as set B. This evaluation compares the optimized
performance against the performance achieved using default
parameters. For default settings, we rely on the parameters
provided by the respective implementations.

A. Datasets

For our analysis, we require a large and diverse set of
anomaly detection datasets to ensure that our results effectively
generalize to new datasets. Moreover, these datasets must
be independent of those used for evaluation (ADBench), as
reusing evaluation datasets during optimization could unfairly
bias the results. We prioritize real-world datasets over synthetic
ones, as the latter often introduce human biases in their
creation. However, constructing a substantial collection of real-
world datasets is challenging and costly, given the rarity of
anomalies and the fact that most widely used datasets are
already part of ADBench.

To address this, we generate new anomaly detection datasets
from classification datasets by treating one class as normal and
another class as anomalous. This approach is commonly used
in the literature [21f], for instance, in image-based anomaly
detection using datasets such as CIFAR-10 [22], and such
datasets are also part of the ADBench evaluation set. It can be
argued that classification datasets exhibit different distributions
compared to true anomaly detection datasets since anomalies
may not naturally form clusters. We somewhat mitigate this
by using a large and diverse set of datasets, but it would likely
be possible to construct a better set of datasets given unlimited
resources.

We retrieve datasets using the Kaggle API [23]], resulting
in an initial collection of approximately 10,000 datasets. The
datasets range from 36 to 88 features and 121 to 566,602
samples. These are filtered to retain only classification datasets

with tabular data. To transform these into anomaly detection
datasets, we preprocess them as follows:

+ Remove string or categorical features with more than
10 unique values, and one-hot encode the remaining
categorical features.

o Handle missing values by removing samples with rare
missing values (< 1%), and otherwise removing the
affected features.

o Split datasets based on their last categorical feature,
treating one group as the normal class and each remaining
group as anomalous.

After preprocessing, we validate each generated dataset by
ensuring it achieves an AUC-ROC score of at least 0.55 using
a simple isolation forest [24]], guaranteeing that each dataset
contains meaningful information. This process results in 3, 174
datasets of various sizes.

For hyperparameter optimization, we further filter the
datasets:

o Restrict to datasets with no more than 100 features and
1 million samples.

« To avoid redundancy, select only one random subset per
original dataset when multiple subsets are generated.

This yields a final pool of 498 datasets for hyperparameter
optimization. While this large number of datasets is useful
to generate very general results, using more datasets also
limits how many different hyperparameter configurations can
be evaluated.

To investigate this trade-off, we conduct our optimizations
twice: once using all 498 datasets (Large) and once using only
the 170 datasets with a size smaller than 100KB (Small).

All datasets are available through a python library (pip
install kyano).

IV. RESULTS

This section presents the outcomes of our hyperparameter
optimization strategy. We detail the optimized hyperparameter
configurations for the 13 analyzed algorithms and provide
a comprehensive statistical comparison of their performance
both before and after optimization. By systematically evalu-
ating the impact of hyperparameter tuning, we highlight its
critical role in improving algorithmic efficacy and ensuring
fair benchmarking practices.

First, we summarize the performance of both the baseline
hyperparameter set and the optimized sets for the small and
large datasets across all algorithms in Figure [2| For clarity,
we highlight hyperparameter sets that outperform the baseline
in green and those that perform worse in red. Additionally,
columns that do not show statistically significant differences,
as determined by a Wilcoxon-Friedman test [25]], are struck
through.

In total, 14 out of 26 hyperparameter sets significantly
outperform the baseline, while an additional 6 sets show
improvement, albeit without statistical significance. Further-
more, on 12 out of the 13 algorithms, at least one optimized
hyperparameter set outperforms the baseline, and on 8, both
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Fig. 2. Comparison of average performance before and after optimization. Each algorithm is represented by three columns corresponding to the Base
performance, and the performance after the Small and Large optimization loops. Hyperparameter configurations that improve upon the base performance
are highlighted in green, while those that do not are marked in red. Additionally, a Wilcoxon-Friedman test is conducted, and columns that do not exhibit
statistically significant differences to the baseline performance at p = 0.05 are struck through.

optimized sets achieve this. Unfortunately, the PCA algorithm
does not benefit from hyperparameter optimization, a topic
we will discuss further below, as the algorithm also behaves
quite strangely overall. While optimization is not perfect for
every algorithm, our optimization generally improves an algo-
rithm’s performance. The three highest observed performances
were achieved after optimization, and the differences between
hyperparameter sets often exceed those between algorithms,
even when comparing fundamentally different methods. For
example, the improvement of IForest and VAE is drastically
larger than the difference between the two, underscoring the
importance of hyperparameter optimization over algorithm
development in unsupervised learning tasks.

Consistent with recent benchmark studies [8]l, [26], we find
that classical anomaly detection algorithms, such as LOF,
KNN, and CBLOF, outperform more recent deep learning
approaches when evaluated with baseline parameters. Interest-
ingly, this gap diminishes when considering optimized hyper-
parameters, with three variants of Autoencoders outperforming
CBLOF. This trend is expected, as deep learning algorithms
typically involve many more hyperparameters that require
tuning and have less theoretical research to guide the choice
of optimal values [18]. However, the larger number of hyper-
parameters also results in less efficient optimization. In this
study, we allocated an equal amount of optimization time for
each algorithm to ensure fairness and to limit computational
demands. However, since neural network-based algorithms are
often slower, this results in fewer hyperparameter combina-
tions being considered here.
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Fig. 3. Number of hyperparameter combinations explored during optimiza-
tion. Due to the imposed maximum time cost of one week, a smaller number
of optimization steps corresponds to a slower algorithm. Additionally, a
maximum of 10,000 optimization steps was set, as visible with the first four
algorithms.

The number of hyperparameter combinations evaluated by
each algorithm is visualized in Figure 3] While the hyperpa-
rameter space of some algorithms, such as PCA and IForest, is
well explored, others, like NF (Normalizing Flows) and SOD
(Subspace Outlier Detection), are approximately 100 times
slower, leading to less thorough exploration of their respective
hyperparameter spaces. Allowing for a maximum number of
optimization steps could also result in interesting results, but
computational constraints make this difficult.

Next, we discuss the optimized hyperparameters for each
algorithm, beginning with LOF [27], as shown in Table
The performance of both optimization strategies is comparable



TABLE I
HYPERPARAMETERS LOF ALGORITHM
Hyperparam | Options Base Small Large
n_neighbors | 1 - 1000 20 5 8
1-6 2 1 1
algorithm auto / kd_tree / auto ball- ball-
brute / ball_tree tree tree
leaf_size 10 - 50 30 13 10
AUC-ROC 0.7976  0.7967  0.798
TABLE 11
HYPERPARAMETERS KNN ALGORITHM
Hyperparam | Options Base Small Large
n_neighbors | 1 - 1000 5 1 1
method mean / max / | max max max
median
p 1-6 2 5 1
AUC-ROC 0.7967  0.8052  0.8061

to the base performance. However, the optimized hyperpa-
rameters exhibit notable similarity, with a slightly reduced
number of neighbors, a Manhattan distance metric, the Ball
Tree algorithm, and a lower value for the leaf_size parameter.

For KNN [28]], as shown in Table (I} the optimized hyperpa-
rameters are quite similar across both optimization strategies,
particularly for the number of neighbors and the method
used. Notably, the number of neighbors aligns with theoretical
research [18] for uncontaminated training sets (it is important
to note that we use ADBench default parameters as baselines).
However, there is some discrepancy between the optimizations
regarding the choice of distance metric (p). Despite this,
the performance remains largely unaffected, with both opti-
mizations outperforming the baseline. The Large optimization
variant overall achieves the highest average ADBench anomaly
score observed in this study.

Continuing with CBLOF [29]], as shown in Table [III} most
of the optimized parameters also show consistent results across
both optimization strategies. A smaller 5 value than the
baseline is preferable, and increasing the number of clusters
also improves performance. This second observation is perhaps
not surprising, as with a high number of clusters, possibly
approaching the number of samples, the cluster distances
calculated by CBLOF become very similar to those used
in LOF and KNN, which, as shown in Figure E], are more
effective algorithms for the tasks studied here.

Our first deep learning algorithm, the Autoencoder [30],
presented in Table involves significantly more hyperpa-
rameters than the previously studied algorithms. This likely

TABLE III

HYPERPARAMETERS CBLOF ALGORITHM
Hyperparam | Options Base Small Large
n_clusters 1-100 8 87 99
@ 0.1-09 | 09 0.709 0.9
B8 1.0-50 | 5 1.4782  1.4395
use_weights | v/ X X X X
AUC-ROC 0.7576  0.779 0.7914

accounts for the considerable variation in optimized hyperpa-
rameters. Additionally, inspired by a paper [31f], we consider
two separate cases: an undercomplete autoencoder, where we
restrict the latent size to be smaller than the number of
features, and an overcomplete autoencoder, where the latent
size needs to exceed the number of features. In both cases, the
latent size is represented as a factor relative to the number of
features. Since the ADBench implementation does not support
the overcomplete case, we implemented our own version. We
use here the abbreviation ”(act)” to refer to a set of common
activation functions (ReLU, tanh, sigmoid, softmax, linear).

Although not every hyperparameter set outperforms the
baseline, and significant disagreement exists between the op-
timized parameters, some conclusions can still be drawn from
the optimization process.

First, it remains inconclusive whether an overcomplete or
undercomplete autoencoder is preferable, supporting the claim
made in Reference [31]]. The best and worst performance are
both observed with an undercomplete autoencoder, while the
overcomplete autoencoder tends to be slightly faster to evalu-
ate (see Figure[3). In both cases, two dense layers for both the
encoder and decoder appear optimal, and the training should
be extended well beyond the ten epochs suggested by the
ADBench parameters, although the improvement is marginal.
Additionally, regularization does not seem beneficial.

The Isolation Forest [24], as shown in Table [V] appears
to have a high degree of agreement between the optimized
hyperparameters, with the number of estimators being roughly
three times higher as the only notable change. This raises
the question: why are more estimators not considered? It is
well-established [32f], [33] that for unsupervised ensembles
like Isolation Forest, more submodels generally lead to bet-
ter performance. During optimization, similar hyperparameter
configurations with more submodels have been considered,
and they would slightly increase the ADBench performance,
as shown in the last row of Table [V]

We believe the observed results are due to overfitting of
our optimization algorithm. Since the Isolation Forest is non-
deterministic, performance can vary slightly depending on
random choices. Although there are only a few parameters
to optimize, each leads to a new evaluation with a dif-
ferent random seed, allowing for slightly better or worse-
performing runs. Thus, increasing the number of submodels
improves performance, albeit with diminishing returns, while
also reducing uncertainty and thus allowing the optimizer to
extract performance from random changes less efficiently. A
smaller number of estimators represents the optimal trade-off
between the benefits of larger ensembles and the potential
overfitting caused by the random seed. This suggests that
maybe a smaller number of optimization steps might have
been beneficial. Nevertheless, our results also indicate that the
overfitting effects are minimal.

The results for PCA [34], presented in Table are
intriguing. The optimized performance is actually worse than
the baseline configuration. However, the baseline parameters
themselves seem questionable: a PCA model, which has access



TABLE IV
HYPERPARAMETERS AE ALGORITHM

Hyperparam Options Base Small Large Small Large
latent_size <100% < 100% | > 100% < 100%
latent_size_factor 0.1-1.0-10.0 | (32) 0.2041 0.463 3.1757 1.5514
layers 1-7 3 1 2 2 1
batch_size 16 - 128 32 23 29 123 103
learning_rate le-5 - 0.01 le-3 3.92e-3 2.16e-3 7.55e-3 2.07e-3
epochs 100 - 500 10 496 141 191 157
encoder_activation | (act) relu tanh tanh relu relu
decoder_activation | (act) relu softmax relu sigmoid relu
output_activation (act) linear linear linear linear linear
encoder_dropout 0.05 - 0.99 None 0.05 0.11 0.05 0.05
decoder_dropout 0.05 - 0.99 None 0.99 0.2155 0.05 0.4799
evaluation_metric 1-6 2 2 4 1 4
loss mse / bce mse mse mse mse mse
regularisation 11/12 11 12 12 12 12
regularizer 0.0001 - 0.5 0 6.29¢-4 le-4 le-4 2.08e-4
AUC-ROC 0.7572 | 0.7387 0.7700 0.7640 0.7500
TABLE V TABLE VII
HYPERPARAMETERS IFOR ALGORITHM HYPERPARAMETERS DEEPSVDD ALGORITHM
Hyperparam Options Base Small Large Hyperparam Options Base Small Large
n_estimators 1 - 1000 | 100 356 230 batch_size 16 - 128 32 25 91
bootstrap Vi X X X X epochs 50 - 200 100 51 109
max_features 0.1-1.0 1.0 0.9699  0.831 dropout_rate 0.05-1 0.2 0.05 0.05
max_samples 0.1 - 1.0 | auto 1.0 1.0 h._neurons (neurons) 64-32 64-32 20-10-3
AUC-ROC 0.7393  0.7586  0.7591 h._act (act) relu relu relu
AUC (n = 1k) 0.7412  0.7598 0.7592 output_act (act) sigmoid  linear sigmoid
12_regularizer | le-4 - 0.5 0.1 8.64e-4  7.44e-3
optimizer sgd / adam | adam adam adam
TABLE VI preprocessing | v’/ X v X v
HYPERPARAMETERS PCA ALGORITHM use_ae vI1X X X v
AUC-ROC 0.7103 0.7161 0.7095
Hyperparam Options Base Small Large
n_components | 0.1 - 1.0 | 1.0 0.1523  0.1661
n_selected 0.1-1.0 | 1.0 03558 03877 TABLE VIII
AUC-ROC 07356 07205 07198 HYPERPARAMETERS LODA ALGORITHM
Hyperparam Options Base Small  Large
n_bins auto / 10 10 10
.- . 5/10/20
to all features and utilizes the full reconstruction, should n_random_cuts | 10 - 1000 | 100 541 726
theoretically achieve a perfect reconstruction, leading to a AUC-ROC 0.6954 0.708 0.7019

reconstruction error of 0 when used as an anomaly score. The
performance of PCA can vary significantly depending on the
fraction of features selected. The distribution of features differs
between sets A and B. Thus, the optimal fraction may shift,
leading to suboptimal results. We do not have a satisfactory
explanation for this unexpected performance, but it may be
that, similar to CBLOF, this limitation becomes comparable
to the performance of another, more effective algorithm.
DeepSVDD [21]], as presented in Table shares many
hyperparameters with the previously discussed autoencoder.
In addition to the same shortcut ”act” for activation functions,
we also introduce a shortcut for the number of hidden neu-
rons, denoted as “neurons,” which we optimize. To ensure
reasonable optimization time, we restrict the possible neural
network architectures to a fixed set of configurations: 20 — 20,
10—-10,64—32,20—-10—-5,20—-10—-3, 30 —20 — 10 — 3,
128 —64—32, and 20 —10—3—10—20. These relatively small
configurations were chosen to maintain optimization efficiency
and to align with the typically low-dimensional datasets used
in this study. Upon reviewing the results, it appears that the

baseline parameters are already quite well-chosen, with the
only notable differences being a lower dropout rate and regu-
larization rate. However, these adjustments do not significantly
affect the overall performance.

The LODA [35]) algorithm, as shown in Table [VIII] has two
primary parameters. While the number of bins appears to be
well-chosen, increasing the number of random cuts slightly
enhances performance.

The HBOS [36] algorithm in Table behaves similarly,
with a smaller alpha and tol(erance) value leading to a slight

TABLE IX
HYPERPARAMETERS HBOS ALGORITHM
Hyperparam | Options Base Small Large
alpha 0.01 - 1.0 0.1 0.01 0.01
n_bins 0/5/10/20 | 10 5 20
tol 0.1-1.0 0.5 0.1 0.1016
AUC-ROC 0.7076  0.7154  0.7116




TABLE X
HYPERPARAMETERS NF ALGORITHM

Hyperparam | Options Base Small Large

K 2 - 100 10 15 15
batch_size 16 - 128 64 16 16
epochs 10 - 500 200 499 165

Ir le-05 - 0.01 | 2e-3 4.05e-4  2.29e-4
AUC-ROC 0.6116  0.6359 0.6382

TABLE XI
HYPERPARAMETERS VAE ALGORITHM

Hyperparam Options Base Small Large
batch_size 16 - 128 32 18 26
4 dropout_rate | 0.05 - 0.99 0.2 0.0537  0.0593
epochs 100 - 500 100 266 142
hidden_act (act) relu relu tanh
12_regularizer 0.0001 - 0.5 | 0.1 0.5 0.1012
latent_dim 0.1 - 10.0 2) 1.2028  6.6883
num_features 1-100 4 49 2
output_act (act) sigmoid  tanh tanh
AUC-ROC 0.7371 0.7846  0.7471

performance improvement.

The Normalizing Flow [37] algorithm, presented in Table[X]
is less straightforward. Despite being a neural network-based
method, the constraints of normalizing flows limit the number
of tunable parameters. In our experiments, adjustments such
as a lower learning rate and smaller batch size result in more
careful training, which, when combined with a more com-
plex distribution (higher K), leads to a modest performance
improvement. However, the performance is quite low when
compared to other algorithms, aligning with some theoretical
findings limiting the value of normalizing flows for such
tasks [38]].

The Variational Autoencoder [39]], shown in Table
exhibits one of the largest performance improvements after
optimization. The difference of 4.75% between the Small
and Base versions is notably larger than the difference be-
tween LOF and AE, our best and fourth-best algorithms.
This improvement could be attributed to the fact that the
base version uses a fixed latent dimension of 2, whereas our
approach employs a latent dimension relative to the number of
features, similar to the autoencoder optimization. While we no
longer distinguish between overcomplete and undercomplete
versions, the results clearly indicate that an overcomplete
version is preferable. Moreover, our optimization suggests
a lower dropout rate, a significantly increased number of
features, and strong regularization. We believe that further
investigation is warranted, as this relatively strange set of
hyperparameters leads to the highest performance among all
deep learning algorithms.

The largest improvement of 8.38% is observed for the
DAGMM [40] algorithm, as shown in Table However,
the performance of DAGMM is less remarkable overall, as the
baseline performance is not particularly impressive. Similar to
the VAE, this may be due to the suboptimal choice of base-
line parameters, with nearly every hyperparameter undergoing
drastic changes after optimization.

TABLE XII
HYPERPARAMETERS DAGMM ALGORITHM
Hyperparam Options Base Small Large
batch_size 16 - 128 256 35 53
lambda_cov 0.01 - 1.0 0.005 0.2004  0.1617
lambda_energy | 0.01 - 1.0 0.1 0.0662 0.01
latent_dim 1-25 1 7 8
Ir le-5-0.01 | le-4 2.69e-3  1.42e-4
Ir_milestones 0-1 (50) 61.93%  92.66%
n_gmm 1-25 4 6 24
num_epochs 100 - 500 200 107 142
patience 5-200 50 35 35
AUC-ROC 0.6438  0.7276  0.7243
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IForest PCA

Fig. 4. Ciritical difference plot on ADBench data comparing the algorithms
used in this study. The top plot shows performance with baseline parameters,
and the bottom plot shows performance with the best set of hyperparameters
found in this paper.

With these optimized parameters, we can now compare the
algorithms more fairly. To do this, we use critical difference
plots to visualize the results of a Wilcoxon test [25]. We con-
sider p-values below p < 5%, after applying the Bonferroni-
Holm correction [41], as significant.

Figure shows two different variations. The top plot
compares the performance of the algorithms with baseline
parameters, while the bottom plot compares performance using
the best set of hyperparameters identified in this study. With
these optimized parameters, we observe a notable change in
the ordering of the algorithms, with some, such as DAGMM
and VAE, experiencing significant shifts in their rankings.

V. CONCLUSION

In this paper, we introduce a novel and effective methodol-
ogy for optimizing hyperparameters in unsupervised anomaly
detection. We apply this methodology to 13 commonly used
anomaly detection algorithms and observe performance im-
provements in the majority of cases.

Particularly for deep learning algorithms, we see notable
gains when using the optimal hyperparameters, underscoring
the importance of careful hyperparameter tuning. Furthermore,
our work provides valuable insights into how these algorithms



can be better utilized and, in some cases, might serve as a
foundation for the development of new algorithms.

We publish both our code as well as our evaluation results to
hopefully make hyperparameter-fair comparisons more com-
mon in anomaly detection research.
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