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Abstract

Graph outlier detection has become crucial due to its wide applicability in representing complex
data. Given the absence of ground-truth anomalies in real-world datasets, many deep detectors,
powered by graph neural networks, are employed in an unsupervised manner. Ensembling
has emerged as a pivotal method for enhancing the accuracy, reliability, and robustness of
unsupervised detectors. However, the computational expense associated with fitting deep outlier
detectors has limited research in graph ensemble outlier detection. In this work, we present the
first attempt to leverage graph sampling techniques, combined with Deep Ensemble Anomaly
Detection (DEAN) concepts, to develop a scalable ensemble framework for node outlier detection
in attributed graphs. Firstly, our ensemble model has demonstrated superiority over base models
in various settings. Secondly, we analyze the optimal settings where the ensemble provides
benefits in the graph context. Lastly, our experiments showcase the scalability, accuracy, and
robustness of ensemble prediction. The proposed approach exhibits high potential for further
improvement due to its flexibility in accommodating different base component architectures,

thus motivating future work on graph ensembles with large-scale datasets.
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Chapter 1. Introduction

1 Introduction

Graphs have become widely utilized in storing and representing complex data, underscoring their
significance across various fields today. This increase in graph usage has led to a growing demand
for the detection of graph outliers [1]. These outliers often entail identifying anomalous entities
within a graph, such as nodes that deviate significantly, or abnormal connections between nodes,
or even anomalous subgraphs [2]. The need for outlier detection spans across a wide range of

applications, from ensuring data quality to enhancing security measures.

As graphs continue to evolve dynamically, the necessity for robust and efficient graph outlier de-
tection methods becomes increasingly apparent. Traditional methods may struggle to handle the
expanding size of graphs or fail to accurately identify anomaly nodes that exhibit common char-
acteristics and behave similarly to normal nodes [3]. The advancement of graph neural networks
[4] has greatly improved graph outlier detection methods [5]. While many of these methods
demonstrate robustness and high performance on benchmark datasets, their deep nature of-
ten demands substantial computational resources to train deep detectors on large datasets [5].
This highlights the need for more scalable algorithms for graph outlier detection, either through

optimizing the implementation of existing methods or the development of new algorithms.

In unsupervised settings, where the ground truth of outliers is unavailable, there is a neces-
sity for highly reliable detectors when applied to real-world datasets [5]. Ensemble methods
have proven to be particularly successful in the realm of outlier detection, showing that even
the simplest but diverse classifiers can yield high performance when combined [6, 7]. However,
ensembling in graph data encounters challenges due to the inherent complexity of graph data,
which involves the relational complexities between graph entities and the computational com-
plexities of training a single detection model on large-scale graph datasets. Hence, specialized
ensemble techniques tailored to the unique characteristics of graph data are essential. Despite
the paramount importance of graph outlier detection and the development of many algorithms
for it in recent years, there has been limited research on graph ensemble techniques aimed at
enhancing the performance of graph outlier detection methods [5, 8]. To the best of our knowl-
edge, our work represents the first attempt to investigate the effectiveness of graph ensembles

and the reliability of ensemble predictions in graph outlier detection.

This work primarily focuses on detecting anomaly nodes on attributed graphs, where anomaly
detection becomes more challenging due to the diverse perspectives in defining outliers, ranging
from structural and attribute contexts to their normality in local neighborhoods and globally.
Utilizing a scalable and efficient outlier detection method based on the Deep Ensemble Anomaly
Detection concepts, our analysis suggests that employing efficient ensemble techniques enhances

the accuracy, reliability, and robustness of the final outlier prediction.

The following chapters are organized as follows. Section 2 provides an overview of various types

of graph outliers, existing works in detecting graph outliers, the background of conducting en-
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semble outlier detection, and common evaluation methods in an unsupervised setting. Section 3
offers a comprehensive background on graph representation learning and existing approaches in
detecting node outliers. Additionally, the Deep Ensemble Anomaly Detection (DEAN) frame-
work is described. Section 4 elaborates on the methodology of conducting ensemble detection
following the DEAN concept. It begins with the presentation of a DEAN model utilizing graph
neural networks and then explores different techniques for conducting a graph ensemble detection
model. Section 5 details the experimentation work, including the choice of baseline methods,
benchmark datasets, and the employed DEAN approaches. The experiment results and findings
are discussed within this section. Finally, Section 6 summarizes the achievements of this work

and presents open directions for future improvement.
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2 Related Work

2.1 Graph Outlier Detection

Outlier detection is a technique that aims to identify outlier data points, also referred to as
anomalies, exceptions, novelties, etc., that significantly deviate from the standard, normal pat-
tern of the remaining dataset. Depending on the context, a data point may qualify as a global
outlier if it deviates from the entire dataset, or as a local outlier when considered within a sub-
set of data. Although outliers, as the name suggests, rarely happen in the real world, detecting
them is crucial for uncovering potential issues, errors or unusual patterns that contain critical
information in datasets. These techniques are widely applied in real-world tasks across diverse
domains, including enhancing data quality, detecting financial frauds, or identifying potential

cyber attackers in network security.

Outlier detection can be approached using common statistical techniques, machine learning
models (supervised or unsupervised), or clustering-based methods. The selection of a detection
method depends on various factors, such as the type of data, data size, availability of real outlier
examples, and the need for interpretability of the model output. In supervised settings, when a
label for a normal or outlier sample is available, many classification methods can be applied for
outlier detection. In contrast, when labelled data is limited, unsupervised approaches are often
preferred due to their flexibility and scalability. Unsupervised outlier detection methods are the
main focus of this study. These methods generally assume that normal objects form one big
group or multiple groups together, whereas outlier objects do not fit into any of the common
patterns of those groups. This allows the identification of hidden or unseen outlier patterns. An
outlier detection algorithm can produce a score that reflects the level of outlierness; for instance,
a higher score indicates a higher likelihood of being an outlier. Alternatively, it may provide a

binary label indicating whether a data point is an outlier.

Graphs stand out as one of the most powerful data structures for modelling complex systems. A
graph G = (V, E') comprises a set of nodes V and a set of edges E. The connection between node
u € G and node v € G is denoted as an edge (u,v) € E. The natural variations in the properties
of nodes and edges are attributed to different types of graphs. For instance, a plain graph solely
contains information about the relationships between nodes. In contrast, in attributed graphs,

either nodes or edges include additional values that describe their respective properties.

Graph outlier detection is vital for discovering irregular patterns or identifying abnormal nodes
or anomalous connections within graph datasets. While sharing some characteristics with tra-
ditional outlier detection methods, a graph outlier detection method should address the unique
challenges and characteristics posed by graph-specific challenges. Firstly, it needs to account for
various aspects of the graph structure, including its size, the presence of node or edge attributes,

whether the dataset is represented as a single graph or composed of many small graphs, and
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how frequently nodes and edges are updated in the graph. Secondly, graph is often considered
as high-dimensional data, graph search space is therefore huge due to a high number of pos-
sible graph substructures. Thirdly, graph outliers can take various forms, often derived from

downstream application perspectives. Various categories of graph outliers include:

e Node outliers: These are nodes that significantly deviate from others in terms of node-level
metrics, such as node degree or centrality. For example, in social networks, a node outlier

might be a user with an exceptionally high number of connections.

o Edge outliers: This refers to an unexpected connection between two nodes or an unusual
edge’s property. For instance, in a citation dataset, an edge outlier could be high-frequency

citations between two authors working in different organizations and domains.

e Subgraph outliers: This involves a subset of nodes, or a subgraph, behaving anomalously
when considered as a collection, even if each node and edge is viewed as normal. For
example, in an e-commerce dataset, bot users may tend to post positive reviews about

certain products and negative reviews about many others.

o Structural outliers: These are anomalies apparent only when considering the graph struc-

ture. For example, an outlier edge that connects two different communities in graphs.

e Contextual outliers: Nodes or edges that are normal in general but become anomalies

under specific contexts or conditions.

o Global outliers: Nodes with attributes significantly different from the overall pattern of

the entire graph.

e Community outliers: Nodes with attributes significantly different from their neighbour-
hood.

e Temporal outliers: In dynamic graphs like transportation networks, unusual events occur-

ring at specific time points may be related to outlier nodes or edges.

As graphs are complex and graph outliers can be defined in different ways, these challenges
require a detection algorithm to be not only effective but also efficient and scalable. In addition,
because obtaining labelled outliers in real-life datasets is expensive and, even when those labels
are available, the number of outliers is significantly smaller than normal data points, many

detection methods are developed in an unsupervised manner.

Early work on graph outlier detection often relies on statistical methods to extract features
directly from the graph structure. This involves transforming the graph-based structure into
multidimensional tabular data and subsequently applying outlier detection algorithms to the
new table-based structure. In the context of detecting node outliers, node features can be

mined from the neighborhood, including metrics such as node degree or clustering coefficient.
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An adjacency matrix A represents the connections between every pair of nodes in a graph.
Given a graph with n nodes, A is an n X n matrix with non-negative entries. The problem
of finding edge outliers becomes the challenge of identifying anomalous entries in matrix A [9].
This method makes use of nonnegative matrix factorization [10], involving the decomposition of
A into matrices U and V, such that A ~ UVT, to minimize the objective function ||[A — UV T,
with constraints U > 0 and V > 0. The low-rank approximation U VT assumes the modeling of
normal data in G; meanwhile, the residual matrix R = A — UV serves as a strong indicator for
entries that do not adhere to the low-rank assumption. Therefore, the outlier scores for edges

are determined by the absolute values in matrix R.

Another variant utilizes the node features matrix X € R™ ¢ to detect outlier edges using shared
matrix factorization [11]. The idea involves finding matrices U, V, and W that optimize the
approximations: A ~ UVT and X ~ UW”. Subsequently, anomalous edges can be identified
from the residual matrix R4 = A — UVT, while anomalous nodes can be determined using
Rx=X-UWT,

An alternative approach [12] utilizes the Minimum Description Length (MDL) and the principle
of the SUBDUE system to detect outlier subgraphs. SUBDUE [13] is a method of detecting
repetitive patterns in graphs. MDL is the smallest number of bits required to encode a piece
of data; SUBDUE approximates this value for any subgraph and finds the best substructures
to compress a graph. If S is a repeated substructure in graph G, then G can be compressed
by replacing S with a single node. The best substructure S is the one that minimizes the
value of F1(S,G) = DL(G|S) + DL(S), where DL(G|S) is the description length of G after
compressing with S, and DL(S) is the description length of substructure S. A common subgraph
S is expected to have a low value of F'1(S,G). Finding substructures that have high values
of F1(S,G), which indicates an uncommon pattern, transforms into the issue of identifying

subgraph outliers.

In dynamic graphs, outliers can be defined in numerous ways, and their detection is challenging
due to the combination of time and structural changes. This involves identifying the time
point when unusual events occur and identifying a set of nodes or edges contributing to the
abnormality of these events. A common approach is monitoring a graph characteristic over time
using some distance measurements and triggering an outlier alert when the change exceeds a
threshold. Another set of methods treats temporal graphs as time-series of graphs, representing
each graph snapshot as a vector component. The detection is then conducted on the time series
of graph vectors using standard auto-regressive moving average (ARMA) techniques for outlier

identification.
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2.2 Ensemble Outlier Detection

Ensemble analysis is frequently utilized in data mining to reduce the dependence of the final
prediction on a specific data locality or a particular model choice. Instead of relying solely on
a single model, ensemble methods combine diverse predictions from various algorithms (base
models) to generate a final output, often resulting in a more accurate and robust prediction.
When certain algorithms excel in one subset of data samples while others perform better in
another subset, an outlier ensemble proves beneficial as it mitigates the uncertainty in predictions

associated with a single base model.

Ensemble methods are generally classified into two main categories: model-centric ensemble
and data-centric ensemble [11]. In the model-centric ensemble category, base models are con-
structed using various algorithms, different hyper-parameters of the same algorithm, or diverse
randomized initializations of the same model. Conversely, in data-centric ensemble, base models
are derived from the same algorithm but applied to different variants of the training dataset.
Although these categories appear distinct, data-centric ensemble can be considered a subset of
model-centric ensemble when the random sampling of data is integrated into the model execution

process.

Base models can be implemented independently of each other, with all predictions subsequently
combined into the final output. Alternatively, base models can be executed sequentially, wherein
each subsequent model refines the predictions of the previous one. In this scenario, the final
output may either be a combination of all base models or the result solely from the final base

model.

In statistical learning theory, a model is referred to as an estimator 0, or an estimated function,
of the true underlying process 6 that generates training data [14]. Bias and variance are two
important properties of an estimator as they are closely related to machine learning concepts of
model capacity, overfitting, and underfitting. Bias, bias(é) = E(é) — 0, measures the expected
deviation of the estimator from the true value. Variance, Var(é), measures the fluctuations of
estimations for a particular data point after many independently resampling training datasets.
A high variance estimator is sometimes referred to as an unstable estimator because it tends to

produce large fluctuations in predictions with small changes in the input data.

The principle of Occam’s razor and bias-variance tradeoff [15] recommends selecting a machine
learning model that fits the data well while maintaining low complexity. This principle suggests
choosing the simplest among competent hypotheses. A model that inadequately fits the training
data, leading to the under-fitting problem, tends to exhibit high bias. While a model that
performs poorly on new data suffers from the over-fitting problem, tends to have high variance.
The relationship between the bias-variance tradeoff and model optimization, aimed at finding the

optimal balance, is depicted in Figure 1. Ensemble analysis can be explained from the perspective
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of optimizing the bias-variance tradeoff, achieved through methods that either reduce bias or

variance.
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Figure 1: Relationship between bias-variance tradeoff and model optimization [14].

Two popular methods for constructing an ensemble are boosting and bagging. Boosting [16],
aimed at reducing bias, iteratively adjusts the base models using the ground truth of the data to
improve their performance compared to previous iterations. On the other hand, bagging [17, 18]
aims to decrease variance by averaging a set of random variables, such as different predictions
from independent detectors. Methods that focus on reducing variance are frequently employed

in outlier ensemble techniques for constructing unsupervised methods.

When designing an ensemble model, the initial step involves defining methods for construct-
ing base models. Subsequently, selecting an appropriate combination method that effectively

integrates all predictions is crucial.

Variance reduction methods

A typical example where the ensemble generally performs better than most of the base detectors,
as the variance in base models is (expectedly) reduced in the ensemble combination, is illustrated
in Figure 2. The incremental improvements of the ensemble vary depending on the trade-off
between the quality of the base detectors and their stability. In general, base models are expected
to perform adequately and exhibit high variance in their predictions, potential conditions that

may lead to an outperformed ensemble model.

Parametric ensemble is the most straightforward approach to conduct randomized instantiations
of base models, which involves selecting different choices of model parameters to build a base
detector. The method is an implicit model-centric ensemble that reduces variance by averaging

outlier scores.
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Figure 2: Illustration of the performance of ensembles in relation to the quality and stability of
base detectors [11].

Feature-bagging [19] is a popular approach for detecting outliers in high-dimensional datasets.
The method randomly samples different subsets of features and model base detectors from the
low-dimensional projection. Subsequently, outlier scores are combined using the averaging or
maximization function. However, when data features are highly correlated, therefore imposing
high correlations between base detectors, may result in a low variance reduction of ensemble

combination.

In bagging (Bootstrap Aggregation) [17, 18], different training sets, known as bootstrap samples,
are generated from the original dataset with replacement. Each bootstrap sample is then used
to train a base detector. Random Forest [20] is one of the most well-known ensemble variants
of bagging. Subsampling is another ensemble method involving the creation of multiple data
subsets to train base models. Unlike bagging, subsampling iteratively selects a smaller subset

of data without replacement.

Combination methods for outlier ensemble

A combination function integrates multiple outlier scores from base detectors into a final score.
Different combination functions may yield varied performance across settings due to their differ-
ing effects on bias and variance reduction. Methods utilizing the average or median values are
relatively stable and often effectively reduce variance in outlier detection. Conversely, the max-
imization function, while less stable than average and median, performs better when combined
with ranking scores. While the maximization function initially appears to overestimate scores,

it has been demonstrated with a capacity to reduce bias [11], however, may simultaneously
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increase variance.

Raw outlier scores can be unstable sources of information due to their outputs stemming from
independent processes, often resulting in varying value scales. Consequently, the interpretability
of the degree of outlierness cannot be inferred solely from absolute outlier scores. For instance,
the method of Local Outlier Factor [21] may yield oo score values. In such cases, outlier scores
are often normalized before the combination step, using normalization methods such as Min-
Max or Z-score [22] or converted to probabilities [23]. Additionally, combining raw scores with
rank scores is beneficial because ranks are more robust than raw scores in the sense that they
maintain the relative informativeness of outlierness among data samples and do not rely on

absolute values.

Intriguingly, the former authors of feature-bagging [19] underscore the conceptual similarity
between combining outlier scores and challenges encountered in meta-search engines [24, 25].
They propose combination methods solely based on ranking outputs from multiple base detec-
tors. For example, in the Breadth-First approach, the 1% ranked outliers among all predictions

are combined first, followed by the 2"? ranked outliers, and so on.

2.3 Evaluation method

Outlier detection can be viewed from a classification perspective, where a detector model pro-
vides binary output for a data point, either classifying it as an outlier (Positive) or not (Nega-
tive). Therefore, evaluating the performance of an outlier detection model can be approached
using standard evaluation metrics in the classification domain. Given the top-k predictions,
precision@k emerges as one of the most popular metrics, measuring the proportion of actual

true positive predictions among all positive predictions made by the model.

Predicted
Positive Negative
Positive | True Positive (TP) False Negative (FN)

Negative | False Positive (FP) True Negative (TN)

Actual

Figure 3: Confusion matrix representation for a binary classification model

Together with precision, the true positive rate (TPR) and false positive rate (FPR) are often

derived from the confusion matrix as follows:

Precision — TP
recision — TP T Fp
TP
TPR= ——— 2.1
R TP+ FN (2.1)
FP
FPR=FpiTN
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Figure 4: ROC curves of two classification models, M; and Ms. The diagonal line indicates a
"random guessing" model [28].

However, precision@k; is sensitive due to the rarity of outliers. As a result, it is applied to highly
imbalanced datasets and often penalizes the detection model excessively [26]. For instance, in
a dataset of 100 points containing only 2 actual outliers, if an outlier detection method ranks
those true outliers at the 3" and 4" positions, the precision@2 value will be 0. A common

approach is to average the performance of a detector over various values of k.

The receiver operating characteristic (ROC) curve offers a more advanced method of evaluating
a model, plotting the true positive rate (TPR) against the false positive rate (FPR). This curve
visualizes the trade-off between the model’s ability to accurately detect true outliers and its
tendency to mistakenly identify normal points as outliers. The area under the ROC curve [27]
serves as a measure of model accuracy. The area under the ROC curve (AUC) is utilized to

compare the performances of the two models numerically.

The ROC-AUC, computed from predicted outlier scores against truth values, reflects the overall
performance of the model on both positive and negative examples. An AUC value of 1 reflects
a perfect model that makes completely correct predictions, while an AUC value of 0.5 indicates

that the model has no capacity to distinguish between the two classes.

10
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3 Background
3.1 Graph Representation Learning

Graph representation learning (GRL) methods play a crucial role in extracting meaningful in-
formation from graph-structured data and addressing complex relationships to enhance the
performance of graph-related problems. Machine learning tasks on graphs are often categorized
based on the types of problems they aim to solve [29]. Some key graph-related tasks to make
predictions at the node or edge level include node classification, link prediction, and graph clus-
tering or community detection. On the graph level, predictions are made for the entire graph,
involving classification, regression, or clustering problems. While traditional learning approaches
achieve promising results in graph analysis by leveraging well-established graph statistics and
kernel functions to extract structured features from graph data, followed by the application
of machine learning algorithms on these hand-crafted features to make final predictions [30],
they have limitations. Although these approaches can yield accurate predictions, their qualities
depend heavily on feature engineering steps, requiring an in-depth understanding of the graph
data, the choice of kernel method, and domain knowledge. Consequently, these methods may
lack scalability when dealing with large-scale graphs and may not be easily reusable for new

graphs.

3.1.1 Node Embeddings

Modern approaches aim to learn graph representation from its structural information, elimi-
nating the need for manual steps. The central idea is to encode a node, subgraph, or graph,
as a low-dimensional vector while preserving the structural information, such that geometric
distance in the latent space reflects the structure of the original graph [29]. For example, nodes
that are directly connected tend to be closer in the latent space. Node embedding is one of the
most popular task-independent frameworks for learning node features. The learned features, in-
duced from the graph’s structure, are expected to encompass the characteristics and connectivity
among entities in the graph. Node embedding can be approached through an encoder-decoder
framework, factorization-based methods (deterministic measures), or random walks approaches

(stochastic measures of neighborhood overlap).

The encoder-decoder framework utilizes graph structure to derive the learning process, involving
two learning phases [29]. Firstly, it learns an encoder model that maps each node into a low-
dimensional embedding: ENC : V — R%, where V is the set of nodes, and d is the dimension
of embedding space. Secondly, a decoder takes node embeddings as input and attempts to
reconstruct information about the immediate neighbourhood of each node. Considering the
encoder as a mapping function that maps a node v € V to its embedding vector z,: ENC(v) =

2, € R? = Z[v], where Z is the embedding matrix (or lookup table) for all nodes. One way to

11
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define the decoder is as a model that predicts similarity or connectivity between pairs of nodes,
represented as DEC : R? x R? — R*. Assuming S[u, v] is the measure of connection between
nodes u and v in the original graph structure (e.g., indicating whether v and v are connected
or their similarity on a scale from 0 to 1), the learning objective of the decoder is to optimize
the equation DEC(zy, 2y) ~ S[u,v]. The empirical loss function is derived by measuring the
discrepancy between the output DEC(zy, z,) of the decoder and the true value S[u,v] for all

training node pairs (u,v).

The encoder-decoder architecture offers a flexible system for defining various node embedding
methods based on: (i) a function measuring pairwise similarity, (i¢) an encoder function, (7i7)
a decoder function, and (iv) a learning objective or loss function. Once the learning pipeline is
optimized, the trained encoder can generate node embeddings as input features for downstream
tasks [31], including various graph outlier detection problems. For instance, node embeddings
can be treated as tabular data, and the Local Outlier Factor (LOF) method [21] can be applied
to detect node outliers. Alternatively, a prediction model can be built to predict connections

between pairs of nodes, serving as indicators for edge outlier detection.

Another perspective, based on matrix-factorization methods which are widely applied for di-
mensionality reduction problems, can be used to learn low-dimensional node representation [31].
Given a deterministic similarity matrix for every pair of nodes S € R™*"; an encoder model
ENC, with trainable parameters, that generates node embeddings z; the decoder is a func-
tion that computes the inner product of two embedding vectors: DEC(zy, z,) = Zu | 2y These
factorization-based methods [32, 33, 34] aim to learn node representation in a way that the in-
ner product between node embeddings approximates pairwise similarity measures in the ground

truth matrix S, minimizing the difference |DEC(z, z,) — S[u, v]|.

These presented embedding methods are unsupervised by nature because the learning process
depends only on the graph itself. The model is trained over a set of nodes in a way that optimizes
the reconstruction of pairwise similarity between nodes. However, there are methods that can
incorporate external ground truth, such as when labels are available in the node classification
problem, to learn node embeddings in a fully supervised manner [35, 36] or in a semi-supervised

manner [37].

Node embedding is often categorized as a shallow embedding approach, where the encoder
is trained to learn a unique embedding vector for each node in the graph. However, it has
limitations in terms of generalization for unseen nodes, especially when the graph is updated
with new information or when processing an entirely new graph. This scenario is referred to as
the transductive learning setting [36], where the trained model can only generate embeddings
for nodes that appeared during the training phase. Another limitation is the lack of ability to
incorporate existing node or edge features, which often contain rich information, into the learning

process, as these approaches consider only structural information from the graph. Lastly, since

12
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the encoder model acts as a simple lookup function for all nodes, these methods may not scale
well as the number of nodes grows, leading to an increase in the number of parameters and

computational expenses [31].

3.1.2 Graph Neural Networks

A Graph Neural Network (GNN) [38] is a general framework that extends methods of deep
neural networks (DNNs) to graph-structured data. Although GNN is primarily designed to
learn node representations, it can also be used to generate representations at the subgraph or
graph level. Moreover, it can collaborate with downstream tasks, taking the entire graph as

input and directly outputting predictions for desirable tasks.

Neighborhood aggregation is the main idea behind GNNs [38, 31], the concept is similar to the
convolution operator employed in convolutional neural networks (CNNs). Analogous to CNNs
learn higher or abstract representations of objects in an image by applying convolution opera-
tors to different local parts of the image, GNNs generate embeddings for a node by iteratively
aggregating information from its surrounding neighborhood nodes. Each node within a graph is

characterized by its inherent features and the set of nodes to which it is directly connected [38].

Message Passing is a generalization framework of node aggregation that defines how nodes in a
graph exchange information and update their representation. This idea is originally known as
Message Passing Neural Networks (MPNN) [39]. In this framework, information from each node
is considered as a message, and a set of connected nodes exchange messages with each other.
After receiving and aggregating messages from neighbor nodes, each node updates itself with

the new information. A message-passing for a node in the graph consists of three main steps:

e Node message initialization: Information from each neighbor node is considered a message.

e Node aggregation: A node aggregates all messages from its neighborhood, summarizing

them using a permutation-invariant function in which the order of messages is irrelevant.

o Node update: After receiving new information, a node updates itself by combining current

attributes and aggregated messages.

Intuitively, after each message-passing iteration, each node learns about its neighbors. Then, in
the next step, it learns about the neighbors of its neighbors. After many iterations, each node is
able to understand its position in the whole graph and repeatedly update itself. This way, the

final representation is derived from the internal structure of the graph.

A GNN model can consist of any K layers, where each layer corresponds to a message-passing
iteration that runs over all nodes in the graph. Given input with a graph G = (V, £), and a node
features matrix X € RVIX?, 2 is the final representation of node u after the training process.

A message-passing iteration at iteration k + 1 can be defined as [29]:

13



Chapter 3. Background 3.1. Graph Representation Learning

hEtl — UPDATE"(hE, AGGREGATEk({hﬁ,vu € N(u)}) 1)
k(1 k ’
Where h% corresponds to the embedding vector of node u after k iterations. The initial embed-
dings are default to initialize using node features, h) = x,,. N(u) is the set of neighbor nodes
for node u. At iteration k+ 1, the target node u will gather messages passing from its neighbors
N (u), compress them into a single message using the AGGREGATE operator, and then use
the UPDATE operator to merge aggregated information with its current state h’;, forming a
new embedding state h¥*1. The calculations in Equation 3.1 are repeated until the embeddings
converge. Once the model has converged, the output of the last layer, iteration K, is output as

learned embeddings for all nodes: Z, = hX.

The GNN model requires initial vectors as node embeddings, often leveraging node attributes for
this step. However, in circumstances where node attributes are unavailable, various alternatives
become available. The original work [38] initializes a random vector for h’. An alternative
option derives node features from the graph structure, using an adjacency matrix A where each
row corresponds to the feature vector of each node, or constructing a one-hot encoding vector
for each node, with node degree used to fill the non-zero element. A promising approach involves
utilizing pre-trained vector embeddings, which contain information about the graph structure,
generated by shallow methods such as DeepWalk [40] or Node2Vec [41]. This approach boosts
the learning of the GNN model and helps it converge quickly.

The UPDATE and AGGREGATE operators can be any arbitrary differentiable function; it
could be as complex as a neural network layer [38, 42], or a non-linear transformation such
as the tanh() function, or as simple as the maz or average operator. Different choices of
aggregation or update functions lead to different variants of GNNs. In general, when defining a
GNN architecture, it is necessary to specify the answers to the following three questions: How
to prepare a message for a node? How to summarize messages from neighbors? How to update

the current state with new information?

The most simplified GNN model, proposed by [38], is defined as:
h (Wselfhk ! + W, nezgh Z hk ! + bk) (32)
vEN (u)

Deconstructing the equation, it shares many similar characteristics with a traditional multi-layer
perceptron (MLP) model. The weight matrices Weir and Wieign, alongside the bias vector b,

constitute the model’s trainable parameters. The aggregation function sums up all messages
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from the neighbor set to generate the message mﬂ‘;v(u), with mﬂ‘;v(u) = e N(u) hy. Subsequently,
this aggregated message is integrated with information from the preceding iteration. The update
operator applies a non-linear transformation for the final aggregated message and updates the
current state of the target node u. The set of parameters, Weir, Wieigh, and b, can either be
shared across all layers of the model or be separately optimized for each layer. However, in
contrast to standard DNN models, the number of parameters and the depth (number of layers)
in GNNs do not directly indicate the complexity or computational cost of the model. The
complexity of GNNs is derived from the computational graph when performing message-passing

for each node at each layer.

Each graph neural network at layer-k£ can be reformulated from Equation 3.2 in the following
matrix form. It should be noted that in the subsequent section, the bias term b may occasionally

be omitted for notation simplicity:

H® = o(w®) gt ¢ agt=Dw®)

self neigh + b(k)) (33)

where H®) ¢ RIV*d denotes matrix of node representations at k" layer, H® = X.

The Graph Convolutional Network (GCN), as introduced by Kipf and Welling [43], stands as
one of the most widely adopted and foundational models in the field. Through the utilization
of the self-loop technique, which implicitly incorporates the update operator within the aggre-
gation function such that h¥ = AGGREGATE({hk~1 Vv € N(u) U {v}}). The architecture of
GCN models exhibits a notable property of parameter sharing, wherein W,,¢;0, and Wy are
consolidated into one identical weight matrix. The symmetric normalization acts in balancing
information aggregation, particularly in scenarios where certain nodes possess significantly high

degrees. The message-passing mechanism in GCN is defined as:

hy
: ) (3.4)
oo VINTTNG
In matrix form, the self-loop operator is simply implemented by adding the identity matrix I to
A such that A =T+ A. Additionally, symmetric normalization is accomplished by multiplying
with the diagonal node degree matrix D, resulting in A’ = D 3AD 3. Finally, where A
represents the normalized version of A after applying these two operators, a GCN model follows

the following layer-wise update rule:

A

H® = (D=2 AD~ 3z H*- D k)

_ o(AED 0 (3.5)
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While GCN employs a simple averaging aggregation method, the Graph Attention Network
(GAT) [44] adopts attention mechanisms to learn relative weights between two connected nodes.
GAT aggregates the weighted sum of information from neighbors, defined as mlj‘i](u) =D veN(u) Quvlw-
The attention weight «, , indicates the connection strength between node v and the neighboring

node w.

e W hih)

T S e S (@ W ) (3:6)

Here, f(.) represents any differentiable function that produces a scalar value, vector a and matrix
W are trainable parameters of GAT models [29]. Furthermore, various variants implement
a multi-head attention mechanism [45] in the graph convolutional operation to increase the

representation capacity of GAT models.

During the message-passing process in deep GNNs, aggregating information from a large number
of nodes often results in an exponential increase in computational complexity and possibly over-
smoothing [46], the issue where embeddings for all nodes become identical after too many rounds

of message-passing. This issue is known as neighbor explosion.

An alternative to aggregating over the entire neighborhood of a node, GraphSAGE [36], a general
inductive learning framework, samples a fixed number of neighbor nodes while performing the
graph convolution in a large-scale graph. Besides, it trains a set of aggregator functions that
leverage node features to generate embeddings, instead of learning a constant embedding vector

for each node, thereby having the capacity to generalize for unseen nodes.

In a different perspective, GraphSAINT [47] utilizes a graph sampling technique to train deep
GCNs on large-scale graphs, employing an inductive learning approach. In contrast to Graph-
SAGE, which uses layer sampling techniques, GraphSAINT takes a distinct approach. At each
iteration, a subgraph is sampled from the original training graph, and subsequently, a full GCN
operation is performed on the sampled subgraph. This concept bears resemblance to the fun-
damental technique of using mini-batch training in DNNs. GraphSAGE and GraphSAINT are

state-of-the-art methods to alleviate the "neighbor explosion" problem.

The Graph Autoencoder (GAE) represents another model used for graph representation learn-
ing. It extends the autoencoder architecture to generate a low-dimensional representation and
incorporates GNNs in the encoder to handle graph input. Given an undirected and unweighted
graph G = (V, £) and a node features matrix X, the non-probabilistic variant of GAE [48] utilizes
a GCN encoder and an inner product decoder. It computes the embeddings Z = GCN(X, A),
where A is the adjacency matrix, and the reconstructed adjacency matrix A = o(ZZ7). During
training, the model optimizes the parameters of the GCN layers to minimize reconstruction

errors which are the difference between A and A.
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Node embeddings aim to learn low-dimensional vector representations for individual nodes, en-
abling the application of off-the-shelf machine learning algorithms to make predictions on graph
datasets. In contrast, GNNs define a framework for addressing a wide range of graph-related
tasks in an end-to-end manner. In this training approach, the GNN model takes graph data
as input and generates predictions for downstream tasks without intermediate steps. This is
achieved by defining a suitable loss function based on the specific problem type. Subsequently,
the model computes the loss value and performs backpropagation to optimize the model’s param-
eters. Simultaneously, GNNs facilitate the dual processes of learning meaningful representations

and making predictions.

3.2 Node Outlier Detection on Graphs

This section presents a comprehensive review of modern techniques that are specialized in node
outlier detection. The main focus of this work are unsupervised methods that utilize GNN as

the backbone model to handle graph-based structure datasets.

3.2.1 Shallow methods

Shallow methods refer to techniques that involve transferring graph structure to a new represen-
tation that can be handled by off-the-shelf outlier detection methods. Initially constructing an
outlier detection model with shallow methods is a conventional practice as it typically involves
simple models, often avoiding complexities, and can be implemented heuristically with minimal
effort.

Statistical approaches frequently leverage common measures [49] to identify outliers and deter-
mine node outliers from their mutual interactions with others. Degree centrality can be used to
identify outlier nodes that have notably higher or lower connections in the graph. Clustering
coefficient [50] provides insight into the local cohesiveness or connectivity of nodes, uncommon
values of clustering coefficients may serve as indications of outliers. Betweenness centrality [51]
is relevant for identifying important nodes that play significant roles in connecting different
portions of the graph, especially in transportation networks. The study in oddball [52] presents

several statistical features and rules for identifying anomaly patterns in attributed graphs.

In attributed graphs, outlier nodes can also be measured by the deviation in their content
compared to other nodes. Various anomaly detection methods can directly apply to the full
feature space of X. Another set of methods heavily relies on subspace selection of node features
[53, 54, 55, 56]. For example, [56] determines for each node its statistically relevant subset of
attributes and attempts to find anomalies in a node feature subspace, allowing the detection of

meaningful outlier nodes in local contexts.
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The work in [57] proposes a novel framework that integrates graph embedding, graph parti-
tioning, and innovative dimension reduction techniques for detecting structurally inconsistent
nodes in large graphs. The objective is to derive an embedding vector for each node, in which
each dimension of the vector indicates the similarity of the node to a specific clustered region.
Specifically, nodes that are connected exhibit similar values of Z[i] in dimension ¢, while uncon-
nected nodes show diverse values of Z[i]. The embeddings possess a high level of interpretability
regarding a node’s interaction with different regions in the graph, enabling the detection of
nodes with inconsistent structures. The study presents a measure to directly quantify the level

of anomalousness of a node based on its embedding vector.

Modern node embedding techniques aim to learn node representations in a latent space, offering
convenience by converting graph structures into tabular datasets. The acquired representations
are subsequently utilized in conjunction with established outlier detection methods, such as
density-based methods [21, 58] or distance-based methods [59], to create a node outlier detec-
tor. While there are methods to estimate embedding quality, such as a low reconstruction loss
indicating an optimized compression matrix, these methods do not adequately capture the qual-
ity of the subsequent modeling step. The work by [60] evaluates the quality of embeddings in
encoding elementary properties of a node, such as page rank, degree, closeness centrality, and
clustering coefficient. The evaluation of embedding method quality often relies on downstream
tasks [61, 62, 63], for example, how well the classifier performs on new representations in a node
classification task. Consequently, selecting the most efficient embedding and modeling methods
poses a challenge, requiring careful hyperparameter tuning in both the embedding and modeling
phases, especially in unsupervised scenarios where truth labels are unavailable to provide an

accurate estimate of the outlier detection model for graph datasets.

3.2.2 Graph Reconstruction-based methods

Reconstruction-based methods are popular unsupervised anomaly detection techniques. These
methods assume that anomalies do not follow a common pattern in the dataset. When project-
ing anomalies into a suboptimal space, these data points exhibit a large reconstruction error
and are therefore determined as outliers. Dimensionality reduction methods, such as Principal
Component Analysis (PCA) or matrix factorization, are heavily utilized in this direction [9, 64].
However, these methods are primarily designed to capture linear relationships between features
and can lead to numerous incorrect outliers. An autoencoder [65] is an alternative choice to
PCA that uses neural networks to capture the nonlinear correlations between features. Hence,
it possesses the ability to compress complex nonlinear data and is likely to be more accurate
for anomaly detection [66, 11]. An autoencoder model consists of an encoder and a decoder;
the encoder maps data into a low-dimensional representation, and the decoder attempts to re-

construct the original data from the new representation. The autoencoder model is optimized
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Figure 5: The overall architecture of DOMINANT [69].

by minimizing reconstruction errors. Since the autoencoder provides a flexible framework for
defining an outlier detector naturally from the reconstruction error, several works have been

proposed in this direction.

DONE [67] introduces an unsupervised deep learning model to detect global, structural, and
community anomalies in attributed graphs. The model employs two distinct autoencoders: a
structure autoencoder and an attribute autoencoder, both utilizing multiple-layer perception
(MLP) architectures in their encoders and decoders. Each autoencoder is trained independently
by minimizing reconstruction errors, one on the structure data A and the other on the attribute
data X. Nodes that are hard to reconstruct, and thus exhibit higher reconstruction errors, are
considered as potential indicators of anomalies. The anomaly scores for nodes are computed
based on their reconstruction errors, and the top-k nodes with the highest anomaly scores are

determined as anomalies.

GNNs have made significant progress in graph representation learning. Furthermore, the nature
of the autoencoder model provides a straightforward indicator of abnormal data points through
reconstruction loss. As a result, there is substantial research interest in exploring GNN-based
autoencoder architectures to enhance outlier detection performance in graphs. These techniques
take the graph structure and node attributes as inputs for the encoder to learn node embed-
dings. By leveraging GNNs’ ability to capture complex relationships within graph-structured,
GNN-based autoencoder enhances the robustness of the outlier detection process, making it
a powerful tool for anomaly detection within complex graph data. The Graph Autoencoder
(GAE), representing one of the simplest approaches within this category, which includes a GCN
encoder and an inner-product decoder, can be directly employed for the detection of node out-
liers. For instance, the work in [68] attempts to convert an original tabular dataset into a
knowledge graph and utilizes a GAE model to directly quantify outliers based on the GAE

output as reconstruction errors for all nodes.

DOMINANT [69] employs an attributed encoder, a structural decoder, and an attributed de-

coder. The attributed encoder takes input as graph structure A and node attribute X, using

19



Chapter 3. Background 3.2. Node Outlier Detection on Graphs

I-;--- ----- ¥ - - ;-d ------------------ ]
_____ 3 ode S
T T ! P L 4 Embedding , - = = == === 1] !
g i@ 1 1
h = 1| @ °® VAGE : ' :
L] mm s ' 1 'y
R {os - B oM i
r! | ¢ ! 1
~I \ » oo =l
mm i< 1P [ ] = Becolo: ] A 2,
\[0 | et P E )
¢! LY i S iy ] =4
? = s ol ®of: e i £
] s 11Y e 1 o!
N s i 1t o
[i1] | r : ([ ® i |$| X &,
i 5 1 I
L - R ~Bo Somy = :
:S'D_'Irafspose @ Inner Product : : E 1 @ ® Attributez ! Attribute : : : :
:'_ . : Structure Autoencoder : ------- | :L Embodding L D__e(ioge_r o : _________
! : Attribute Autoencoder ! I """"""" R o I
- oo 1 Score

Figure 6: The overall architecture of AnomalyDAE [70].

GCN for node representation learning. For example, Z = GCNT (X, A), where GCN™ indicates
a GCN model with at least one graph convolutional layer. From the learned node embeddings
Z, the structural decoder aims to reconstruct the original graph structure A= o(ZZ"), while
the attributed decoder aims to reconstruct node attributes X = GCN(Z, A). DOMINANT
computes the structure reconstruction error Rg = A — A and attribute reconstruction error
Ry =X-— X, and defines the learning objective function as £ = (1 — a)Rg + aR4, where «
is a weighted parameter. During inference, the anomaly score of each node v; is subsequently
calculated by score(v;) = (1 — a)l||a; — ai||2 + a||zi — &i[]2. In the sense that a higher score
indicates a greater likelihood of being an outlier, DOMINANT assigns a score to all nodes in
the graph, and outliers can be determined either by selecting the top-k nodes with the highest
scores or by identifying the set of nodes with scores larger than a predefined threshold. In this
way, DOMINANT formulates the task of anomaly detection as a ranking problem, where all

nodes are ranked according to their degree of abnormalities.

While DOMINANT employs a single GCN encoder, AnomalyDAE [70] proposes a dual autoen-
coder consisting of a structure autoencoder and an attribute autoencoder. The dual autoencoder
jointly learns the latent representation of nodes and attributes, capturing interactions between
the network structure and node attributes during training. AnomalyDAE utilizes a structure au-
toencoder for network structure reconstruction and an attribute autoencoder for node attribute
reconstruction. The structure autoencoder first transforms node attribute X into a latent repre-
sentation ZV, then employs a GAT layer that takes inputs as node structure A and transformed
node attribute ZY to learn the final node embeddings ZV. Finally, the structure decoder recon-
structs structure information A = ¢(ZZ%). The attribute autoencoder applies two non-linear
transformations on node attribute X to learn the low-dimensional representation for attribute
embeddings ZA. Then, the attribute decoder takes the learned node embeddings ZY and at-
tribute embeddings Z4 as inputs to compute the reconstructed node attribute X=2z V(ZA)T.
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Analogous to DOMINANT, AnomalyDAE aims to minimize reconstruction errors of both the
graph structure and node attributes to optimize the learning process. Subsequently, it mea-
sures anomalies in the graph using anomaly scores defined from the reconstruction errors of
nodes, considering both structural and attribute perspectives. AnomalyDAE is regarded as an
enhanced version of DOMINANT.

Under the intuition that anomalies may appear typical from one view but abnormal from another
view, ALARM [71] proposes a deep multi-view framework that incorporates user preferences into
anomaly detection on attributed graphs. The input graph is supplied with k-view node attributes
(X X (k)) that are subsets from the original node attribute X. The encoder applies multiple
GCNs to encode the attributed graph under different views separately. Then those extracted
view-based node embeddings are unified using a weighted aggregator to generate the final node
representation. In subsequent steps, ALARM follows similar approaches to DOMINANT, uti-
lizing both a structure and an attribute decoder to decode original data in A and X from node
embeddings. The training objective aims to minimize structure and attribute reconstruction

errors. Finally, a weighted scoring function uses those reconstruction errors to spot anomalies.

3.2.3 Adversarial Learning-based methods

A set of methods utilizes Generative Adversarial Networks (GANs) for outlier detection has
emerged. GANs provide a flexible approach for outlier detection by learning the underlying data
distribution of normal samples with a min-max optimization framework. In the context of outlier
detection, the generator synthesizes samples similar to normal data, while the discriminator

learns to distinguish between original (normal) and generated (outlier) samples.

AEGIS [72] proposes a GAN-based framework that can be applied in both transductive and
inductive settings by training two separate components. Firstly, AEGIS learns anomaly-aware
node representations through an autoencoder that employs a Graph Differentiation Network
(GDN). The GDN layer utilizes an attention-based mechanism to learn from arbitrary-order
neighborhoods. Secondly, a GAN model is trained with the learned node representations to de-
tect outliers. The generator G generates informative potential anomalies, while the discriminator
D attempts to distinguish if a representation input comes from a normal node or a generated
anomaly. To perform outlier detection on a new node z’, the node representation 2’ is generated
with the trained autoencoder, and then an outlier score is computed from the output of the

discriminator D as follows: score(z’) =1 — D(2').

In another approach, GAAN [73] employs a generator to create fake nodes, an encoder to learn
node representations for both real and fake nodes, and a discriminator to identify whether an
edge is from the real or fake connected nodes. The generator GG, which utilizes MLP layers, aims

to learn the node attribute distribution in X and uses Gaussian random noise to generate fake
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X'’. Next, an encoder with three MLP layers maps inputs from X and X’ to a low-dimensional
space, Z and Z'. Subsequently, GAAN tries to reconstruct the original graph structure from
low-dimensional representation such that A = 0(ZZ7) and A’ = o(Z'Z'"). The discriminator
is trained to distinguish whether the dot product of any node pair (v;,v;) is from Aor A , using
cross-entropy loss. During the inference phase of outlier detection, the outlierness of a node v;
is derived as a weighted sum of two scores. The first score, Lg, indicates how well the node
attribute x; is reconstructed by the generator, with a larger value suggesting a higher likelihood
of abnormality. The second score, Lp, comes from the discriminator loss, which is the sum of
cross-entropy losses for all node pairs (v, v;), with j = 1..n, measuring the loss when all node

pairs of v are identified as a real edge.

3.3 Deep Ensemble Anomaly Detection (DEAN)

Graph outliers, as presented, can be defined from multiple perspectives and belong to different
types of outliers existing within a dataset. Each outlier detection model is tailored to identify a
specific type of outlier. Therefore, aggregating the predictions from these models into an outlier

ensemble has the potential to significantly enhance the quality of anomaly detection.

Deep anomaly detection models often utilize deep neural networks, which consist of multiple
hidden layers, to effectively capture complex patterns within datasets and exhibit the flexibility
to adapt to arbitrary feature spaces. While deep models are powerful tools for identifying
anomalies, they often encounter challenges regarding the inconsistency of output outlier scores,
thereby posing a challenge for comparable scoring of outliers across different deep anomaly
detection models. In addition, reconstruction-based models, such as autoencoders, attempt to
optimize their parameters to fit as many data points as possible, aiming to achieve the lowest
reconstruction loss. This often leads to a model with low variance after training. Because of

this, building an ensemble from deep anomaly detection models becomes more complicated.

The main work of this thesis applies the concepts of Deep Ensemble Anomaly Detection (DEAN)
[74] in an attempt to build a robust outlier detection model. In short, DEAN defines a general
framework for outlier ensembles in which its learning objective function forces the outlier detec-
tion sub-model to output consistent outlier scores, thereby enabling the effective combination
of them into a deep ensemble model. Firstly, DEAN defines a set of four key properties for each
outlier detection sub-model, allowing for the creation of an optimal ensemble model. Secondly,
DEAN introduces a trivial learning objective function that enables the comparable scoring of
multiple models. Thirdly, DEAN suggests a method to combine the outlier scores from multiple
sub-models, incorporating a parameter derived from the training data to make the final outlier

score more reliable.

The four key properties that DEAN suggests are:
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e Scalability: DEAN emphasizes the importance of quickly generating a good sub-model to
be integrated into an ensemble, enabling the combination of numerous models and reducing
the variance of the ensemble model. Also, DEAN suggests that in situations when limiting
the maximum number of models in the ensemble may not be optimal. For example,
building an ensemble using multiple algorithms or employing different hyperparameters

from one algorithm.

e Depth: This property refers to the sufficiently robust performance of a sub-model. A
good sub-model should be capable of learning complex patterns, but does not have to
capture all the complexity, and can facilitate the identification of non-trivial anomalies

when combined with others.

e Variability: Each sub-model should demonstrate high variance in its prediction. Identical
predictions from sub-models limit the capacity of the ensemble to learn and identify non-
trivial anomalies. Thus, maximizing variance between predictions is vital for optimal

ensemble performance.

e Consistency: DEAN emphasizes the importance of consistency in outputting outlier
scores for each sub-model. This entails maintaining similarity in the scores produced by
each model, implying constancy in certain variables and uniformity in the scale of model
predictions. Consistency is necessary to ensure that each individual model integrates

effectively into the ensemble and performs well with the combination function.

DEAN proposes a simple learning objective function: training each model to output a constant
value of 1. This trivial loss function enables quick training of a sub-model and facilitates integra-
tion with any type of base model that outputs a numeric value, thereby enabling the scalability
property of the sub-model. Given an outlier detection model f(), the DEAN loss function is

defined for each data point Ztrq;, in the training dataset as follows:
lpEAN = (f(-%frain) - 1)2 (37)

DEAN highlights the risk of ending up with a trivial solution like having a constant model always
outputting 1. Since neural network layers are typically expressed mathematically as WX + b,
where W and b are learnable parameters, DEAN proposes that partially, or completely, removing
bias term b from the neural network model can lower the likelihood of obtaining a basic model,
making it less likely to become a universally approximate function. Removing a parameter also
enables the model to converge more quickly and does not significantly alter the final performance
of the ensemble model. Additionally, employing ReLLU or Leaky ReLU as activation functions,
rather than non-linear functions like tanh or sigmoid, can aid in mitigating trivial models. This
is because the nature of tanh or sigmoid functions can rapidly drive model outputs towards 1,

potentially leading to trivial solutions.
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Defined in this way, a DEAN sub-model is expected to produce f(z) ~ 1 for normal samples,
while a high deviation of f(z) from 1 implies anomalous samples. The DEAN scoring function
has the following form:

scoreppan = |f(z) — ¢ (3.8)

Defining ¢ = 1 as the first simple choice is natural. In addition to that, DEAN suggests that
deriving ¢ from the training data is better aligned with data distribution that is learned from

the training process, such that ¢ = mean(f(zirqin)-

A single DEAN sub-model, f;(z), represents an outlier detection model that outputs outlier

scores for sample z. The final outlier score is aggregated from n sub-models (f1, .., f,) as in the

1 n
SCOT €ensemble — E Z f@2 (:E) (39)
=1

It is noteworthy that DEAN makes the scale of each base model comparable, eliminating the

following equation:

need for a normalization step for outlier scores in the subsequent ensemble combination.
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4 Approach

This section outlines the methodology for constructing an ensemble outlier detection model.
The base model extends the Graph Neural Network (GNN) architecture to ensure that each
sub-model is sufficiently deep to accommodate the complexity of graph datasets. Next, each
base model is trained using the principles of DEAN to output a constant value, thereby ensuring
consistency among sub-models’ predictions and facilitating the creation of a robust ensemble

model.

The graph ensemble is achieved via feature-bagging, where we utilize graph sampling techniques
based on inductive learning approaches to preserve the connectivity information in graphs while
employing feature-bagging. Specifically, we employ two selected methods, GraphSAGE [36]
and GraphSAINT [47], to sample graph data during the training of a single outlier detection
base model. Feature-bagging reduces the dimensionality of training data and expedites the
convergence of the base GNN model, thereby enabling the training of numerous GNN models
with high scalability. Additionally, inductive learning methods ensure that the trained base
model can generalize effectively on unseen data, guaranteeing a good performance of the base

model while maintaining considerable variability among their predictions.

4.1 DEAN on Graphs

We extend DEAN to graphs by training a GNN model to output a constant value, providing us
with flexibility in manipulating different GNN architectures for the core model. Given a graph
G =(V,&), where V is the set of nodes in graph G, the first GNN-based DEAN model learns to

assign a numeric value to each node v € V such that: f:)V — R™T.

Specifically, we start with a GCN-DEAN model comprising two GCN layers followed by a multi-
layer perception (MLP) layer. The backbone GCN model is aimed at learning a low-dimensional
node representation, denoted as matrix Z € RVI*4 Followed by an MLP layer designed to
map the latent node representations to scalar values representing outlier scores for each node,
the MLP layer is referred to here as a fully-connected (FC) layer. By employing ReLU as
the activation function for each GCN layer, such that z = maz(0,x), the forward model f is

expressed in the following straightforward form:

f(v) = FC(ReLU(GCN3(ReLU(GCN;(v))))),veEV (4.1)

Recall the matrix form of GCN layer-wise in Equation 3.5. Let A be the adjacency matrix
representing the graph structure, X be the feature matrix representing node features, and A be

the pre-processed symmetric normalized version of A. The example GCN-DEAN model, with
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an optionally included bias term, can be described as follows:

F(X,A) =w? 7z 4+p? 42)
= WA ReLU(AReLU(AXW© 4 p@)yiw ) 4 p(1)y 4 p() '
where WO, W w@ p© p1) and b2 are learnable weight matrices and bias terms, respec-

tively, for the first GCN layer, the second GCN layer, and the fully-connected layer.

After performing the forward phase for all training nodes, we compute the mean squared error
(MSE) loss:

L=ty (43)

i=1
where y; = f(v;) is the predicted outlier score for node v;, calculated from Equation 4.1 or 4.2.

During the backward phase, gradients of the loss with respect to the parameters W® and p®
of the model are computed to update the model’s parameters. The model can then be trained
using gradient descent algorithm [75] to iteratively adjust the model’s parameters and minimize

the respected MSE loss function.

Once a single GCN-DEAN model f has been trained, we apply it to infer outlier scores for all
nodes v € V in the graph:

scoreppan(v) = |f(v) — q| (4.4)
where ¢ is a user-defined parameter.

After training n GCN-DEAN models (f1, .., ) independently, the final score is combined using
DEAN’s suggested function in Equation 3.9. Additionally, we employ the "max" aggregation
operator for scoring combination, which maintains consistency in outlier scores. The "max"

operator simply takes the highest score from all sub-models:

SCOT €ensemble = max(fl: (3] fn) (45)

In the following step, outliers in graph G can be determined as nodes with the highest top-&
scores or nodes with scores higher than a pre-defined threshold 7. Although this step is not
included in the training process of the model, with properly fine-tuned values, it can greatly

affect the quality of the final prediction and evaluation result.

The flexible nature of DEAN allows us to easily experiment with different architectures of the
core detection models. In aiming to find the best parameter settings for GNN-based DEAN

models, we are able to conduct experiments covering the following aspects, but not limited to:
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o Experimenting with different values of k£ when pulling messages from neighbor nodes during
message-passing forward. Here, the number of GNN layers is chosen between 2 and 4 layers.
A very deep GNN model can be computationally expensive and may lead to the problem
of "over-smoothing" [46] where all node embeddings end up being identical and not useful

for the detection step.

o Experimenting with different graph neural networks, including GCN [43], GAT [44], Graph-
SAGE [36], and GraphSAINT [47].

o Experimenting with the full and partial usage of the bias term, as well as no bias term.

o Experimenting with different values for the parameter ¢ when deriving outlier scores. The
first choice is ¢ = 1, and the second choice involves deriving it from the average outlier

scores of training samples, such that ¢ = mean(f(Zirain))-
o Experimenting with different combination functions.

Training and inferring a GNN model can be computationally expensive, especially with large
graphs. Taking a GCN model as an example, recall that a layer-wise operator of GCN is defined
as H®) = O'(AH(k_I)W(k)) in Equation 3.5. The computational complexity of GCN is linear in
the number of edges in the graph [43, 76]. In which, the cost for neighbor aggregation AH is
O(L|&|F), and the cost for feature transformation when multiplying aggregated information with
W is O(L|V|F?), where L is the number of layers in the model, and F is the dimensionality of
the node feature vector [76]. Even if feature transformation can be effectively calculated using
parallel multiplication, the main bottleneck arises from performing full neighbor propagation
with sparse-dense matrix multiplications AH, which remains in a time complexity bounded by
O(L|E|F). Additionally, space complexity when using a sparse representation for matrix A is
O(|€]), which can occasionally lead to out-of-memory issues. Hence, while the aim is to create
a robust ensemble, it is essential to strike a balance between computational resources and the
efficacy of the ensemble model. This involves considering factors such as the number of base
models and the depth of the GNN layers within each base model.

4.2 Graph Ensemble

In high-dimensional datasets like tabular data, feature-bagging is often employed to enhance
ensemble model diversity. The idea involves repeatedly sampling subsets of dimensions, then
training a base model from each subset. However, graph features are more complicated, includ-
ing node features, edge features, and structural properties. While performing feature-bagging
on node features presents the most straightforward approach to conducting an ensemble, it is
inefficient due to the computational complexities arising from aggregating neighborhood features

when training a single GNN model, which is defined by the graph structure. Conversely, per-
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forming feature-bagging on graph structure demands careful design to avoid disrupting crucial

relational properties inherent in graphs.

The vanilla GCN utilizes the entire training graph and aggregates information from all neighbors
of each node during message-passing. While this approach is crucial for learning a good repre-
sentation because a node is defined not only by its features but also by its connections to others,
it poses limitations for scalability. Among the various ensemble approaches outlined in Section
2.2, graph sampling stands out as preferable due to its ability to mitigate the computational
complexity associated with constructing a base detector, particularly when contrasted with the
utilization of the full GCN.

To preserve connectivity information crucial for defining a good representation for each node
while performing sampling on graphs, we employ two graph sampling techniques that have
demonstrated capability in inductive learning. The first technique, known as Layer-wise sam-
pling methods, samples a subset of the neighbors at each layer. The second sampling technique
involves sampling a sub-graph and performing full message propagation on the sampled sub-
graph across all layers. Even though those methods were originally designed to expedite the
training time of a GCN model and scale GCN on large graphs, they establish a framework for
performing graph sampling, thereby facilitating the development of a robust graph ensemble

outlier detection method.

Instead of requiring all nodes in the neighborhood to be present during message-passing, layer-
wise sampling methods sample a subset of the neighbors at each layer. GraphSAGE [36] is the
first method in this category that performs layer-wise node sampling and introduces the idea of
generalized neighborhood aggregation. On one hand, the method uniformly samples s,, neighbors
for each node from the previous layer and generates embeddings only for the sampled nodes.
This ensures a maximum sample size, bounds the computational complexity, and enables mini-
batch training. On the other hand, instead of learning embeddings for individual nodes in the
training graph, GraphSAGE employs a set of learnable aggregating functions. Each aggregator
function learns to aggregate feature information for a given node at different numbers of hops
to the neighbors. During the inference phase, these aggregator functions are key to generating

embeddings for unseen nodes, leveraging node features.

The space and time complexity for GraphSAGE is bounded at O(bs% F'), where L is the number
of layers, F' is the number of node features, and b is the number of nodes present in an iteration
(batch size). The complexity can grow exponentially with L. To limit the exponential expansion,
FastGCN [77] and LADIES [78] propose another effective sampling strategy: sampling a fixed
number of nodes across all layers, where nodes are sampled according to the probability for the

whole layer. These methods reduce the complexity bound to O(Ls2F).

In contrast to sampling across the layers, another set of graph sampling methods sample a
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subgraph from the original one at the beginning and perform full GCN on the sampled subgraph
across all layers. Cluster-GCN [79] partitions the original graph into multiple subgraphs using
a graph clustering method [80], and subsequently performs full feature aggregation for one
subgraph in each mini-batch. GraphSAINT uses a sampler to obtain a properly connected
subgraph, enable mini-batch training to perform full GCN on the sampled subgraph. Initially, a
set of nodes are sampled, and the sampler returns a subgraph induced from the sampled node.
A pre-processing step estimates the probability of a node and an edge being sampled by the
employed sampler. Subsequently, the sampled probabilities are used to normalize the neighbor
aggregation within the subgraph. The normalization steps aim to reduce the effects of bias in
the mini-batch estimator, where nodes with higher degrees are more likely to be sampled in a

subgraph.
To highlight differences between GCN and graph sampler techniques (GraphSAGE, Graph-

SAINT) in node sampling and message aggregation, we present an example in Figure 7. In this
illustration, we aim to learn embeddings for the target node (4). Feature information aggregated
from its local neighborhood with a hop number k£ = 3, indicating a GNN model with L = 3
layers. The orange circle represents nodes involved in the message-passing process. GCN em-
ploys full forward propagation, reflecting the "neighbor explosion" phenomenon with increasing
k. GraphSAGE limits the number of sampled nodes at each layer, while GraphSAINT first
samples an induced subgraph for the target node (4), followed by vanilla GCN processing on
the subgraph.

In conducting a graph ensemble, we utilize GraphSAGE and GraphSAINT for graph sampling,
which enables the possibility of having numerous graph neural network-based detectors within
constrained resources, such as time and memory. During each mini-batch, a base outlier detector
is trained on the sampled subgraph following the DEAN framework. Subsequently, each base
detector is used to infer outlier scores for the entire original graph, and all predictions are
combined to produce final outlier scores for all nodes. This approach shares similarities with
the feature-bagging ensemble method. However, it takes a different path than directly applying
feature-bagging to node features, which could be seen as an extension of previous research
[53, 54, 55, 56]. Yet, exploring ensemble methods in this direction still involves dealing with the
high complexity of the vanilla GCN-DEAN model and is therefore not evaluated in this study.

The graph sampling operator, however, introduces bias when learning node representations
during each mini-batch [47], consequently impacting the performance of the base detector model.
With less information available to train a base model, there is increased uncertainty in the base
model’s predictions when applied over the entire graph, thereby increasing the base model’s
variance. We aim to determine the optimal settings for the DEAN model within a graph context
to enhance the ensemble model and achieve the greatest improvement. The results of our

investigation are presented in the following section 5.
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(¢) GraphSAINT: full propagation in a sampled subgraph.

Figure 7: Difference in sampling and aggregation methods illustrated to update node 4,
comparing GCN (a), GraphSAGE (b), and GraphSAINT (c) with L = 3.
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5 Implementation

In this section, we conduct experiments on node outlier detection to evaluate the performance of
the GNN-based DEAN approach against state-of-the-art existing methods. We aim to address
the following questions: Does the DEAN approach effectively function in the context of graph
data? What are the optimal DEAN settings for graph data? And, how scalable is DEAN when
applied to graph datasets?

5.1 Experiment Setup

In this section, we describe the benchmark datasets employed to evaluate the performance of
our outlier detector. We then discuss the selection of baseline models, which represent off-the-
shelf approaches in the graph outlier detection problem. Finally, we present the settings for our

DEAN approach in conducting an ensemble model.

5.1.1 Benchmark dataset

We utilize five datasets from various domains and scales for experimentation. Each dataset
includes ground truth anomalies necessary for evaluating the performance of unsupervised de-
tectors. Anomaly nodes are either marked from the original datasets or generated as outliers
through different injection methods. We select datasets that are neither too small with only
a few outliers, which can lead to biased results when evaluating a model, nor very large-scale
datasets, to ensure that most detection methods can be applied feasibly and computational

efforts remain reasonable.

Dataset Type Outlier Type | #Node | #Edge | #Feature | #Outlier
inj__amazon | undirected injected 13,752 515,042 767 694
inj_ cora undirected injected 2,708 11,060 1,433 138
reddit undirected organic 10,984 168,016 64 366
weibo directed organic 8,405 407,963 400 868
yelpchi undirected organic 45,954 | 3,846,979 32 6677

Table 1: Statistics of Benchmark Graph Datasets.

Cora [81] is a citation dataset where nodes represent publications and edges represent citation
links. Node features are sparse bag-of-word vectors extracted from document content. Amazon
[82] is an e-commerce dataset where nodes represent products, and nodes are linked if they are
frequently purchased together. Node features are encoded as bag-of-word vectors extracted from
product reviews. The Inj_ cora and Inj__amazon datasets are modified versions of the original

Cora and Amazon datasets using the injected contextual and structural outliers methodology
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described by [5]. The injection method fixes a set of nodes in the original graph and modifies
the existing edges to inject structural outliers, and it also modifies node feature vectors to inject

contextual outliers.

Weibo [83] is a social media dataset that connects two users (nodes) who use the same hashtag.
Node features are a combination of a location one-hot vector and a bag-of-word vector extracted
from post texts. A user who has made at least five suspicious events is regarded as an outlier in

the graph.

Reddit [84] is another social media dataset that connects user nodes and subreddit nodes. A
banned user is regarded as an outlier in the graph. Each post’s text is converted into features.
The features of each user node or subreddit node are obtained by summing the features of all

posts belonging to that node.

Yelp-Fraud [85], a multi-relational graph dataset extended from YelpCHI [86], contains three
heuristic-derived relations between reviews (nodes), for example, reviews posted by the same
user or reviews under the same product with the same rating are connected. YelpCHI is a spam
review dataset containing hotel and restaurant reviews. The dataset is marked with genuine and
fake reviews, as well as spammers and normal reviewers. Node features consist of 32 handcrafted
features [86] from review raw information (including product and user data, timestamp, rating,

and review text).

5.1.2 Choice of baseline methods

We compare DEAN against popular baseline methods, including:

o Autoencoder-based method: Variational Graph Auto-Encoder (VGAE) [48] is applied, and

outlier scores are determined by the reconstruction errors of node features.

o Shallow methods: Here, we applied node embedding techniques (Node2Vec [41], VGAE
[48]) to learn efficient node representations. In the next step, we apply Local Outlier

Factor (LOF) [21] to detect anomalous nodes on the learned node representations.
o State-of-the-art reconstruction-based methods: DOMINANT [69] and AnomalyDAE [70].

o Generative adversarial learning approach: GAAN [73].

Since the baseline methods are not designed for ensemble settings, we report results from fit-
ting each model with each dataset only once. Moreover, reconstruction-based and GAN-based
methods are computationally expensive, even for one-time fitting. This high computational cost
poses a significant challenge when attempting to construct an ensemble model from these base-
line models. However, we conducted one experiment with DOMINANT to demonstrate that

building an ensemble does not provide much benefit from those highly stable baseline models.
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In addition, for all methods that are backed by GNN layers, such as VGAE, DOMINANT,
AnomalyDAE, and GNN-based DEAN, we aim to maintain fairness between experiments by
avoiding fine-tuning parameters to fit a particular dataset optimally. Most parameters remain
fixed across models, such as the hidden dimension of GNN layers and the number of GNN layers
in the backbone GNN model.

5.1.3 DEAN with ensemble settings

The flexibility of DEAN allows us to experiment with different settings to find the best config-
urations for DEAN in the graph context. As previously described in Section 4.1, DEAN has
various parameters, including the number of GNN layers, the type of GNN layer used in the
sub-model, whether to include a bias term, the choice of ¢ when inferring outlier scores, and
different combination functions for sub-model predictions. Except when explicitly mentioned,

all DEAN models in this section refer to an ensemble model.

Experimenting with all combinations of possible values can be exhaustive. Therefore, we con-
strain the next experiment based on the best findings from previous ones. In the first experiment
with GCN-DEAN, where we utilize full propagation in the GCN layer to learn node represen-
tations, our goal is to determine which settings are optimal for DEAN in terms of the usage of

bias term, parameter ¢, and combination function.

In the second experiment, we compare GraphSAGE and GraphSAINT sampling techniques in
terms of increasing the base model variance and boosting ensemble model performance. Specifi-
cally, GraphSAINT works by sampling subgraphs, allowing us to conduct experiments using two
approaches. In the first approach, we sample a subgraph and build a base model from it. In the
second approach, we adopt a mini-batch training paradigm, where a base model is iteratively
trained over many iterations. During each iteration, a subgraph is sampled. This way, a base

model is able to see the entire original graph while still performing graph sampling.
Some hyperparameters are employed constantly throughout the experiments:

o number of epochs to train a sub-model: 50.

e number of sub-models: 100.

o number of GNN layers in a sub-model: 3.

e The dimension of hidden GNN layers: due to diversity of node feature dimensions among
datasets, we use a dimensionality of 64 when fitting the model with the Amazon, Cora, or
Weibo datasets, and 16 for the remaining datasets. This parameter is applied consistently

across all baseline models.

Finally, three combination functions are employed: "ssq", the proposed function of DEAN,

alongside "mean" and "max" functions.
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5.2 Experiment Results

In this section, we present the evaluation results of baseline detectors as well as the DEAN
approach for detecting node outliers in graphs. Firstly, we present the performance of baseline
models. Then, we showcase the results of GNN-DEAN in various ensemble settings. Finally, we
provide additional experiments where we analyze the suitability of DEAN for different types of

outliers and investigate whether ensemble settings are suitable for any kind of base model.

5.2.1 Performance of Baseline Model

In the initial set of experiments, we utilize graph autoencoder (VGAE) to directly assess the
anomaly degree of each node based on reconstruction errors derived from the node features. In
the subsequent set of experiments, we leverage standard graph embedding techniques, Node2Vec
and VGAE, to learn node representations. We then apply LOF, a popular outlier detection tech-
nique for tabular datasets, to the new representations of nodes obtained from these techniques.
The third group of experiments employs more sophisticated reconstruction-based approaches,
including DOMINANT and AnomalyDAE. Additionally, a GAN-based method is included to
ensure a comprehensive evaluation. The result is presented in table 2, where we highlight cases
where the model achieves ROC-AUC scores of at least 0.7, indicating performance better than

random guessing.

Dataset VGAE | VGAE-LOF N2V-LOF | DOMINANT AnomalyDAE | GAAN
inj amazon | 0.74 0.47 0.41 0.72 0.75 0.56
inj_cora 0.71 0.68 0.48 0.77 0.71 0.53
reddit 0.54 0.52 0.47 0.56 0.53 0.55
weibo 0.92 0.52 0.54 0.91 0.93 0.92
yelpchi 0.60 0.55 0.52 0.48 ! 2

Table 2: ROC-AUC comparison among baseline models.

The selected benchmark datasets pose significant challenges for all methods under considera-
tion. Reconstruction-based techniques exhibit promising performance, particularly on injected
datasets. Interestingly, the Weibo dataset emerges as comparatively easier for advanced detec-
tion methods. In contrast, both the Reddit and YelpCHI datasets present considerable chal-
lenges, attributed either to their scale or the inherent difficulty posed by organic outliers. The
graph autoencoder, despite its simple architecture, performs reasonably well compared to other,

more sophisticated methods.

!Experiment failed due to memory limitations.
2Experiment failed due to memory limitations.
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5.2.2 Initial Performance of GCN-DEAN
A single DEAN model

Before conducting an ensemble, we want to investigate how a single DEAN model performs.

Figure 8 illustrates the high variance of a single DEAN model when applied to the Inj__amazon

dataset.
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(a) ROC-AUC scores when fitting a sing DEAN. (b) Outlier scores distribution changes.

Figure 8: The behavior of a single DEAN model during the training process.

In an unsupervised setting, relying solely on training loss to determine when to stop training
presents challenges. The training loss, depicted by the orange line in Figure 8a, provides infor-
mation about how far the model output deviates from a constant value. However, it does not
indicate the point at which the model has learned the most useful information before becom-
ing a trivial solution. The blue and green lines show the evaluation results of the model after
training at specific epochs when applying different outlier score inference functions, represented
by different parameters of ¢ in Equation 3.8. While there is no strong correlation between loss
value and ROC-AUC scores, it is expected that the model becomes more stable after a certain
training point. On the other hand, Figure 8b depicts the change in distribution of model output,
outlier scores, at different epochs. As training progresses, we observe an increasing number of
outlier scores of 0, indicating that DEAN has learned to assign values close to a constant 1 for

most nodes in the graph and effectively captured common patterns in the graph.

In the first experiment, we utilize a full GCN layer and aim to determine the optimal settings
for DEAN: specifically, which combination function performs best among the three employed
operators? We investigate whether using a bias term or no bias is beneficial, and evaluate

whether an ensemble model outperforms a single DEAN model.
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Does ensemble help in improving detection performance?

The performance of the ensemble model, although dependent on many factors, has the high po-
tential to create a more robust outlier detector. Figure 9b demonstrates the ensemble’s progress
in final prediction when adding more base models. While this trend is not consistently strong
across all datasets, indicating that the ensemble model is not always superior to all base models,
it does show promise in the direction of creating a more stable ensemble model. In addition,
although ensemble performance varies depending on different post-processing combination op-

erators, it consistently either shows an increase in progress or stabilizes in its predictions.
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(c) Progress of ensemble model in Inj amazon. (d) Progress of ensemble model in YelpCHI dataset.

Figure 9: GCN-DEAN performance on the Weibo dataset. Figure (a) illustrates high vari-
ance among base models (boxplot) and ensemble performance varying by different
settings (parameter ¢, combination function). Figures (b), (c), and (d) demonstrate
the progress of ensemble models as the number of base models increases, respectively,
on datasets Weibo, Inj_amazon, and YelpCHI.
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Which combination functions are better?

Figure 10 illustrates the performance of the ensemble GCN-DEAN models on injected datasets.
Overall, the three combination functions (ssq, mean, max) perform similarly. However, the "max"
operator slightly outperforms the others in boosting ensemble performance when combining
outlier scores from base models. Additionally, inferring outlier scores using the parameter ¢ =
mean(Zirqin) tends to produce a more robust base model, enabling better conditions for building
a superior ensemble model. Given this observation, in the following results, we report the

performance of the ensemble model using only the "max" combination operator for consistency.
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Figure 10: GCN-DEAN performance on injected datasets: models with bias term (Figure (a)
and (c)), models without bias term (Figure (b) and (d)).
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Bias or no bias?

Table 3 and 4 provide an overview of the GCN-DEAN model in two different settings: using a
bias term or no bias term. The bias term contributes to increasing the variance of base models,
and in some situations, it can lead to a better ensemble model. This phenomenon is inferred
from the table result by comparing the performance of the worst (min) and best (max) base
model. Additionally, it is depicted by the size of the boxplots in Figure 10. For example, with
q = 1, the ensemble models with a bias term are slightly better for all datasets. On the other
hand, with ¢ = mean(¢qin), there is a significant improvement with ensemble models using
a bias term, particularly in the Weibo dataset. Therefore, in subsequent experiments, we only

report the performance of ensemble models using the full bias term in all model layers.

q=1 gq=mean
min max ensemble | min max ensemble
inj_amazon | 0.35 0.54 0.45 0.61 0.61 0.61
inj_ cora 0.35 0.65 0.54 0.64 0.64 0.64
reddit 0.49 0.51 0.50 0.49 0.49 0.49
weibo 0.28 0.40 0.51 0.48 0.70 0.72
yelpchi 0.50 0.52 0.51 0.50 0.52 0.52

Table 3: ROC-AUC scores for GCN-DEAN, no bias term. min, maz, and ensemble are perfor-
mances of the worst base model, the best base model, and the final ensemble model.
Combination function using max operator.

q=1 gq=—mean
min max ensemble | min max ensemble
inj amazon | 0.31 0.68 0.64 0.45 0.63 0.55
inj_ cora 0.38 0.63 0.55 0.56 0.60 0.59
reddit 0.38 0.61 0.54 0.44 0.59 0.55
weibo 0.28 0.70 0.61 0.51 0.75 0.82
yelpchi 0.48 0.53 0.52 0.48 0.53 0.52

Table 4: ROC-AUC scores for GCN-DEAN, use full bias term. min, mazx, and ensemble are
performances of the worst base model, the best base model, and the final ensemble
model. Combination function using max operator.

While DEAN may not emerge as the top-performing model individually, the initial experiment
with DEAN using a standard GCN layer has shown that its simple design holds high potential

for achieving superior performance in ensemble settings.
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5.2.3 GNN-DEAN Performance with Feature Bagging

In this experiment, our goal is to further optimize DEAN’s performance through feature-bagging,
employing three different graph sampling approaches. We aim to find the best sampling tech-
nique that is more suitable for the complexity of graphs. Specifically, we seek a sampling
technique that increases the variance of base models by "hiding" connectivity information in the
graph during model fitting, while simultaneously ensuring that the current performance is not

decreased too much or is preferably maintained or improved.
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GraphSAGE: layer-wise node sampling
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Figure 11: A comparison illustrates a greater improvement in ensemble models when node sam-
pling is applied on dataset Weibo. Specifically, with ¢ = mean, despite the base
model’s lower performance, greater improvement is attained in the final prediction.

Instead of applying the full GCN during neighbor aggregation, a subset of neighbor nodes
is sampled. This approach introduces variation in neighborhood information when learning
representations for the target node, which may lead to an unstable and inferior base model.
However, it also introduces high variance between base model predictions, reduces computational

complexity, and enables faster training.

Figure 11 shows that the performance of the base model decreases when applying node sampling,
as expected when less information is present during model training. From the results in Table 5,
given the condition that base models perform adequately—achieving ROC-AUC scores higher
than 0.6—the ensemble model demonstrates a larger improvement compared to previous settings
with GCN-DEAN.

q=1 g=mean
min max ensemble | min max ensemble
inj_amazon | 0.30 0.69 0.48 0.68 0.70 0.70
inj_ cora 0.42 0.54 0.43 0.42 0.46 0.44
reddit 0.38 0.62 0.52 0.38 0.57 0.44
weibo 0.30 0.67 0.80 0.51 0.85 0.90
yelpchi 0.41 0.59 0.56 0.45 0.54 0.53

Table 5: ROC-AUC scores for GraphSAGE-DEAN, use full bias term. min, maz, and ensemble
are performances of the worst base model, the best base model, and the final ensemble
model. Combination function using max operator.
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GraphSAINT: subgraph sampling

0.9 4

|
o
©

0.8 X

X
I
N

0.7 4

X
o
o

roc-auc
o
o
L
roc-auc
)
w

<)
”
N
IS

A min A min
0.4 4 v max 0.3 v max
X ensemble-ssq X ensemble-ssq
ensemble-mean 021 ensemble-mean
0.3 A X ensemble-max ' X ensemble-max
T T T T
q=1 q = mean(Xirain) q=1 q = mean(Xirain)
(a) GraphSAGE: layer-wise node sampling (b) GraphSAINT: subgraph sampling

Figure 12: Performance of ensemble model on Weibo dataset. GraphSAINT-DEAN result in
less effectively performing of base model (¢ = 1) and lower performance of ensemble
model.

In this experiment, a subgraph is sampled to train a base model, meaning that a portion of
the original graph is entirely hidden from the submodel. Consequently, the base model exhibits
poorer performance when predicting unseen nodes. The experimental results are presented in
Table 6. These results indicate that using layer-wise node sampling with GraphSAGE performs

better than simply removing a portion of the graph when training a base model.

q=1 g=mean
min max ensemble | min max ensemble
inj_amazon | 0.35 0.69 0.51 0.45 0.63 0.55
inj_ cora 0.39 0.62 0.50 0.56 0.60 0.58
reddit 0.43 0.60 0.54 0.50 0.59 0.55
weibo 0.19 0.71 0.70 0.50 0.73 0.83
yelpchi 0.50 0.53 0.52 0.50 0.53 0.52

Table 6: ROC-AUC scores for GraphSAINT-DEAN, use full bias term. min, maz, and ensemble
are performances of the worst base model, the best base model, and the final ensemble
model. Combination function using max operator.
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GraphSAINT: mini-batch training
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Figure 13: Illustration for improvement of sampling subgraph in mini-batch training setting,
resulting in a better performance of base model and more robust ensemble, regardless
of combination functions.

Given the observations from the previous experiment with GraphSAINT, we aim to provide the
base model with information about the entire graph while still performing feature-bagging during
model fitting. The base model is trained over many iterations, with each iteration involving the
sampling of a subgraph to update the model. This approach allows the base model to observe
the entire graph structure, but it results in variations due to the randomness of graph sampling

at each iteration.

Comparing this sampling technique to the experiment with GraphSAGE, we observe a slight
improvement in the performance of the injected dataset Inj__cora, in addition to the improvement
on the Weibo dataset, as shown in Table 7.

q=1 q=mean
min max ensemble | min max ensemble
inj_amazon | 0.35 0.65 0.53 0.55 0.64 0.57
inj_ cora 0.30 0.69 0.61 0.61 0.69 0.65

reddit 0.42 0.58 0.52 0.42 0.61 0.53
weibo 0.59 0.85 0.88 0.58 0.81 0.87
yelpchi 0.45 0.56 0.51 0.49 0.54 0.51

Table 7: ROC-AUC scores for mini-batching training version of GraphSAINT-DEAN, use full
bias term. min, max, and ensemble are performances of the worst base model, the best
base model, and the final ensemble model. Combination function using maz operator.
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5.2.4 GNN-DEAN Performance on Structural and Contextual Outliers

The GNN-DEAN models in the previous experiments with different graph sampling techniques
showed high potential to improve the detection of node outliers. However, they still exhibited
only moderate performance on challenging datasets, such as Reddit and YelpCHI. We conducted
an additional experiment on injected datasets, where the ground truth of outlier types is avail-
able. In this experiment, nodes are categorized as either structural or contextual outliers. The
number of contextual outliers and structural outliers is equal in each dataset, with 350 and 70

nodes for each outlier type in Inj_amazon and Inj_ cora, respectively.
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Figure 14: Performance Comparison for detecting structural and contextual outliers using GNN-
DEAN and GraphSAINT subgraph sampling method.

We employ subgraph sampling with GraphSAINT and mini-batch training, as presented in the
previous section 5.2.3. Figure 14 demonstrates the superior performance of GNN-DEAN in
detecting structural outliers. However, it exhibits poor performance in detecting contextual
outliers, suggesting a potential direction for improving the GNN backbone model to enhance
overall detection performance on other graph datasets by incorporating a sub-component that

can handle node features effectively.

5.2.5 Further Analysis

Given the observations that the GNN-DEAN model performs well in ensemble settings, where
high variances of the base model contribute to a larger improvement in ensemble prediction, but
final outcome is highly dependent on the performance of the base model. Here, we attempt to
replace the base model GNN-DEAN using DOMINANT, a robust baseline model, in conducting

a graph ensemble model. The experiment is conducted to answer the question: does it always
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guarantee a robust ensemble given two conditions—having a strong base model and an eflicient

graph sampling technique?

Ensemble with DOMINANT

To demonstrate the significance of high variance in base models when creating ensemble models,
we conducted an experiment using DOMINANT), a stable and high-performance baseline model,
as the backbone architecture for our base model. The results in Figure 15 show that with a
highly stable model architecture, there are fewer benefits to conducting an ensemble. Due to the
sophisticated design of DOMINANT and the substantial computational resources required for
training a submodel in a single iteration, the improvement in ensemble performance is relatively

low.
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Figure 15: Performance of ensemble model with DOMINANT base models.
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Perform feature-bagging with ensemble DOMINANT

Here, we perform feature-bagging to allow for higher variance in a strong baseline DOMINANT
model. Despite the cost of expensive computation, we conducted an ensemble model using 100
base DOMINANT models, employing GraphSAGE for node sampling at the layer-wise level.
The results are presented in Figure 16. While there is an improvement with the ensemble model
on the Weibo dataset, the increase in ensemble prediction is moderate for the other datasets.
This is due to a significant decrease in the performance of the base DOMINANT model. Since
the base DOMINANT model still exhibits low variance, those ensembles are performing poorly.

0.7136 1 A min A min
v  max v max
0.7134 1 X ensemble-ssq 0.7660 X ensemble-ssq
ensemble-mean ensemble-mean
% ensemble-max X ensemble-max
0.7132
x 0.7655
o v
,? 0.7130 A ,?
o o
<) <
0.7128 0.7650
071261 0.7645
0.7124 1 x
A
dominant dominant
(a) inj_amazon (b) inj_ cora
A min 0.960 1 X A min
0.565 v max v max
X ensemble-ssq X ensemble-ssq
ensemble-mean 0.955 - ensemble-mean
X ensemble-max X ensemble-max
0.560 1
0.950 1
8} v X
3 =}
© @
8 8
= 0.5554 = 0.945
0.940 1
0.550 1
0.935 4
dominant dominant
(c) Reddit (d) Weibo

Figure 16: Performance of ensemble model with DOMINANT and layer-wise node sampling.

The experiment has demonstrated the critical importance of selecting an appropriate base model
architecture to fully leverage the benefits of an ensemble detector. This choice ensures both
decent performance and high variance in the base model, thereby enabling the potential for a

superior ensemble within reasonable computational resources.
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6 Conclusion and Future Work

The thesis focuses on enhancing the performance and scalability of an anomaly node detection
model on graph datasets. This is achieved through the application of various graph sampling
methods and graph ensemble techniques following DEAN concepts. DEAN provides a flexible
framework that allows for the creation of an ensemble model from various architectures of base
models. Additionally, the GNN-based DEAN model is highly scalable and can easily adapt to
different types of graphs of varying sizes.

While the ensemble model has shown high potential to create a more robust outlier detector, its
success is highly dependent on several factors in ensemble settings to achieve a superior ensemble
that outperforms all base models [87]. Firstly, it requires a decent base model with high variance,
contributing to a significant increment in the performance of the final ensemble. Secondly,
in the context of graphs, it necessitates a base model that can be trained within reasonable
computational effort, as computation explosion can easily occur as the size of the graph increases.
A base model that performs reasonably well is a necessary condition for constructing a robust
ensemble. However, the choice of base model architecture greatly influences the ensemble model,

as the high variance of the base model is as important as its performance.

Graph sampling is not a trivial task, especially in the context of graph data where the connec-
tivity dependency between entities poses challenges for computational complexity and efficient
node representation learning. It is crucial to select a sampling technique that allows for the
creation of high variance in the base model while ensuring efficient node representation learning
from the sampled neighborhood. This once again highlights the uniqueness of graphs, where a
node is represented by its own features and its connections to other nodes in the graph. The
most effective sampling techniques in graph ensemble are those that satisfy two conditions:
on the one hand, they randomly hide some information during neighborhood aggregation, and
on the other hand, they occasionally give the model a chance to understand the entire graph

information after many sampling iterations.

Throughout the experimentation section, we have demonstrated the effective application of the
DEAN concept in the context of graphs. Despite the simple design of its base components,
we have shown that a superior ensemble can be achieved through proper settings. Firstly, the
"max" combination function, although seemingly biased, tends to yield superior ensemble output.
Secondly, inferring outlier scores, such that ¢ = mean(zyain ), from the training dataset results in
greater consistency between base model predictions and a more reliable ensemble model. Lastly,
incorporating the bias term does not result in a trivial solution; instead, it contributes to the
high variance in base model predictions, despite the simplicity of DEAN’s learning objective

function.

We have shown that employing a sophisticated architecture for the base model does not always

lead to superior performance in ensemble settings. While a sophisticated design may result in a
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stronger base model, it often leads to a highly stable but low-variance base model. Consequently,

a minor improvement in ensemble performance may not justify the computational expense.

The implemented GNN-DEAN models have shown promising results in detecting structural
outliers, which are nodes that exhibit significant deviations in terms of their connections to
other nodes. However, there is room for further improvement in detecting contextual outliers.
This task holds promise, especially considering that node features are often represented as
tabular datasets. The GNN-DEAN base model has numerous possibilities for incorporating its
architecture with a component that utilizes off-the-shelf tabular detection methods, providing

another source of information about node feature outlierness to the ensemble model.

Moreover, the GNN-DEAN models presented in this work mainly utilize the standard GCN layer
for neighborhood feature aggregation, except for experiments with layer-wise node sampling
utilizing the GraphSAGE layer. We are optimistic about further improvements to the proposed
GNN-DEAN in various aspects. On one hand, optimizing hyperparameters of the DEAN base
model, such as using a larger hidden dimension for large-scale graphs, adopting an early-stopping
strategy to prevent overfitting of the base model, or finding optimal settings for employing the
bias term partially, could lead to enhancements. On the other hand, the DEAN base model
can utilize different backbone GNN layers. It is not limited to all base models sharing the same

GNN architecture but could involve each base model employing a different core GNN model.

Finally, this work heavily utilizes graph sampling to increase model variance by modifying the
graph structure during model fitting using layer-wise node sampling or subgraph sampling.
There are open directions to combine graph sampling with node feature-based sampling methods

in constructing a graph ensemble model.
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Appendix . Online resources

Online resources

We utilized the following Python libraries for the implementation of our experimentation: Py-
torch [88], PyTorch Geometric [89], PyGOD [90], and Scikit-Learn [91].

The source code for experimentation is available online at Github repository'. The repository
contains the code for preparing training datasets, implementing GNN-DEAN, defining model

parameters, and producing figure results.

It should be noted that the work utilizes ChatGPT to enhance the grammar of the text.

"https://github.com/anhntn15/god
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