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1 Introduction

Anomaly detection (AD) is a fundamental task in data analysis, aiming to identify rare
or unusual patterns that deviate from expected behavior [1]. Such anomalies often cor-
respond to important real-world events, including fraudulent transactions, medical diag-
noses, or cybersecurity threats [2], where timely detection is essential. As data continues
to grow in scale, dimensionality, and complexity, detecting anomalies has become in-
creasingly challenging, especially in high-dimensional or non-linear feature spaces where
traditional methods often fail to generalize.

Recent progress in deep learning has introduced possibilities for handling these chal-
lenges through representation learning [14]. Among these, Autoencoders (AEs) and, in
particular, Variational Autoencoders (VAEs) have emerged as a powerful approach for
unsupervised anomaly detection [19, 4]. By learning to reconstruct input data through a
compressed latent representation, VAEs can model the underlying data distribution and
distinguish normal from abnormal instances based on reconstruction errors or likelihood
estimates [19]. Over time, numerous VAE variants have been proposed to address specific
limitations of the original formulation. These include extensions that improve the struc-
ture of the latent space, encourage disentanglement, enhance reconstruction, or introduce
hierarchical representations. Examples include g — VAE [16], Factor VAE [18], Hierar-
chical VAEs [38, 42], and Conditional VAE [37], among others. However, despite this
growing diversity, there is no systematic benchmark that fairly compares their effective-
ness under consistent conditions. As a result, it remains unclear which variants perform
best for anomaly detection and under what circumstances. This thesis addresses this gap
by providing a comprehensive evaluation and comparative study of multiple VAE vari-
ants to better understand their strengths, limitations, and suitability for different anomaly

detection scenarios.

1.1 Motivation and Research Question

Over the past decade, research on Variational Autoencoders has produced a growing

number of variants, each claiming advantages in reconstruction accuracy, interpretability,
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or generalization. Yet, the systematic performance comparisons of these variants on large,
diverse AD benchmarks remain limited. This absence of a unified evaluation framework
has made it difficult to compare their actual effectiveness or understand which VAE designs
are best suited for different types of data. Existing studies often assess only a few models
and are confined to small-scale or image-based datasets, limiting the generalizability of
their conclusions.

Furthermore, hyperparameter optimization (HPO), which can significantly influence model
outcomes, is often overlooked or inconsistently applied, further complicating comparisons.
This thesis is therefore motivated by the need for a fair, large-scale, and reproducible
benchmark that can evaluate multiple VAE variants under consistent experimental con-
ditions while accounting for the impact of HPO.

This work investigates the following three Research Questions (RQs):

e RQ1: Which VAE variants achieve the best performance for anomaly detection

across diverse datasets?

e RQ2: How do hyperparameters affect the performance and stability of different VAE

variants?

e RQ3: How do dataset characteristics influence the generalizability of VAE variants

in anomaly detection tasks?

This thesis addresses these research questions through a comprehensive experimental
framework that systematically evaluates multiple VAE variants across diverse datasets.
By analyzing their performance, efficiency, and sensitivity to hyperparameters, the study
provides deeper insights into their strengths, limitations, and practical applicability in

anomaly detection.

1.2 Structure of Thesis

Chapter 2 introduces the theoretical foundations of this work, providing an overview
of anomaly detection and the fundamental principles of Autoencoders and Variational
Autoencoders. Chapter 3 presents the VAE variants examined in this study, outlining
their architectural differences. Chapter 4 reviews related research on VAE-based anomaly
detection and highlights the existing gaps that this thesis aims to address. Chapter 5 de-
tails the methodological framework, including datasets, evaluation metrics, benchmarking
setup, and hyperparameter optimization process. Chapter 6 presents and analyzes the ex-

perimental results, discussing the comparative performances of the models and the factors
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influencing their behavior. Finally, Chapter 7 concludes the thesis by summarizing the

main findings and suggesting directions for future research.



2 Theoretical Foundations

This chapter outlines the essential theoretical and technical foundations on which this

work is based and that are relevant for its understanding.

2.1 Anomaly Detection

Anomalies, also known as outliers, are data or event instances that differ significantly
from the general patterns or distribution of a dataset. Any deviation from the usual
patterns, such as terrorist events, fraud events, network intrusion events, or pandemic
situations, is referred to as an anomaly [41]. An anomalous event is also referred to as
an exceptional, abnormal, or unusual event [41]. To spot these rare or unexpected cases,
we use a process called anomaly detection. Anomaly Detection (AD) is the process by
which an advanced algorithm identifies certain data or data patterns to be anomalous [1].
Anomaly detection plays a vital role in various real-world applications mentioned above,
such as fraud detection, cybersecurity, and health monitoring, where detecting unusual
behavior early can prevent significant loss or damage.

Anomalies can be categorized into three different types [7] based on their characteristics.
Point anomalies refer to the individual data points that significantly differ from the rest
of the data, such as a single fraudulent financial transaction. Contextual anomalies occur
when data points are only anomalous in a particular context, such as an unusually high
temperature in winter, which would be normal in summer. Another type of anomaly
is Collective anomalies. These are formed by a group of related data points that may
appear normal individually but are anomalous when considered together (e.g., a sequence
of unusual network requests indicating intrusion). Recognizing these categories is essential
for selecting suitable detection approaches.

Several approaches to anomaly detection have been proposed in the literature. These
can be broadly divided into shallow methods and deep learning-based methods. Shallow
methods include statistical techniques that model data distributions, as well as other
algorithms that are simple to implement, require fewer computational resources, and can

perform surprisingly well. However, these approaches often struggle when the data is
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high-dimensional, non-linear, or has complex patterns. Deep learning-based methods are
designed to address such cases by capturing non-linear, high-dimensional, and complex
patterns in the data. Among these, autoencoders and their probabilistic extensions, such
as Variational Autoencoders (VAEs) [19], have become increasingly popular. An overview

of these methods is provided in Section 2.2.

2.2 Autoencoders (AEs) and Variational Autoencoders
(VAEs)

Autoencoders and their probabilistic extensions have been widely applied in anomaly
detection tasks. This section provides a brief introduction to these models and explains

their role in detecting anomalies.

2.2.1 Autoencoders (AEs)

Autoencoders are unsupervised neural networks designed to learn a compressed represen-
tation of input data and reconstruct it with as much accuracy as possible. Autoencoders
have been widely used for dimensionality reduction [22] and more recently for anomaly
detection tasks. It consists of two main components: an encoder, which maps the input
x to a lower-dimensional latent representation z, and a decoder, which reconstructs the
input X from this representation. The latent space acts as a bottleneck that forces the
model to capture the most essential features of the input data.

The primary objective of an autoencoder is to minimize the reconstruction error between
the input and its reconstruction, which is typically measured using a loss function such as
Mean Squared Error (MSE) for continuous-valued data or Binary Cross-Entropy (BCE)
for binary or categorical data [23]. Formally, these loss functions are defined as follows:

Loss function using MSE:

1 M
Luse = 7 pE s
i=1

Loss function using BCE:

LpcE = — xlog (1 —z)log(l — )]

||M:

where, M is the number of observations in the training dataset, x is the input, and z is

the reconstructed input.
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Autoencoders can be used for a variety of tasks, such as denoising, image super-resolution,
anomaly detection, and clustering [32]. They are particularly useful for anomaly detection
because they are usually trained only on normal data. This means they learn how normal
data should look. When we give them something unusual, they likely cannot reconstruct
it well, leading to a higher reconstruction error. This reconstruction error can therefore

serve as an effective anomaly score for identifying unusual instances.

However, basic autoencoders have certain limitations. They may overfit to the training
data, which can lead to accurate reconstructions of anomalous inputs as well. In addition,
they lack a probabilistic interpretation of the latent space, making it difficult to model
variability or generate new samples in a principled way. These limitations motivate the use
of probabilistic extensions such as Variational Autoencoders (VAEs), which are discussed

in the following section.

2.2.2 Variational Autoencoder (VAEs)

As discussed in the previous section, basic autoencoders have several limitations, includ-
ing the lack of a structured, probabilistic latent space. This means similar inputs do
not necessarily map to similar latent points, making it difficult to generate new data or
interpret the patterns captured in the latent space. VAEs address these limitations by in-
troducing a probabilistic latent space, which encourages structure and enables meaningful

data generation.

VAEs are built on the idea of regular autoencoders but take a probabilistic approach
[19]. Instead of mapping an input to a single point, the encoder outputs a distribution,
typically a Gaussian distribution defined by mean (u) and variance (02) for each latent
dimension. The mean determines the center of the distribution for that dimension, while
the variance controls its spread. From this distribution, a latent vector z is sampled and

passed through the decoder to reconstruct the input.

The architectures of both models are shown in Figure 2.1. In a standard autoencoder
(Figure 2.1(a)), the encoder maps the input to a fixed point in a latent space, and the de-
coder reconstructs the input from this point. In contrast, a VAE (Figure 2.1(b)) produces
the parameters of a probability distribution for each latent dimension, from which the
latent vector is sampled before reconstruction. The VAE loss combines a reconstruction
term, which measures the quality of reconstruction, with a KL divergence term, which

regularizes the latent space to follow a chosen prior distribution.
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Figure 2.1: Comparison between AE and VAE architectures. Image adapted from [29]

Training a VAE involves two steps:

e Reconstruction loss: measures how well the decoder can reconstruct the input from

the sampled latent vector.

e Kullback-Leibler (KL) Divergence: measures how close the learned latent distribu-

tion ¢(z|z) is to a prior distribution p(z).

Mathematically, the total loss function looks like this:

£(x) = Eyio) log pla]2)] ~ Dt (a(z]) || (=)

Vv '
Reconstruction Loss KL Divergence

The optimized term L in the above equation is called the ELBO (Expectation Lower

Bound) [32]. The first term ensures good reconstruction, and the second keeps the latent
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space well-behaved.

This design allows VAEs to learn complex data distributions and model uncertainty in
a way that traditional autoencoders cannot. For anomaly detection, this design is par-
ticularly useful; when an input does not fit the learned distribution, it often results in
either a high reconstruction error or low sample likelihood [4]. These properties make
VAEs a strong foundation for anomaly detection tasks, and their flexibility has inspired
the development of numerous VAE variants. These variants build upon the basics of the
VAE framework, introducing improvements to the latent space structure, reconstruction
quality, or disentanglement of features. These aspects will be explored in the upcoming

sections.



3 Variational Autoencoder Variants

Building on the foundation of the standard Variational Autoencoder, researchers have
proposed several variants aimed at addressing specific limitations, such as improving re-
construction quality, refining latent space structure, or enhancing feature disentanglement.
In this thesis, we focus on a set of representative VAE variants that are widely discussed

in the literature and relevant to anomaly detection.

3.1 Normal VAE

The Normal VAE refers to the standard Variational Autoencoder [19], which serves as the
baseline model in this study and was introduced in detail in Section 2.2.2. A VAE consists
of two neural networks: an encoder that maps the input data x into a latent distribution
parametrized by mean and variance, and a decoder that reconstructs the input from the
sampled latent vector z.

The Normal VAE is trained by minimizing a loss function that combines the reconstruction

error and KL divergence:

L(x) = Eqz1) log p([2)] — Dk (a(2|2) | p(2))

Here, the first term encourages the model to reconstruct the input as closely as possible,
while the KL divergence pushes the approximate posterior ¢(z|x) closer to the prior p(z),
usually a standard normal distribution.

For anomaly detection, the Normal VAE is trained on normal samples to capture their
distribution. Inputs that deviate from this learned distribution typically produce higher
reconstruction errors or lower likelihoods, which can be used as anomaly scores. In our
implementation, we used the PyOD framework [45], with the default latent dimension set
to 2, meaning the encoder compresses each input into a two-dimensional latent represen-
tation.

All other VAE variants examined in this thesis build upon the core framework of the

Normal VAE, either by changing the architecture or by modifying the training objective
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to address specific limitations. This model, therefore, serves as the baseline for evaluating

the impact of such modifications.

3.2 Overcomplete VAE

The Overcomplete Variational Autoencoder builds directly upon the architecture of the
Normal VAE, with the key difference being the size of the latent space. In most standard
autoencoder and VAE settings, the latent dimension is chosen to be smaller than the
input dimension. This bottleneck forces the model to compress information, capture the

most relevant features, and avoid trivial identity mappings [44].

The Overcomplete VAE, in contrast, deliberately sets the latent dimension to be larger
than the input dimension. In our implementation, the latent dimension is chosen as twice
the number of features, resulting in a more expressive latent representation. This design
choice was inspired by findings from [21], where an overcomplete latent space was shown

to significantly improve anomaly detection performance.

By allowing the model to encode more detailed representations of the input data, the
Overcomplete VAE can potentially improve reconstruction quality and anomaly detection
accuracy. However, the larger latent space also increases the computational cost and may

raise the risk of overfitting.

3.3 2-HVAE and 3-HVAE

The Hierarchical Variational Autoencoder (HVAE) extends the standard VAE [19] by
introducing a layered structure of latent variables, enabling the model to capture more
complex and multiscale variations in the data [42, 38]. Our implementation follows the
Ladder VAE framework [38] and related designs such as NVAE [42], where lower-latent

variables depend on both input and higher-level latent variables.

Figure 3.1 illustrates the structure of a two-layer HVAE. The encoder performs a bottom-
up inference, where the first latent layer z; is derived from the input x using q(z;|x), and
the second latent layer zs is then inferred based on (z; through q((z2|z;1). In contrast, the
decoder follows a top-down generative process, first generating z; from zs via p(z1|z2)
and then reconstructing the input x through p(x|z1). This hierarchical relationship allows
the model to capture both high-level abstract features and lower-level details across the

latent space [42].
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q4(22124) Po(z1]22)

q4(z1]x) Po(x|z1)

Figure 3.1: Illustration of two-layer Hierarchical Variational Autoencoder (HVAE). The encoder
(left, brown arrows) infers latent variables z; and z2 in a bottom-up manner, while
the decoder (right, green arrows) reconstructs the data through a top-down genera-
tive process. Image Adapted from [39]

In the 2-HVAE variant, the model uses two latent layers (z; and z5), where z; depends on
both the input x and z5. In the 3-HVAE variant, we introduce an additional latent layer
zs, allowing the model to learn more abstract, high-level representations before refining
them through the lower layers.

The training objective for a hierarchical VAE with latent layers n can be expressed as:
L) = Bygepsoniy 080 (@ | 21, 2)] = 3 Dict, (@ | @, 201, - 20) | p(20)
i=1

Compared to the baseline VAE, which has only a single KLi divergence term for one latent
layer, the hierarchical formulation includes a KL divergence term for each latent layer,
allowing the model to regularize multiple levels of representation.

By modeling data hierarchically, both variants can represent patterns at different levels of
abstraction, thereby improving anomaly detection performance compared to a single-layer
VAE. However, the added depth increases computational cost and may require more care-
ful training strategies (e.g., KL annealing) to avoid optimization issues. We implemented
this model in PyTorch and utilized techniques such as KL annealing to aid in training.
We then evaluated its performance using ROC AUC and PR AUC scores, as mentioned

earlier.

3.4 Beta VAE

The Beta VAE (B-VAE) is a modification of the standard Variational Autoencoder in-
troduced in 2017 [16]. It introduces an adjustable hyperparameter [ that balances latent
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channel capacity and independence constraints with reconstruction accuracy [16]. This
means that the model can focus more on learning disentangled representations, where
each dimension in the latent space captures a separate factor of variation in the data.

To achieve this, the original VAE loss function is modified as follows:

Lsyag = Ey(pmlog p(z]2)] — 8- Dxu(a(z|2)(p(2))

Compared to the baseline VAE loss function, the only change here is the multiplier
on the KL term, which shifts the model’s focus toward a more structured latent space.
While stronger regularization (5 > 1) can improve generalization and separation of normal
versus anomalous patterns, it may also reduce reconstruction quality. In our experiments,
we systematically investigate the effect of the [ hyperparameter to understand how this

trade-off influences anomaly detection performance.

3.5 Beta Total Correlation VAE

The Beta Total Correlation Variational Autoencoder (8 —TC VAE) is an extension of the
standard § — VAFE framework, proposed by Chen et al. [8], to learn more disentangled
representations. Unlike 5 —V AFE, which applies a single penalty to the full KL divergence
term, § — TCV AE decomposes the KL divergence into three separate components [8]:

e Mutual Information (MI) - measures how much information the latent variables
z; contain about the input x; controlling this term helps balance reconstruction

accuracy and latent compression.

e Total Correlation (TC) - measures the statistical dependence between latent di-
mensions; penalizing TC encourages the model to learn independent latent factors

rather than entangled ones.

e Dimension-wise KL (DW-KL) - ensures each z; stays close to the prior p(z;), main-

taining overall regularization and preventing overfitting.

The Loss function is modified as :
Lg.revar = Eqap [log p(x|z)]—a-1,(x; 2)— f-KL <Q(Z) ITI Q(Zj)> 7> Dk (q(z) || p(z1))
j i

This can be summarized as:

Lz rcvag = Reconstruction Loss + a - MI 4 - TC + v - DW-KL
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Here, a, 3, and vy control the relative importance of each component. Instead of applying
the £ penalty to the full KL term, g — T'C'VAE applies it only to the Total Correlation
component, allowing the model to learn independent latent dimensions without overly

penalizing mutual information or regularization.

3.6 Sparse VAE

The Sparse Variational Autoencoder (SVAE) modifies the standard VAE to promote
sparse latent representations, meaning that only a few latent dimensions are active for
any given input [13]. This is achieved by adding an L1 penalty or using sparse priors such
as a Laplace distribution on the latent variables, which pushes most latent activations
toward zero. In practice, this means that only a small subset of latent dimensions carries
meaningful information, while the rest remain inactive [13]. Such sparsity can improve
interpretability and make the learned features more selective.

The SVAE loss function extends the standard VAE objective with a sparsity term:

Lsvap(r) = By(zla) log p(z]2)] — B+ Dk (q(z]2) [ p(2)) = A+ Eqapo) [ll2]11]

Here, 3 controls the weight of the KL divergence term, while A regulates the strength of
the L1 penalty applied to the latent variables. By encouraging most latent dimensions
to remain near zero, the SVAE produces compact and interpretable latent codes, which
can be particularly useful in anomaly detection tasks where identifying the most relevant

features is crucial.

3.7 Conditional VAE

The Conditional Variational Autoencoder (CVAE), introduced by Sohn et al. [37], ex-
tends the standard VAE by incorporating an additional conditioning variable y into both
encoder and decoder. This variable can represent class labels, attributes, domain info, or
other relevant side information that helps guide the reconstruction process.

In a CVAE framework, the encoder learns the posterior distribution q(z|x,y) using both
input z and the condition y, while the decoder uses z together with y to reconstruct x.

The loss function is:

Levap(x,y) = Eq(z1z,y) log p(x|z,y)] — Dkw (q(z|z,y) || p(2]y))

Here, y influences both the prior p(z|y) and the reconstruction process, enabling the model
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to generate outputs consistent with the given condition.

For anomaly detection, conditioning can be useful when additional information, such as
known categories, operational modes, or environmental settings, is available. However,
the benchmark datasets used in this work do not include such additional characteristics.
Therefore, the conditional vector was defined with a single dimension (y = 1) and ini-
tialized uniformly across all samples. This setup maintains architectural compatibility
with the CVAE framework while allowing consistent comparison with other VAE variants

under the same experimental conditions.

3.8 Factor VAE

The Factor Variational Autoencoder (FVAE), proposed by Kim and Minh [18], extends
the standard VAE by encouraging the latent variables to be statistically independent.
This is achieved by adding a penalty term to the objective function that targets the
Total Correlation (TC) of the latent vector z. Total correlation measures how much the
different dimensions of z depend on each other; lower values indicate more independent
latent dimensions.

Formally, the total correlation is defined as the KL divergence between the joint distribu-
tion of the latent variables and the product of their marginals [18]:

TC(z) = Dk, <Q(2) HQ(ZJ‘)>

where q(z) is the joint distribution of all latent dimension and []; ¢(2;) is the product
of their marginals. A higher TC indicates stronger statistical dependence between latent
dimensions.

The loss function of Factor VAE is given by:

Lractorvar(t) = Eqizpp) [log p(z[2)] = Dk (a(2|2) || p(2)) =7 - TC(2)

Here, v controls the strength of the total correlation penalty. However, directly computing
TC is difficult because the posterior q(z) is unknown. To approximate it, Factor VAE
introduces an additional discriminator that distinguishes between true latent samples and
samples where latent dimensions have been randomly permuted. This allows the model
to minimize TC during training indirectly. By reducing redundancy in the latent space,
FactorVAE encourages disentangled and interpretable representations, thereby improving

its ability to separate normal and abnormal patterns in anomaly detection tasks.
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Variational Autoencoders (VAEs) have become a central framework for unsupervised
anomaly detection due to their ability to model complex data distributions and identify
rare deviations from normal patterns. Since their introduction by Kingma and Welling
[19], numerous VAE variants have been proposed, each aiming to improve certain as-
pects such as reconstruction quality, disentanglement, or latent structure regularization.
Although these developments have expanded the applicability of VAEs, comprehensive

comparative evaluations across variants remain limited.

Most existing benchmarks and comparative studies focus primarily on image domains.
Neloy and Turgeon [24] compared eleven autoencoder variants, including several VAEs
on Fashion MNIST and MNIST, highlighting trade-offs between reconstruction accuracy
and representation efficiency. Similarly, Nguyen et al. [25] compared a standard VAE, a
Gaussian Random Field VAE (VAE-GRF), and a Vision Transformer VAE (ViT-VAE)
on MVTEC and MiAD defect-detection datasets, showing that transformer-based VAEs
achieved the best detection accuracy but required careful hyperparameter tuning. While
these works demonstrate the potential of advanced VAE architectures, they remain limited
to small, domain-specific image benchmarks, leaving open questions about their general-

ization to broader anomaly detection tasks.

To extend VAEs beyond image data, several studies have explored more robust and struc-
tured variants of this approach. Akarmi et al. [3] introduced a S-VAE-based approach for
handling outliers in real-world tabular datasets. Pol and the team [28] proposed a Con-
ditional VAE with feature-wise variance learning that improved detection performance
on hierarchical CERN trigger data, while Huang and the team [5] developed a Hierarchi-
cal VAE (HVAE) with multi-scale conditioning to guide latent representations. Broader
surveys, such as the Meta-Survey on Outlier and Anomaly Detection [27], emphasize
challenges in consistent model evaluation. Likewise, Shmuel et al. [33] compared machine
learning and deep learning methods on diverse tabular datasets and found that deep mod-
els often struggle to outperform classical algorithms without careful architecture design
and parameter tuning. These findings highlight the need for systematic benchmarking on

tabular data, where the heterogeneous features make representation learning particularly
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challenging [34].

Tabular data remains dominant in real-world anomaly detection tasks across finance,
cybersecurity, manufacturing, and healthcare. Improving model robustness and general-
ization on this data type is, therefore, key to making deep generative models practically
useful. Recent large-scale benchmarks such as ADBench [15] have reinforced the impor-
tance of reproducible evaluation on tabular datasets, revealing that deep models often
lag behind classical algorithms without proper optimization [34, 27]. Building on this
foundation, the present work extends the benchmarking effort specifically to Variational
Autoencoders and their variants.

Despite significant progress, several challenges remain. Prior work often evaluates models
in isolation and under inconsistent experimental setups [17]. Moreover, hyperparameter
optimization (HPO), a major factor influencing performance, is frequently overlooked or
applied inconsistently, causing bias in reported results [11, 36]. Consequently, it remains
unclear which VAE architectures are most effective for anomaly detection and under what
conditions they generalize best.

This thesis addresses these gaps through a large-scale, systematic, and reproducible bench-
mark of nine VAE variants under unified experimental conditions. To ensure fairness,
a two-phase cross-validation HPO strategy was introduced, allowing each model to be
tuned and validated on separate sets of datasets. This approach not only accounts for
the influence of hyperparameter tuning but also identifies a single, generalizable hyper-
parameter configuration per model that performs robustly across unseen datasets. By
bridging the methodological inconsistencies of prior studies and extending evaluation to a
diverse collection of 121 tabular datasets [15], this work provides new insights into the rel-
ative strengths, limitations, and practical applicability of VAE architectures for anomaly

detection.
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This chapter describes the experimental setup used to evaluate the performance of differ-
ent VAE variants. The goal is to ensure a fair and consistent evaluation across a large
and diverse set of datasets. We first introduce the datasets and evaluation metrics, then
describe the benchmarking framework, including model implementation and training pro-
cedures. Finally, we outline the baseline algorithms, the hyperparameter optimization

strategy, and the analysis of dataset characteristics.

5.1 Datasets

For this study, we used 121 datasets from the ADBench benchmark, which provides a
standardized and widely adopted collection for anomaly detection research [15]. ADBench
ensures a consistent evaluation environment and avoids the bias that may arise from test-
ing on a limited set of datasets. The datasets cover a wide range of domains, including
healthcare, finance, network intrusion, and sensor monitoring, and show significant vari-
ation in sample sizes, the number of features, and anomaly ratios. The dimensionality
ranges from low to high, providing a diverse and challenging benchmark for evaluating
model performance under different data conditions. Before training, all datasets were
preprocessed consistently. Features were normalized to the range [0, 1], and the provided

training-test splits were used to maintain comparability across models.

5.2 Evaluation Metrics

To fairly evaluate VAE variants, this study uses two types of metrics: performance metrics
(ROC AUC and PR AUC), which handle class imbalance, and efficiency metrics (Training

and Inference time), which capture practical usability.

5.2.1 ROC AUC and PR AUC

To assess how well a model detects anomalies, especially in imbalanced datasets, we need

more reliable metrics than simple accuracy. Accuracy can be misleading when anomalies
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are rare, as a model may achieve very high accuracy by simply predicting the majority
class and still miss nearly all anomalies. For this reason, more informative metrics are
required. Two of the most commonly used evaluation metrics to evaluate the performance
of algorithms in anomaly detection are ROC AUC and PR AUC.
The ROC curve is a two-dimensional depiction of classifier performance [12], that plots
the True Positive Rate (TPR) and the False Positive Rate (FPR) across different threshold
values, where:
TP P

h=gprry - " FPrTN
Here, TP, FN, FP, and TN represent the number of true positives, false negatives, false
positives, and true negatives, respectively. The ROC AUC is the area under the curve,
ranging from 0.5 (random guessing) to 1.0 (perfect separation between normal and anoma-
lous samples). Unlike accuracy, ROC AUC is not affected by class imbalance, since it
measures the probability that a randomly chosen anomaly is ranked higher than a ran-
domly chosen normal sample. This property makes it independent of the relative number
of anomalies in the dataset [26].
The Precision-Recall (PR) curve can show performance differences between balanced and
imbalanced datasets, and it can be useful in revealing the early-retrieval performance [9].
It plots Precision against Recall for different thresholds:

TP TP
Precision = TPTFP Recall = TPIFN

While recall measures how many actual anomalies were detected, precision tells us how
many of the detected anomalies were correct. The PR AUC gives an aggregate measure
of this trade-off. In contrast to ROC AUC, PR AUC focuses entirely on the positive class

and is therefore more sensitive to the performance on rare anomalies [31].

5.2.2 Training time and Inference time

Performance metrics like ROC AUC and PR AUC help evaluate how well a model behaves,
but they don’t capture how efficient the model is to use in practice. In many real-world
applications, both high accuracy and low computational cost are essential.

Training time is the total time required for a model to learn from the training data.
This depends on the complexity of the model, the size of the dataset, and also on the
availability of hardware resources. For deep learning models, such as Variational Au-
toencoders, training can be computationally intensive, particularly when working with

high-dimensional data or large-scale architectures. In our study, comparing training time
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helped us to understand the computational demands of each variant and their scalability.

On the other hand, Inference time is the time taken to make predictions after the model
has been trained. In anomaly detection, low inference time is crucial for applications that

require rapid responses, such as fraud detection or industrial monitoring.

In this study, we evaluate both training and inference times to assess the overall compu-
tational efficiency of each VAE variant. While training time provides insight into model
scalability, inference time is especially critical for real-time anomaly detection scenarios

where quick responses are essential.

5.3 Benchmarking Framework

We developed a dedicated benchmarking framework to ensure a fair and consistent com-
parison of the VAE variant. Building on the evaluation metrics described in Section 5.2,
this framework outlines the implementation of models and the conduct of experiments in
a reproducible manner. It consists of two main components: the set of implemented VAE

variants and the experimental setup used for training and evaluation.

5.3.1 Implemented Models

A total of nine VAE variants were included in this study: Normal VAE, Overcomplete
VAE, 2-Hierarchical VAE, 3-Hierarchical VAE, 8-VAE, Factor VAE, 8-TCVAE, Condi-
tional VAE, and Sparse VAE. The implementations were adapted from an existing Py-
Torch repository [40], originally designed for image datasets. Since all datasets in this
study are tabular, the models were modified to use fully connected encoder-decoder net-
works instead of convolutional layers. We kept the original loss functions and training

objectives to stay true to the theoretical design of each model.

At the same time, the architectures were made flexible to handle the wide range of feature
dimensions and data types found in tabular datasets. The overall structure and layer
sizes were chosen to balance model capacity and stability, ensuring a fair comparison
between variants. Batch normalization and dropout were applied where appropriate to
improve training stability and reduce overfitting, particularly on smaller datasets. These
adjustments kept each VAE variant true to its original design while making it practical

and reliable for our large-scale benchmarking.
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5.3.2 Experimental Setup

Each dataset came with a predefined split into training and test sets. For every dataset,
the framework loads the training features(x), test features(tx), and test labels(ty) provided
by ADBench. To standardize the input space, features were normalized to the range [0, 1]
using a MinMax scaler fitted on the training data and applied to the test data, thereby
preventing any form of data leakage. Models were trained on the training split and
evaluated on the corresponding test split to maintain fairness across all experiments.

Optimization was carried out with the Adam optimizer, with learning rate, batch size,
and the maximum number of epochs set according to the configuration of each model. For
every run, the framework recorded ROC AUC and PR AUC as performance metrics, along
with training and inference time to capture efficiency. All results were saved on a per-
dataset basis, and plots were generated to highlight both within-group comparisons of the
VAE variants and cross-group comparisons against baseline algorithms. This systematic
setup ensured that the evaluation process remained consistent, reproducible, and unbiased

across the wide range of datasets.

5.4 Baseline Algorithms

To put the performance of the VAE variants into perspective, four widely used baseline
algorithms for anomaly detection were included: k-Nearest Neighbors (kNN), Isolation
Forest, Autoencoder (AE), and Principal Component Analysis (PCA). These methods
are widely used in anomaly detection and represent a balance between traditional distance-
based, tree-based, and reconstruction-based approaches.

The ENN method detects anomalies by measuring the distance between each sample and
its neighbors, with points far away from most others flagged as anomalies [30]. Despite
its simplicity, kNN remains a strong and competitive baseline, often performing remark-
ably well across a wide range of datasets, as demonstrated in recent large-scale anomaly
detection benchmarks such as ADBench [15]. Although distance-based methods may not
scale well for very high-dimensional data, they provide a valuable reference for evaluating
the improvement of VAEs over simpler techniques.

The Isolation Forest algorithm works on the principle that anomalies are easier to iso-
late than normal samples. By randomly splitting the data, anomalous samples tend to
be separated in fewer steps, while normal samples require more splits. This makes Iso-
lation Forest not only effective but also efficient and scalable, which has contributed to
its popularity in real-world applications. Recent studies include Isolation Forest among

the baselines and show that no single unsupervised method consistently outperforms the
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others across all datasets [15, 6].

The Autoencoders is included as a reconstruction-based baseline. It shares the same
overall encoder-decoder structure as the VAE but encodes inputs directly into a single
latent vector without sampling or adding a regularization term such as the KL divergence.
Anomalies are identified through the reconstruction error, where higher errors suggest a
larger deviation from normal data. Including the AE helped us to separate the effect of
probabilistic modelling in the VAEs. AE-based anomaly detection is one of the classical
deep methods and has been widely studied. Recent surveys [24] highlight its trade-offs,
reproducibility challenges, and performance variation across different architectures.
Finally, Principal Component Analysis (PCA) is used as a classical linear baseline. PCA
projects data to a lower-dimensional space and reconstructs it using principal components.
Samples with high reconstruction errors are considered anomalies. Although simple, PCA
is still widely used due to its speed and interpretability, as demonstrated in Shyu et al.
[35].

All baseline models were implemented and evaluated using the PyOD library [45], which
provides standardized implementations of common anomaly detection methods. Each
model is evaluated under the same preprocessing and experimental setup as the VAE
variants to ensure a fair comparison. Performance is measured using ROC AUC and PR
AUC, along with training and inference time, to capture both effectiveness and computa-

tional efficiency.

5.5 Hyperparameter Optimization

Hyperparameter Optimization (HPO) was performed to ensure a fair comparison of the
different VAE variants. Rather than relying on default configurations, we systematically
searched for the hyperparameters that achieved the best performance and then evaluated
how well they generalized to unseen datasets. To avoid overfitting hyperparameters to a

specific subset, we adopted a two-phase cross-evaluation procedure.

5.5.1 Motivation and Challenges

The main motivation for hyperparameter optimization was to ensure that the compar-
ison between VAE variants was both fair and realistic. VAEs are highly sensitive to
parameters such as latent dimensionality, learning rate, and batch size, and relying on
default settings could produce misleading conclusions or unfairly disadvantage certain

models. Proper tuning should not only improve performance but also help ensure that
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only well-generalized hyperparameter configurations are considered suitable for practical
deployment.

However, hyperparameter optimization for anomaly detection introduces unique chal-
lenges beyond those seen in standard machine learning tasks. Most datasets are highly
imbalanced, with very few anomalies compared to normal samples. This makes it hard to
define reliable validation criteria and increases the risk of overfitting to rare cases. In many
situations, labeled anomalies are unavailable during training, which further complicates
model selection.

Tuning across all datasets at once may lead to benchmark-specific overfitting, while tuning
each dataset separately is computationally expensive and does not give a clear overall
picture. Balancing these aspects requires a practical optimization strategy, described in

the next section.

5.5.2 Optimization Setup

To design a fair procedure, the 121 datasets were divided randomly into two groups: Group
A (60 datasets) and Group B (61 datasets). In Phase 1, hyperparameters were tuned
on Group A, and then the best performing configuration was evaluated in Group B. In
Phase 2, the process was reversed. This two-phase cross-evaluation procedure, developed
as part of this work, ensured that every tuned configuration was tested on previously
unseen datasets, reducing the risk of overfitting to a specific group and enabling a fair
comparison across models.

To aggregate results fairly, only the evaluations on unseen datasets were considered. A
weighted average was then computed to reflect the sizes of both groups, as shown in the

following equation:

(Group B AUC from A x 61) + (Group A AUC from B x 60)
121

Combined cross score =

Where Group B AUC from A is the average result of the configuration tuned on Group
A when evaluated on Group B datasets (from Phase 1), and Group A AUC from B is the
average result of the configuration tuned on Group B when evaluated on Group A datasets
(from Phase 2). This formulation ensured that both groups contributed proportionally to
the overall performance measure.

For the final selection, each VAE variant produced two candidate configurations (one from
each phase). We reported the combined cross-score for transparency, but selected as the

final configuration the one that achieved the highest performance on its unseen evaluation
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group. In addition, per-dataset AUC values from both phases were recorded separately

to provide a detailed breakdown of model behavior across datasets.

Hyperparameter Optimization was performed using FLAML [43] with the BlendSearch
Strategy, which efficiently explores large and mixed search spaces while maintaining a
balance between exploration and exploitation [43]. Each trial was trained on all datasets
within the tuning group, and the objective function was defined as the mean ROC AUC
and PR AUC across those datasets. To avoid unstable configurations from manipulating
results, any failed or invalid trial was assigned a penalty score of -1 for the affected dataset,
guiding the search toward stable and reliable configurations that performed consistently

across diverse data conditions.

Table 5.1: Hyperparameter search space per VAE variant.

Model Latent dim. Batch LR Epochs Dropout Further Parameters

Normal VAE {2,4,8} {16,32,64} [107%,1072]  {30,50,100}  [0.0,0.5] S € {0.5,1.0,2.0}

Overcomplete VAE ~ 17Put-dim, 624; imputdim, 6 901 [1074,10% 100,200,300} [0.0,03] B € {0.5,1.0}

z € {87 16, 32}; 4 —2 _
HVAE oo {48 16) {32,64}  [107%,1072] {100,200,300} [0.0,0.3]
Deep HVAE 2 €{8,16,32}; 2 € (48,165 100 6 {074,102 {100,200,300} [0.0,0.3] -
Z3 € {2,48}

B-VAE {8,16,32} {32,64} [107%,107%] {50,100} [0.0,0.3] B €{1.0,2.0,4.0}

FactorVAE {8,16,32} {32,64} [107%,107% {100,150}  [0.0,0.3] B=1.0; 7 tuned in-
ternally

G-TCVAE {8,10, 16} {32,64}  [107%,107%] {100,200} - B € {2.0,4.0,6.0}

SparseVAE {8,16,32} {32,64} [1074,107%] {50,100}  [0.0,0.3] B € {1.0,2.0}; \; €
[1075,1072]

CVAE {8,10, 16} {32,64}  [107%,107% {50,100} [0.0,0.3] -

A search space was defined for each VAE variant to account for both shared and model-
specific parameters. The common parameters include latent dimension, learning rate,
batch size, number of epochs, and dropout rate. Additional parameters, such as 5 (for
B-VAE and S-TCVAE) or the L1 regularization weight (for Sparse VAE), were included
where relevant. Table 5.1 summarizes the hyperparameter ranges used for each model.
The learning rate is sampled on a log-uniform scale to allow efficient exploration across
several orders of magnitude. Together, these design choices enabled a consistent and

reproducible tuning process across all VAE architectures.
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5.6 Dataset Characteristics Analysis

In addition to comparing models directly, we also examined how dataset properties in-
fluence the performance of different VAE variants. For this purpose, key characteristics
of each dataset were extracted, including the number of samples, the number of features
(dimensionality), and the anomaly ratio (proportion of outliers). Further, we considered
measures of feature correlation, principal component explained variance (PCA EV1-EV5),
and basic statistics such as the mean and standard deviation of feature values, which cap-
ture scale and dispersion.

These characteristics were then merged with the recorded performance metrics of each
model to enable a joint analysis. This approach helped us to study whether certain
dataset conditions, such as high dimensionality or extreme class imbalance, favor specific
VAE variants. In addition, it provided insights into how well the models generalize across
datasets of varying size and complexity. To explore how dataset characteristics relate to
model performance, we used Spearman’s rank correlation coefficient (p). This measure
captures monotonic relationships without assuming linearity, which makes it well-suited
for datasets that vary in scale and distribution.

By linking performance to dataset characteristics, the study aims to identify patterns
that can guide researchers in selecting the most suitable VAE variant for a given type of
data. While this section outlines the methodology for extracting and integrating these

characteristics, the findings and interpretation are discussed in detail in Chapter 6.



6 Experiments and Results

This chapter presents the experimental results of the benchmarking study. We evaluate
nine VAE-based models that we described in Section 3, together with the baselines kNN,
Autoencoder, PCA, and Isolation Forest. Model performance is measured as mentioned in
Section 5.2 using the ROC AUC and PR AUC as primary accuracy metrics, while train-
ing and inference times are reported to assess efficiency. The results cover performance
with default and tuned configurations, the effect of hyperparameter optimization along
with the optimization history, comparison with baselines, and the influence of dataset

characteristics in VAE variants.

6.1 Performance with Default Parameters

To begin the evaluation, all VAE variants were trained and tested with their default
hyperparameter settings. This provided us with a baseline view of how the models perform
in their initial configuration, without any tuning or optimization.

Table 6.1 summarizes the default hyperparameters applied to each variant. The settings
differ across models, with hierarchical VAEs using multiple latent layers, the Overcomplete
VAE scaling its latent dimension with the input size, and the disentanglement-focused
variants relying on higher latent dimensions together with additional regularization terms
such as 3 or L1 penalties. These differences shape the performance and efficiency outcomes

discussed in this section.

Table 6.1: Default hyperparameters used for VAE variants

Model Latent dimension Batch LR Epochs Further Parameters

NormalVAE 2 32 le-3 50 dropout=0.1, beta=1.0, con-
tamination=0.1

OvercompleteVAE ~ max(2*input_dim, 64) 18 5e-4 266 dropout=0.1, beta=1.0, con-
tamination=0.1

2-HVAE z1=16, 7z2=8 64 le-3 200 hidden_dims=[256]

3-HVAE z1=16, z2=8, z3=4 64 le-3 200 hidden_dims=[256]

SparseVAE 10 64 le-3 50 beta=1.0, L1 A=1e-3

BetaVAE 10 64 le-3 50 £5=4.0

BetaTCVAE 16 64 le-3 50 £=6.0

FactorVAE 10 64 le-3 50 -

Conditional VAE 10 64 le-3 50 condition dim=1
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Fig. 6.1 and Fig. 6.2 report the average ROC AUC and PR AUC per VAE variant across all
datasets. The result shows that hierarchical architectures (3-HVAE and 2-HVAE) achieve
the strongest performance, with ROC AUC values of 0.770 and 0.768, respectively. A
similar trend is visible in PR, AUC, with 2-HVAE leading with 0.780, followed by 3-HVAE
with 0.776. Overcomplete VAE and Normal VAE also perform competitively with values
around 0.760 for both ROC AUC and PR AUC. In contrast, disentanglement-focused vari-
ants such as Factorvae, Sparsevae, and Beta-tcvae consistently fall behind, with BetaVAE
recording the lowest ROC and PR AUC score with 0.729 and 0.728, respectively.

080 Average ROC AUC per Model (Default Params)

0.78 A
0.770

0.768

ROC AUC

Model

Figure 6.1: Average ROC AUC score per variant with default parameters across all datasets

Average PR AUC per Model (Default Params)

0.80

0.780

PR AUC

Model

Figure 6.2: Average PR AUC score per variant with default parameters across all datasets

This trend is further supported by the first-place counts shown in Fig. 6.3. 2-HVAE
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dominates with more than 30 wins, followed by 3-HVAE with about 24 wins. Overcom-
pleteVAE also wins on a smaller but notable subset, whereas other variants rarely top
the ranking. This highlights the strong competitiveness of hierarchical architectures in

default settings.
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Figure 6.3: First Place counts for each variant across all datasets
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Figure 6.4: Training Time Plot showing the average time taken by each variant to train

Training and Inference efficiency, shown in Fig. 6.4 and Fig. 6.5, vary widely. Overcom-
plete VAE and FactorVAE are costly to train (2826.3s and 1343.1s on average), while
BetaVAE, Conditional VAE, and SparseVAE finish under 100s. The reported training
times represent the average duration to train one model on a single dataset, whereas
inference time reflects the average time required to generate predictions on the valida-

tion set. Inference is generally fast, taking less than 0.06s, except for Overcomplete VAE
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(0.224s) and NormalVAE (0.108s). Overall, these findings highlight the need to balance

accuracy and efficiency, as some variants suffer notable runtime costs despite relatively

simple architectures.
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Figure 6.5: Inference Time Plot for each VAE variant

The critical difference (CD) diagram in Fig. 6.6 was produced following the procedure
described by Demvsar in 2006 [10]. For each dataset, models were ranked according to
their ROC AUC performance. A Friedman test was then applied to determine whether the
observed differences across models were statistically significant. To further compare pairs
of models, Wilcoxon signed-rank tests were performed with Bonferroni-Holm correction
to control for multiple comparisons. The resulting average ranks and significant groupings
were then summarized in the CD diagram, where bars connected by a line indicate that
the corresponding models are not significantly different from each other. The plot was

generated using the harithaCD library [20].
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Figure 6.6: Critical Difference (CD) Plot showing the average ranking of VAE variants with
default parameters across datasets
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The diagram shows that 2-HVAE, 3-HVAE, Overcomplete VAE, and Normal VAE col-
lectively achieve the best average ranks, forming the top-performing group with no sig-
nificant differences among them. These hierarchical and overcomplete variants perform
consistently well across datasets. CVAE ranks slightly lower but remains competitive,
while BetaVAE, FactorVAE, BetaTCVAE, and SparseVAE form a cluster of weaker per-
formance. Overall, the results indicate that hierarchical and normal architectures offer
more stable performance, whereas disentanglement-focused VAEs perform less effectively

under default settings.

In summary, the default parameter experiments reveal three key insights. First, hierarchi-
cal VAEs (2-HVAE and 3-HVAE) clearly outperform other variants on average, both in
terms of ROC AUC and PR AUC. Second, OvercompleteVAE is competitive in accuracy
but suffers from high training and inference costs. Third, disentangled variants such as
FactorVAE, BetaVAE, and Beta-TCVAE perform weaker under the default configuration,
indicating that they require careful tuning to reach their potential. This ranking is fur-
ther supported by the critical difference analysis, which places 2-HVAE at the top and
shows that disentanglement-focused models form a significantly weaker cluster. Building
on these findings, the next section explores to hyperparameter optimization can close this

performance gap and alter the relative ranking of the models.

6.2 Effect of Hyperparameter Optimization

6.2.1 Overall Results

Hyperparameter Optimization (HPO) was carried out to test whether the performance of
the VAE variants could be improved beyond their default configurations. As described
in Section 5.5.2, a two-phase tuning protocol was used, which is also shown visually in
Fig. 6.7. The total of 121 datasets was randomly divided into two groups: Group A
with 60 datasets and Group B with 61 datasets. In Phase 1, each model was tuned on
Group A datasets and then evaluated on Group B datasets. In Phase 2, the process was
reversed, creating two independent configurations that were cross-validated across both
dataset groups. The optimization setup is summarized in Table 6.2, with further details
provided in Section 5.5.2. This design ensured that tuning was not overfit to a single

subset and that the resulting configurations generalized better.
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Table 6.2: Hyperparameter optimization setup used for all VAE variants.

Setting Value

Optimizer FLAML (BlendSearch)

Metrics ROC AUC, PR AUC

Optimization mode Maximize

Trials per variant 70

Time budget 15 days (15 x 24 x 60 x 60 seconds)
Resources per trial 2 CPUs

HPO and Cross-Evaluation Matrix

Phase 1 (Config A) EVALUATED

Phase 2 (Config B) EVALUATED

T
Group A Group B

Figure 6.7: Heatmap showing the process of Hyperparameter Optimization
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Figure 6.8: Combined PR AUC Score from Phase 1 and Phase 2 after HPO

Figure 6.8 and 6.9 present the results in terms of average PR AUC and ROC AUC across
all datasets. The overall picture shows that tuning did not produce major improvements.
For PR AUC, the 2-HVAE and 3-HVAE variants remain strongest, reaching 0.779 and
0.773, which is very close to their default performance. For ROC AUC, 3-HVAE achieves
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the top score of 0.770, but this is identical to the best default results. Other variants, such
as Normal VAE and Overcomplete VAE, reach around 0.755-0.756, which is slightly lower
than their default scores. Disentanglement-focused variants (Factor vAE, Beta VAE, Beta
TCVAE) remain at the lower end of the ranking with only marginal changes.
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Figure 6.9: Combined ROC AUC Score from Phase 1 and Phase 2 after HPO

The number of first-place wins per dataset, shown in Fig. 6.10, highlights that hierarchical
VAEs dominate again after tuning. 3-HVAE and 2-HVAE achieve the most wins (around
35 and around 28, respectively), while Conditional VAE also records some success on spe-
cific datasets. In contrast, Normal VAE and the disentanglement variants rarely achieve

first place, suggesting that tuning does not improve their relative standing.
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Figure 6.10: First Place counts for each variant after tuning the hyperparameters
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The CD diagram in Fig. 6.11 confirms that the ranking structure remains largely un-
changed after tuning. 2-HVAE and 3-HVAE again achieve the best average ranks, forming
the top-performing group. OvercompleteVAE, NormalVAE, and Conditional VAE follow
closely, while the disentanglement-based models (BetaVAE, FactorVAE, BetaTCVAE,
and SparseVAE) remain clustered at the lower end. This again indicates that tuning has

little effect on the relative performance of the models.
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Figure 6.11: Critical Difference (CD) Plot showing the average ranking of VAE variants after
HPO

Taken together, these results show that hyperparameter optimization did not substan-
tially improve performance across the benchmark. Hierarchical VAEs remain the best-
performing models, but their tuning provided little to no advantage, indicating that either
the default settings are already near optimal or that the chosen search space did not con-
tain parameters that could lead to meaningful gains. It might also suggest that the
strength of these models comes less from fine-tuned hyperparameters and more from their
architectural design, such as hierarchical depth, which provides robustness across differ-
ent datasets. Another possible reason is that the two dataset groups (A and B) differ
quite a bit, which could make it harder for tuned configurations to transfer well between
them. It is also possible that, despite the large number of datasets, the available data
are still insufficient for robust hyperparameter optimization, making it difficult for tuned

parameters to generalize reliably beyond this benchmark.

6.2.2 Optimization History

To better understand the tuning process, representative optimization histories are shown
in Fig. 6.12. Each plot reports the ROC AUC achieved in individual trials (blue) as

well as the best-so-far trajectory (orange). These visualizations highlight how different
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VAE variants respond to the search process and how quickly they converge toward stable

performance.
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Figure 6.12: Optimization histories for selected VAE Variants showing ROC AUC per trial (blue)
and the best-so-far performance (orange)

The 2-HVAE improves sharply in the early trials and stabilizes after about 25 trials. This
indicates that the model quickly identifies good configurations and that further trials of-
fer diminishing results. The stability of the curve reflects the advantage of architectural
depth, which provides robustness and reduces the dependence on fine-grained hyperpa-
rameter adjustments. In contrast, the CVAE exhibits strong fluctuations across trials,
with gradual improvements that extend beyond the optimization process. This indicates
that the model is somewhat sensitive to hyperparameter choices, but it can still benefit
from a longer search, maybe with more trials and a larger search space.

The Normal VAE plot reveals a different pattern. Here, the trial performance fluctuates
dramatically, with several drops to very low AUC values. At the same time, the best-so-
far curve forms an almost flat ceiling, rarely surpassing the early performance levels. This
suggests that while Normal VAE can occasionally achieve reasonable results, its potential

is capped by its simple architecture. With only a single latent layer and restricted capacity,
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the model cannot effectively capture complex structures in the data, so hyperparameter
tuning brings little additional benefit. In contrast, more expressive architectures, such as
Hierarchical VAEs or Sparse VAE variants, provide greater flexibility, allowing them to

achieve higher performance even without extensive tuning.

In summary, hierarchical VAEs quickly reached stable performance and proved robust
to parameter variation. CVAE and NormalVAE were more sensitive, with Normal VAE
showing the strongest instability, and Sparse VAE remained largely unaffected by tuning.
These patterns suggest that only a subset of models benefit meaningfully from extensive
hyperparameter optimization, and that architectural capacity plays a decisive role in

determining this outcome.

6.2.3 Hyperparameter Analysis

Beyond average results, it is important to examine how individual hyperparameters shaped
performance. A sensitive analysis was therefore carried out to understand which parame-
ters drive variability in model outcomes and which models are more robust to parameter
choices. To illustrate this, Fig. 6.13 presents sensitivity plots for two representative param-
eters, latent dimension and learning rate, on two selected variants, Normal VAE (Phase
1) and Factor VAE (Phase 2).

For the Normal VAE, performance was highly sensitive to both parameters. In Fig. 6.13(a),
results form clear clusters: latent dimensions of 2 and 4 produced consistently high ROC
AUC values, whereas larger dimensions led to unstable and scattered performance. This
clustering indicates that only a narrow range of latent dimensions is effective for Normal
VAE, while deviations quickly reduce stability. A similar trend appears in Fig. 6.13(b)
for the learning rate. Around logio(lr) &~ —3.3 to — 3.5, results cluster at the upper
range of performance, but higher learning rates cause noticeable drops in ROC AUC.
These patterns suggest that Normal VAE is more sensitive to hyperparameter choices
than other variants, performing best within limited parameter ranges but showing less

stability outside them.
Factor VAE, by contrast, showed more scattered but stable clustering. In Fig. 6.13(c),

latent dimensions between 8 and 16 form a dense cluster of competitive results, while only
very large values lead to noticeable decline. Similarly, Fig. 6.13(d) shows that performance
remains relatively consistent across the tested learning rates, without sharp collapses or
outliers. These patterns indicate that Factor VAE is more robust and maintains stable

performance across a broader configuration space.
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Figure 6.13: Sensitivity of ROC AUC to Latent dimension and Learning rate for selected VAE
variants

Overall, the clusters observed in the sensitivity plots highlight the difference between
fragile and robust models. Simple architectures like Normal VAE depend on narrow
parameter ranges, while more expressive models such as Factor VAE tolerate broader

settings without major loss in performance.

To complement these findings, the best hyperparameter configurations obtained during the
two-phase tuning protocol are summarized in three tables. Table 6.3 lists the best settings
identified in Phase 1, where tuning was performed on Group A datasets and evaluated
on Group B. Table 6.4 shows the corresponding results from Phase 2, which reversed
this process to ensure independence of the configurations. Finally, Table 6.5 consolidates
these outcomes by reporting the overall best hyperparameter set for each variant, selected
based on which phase achieved stronger generalization. Together, these tables provide
a transparent view of the tuning process and clarify how the final configurations were

derived.
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Table 6.3: Best hyperparameter configurations for each VAE variant from Phase 1, reported with
their corresponding ROC AUC and PR AUC.

Model latent_dim Ir batch_size epochs [ ROC AUC PR AUC
NormalVAE 2 0.0005 32 100 2.0 0.754 0.748
OvercompleteVAE 64 0.0002 16 100 1.0 0.741 0.735
2-HVAE z1=8, z2=8 0.0074 64 100 - 0.769 0.772
3-HVAE z1=8, z2=4, 0.0039 64 300 - 0.768 0.766
z3=2
BetaVAE 8 0.0005 64 100 1.0 0.704 0.710
FactorVAE 16 0.0008 32 100 - 0.727 0.727
Beta-TCVAE 16 0.0007 32 200 4.0 0.731 0.730
SparseVAE 16 0.0009 32 100 2.0 0.721 0.722
CVAE 8 0.0002 32 100 - 0.742 0.738

Table 6.4: Best hyperparameter configurations for each VAE variant from Phase 2, reported with
their corresponding ROC AUC and PR AUC.

Model latent_dim Ir batch size epochs 3 ROC AUC PR AUC
NormalVAE 2 0.0003 32 100 2.0 0.757 0.755
OvercompleteVAE 64 0.0008 16 200 1.0 0.768 0.765
2-HVAE z1=16, z2=4  0.0011 64 100 - 0.749 0.786
3-HVAE z1=8, z2=4, 0.0005 64 100 0.770 0.779
z3=2
BetaVAE 16 0.0007 64 100 4.0 0.716 0.728
FactorVAE 8 0.0004 32 100 - 0.741 0.746
Beta-TCVAE 16 0.0009 32 200 6.0 0.749 0.746
SparseVAE 8 0.0005 32 100 1.0 0.736 0.743
CVAE 8 0.0001 32 50 - 0.752 0.749

Table 6.5: Best hyperparameter configurations for each VAE variant across both tuning Phases,
reported with their corresponding ROC AUC and PR AUC.

Model latent_dim Ir batch_size epochs [ ROC AUC PR AUC
NormalVAE 2 0.0003 32 100 2.0 0.756 0.752
OvercompleteVAE 64 0.0008 16 200 1.0 0.755 0.750
2-HVAE z1=8, z2=8 0.0074 64 100 - 0.756 0.779
3-HVAE z1=8, 0.0005 64 100 - 0.770 0.773
z2=4, 7z3=2
BetaVAE 16 0.0007 64 100 4.0 0.713 0.719
FactorVAE 8 0.0004 64 100 - 0.736 0.737
Beta-TCVAE 16 0.0009 32 200 6.0 0.741 0.738
SparseVAE 8 0.0005 32 100 1.0 0.731 0.733

CVAE 8 0.0001 32 50 - 0.747 0.744
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6.3 Comparison with Baselines

To place the VAE variants in context, we compared them against widely used anomaly
detection baselines such as k-Nearest Neighbors (kNN), Isolation Forest, PCA, and a
standard autoencoder. All baselines were implemented using the PyOD library [45] with
default configurations, and anomaly scores were normalized to the [0,1] range before metric
computation. Importantly, the baselines were evaluated under the same benchmark pro-
tocol as the VAE variants, ensuring a fair and consistent comparison across all methods.

Figure 6.14 and 6.15 show the results for both default and tuned configurations.

In the default setting (Fig. 6.14), kNN achieves the highest ROC AUC (0.812), clearly
outperforming all VAE variants. The Autoencoder baseline also performs strongly (0.772),
achieving scores comparable to 2-HVAE and 3-HVAE. OvercompleteVAE and NormalVAE

remain competitive, while disentangled variants such as FactorVAE, SparseVAE, Beta-
TCVAE, and BetaVAE fall behind both the stronger VAEs and baselines.
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Figure 6.14: Average ROC AUC of VAE variants and classical baselines with default hyperpa-
rameters

After hyperparameter optimization (Fig. 6.15), the relative ranking shifts slightly, but
the baselines remain highly competitive. kNN retains its leading position, while the
Autoencoder continues to achieve scores similar to the best VAE variants. 2-HVAE and
3-HVAE improve slightly with tuning but do not surpass kNN. Meanwhile, disentangled

variants only show modest improvements and remain below the baselines on average.
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Figure 6.15: Average ROC AUC of VAE variants and classical baselines after hyperparameter
optimization

The CD diagram in Fig. 6.16 provides a summary of overall ranking across all models,
including the baselines. kNN achieves the best average ranking, followed by 2-HVAE
across all modes, including the baselines. 3-HVAE, Normal VAE, and Overcomplete VAE
follow closely, and remain statistically comparable. Interestingly, although the Autoen-
coders reach higher ROC AUC scores than some VAEs in absolute terms, they rank lower
overall, indicating that their performance is less consistent across datasets. In contrast,
disentanglement-based models occupy the lowest ranks along with PCA and Isolation
Forest. These results confirm that while hierarchical and overcomplete VAEs perform

competitively, kNN remains the most effective and reliable method overall.
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Figure 6.16: Critical Difference (CD) Plot showing the average ranking of VAE variants and
classical baselines across datasets
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Overall, these results highlight two important observations. First, classical baselines,
particularly kNN and the Autoencoder, set a firm benchmark that several VAE variants
struggle to exceed. However, the CD analysis shows that the Autoencoder, while achieving
high ROC AUC scores, performs less consistently across datasets and is therefore ranked
lower overall. Second, while tuning benefits most VAEs, the margin of improvement is
not sufficient to close the gap with kNN. This suggests that although VAEs offer flexi-
bility and potential advantages on specific datasets, traditional methods remain powerful
competitors in anomaly detection tasks. While these findings may seem somewhat unsat-
isfactory, we consider it important to report them transparently, as they provide valuable
insight into the practical limitations of current VAE models and highlight the need for

further research.

6.4 Influence of Dataset Characteristics

Understanding how dataset properties affect the relative performance of VAE variants is
essential for deriving practical guidelines. We evaluated the roles of dataset complexity,
dimensionality, correlation structure, and stability in determining which models perform
best. The goal was not only to identify which models achieve the highest scores, but also
to uncover the conditions under which they do so.

To describe the datasets, we extracted several characteristics and merged them with VAE

performance for further analysis:

e Dimensionality (n_features) - number of input variables.
e Class balance (test_anomaly_ratio) - share of anomalies in the test set.

e Outlier ratio - the fraction of samples in the training set that have at least one

feature exceeding three standard deviations (|z| > 3), where scaling parameters (p

)

Where 74y4:,, is the number of training samples, p; and o; are the feature-wise mean

and o) are estimated from the training data itself.

Tij = 1
0j

Ntrain
outlier_ratio = E 1{ max
Ttrain i—1 J

and standard deviation computed from the training set.

e Average feature correlation (avg feature_corr) - mean Pearson correlation between
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all pairs of non-constant features:

1
avg_feature_corr = N Z; p(x;, xj)
i<j

Where z; and z; are feature vectors, p is the Pearson correlation, and N is the

number of unique feature pairs.

e PCA explained variance (pca_ev_k) - the variance explained by the first five prin-

cipal components:

)\k - —d o’ l{ -
23:15%
Where s are the eigenvalues of the covariance matrix of the standardized data, and
d is the total number of retained features. A high )\, indicates that the dataset

is simple, whereas lower values spread across multiple components suggest higher

complexity.
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Figure 6.17: Distribution of selected dataset characteristics

The first plot (Fig. 6.17) summarizes the distribution of these characteristics across all
datasets. The number of features shows multiple clusters, with some datasets being

very low-dimensional, while others concentrate around 500-600 features, and a smaller
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group reaching up to 1500 features. The anomaly ratio in the test set is fixed at 0.5 by
design, resulting in no meaningful variation across datasets. Average feature correlations
are strongly concentrated near zero, suggesting most datasets have little redundancy,
although a few exhibit moderate correlation. Outlier ratios display a broad spread, with
some datasets containing very few extreme samples, while others have a large majority
flagged as outliers. This distribution highlights the diversity of benchmarks, ensuring that
both simple and complex dataset structures are represented.

Fig. 6.18 compares the average ROC AUC of VAE variants on low- and high-dimensional
datasets. Most models achieve stronger results on low-dimensional data, with Conditional
VAE, Factor VAE, and Sparse VAE showing the largest improvements. Beta TCVAE and
Beta VAE also drop noticeably when dimensionality increases, reflecting their sensitivity
to more complex feature spaces. In contrast, Hierarchical VAEs not only remain stable but
even perform slightly better on higher-dimensional datasets, while the Overcomplete VAE
and Normal VAE show consistent results across both dimensionality. This suggests that

deeper and wider latent structures are particularly effective in managing high-dimensional

complexity.
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Figure 6.18: Average ROC AUC of VAE variants by dataset complexity

Fig 6.19 visualizes the Spearman rank correlation (p) between ROC AUC and dataset
characteristics for each VAE variant (red = positive, blue = negative, white ~ 0). Across
nearly all models, the outlier ratio shows a consistently negative relationship with perfor-
mance, meaning that datasets containing a larger share of extreme samples (]z|>3) tend to
be harder to model effectively. This trend appears systematic rather than model-specific,
suggesting that all VAE variants, regardless of architectural depth, struggle when data

contain many irregular points. The number of features also correlates negatively with
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performance, but this effect appears slightly weaker for hierarchical VAEs, suggesting that
deeper latent structures may provide a model’s advantage in handling high-dimensional
data. In contrast, average feature correlation shows only weak effects overall: most vari-
ants exhibit a mild positive trend, whereas hierarchical VAEs display slightly negative
correlations, indicating that they may not benefit from strongly correlated input features
to the same extent as other models. PCA explained variance in the first components is
strongly and consistently positive for all VAEs, implying that datasets where most variance
is captured in a few directions tend to yield better anomaly detection performance. While
most variants exhibit broadly similar relationships with dataset characteristics, hierarchi-
cal VAEs show subtle deviations, appearing slightly less sensitive to high dimensionality

and responding differently to correlated features.
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Figure 6.19: Spearman rank correlations between dataset characteristics and VAE performance
(ROC AUC), computed per model

The last plot (Fig. 6.20) highlights these findings more directly by showing the win-rates
across quartiles of feature dimensionality. In the lowest quartile (Q1), a wide range of
models, including NormalVAE, Conditional VAE, and Overcomplete VAE, share com-

petitive performance. However, as dimensionality increases, the advantage shifts clearly
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toward Hierarchical VAEs. By the highest quartile (Q3), 2-HVAE and 3-HVAE domi-
nate most datasets, with Overcomplete VAE maintaining a steady presence. This con-
firms that hierarchical depth and overcomplete representations are particularly effective
in high-dimensional environments, while simpler variants remain more suitable for low-
dimensional problems. These findings fit with the idea that additional latent capacity is
unnecessary in small feature spaces but becomes an advantage when handling complex,

high-dimensional inputs.
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Figure 6.20: Win-rate of VAE variants across feature count quartiles (Q1-Q3)

6.5 Summary of Findings

The experiments reveal several consistent patterns across models and datasets. Hierarchi-
cal VAEs (2-HVAE, 3-HVAE) achieved the strongest overall performance in their default
configurations, followed by OvercompleteVAE and NormalVAE. Disentanglement-focused
variants such as BetaVAE, FactorVAE, and Beta-TCVAE consistently lagged. Training
efficiency differed widely: OvercompleteVAE and FactorVAE required the longest training
times, while most other models trained faster, and inference remained efficient across all
variants.

Hyperparameter optimization did not significantly improve results over the defaults. Hi-
erarchical VAEs remained the best-performing VAEs, which can be explained by their
multi-layer latent structure. By introducing several layers of latent variables, these mod-
els can capture richer feature dependencies and avoid the bottlenecks present in shal-
lower VAEs. This leads to more accurate reconstructions and stronger anomaly detection

signals, particularly in high-dimensional datasets. In contrast, disentanglement-focused
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models emphasize latent separation, which is less relevant for anomaly detection and can
reduce reconstruction quality. Normal VAE and Overcomplete VAE showed sensitivity to
latent dimension and learning rate, and although tuned configurations rarely surpassed
defaults, they highlighted parameter ranges that generalize well, reducing the need for
repeated HPO across datasets.

Dataset characteristics further shaped the relative performance of VAE variants. Sim-
pler models such as Normal VAE, Conditional VAE, and Factor VAE were competitive
on low-dimensional and compressible datasets, while Hierarchical VAEs improved as di-
mensionality increased and even performed better in high-dimensional settings. A higher
share of outliers in the data also boosted the ROC AUC for nearly all models, as anomalies
became easier to separate from normal patterns.

When compared with classical baselines, kNN and Autoencoder proved to be strong com-
petitors, particularly on simpler datasets. This shows that while VAEs offer flexibility and
robust performance in complex cases, traditional methods remain effective benchmarks

for anomaly detection.



7 Conclusion and Future Work

This thesis presented a large-scale comparative study of nine Variational Autoencoder
(VAE) variants for unsupervised anomaly detection. Motivated by the lack of standard-
ized evaluation across different VAE architectures, the research established a unified and
reproducible benchmarking framework to assess nine representative variants across 121
tabular datasets from the ADBench repository. The study further incorporated a two-
phase cross-validation hyperparameter optimization (HPO) process to ensure fair and
unbiased evaluation. Through this large-scale analysis, the thesis contributes to a more
systematic understanding of how different VAE designs, hyperparameters, and dataset
properties influence anomaly detection performance. Building on the detailed findings in
Chapter 6, this section interprets the results in relation to the central research questions.
RQ1 - Model effectiveness

Hierarchical VAEs (2-HVAE and 3-HVAE) provided the best overall balance between
accuracy, robustness, and scalability. Their layered latent structure enabled them to
capture complex feature dependencies more effectively than simpler architectures. Over-
complete and Normal VAEs were competitive but more computationally demanding,
whereas disentanglement-oriented variants such as 5-VAE, Factor VAE, Sparse VAE, and
B-TCVAE offered no clear advantage for reconstruction-based anomaly detection.

RQ2 - Influence of hyperparameters

Hyperparameter optimization did not lead to the significant performance improvements
we initially expected. However, it provided valuable insights into how different parameters
affect training stability and reconstruction quality across models. The two-phase tuning
process revealed consistent sensitivity patterns, particularly for latent dimensionality and
learning rate, and helped identify parameter ranges that yield stable, generalizable perfor-
mance across datasets. Although the overall gains were modest, these findings emphasize
the importance of systematic optimization for fair comparison and for understanding the
practical limits of each architecture.

RQ3 - Effect of dataset characteristics

Dataset complexity shaped model behavior: hierarchical architectures excelled on high-

dimensional or feature-correlated data, while simpler models such as the Normal or Condi-
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tional VAE performed adequately for low-dimensional datasets. This suggests that model
selection should reflect both data properties and computational constraints, and highlights
the strong generalizability of hierarchical VAEs across diverse dataset types.

When compared with classical anomaly detection baselines such as kNN, Isolation Forest,
Autoencoder (AE), and Principal Component Analysis (PCA), the VAE-based methods
showed comparable but not superior performance. Traditional algorithms remained com-
petitive in accuracy and were considerably more efficient, showing that deep generative
models are not always the most practical choice for tabular anomaly detection. It was
initially expected that the advanced VAE variants would deliver stronger improvements,
but the results revealed only modest gains. This honest outcome emphasizes the impor-
tance of empirical evidence over theoretical intuition and highlights that architectural
complexity alone does not guarantee better performance.

Future work could extend this benchmark to a wider range of algorithms and diverse
dataset types, including computer-generated or artificial datasets with controlled prop-
erties. More advanced HPO techniques and broader search spaces may reveal whether
some variants can perform better when tuned more extensively. Since hierarchical archi-
tectures performed best, hybrid designs that combine hierarchical and disentanglement
mechanisms or deeper hierarchical models, such as 4-HVAE or 5-HVAE, could be ex-
plored to enhance representational depth. Finally, theoretical analysis of why hierarchical
and overcomplete VAEs generalize well, for example, through an information-theoretic or
geometric perspective, could offer deeper insight into their latent representations.

In summary, this thesis provides a transparent and reproducible foundation for evaluating
VAE variants in anomaly detection. It demonstrates that hierarchical architectures are
currently the most effective overall, while classical methods remain valuable baselines.
These findings offer realistic guidance for future research and practical deployment of

deep generative models for anomaly detection.
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