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Chapter 1

Introduction

Anomaly detection is a critical task in machine learning, with applications in many different
fields, ranging from fraud detection to medical diagnoses [3]. Anomalies are data points that
deviate significantly from the normal data, often indicating critical errors or opportunities to
gain valuable insights. However, detecting anomalies is challenging due to their rarity and the
complexity of the often high-dimensional data, leading to an increasing demand for anomaly de-
tection methods that accurately identify anomalies. One way researchers have tried to improve
those methods is by utilizing generative models to aid in the process of identifying anomalies
[27, 33, 41]. While the use of generative models for anomaly detection has been extensively
studied, there is limited research on how anomaly detection methods manage to generate data
themselves. Studying their performance provides a novel way to evaluate and understand unsu-
pervised models even in the absence of labeled data. This could also lead to insight into how well
anomaly detection methods can learn the underlying normal data distribution, which is critical
for improving their performance in real-world applications.

1.1 Structure of this Thesis

In the beginning, Chapter 2 provides a broader introduction into Anomaly Detection and some
statistical methods of evaluating anomaly detection methods. Chapter 3 provides an overview
of Generative Models, their challenges and applications. In Chapter 4 we will take a look at
how Anomaly Detection and Generative Models relate to each other by highlighting related
work as well as contribution. Chapter 5 describes the methodology used in this thesis, including
the datasets, anomaly detection algorithms, the image generating techniques and our evaluation
method. Chapter 6 presents the experimental results and analysis. Finally, Chapter 7 concludes
this thesis and suggest directions for future work.
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Chapter 2

Anomaly Detection

Anomalies are data points that are significantly different than the rest of the data [27]. They are
not within the expected behaviour of the normal data [7]. Anomalies are rare and often indicate
critical errors or opportunities. Those data points have many different names in literature, but
the most common ones are anomaly or outlier [7]. Detecting those anomalies is a very important
aspect in the real world, such as in detecting a hacked computer by detecting anomalous network
traffic, detecting credit card fraud or other types of (financial) fraud, indication of malignant
tumours in anomalous MRI images or in law enforcement [3, 7]. Rather than single data points
anomalies can be comprised of multiple points at once. This set is called a collective anomaly.
Single data points in a collective anomaly might not be an anomaly themselves. An example of
that could be in fraud detection: a single large credit card transaction can be viewed as quite
normal, but multiple large transactions in a short time frame will probably be classified as an
anomaly. Another type of anomaly are contextual anomalies. Here a data point is considered an
anomaly only in a specific context, but not in general. An example of such an anomaly could be
in weather data: a very low temperature for instance would be classified as an anomaly when in
summer, but not in winter. Applying an anomaly detection algorithm for contextual anomalies
heavily relies on the meaningfulness of different contexts in the target domain as well as the
availability of the attributes that define a context [7].

Fig. 2.1 shows a simple example of anomalies in a 2-dimensional data set. There are two
normal regions, N1 and N2, since most data points are within those regions. Points that are far
enough away from those regions could be considered anomalies, namely o1, o2 and O3, which is
a collective anomaly.

Anomaly detection algorithms can have two different types of outputs [3, 7]:

• Anomaly scores: In most cases an anomaly detection algorithm will return a score to
each data point quantifying how much of an outlier the specific data point is. These scores
can be used rank data points in order of their tendency to be an anomaly. This output
retains all the information of the algorithm but does not give the user a number of points
that should be considered anomalies.

4



CHAPTER 2. ANOMALY DETECTION 5

Figure 2.1: Basic example of anomalies

• Binary labels: Each data point is assigned a label (normal or anomaly). Some anomaly
detection algorithms directly output these labels but they can also be created by applying
a threshold to anomaly scores. This output contains less information than anomaly scores
but it is often needed for decision making in practical applications.

Anomaly scores can be difficult to interpret. They are often just numerical values that provide
little to no context about why a data point is considered more or less anomalous that another
one. That is especially true for high dimensional data since there are many more features that
could lead to the anomaly score being higher. Converting the anomaly scores into labels requires
a threshold that can be subjective and context-dependent without a lack of guidance, amplifying
the lack of interpretability. There are different ways to increase the interpretability of anomaly
detection algorithm and it is an active part of research [39, 35].

Detecting anomalies can be done through various different approaches, including machine
learning, deep learning or basic statistical methods. Deep learning is especially suited for anomaly
detection in many applications since it can handle high-dimensional data and can learn complex
patterns in the data. In this thesis we will focus on three deep learning-based methods, more
specifically on Autoencoders, Deep SVDD and DEAN. We will take a closer look at those in
Chapter 5.
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Evaluating anomaly detection algorithms is usually done by using statistical methods. The
most simple ones are precision and recall.

Precision =
Number of correctly identified anomalies

Number of correctly and falsely identified anomalies
(2.1)

Precision is the proportion of points identified as an anomaly that actually are anomalies. Higher
precision means fewer false flags but could lead to not as many anomalies being caught. A
high recall on the other hand ensures that most anomalies are captured, while not necessarily
minimizing false flags.

Recall =
Number of correctly identified anomalies

Total number of actual anomalies
(2.2)

Recall is the proportion of actual anomalies in the set of all the points the algorithm labeled as
anomalies. One way to ensure both minimizing false flags and catching most anomalies is to use
the F1-score. It balances precision and recall using their harmonic mean.

F1 =
2 · Precision · Recall
Precision + Recall

(2.3)

The F1 score is especially useful when there is an imbalance between the normal class and the
anomalous class because it considered both false positives (when the algorithm classifies data as
an anomaly but it is actually normal) and false negatives (when the algorithm classifies data as
normal but it is actually an anomaly) simultaneously. Since anomalies are by definition rare,
using the F1-score in anomaly detection tasks can be a good choice. Another metric commonly
used is the ROC AUC score [3, 15, 5]. The ROC (Receiver Operating Characteristic) curve
represents the model performance by plotting the True Positive Rate (TPR) against the False
Positive Rate (FPR) for different thresholds for classifying data points as anomalies based on
their anomaly scores. The TPR is just another name for recall and is calculated the same as in
Eq. (2.2). The FPR is the proportion of normal data that is falsely labeled as anomalous and is
calculated as

FPR =
Number of falsely identified anomalies

Total number of normal data
(2.4)

In Fig. 2.2 is an example ROC curve. The blue line represents a well working anomaly detection
algorithm while the grey line is about what you would expect from random guesses. It is then
quite common to summarize the information from a ROC curve into a single value by calculating
the Area Under the Curve (AUC). A perfect model would have a ROC AUC score of 1, while
random guesses would have one of 0.5. The blue algorithm in Fig. 2.2 has a score of 0.95.

It is important for an effective anomaly detection system to properly distinguish between
anomalies and noise. Noise refers to random or irrelevant variations in the data that do not
carry any meaningful information, which can arise from measurement errors, data collection
artifacts or environmental factors. Anomalies and noise may appear very similar and make it
difficult to distinguish between them since often the difference comes down to the subjective
opinion of an analyst [3]. What constitutes an anomaly or noise is also quite different between
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Figure 2.2: ROC Curve

different application domains. For example, a small change in the medical domain (e.g. a
change in body temperature) can constitute an anomaly, but in the financial domain (e.g. small
fluctuation in the stock market) can be viewed as normal [7]. Ways to combat noise are noise
reduction beforehand or using robust detection methods such as in [41]. Another way might be
to use appropriate thresholds that only looks at data points with a sufficiently high anomaly
score.



Chapter 3

Generative Models

In modern machine learning, generative models have materialized as one of the main points
of research. With them we have been able to generate realistic samples from text to images
[6, 28, 14] and also understand and manipulate high-dimensional data [4, 20]. Generative models
can be used in many different domains including creative arts, medical fields or anomaly detection
[12, 29, 11, 31].

At its core generative models are algorithms that learn the underlying distribution of a given
dataset. With this distribution a model is then able to generate new samples that resemble the
original training data [14]. Again there are many different generative models that have been
or are currently getting researched. The most used ones are Variational Autoencoders (VAE),
which learn a representation of the data and generate new data by sampling from the latent
space [20], and Generative Adversarial Networks (GANs), which consist of a generator and a
discriminator that compete against each other to produce realistic data [14]. Another popular
model, especially for generating image data, are diffusion models. They work by starting with
random noise from a simple distribution and then iteratively denoising that noise to arrive at
the wanted data [19].

Generative Models come with their own unique challenges. These can be specific to the model
used or broadly apply to all kinds of different models. A specific issue of GANs for example is
’mode collapse’, which results in the generator only creating a limited set of data patterns that
does not capture the full diversity of the data distribution [23]. Another problem that some
models have to deal with is their computational complexity and time required to generate a
sample [16]. One challenge that every generative model has is the evaluation of the generated
samples. Many different factors play into the evaluation and based on the data type there isn’t
an objective way to rate one model over another. In a lot of cases it comes down to a subjective
visual inspection [16].

It can also be quite difficult to create a functioning generative model for high dimensional
data. That comes down to the fact that high dimensional data often follows complex distribu-
tions, which require more training data and a lot more computational cost to properly learn.

8



CHAPTER 3. GENERATIVE MODELS 9

There are many different applications of generative models. They can be used for data
synthesis for generative text models, art or design [6, 14]. The generated data can then also be
used to improve the performance of other machine learning tasks by letting them train on this
synthetic data as well as on real data. That process is called data augmentation [36]. Generative
models can also be used in connection with anomaly detection algorithms.



Chapter 4

Interplay between Generative Models
and Anomaly Detection

As mentioned above there is a connection between generative models and anomaly detection.
We want to first look at how this connection has been explored in related work and then expand
on what we contribute to extend current research.

4.1 Related Work

Usually the connection between generative models and anomaly detection starts at generative
models, which learn the data distribution and can generate normal samples [27]. If a sample
cannot be generated it is likely that that sample is anomalous [33]. Similarly this can be viewed
the other way around, where we search for a normal sample using the output of an anomaly
detection algorithm, e.g. by training a model to minimize the overall loss of the model for normal
data [41]. Our approach extends on this by also minimizing the loss of individual samples after
a model has been trained.

It is viable for some generative models to directly be used for anomaly detection. One way
is to use reconstruction-based models like Autoencoders or VAEs. As they learn to reconstruct
the input data one can calculate the reconstruction error, which is the difference between the
reconstruction and the original image. A high reconstruction error indicates anomalies since the
models are only able to properly reconstruct normal data [32]. You could also directly analyze
the latent space representation to detect anomalies for models that compress the data [41].
Another way to utilize generative models in anomaly detection tasks is by generating synthetic
data that can then be used train anomaly detection algorithms. The main problem with training
on anomalous data is that anomalies are rare, hence generating synthetic data can be beneficial.
You can also use generative models to synthesise normal data that anomaly detection algorithms
train on. This can lead to the detection algorithm better understanding normal data and better
distinguishing it from anomalous data. The problem of evaluating synthetic data and their

10
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generative models persists. Using it for anomaly detection brings an addition evaluation metric,
how effective the generated data really is for anomaly detection in specific, i.e. is the synthetic
data normal or are there generated samples that could be classified as as anomalies themselves.

4.2 Our Contribution

Existing studies primarily use anomaly detection to improve generative models, using anomaly
scores as a loss function to align generated data with the normal distribution. We invert this
approach by using anomaly detection to guide the generation of individual samples. By iter-
atively optimizing the anomaly score of a sample, we aim not only to generate samples that
look normal but also to analyze whether different anomaly detection algorithms correctly learn
what constitutes normal. This provides insight into each algorithms ability to learn the normal
distribution while revealing potential limitations in the learned solution space.



Chapter 5

Methodology

In this chapter we want to explain the methods we used to generate images based on anomaly
scores. We introduce the datasets used, go over the anomaly detection algorithms we evaluated
and explain two different strategies for generating images. We also take a look at how we evaluate
the generated images and in turn the models.

5.1 Datasets

For this work we used two different datasets. The first one we used is called MNIST [8]. It
consists of grayscale images of handwritten numbers from 0 to 9. The images are of size 28× 28.
In total there are 70.000 images, 60.000 of which are in the training set and the other 10.000 are
in the test set. Each of the 10 different numbers has roughly the same amount of images, both
in the training set as well as in the test set. To use MNIST for anomaly detection, we defined
one number as normal and every other number as anomalous.

The second dataset we used is called CIFAR-10 [22]. This dataset consists of 60.000 color
images in 10 classes of different objects. The classes include objects like automobile, cat, dog,
ship and truck. Of the 60.000 total images 50.000 are in the training set and 10.000 in the test
set. Each class has exactly 5.000 training images and 1.000 test images. The images are of size
32 × 32, with additional color channels for a total size of 32 × 32 × 3. Similar to MNIST, we
treated one class as normal and the rest as anomalous.

5.2 Anomaly Detection Algorithms

In this work we used three different deep learning-based anomaly detection algorithms, namely
Autoencoders, Deep SVDD and DEAN. We will explain the basics of each of the three as well
as how each of their anomaly score is calculated.

12



CHAPTER 5. METHODOLOGY 13

5.2.1 Autoencoder

The first anomaly detection method we used is the Autoencoder (AE) [18]. AEs consist of a
neural network that is trained to output a reconstruction of the input data. It does that by
learning a compressed representation of the data in latent space. The neural network is made up
of two different parts: the encoder and the decoder. The encoder compresses the input data
into the latent representation while the decoder reconstructs the original data from the latent
representation.

For our implementation of AEs we use convolutional layers [26], which use kernels that
slide over the input to compute local patterns such as edges, textures or shapes. They help
preserve spatial relationships between a local area of pixels. Our implementation uses the library
TensorFlow [1].

AEs have many different use cases and have to be adapted to work for anomaly detection
tasks [32]. To do this, we first define how we calculate the anomaly scores. These scores are
also called the reconstruction error, as it quantifies the difference between the original input and
the reconstructed output. To be more precise, for a input vector x consisting of n dimensions
x1, x2, ..., xn and the reconstruction x̂ produced by an AE, the reconstruction error is calculated
as

Errrecon (x) =
1

n

n∑
i=1

(xi − x̂i)
2 (5.1)

We trained the AE only on normal data. This causes the reconstruction error (or the anomaly
score) to be small for normal images, but higher for anomalous data, since the AE cannot
reconstruct anomalous images as well as normal ones.

Figure 5.1: Abstract architecture of AEs. Figure by [38]

5.2.2 Deep SVDD

As the second anomaly detection method we used Deep SVDD [30], which is an extension of
Support Vector Data Description [37]. Depp SVDD was primarily constructed for anomaly
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detection tasks. The goal of Deep SVDD is to learn a hypersphere that encloses all the normal
data. It does that by first mapping the data into a latent space. Then it tries to minimize the
volume of the hypersphere while ensuring that all normal data falls within this sphere. Any data
point that lies within the hypersphere is classified as normal data, while every data point that
lies outside the hypersphere is classified as an anomaly. The anomaly score of a given point is
calculated as the euclidean distance of the point in latent space to the center of the hypersphere.
Fig. 5.2 shows a 2-dimensional example of how Deep SVDD functions. For our work we used the
implementation of the library pyod [40].

Figure 5.2: Deep SVDD learns a neural network transformation ϕ that maps the data from the input
space X into the latent space F . The hypersphere where normal data lies within and anomalies fall
outside of is characterized by the center c and radius R. Figure by [30]

5.2.3 DEAN

Deep Ensemble Anomaly Detection (DEAN) [21] is an ensemble-based anomaly detection algo-
rithm that combines multiple deep learning models to improve robustness and performance. To
create a well performing ensemble it relies on four attributes:

• Scalability: Submodels need to be able to be generated quickly to make it possible to
combine a lot of different models.

• Depth: Submodels need to be able to learn complex functions, thus needing each of them
to be deep. Though the individual performance of each model is not as important as what
the ensemble can learn from it.

• Variability: To benefit from having multiple different models their outputs need to be
different from each other. This usually means the quality of each individual model has to
not be optimal but good enough to properly distinguish between normal and anomalous
data.

• Consistency: To combine multiple submodels, their outputs need to be in the same scale
and to be comparable to each other.
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DEAN fulfills these attributes by training the submodels with the same loss function and the
same model setup but different initializations. To be more precise, DEAN uses feature bagging,
meaning a model can only see bag many of the total features. Changing which features each
submodel sees increases the variance between them and thus raises the quality of the ensemble.
Since each submodel is trained on the same loss function, the resulting scores can easily be
compared and combined. The anomaly score of the ensemble is calculated as the average of the
output of all the submodels.

For this work we used the implementation of DEAN found in [21].

5.3 Generating Samples from Anomaly Scores

In this chapter we want to show what methods we used to generate images from the anomaly
scores of the anomaly detection algorithms. Generating these images is an optimization problem
where we want to minimize the anomaly score of a given input. For this we used two different
methods, one where we directly used gradients from the underlying neural networks and one
where we used an evolutionary algorithm. Both methods start with a random input and then
modify this input to minimize the anomaly scores.

5.3.1 Gradient-based Method

When using neural networks, for each pass of data through the network gradients are calculated.
These gradients can tell us what we have to change in the data in order to get a lower loss from
the loss function. As our loss function is the anomaly score, the gradients can tell us how to
change a image in order to minimize its anomaly score. This change depends on the learning
rate and occurs gradually, so multiple iterations are required to properly minimize the anomaly
score.

Using only these gradients can lead to the algorithm getting stuck in local minima. This is
not necessarily a bad thing, as it can enable the generation of diverse normal samples (see for
example Section 6.1.1). However it could also lead to the generated image being not a normal
one, but instead being an anomaly. Using gradients is very efficient and provides fast convergence
even for high-dimensional data. However, this method can only be used for anomaly detection
algorithms that utilize neural networks and is also dependent on parameters like the learning
rate and initialization.

5.3.2 Evolutionary Algorithm

Evolutionary Algorithms are inspired by the biological process of natural selection, in which
a population of a species evolves over time to adapt to their environment. These types of
algorithms have been widely studied in the field of artificial intelligence and optimization [10].
In a population there is a fixed number of individuals. In our work, the individuals are images.
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In each generation, the individuals get ranked using a fitness score, the anomaly score in our
case. Then, a new population for the next generation is formed through a combination of three
possible processes:

• Mutation: Randomly modifies an individual to search in new regions of the search space.

• Crossover: Combines two individuals (parents) to create a new one (child/ offspring),
which hopefully captures the strengths of both parents.

• Selection: Selects the best performing individuals based on their fitness score.

In our work we produce a new population by combining two images by taking the average pixel
value between them and sometimes mutating them by adding small values to each pixel. These
small values are generated at random by a normal distribution with a mean of 0 and a standard
deviation of 0.01. Mutations happen 50% of the time. Images with a lower anomaly score have
a higher likelihood of getting chosen as a parent. This repeats for a fixed number of generations.

Evolutionary algorithms are robust against local minima, since random mutations can lead
to worse results in the short term which eventually lead to a overall better result. They are also
very universal and can be fairy easily adapted to different types of anomaly detection algorithms
or even completely different optimization tasks. However they are computationally expensive,
since they require the fitness scores of a large population to be evaluated over a large number of
generations. To add to that, evolutionary algorithms require the fine-tuning of several different
parameters like the population size, mutation rate, and more.

Figure 5.3: The general scheme of an evolutionary algorithm as a flowchart. Recombination represents
Crossover. Figure from [10]
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5.4 Evaluation Method

In order to compare different anomaly detection algorithms, we need evaluation metrics. For
our work, we generate images and evaluate them via a visual inspection, determining whether
they appear normal or anomalous. This method is simple and intuitive, especially for image
data, but has several limitations, like its subjectivity and lack of quantitative measures.

While quantitative metrics could provide objective scores, they cannot guarantee that an
image looks ’right’ to humans; a generated image might score well numerically but still appear
anomalous to human observers. Given the scope of our work and the straightforward nature
of the datasets used, a visual inspection offers a practical and effective way to evaluate the
performance of the anomaly detection algorithms based on their generated images.



Chapter 6

Experimental results

In this chapter we experimentally evaluate the performance of the different anomaly detection
algorithms introduced in Section 5.2. For that we will generate images by minimizing the anomaly
score of an individual sample using the methods from Section 5.3.

6.1 Autoencoder

6.1.1 Gradient-based minimization

First we generate images using the gradient-based optimization on the Autoencoder. Since this
method converges fast, the images are generated with 500 iterations. We start the generation
with randomly generated noise and then iterate on that using a learning rate of 0.01. For the
generated images in this as well as in all other chapters, the anomaly score of an image is given
as the title of that image.

Fig. 6.1 shows the generated MNIST images for the Autoencoder only being trained on the
normal class 3 using gradient-based minimization. The generated images appear to be well
constructed images and show no clear anomalies. Similar results can be seen for the class 4 in
Fig. 6.2. Here, the generated images show more variation between them, which is also the case
in the training set. These results suggest that Autoencoders are capable of properly learning the
normal distribution of the MNIST dataset. It also appears that it can learn the full distribution
and not only small parts of it by generating a variety of normal-looking images.

Using the CIFAR-10 dataset, the Autoencoder seems not to be able to properly learn the
normal distribution. Fig. 6.3 shows generated CIFAR-10 images for the normal class frog. The
images show a green and brown shade while not having any discernible patterns that could
indicate a normal image. Similar results can be seen for the normal class airplane in Fig. 6.4.
Again, the images show no normal patterns. This time however the images are showing a blue
and brown shade. The difference in color could be an indication that at least some characteristics
of the normal class is learned, since most frogs are green or brown and usually are on grass or
dirt while the class airplane often captures the blue sky.

18
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Figure 6.1: Generated MNIST images of class 3 using gradients of an Autoencoder. Numbers above
the images represent the anomaly score of the generated image

Figure 6.2: Generated MNIST images of class 4 using gradients of an Autoencoder

6.1.2 Minimization through Evolutionary Algorithms

Next we generated images using a evolutionary algorithm. Fig. 6.5 shows generated MNIST
images of class 3 (top) and class 4 (bottom) while Fig. 6.6 shows generated CIFAR-10 images
of class frog (top) and class airplane (bottom). The MNIST images are very similar to the
ones generated using gradients, showing a variety of different normal images with no detectable
anomalies. However the CIFAR-10 images show even less structure than the ones generated
using gradients. Both images on the left show a very slight shade of green or blue respectively,
while both images on the right show no difference between them amounting to random noise.
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Figure 6.3: Generated CIFAR-10 images of class frog using gradients of an Autoencoder

Figure 6.4: Generated CIFAR-10 images of class airplane using gradients of an Autoencoder

Both methods of generating images show normal-looking samples for the MNIST dataset while
generating abnormal-looking samples for the CIFAR-10 dataset, with the evolutionary algorithm
generating more anomalous-looking samples.

Due to these results and the fact that evolutionary algorithms are more universal and can
be adapted to fit various anomaly detection algorithms very quickly, from here on we will only
generate images using an evolutionary approach. We will be using an evolutionary algorithm with
a population size of 150 images and a mutation rate of 0.5 with a different number of generations
for different algorithms. Increasing the population size leads to a faster convergence to a small
anomaly score but comes with higher computation time. Increasing it to over ∼100 leads to
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diminishing returns, so we opt for the largest population size where the added computation time
is not noticeable - a population size of 150. The mutation rate has a similar impact, where a
lower mutation rate leads to slower convergence to a small anomaly score and a high one to faster
convergence. To add to that, decreasing it too close to 0 will lead to practically no change to the
best starting image, whereas increasing it too close to 1 will lead to the generated image having a
higher anomaly score than what is possible with a lower mutation rate. We felt that a mutation
rate of 0.5 is a good middle ground to generate the best possible images in a reasonable amount
of time. The mutation rate goes hand in hand with the noise generated that gets added to the
images. Changing the value of the random noise that gets added has a very similar, but more
extreme effect than changing the mutation rate. We will be using random noise generated by a
normal distribution with a mean of 0 and a standard deviation of 0.01. With those parameters,
the evolutionary optimization was able to generate normal-looking images after as little as 1.000
generations, though the best looking ones took around 4.000-5.000 generations. More generations
never decreased the quality of the generated images, though at a certain point increasing the
number of generations had no effect on both the quality as well as the anomaly score of the
generated image. The number of generations varies between the algorithms we use, primarily
due to the computational time required. For Figs. 6.5 and 6.6 we used 5.000 generations.

Figure 6.5: Generated MNIST images of class 3 (top) and class 4 (bottom) using an evolutionary
algorithm on an Autoencoder
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Figure 6.6: Generated CIFAR-10 images of class frog (top) and class airplane (bottom) using an
evolutionary algorithm on an Autoencoder

6.2 Deep SVDD

6.2.1 Minimization through Evolutionary Algorithms

As explained above we will only use the evolutionary algorithm to generate images and do not
generate images with Deep SVDD using the gradient-based method. We use the implementation
of Deep SVDD from the pyod library [40] with no hyperparameter optimization. The generated
images with Deep SVDD for the MNIST dataset can be found in Fig. 6.7 for class 3 and in
Fig. 6.8 for class 4, while the generated CIFAR-10 images of class frog can be found in Fig. 6.9
and for class airplane in Fig. 6.10. They were all generated with 30.000 generations.

All the generated images with Deep SVDD appear anomalous. There are no patterns visible
and look much like random noise. The generated MNIST images for class 3 as well as for class 4
have a noticeable contrast in pixel variance between the central and edge regions. In the middle
of the images, there is a higher variance between pixels next to each other, resulting in a less
homogeneous space with sharp transitions and hard cuts. In contrast, the edges of the images
show a lower variance between neighboring pixels, leading to a smoother, more homogeneous
’landscape of noise’ with more gradual transitions and fewer abrupt changes. This however has
no real impact on if the images look normal or anomalous since both the central as well as the
outer region both contain only noise and no normal patterns. But it could be an indication that
Deep SVDD learns part of the normal distribution, since in the normal images there is a lot
more pixel variance in the center due to the digits and much less variance around the edges since
it is a solid black in all the normal images. The generated CIFAR-10 images have no difference
between each other or between regions in the image. They all look very anomalous, being made
up of ’consistent’ random noise and appear even more anomalous than the MNIST ones.
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Figure 6.7: Generated MNIST images of class 3 on Deep SVDD

Figure 6.8: Generated MNIST images of class 4 on Deep SVDD

6.2.2 k% Fixed Pixels

Since Deep SVDD was not able to generate normal images by itself, we wanted to see if guiding
the generation with normal patterns would help generate normal images. For this we fixed k%

of the generating image to pixels of an already normal image. The evolutionary algorithm only
minimized the other 1 − k% fraction of remaining pixels. The results of that experiment can
be found in Fig. 6.11, generated using the evolutionary algorithm with 30.000 generations. For
each generated image we also show which pixels are fixed to the left of it. A white pixel in the
"Fixed Pixels" image means the pixel is fixed to one of a normal image, while the black ones
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Figure 6.9: Generated CIFAR-10 images of class frog on Deep SVDD

Figure 6.10: Generated CIFAR-10 images of class airplane on Deep SVDD

are subject to minimization. When looking at the generated image with 95% of the pixels fixed,
Deep SVDD was still unable to adjust the other 5% to match the normal image. The pixels that
are not fixed are clearly visible in every image. Even the anomaly scores for the images with 30%

and 95% fixed pixels is very similar, even though visually the 30% image looks very anomalous
while the 95% image looks practically normal. This leads us to conclude that Deep SVDD is not
able to properly learn the normal distribution of the MNIST dataset or even parts of it. Instead,
the distribution Deep SVDD learned classifies a very anomalous-looking image and a practically
normal-looking one with the same anomaly score. Generating normal images seems not viable
even with significant guidance.
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Figure 6.11: Generated MNIST images of class 4 on Deep SVDD with k% fixed pixels
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6.2.3 Initial Population with normal images

We also used an alternative method of guiding the generation towards normal-looking images.
So far, the initial population of the evolutionary algorithm was comprised of randomly generated
images. Instead, we help the generation by now having only half of the initial population made
up of randomly generated images while the other half is made up of normal samples from the
test set. Fig. 6.12 shows these generated images after 1.000, 15.000, 30.000, 100.000 and 250.000

generations for class 4 of the MNIST dataset.
In the short term for a smaller number of generations this help seems to work, as the images

appear quite normal, having only a slight bit of noise in the background while the ’4’ in the
foreground can be clearly identified as such. Though the ’4’ appears more like a blurry average
of all possible normal images than one specific one. After more generations the generated images
devolve into looking more and more abnormal, eventually ending in random noise after 250.000

generations. Interesting to note is also the fact that the anomaly score of the generated images
decreases with a higher number of generations, meaning the algorithms judges a normal-looking
image as more of an anomaly than random noise. In fact, the algorithm judges the generated
images after 100.000 and after 250.000 generations as normal. This supports our conclusion that
Deep SVDD is not able to properly learn any parts of the normal data distribution.

1.000 15.000 30.000 100.000 250.000

Figure 6.12: Generated MNIST images of class 4 on Deep SVDD with half of the initial population
consisting of normal images from the test set after different number of generations

6.3 DEAN

6.3.1 Minimization through Evolutionary Algorithms

As the third algorithm we generated images with DEAN. As before, we will be using only the
evolutionary algorithm to optimize the anomaly scores. We will be using the implementation
found in [21]. The experiments in this initial section use default values for all parameters,
including an ensemble size of 100 submodels. In Section 6.3.2 we optimize this hyperparameter,
with its resulting optimized value then adopted for all subsequent experiments. Due to the high
computational cost required to generate images with DEAN we will generate images with only
1.000 generations in this chapter.
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Fig. 6.13 shows generated images using DEAN. The top images are of class 4 from the MNIST
dataset while the bottom ones are of class frog of the CIFAR-10 dataset. The generated images
from both datasets appear very anomalous and are akin to random noise. These results suggest
that DEAN, similar to Deep SVDD, may not be able to fully capture the normal data distribution.
To validate this hypothesis, we will first optimize the number of submodels hyperparameter in
DEAN, then guide the generation of images with the same two methods used for Deep SVDD.

Figure 6.13: Generated MNIST images of class 4 (top) and CIFAR-10 images of class frog (bottom)
on DEAN

6.3.2 Performance with different number of submodels

Since DEAN is an ensemble based anomaly detection algorithm one the hyperparameters you
can optimize is the number of submodels in the ensemble. The images in Fig. 6.13 were generated
with 100 submodels. We want to determine whether increasing (or decreasing) the number of
submodels has any significant impact on the quality of the generated image. Fig. 6.14 shows
generated MNIST images using DEAN with 30, 100, 250, 500, 100, 1500 and 1750 submodels.
As mentioned above, the images were generated with 1.000 generations. With more models the
outer region of the images appear to become darker. However each generated image, regardless
of the number of submodels, shows a very anomalous-looking image akin to random noise. The
fact that in normal images the outer regions always are a solid black suggests that DEAN models
with a higher number of submodels may better learn the normal data distribution, as evidenced
by the outer regions getting darker with more submodels. It would be interesting to expand
this experiment with even more submodels, however due to software limitations and the time
required we were only able to generate images with up to ∼1750 submodels. In the following we
will generate images with DEAN using 1500 submodels.
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Figure 6.14: Generated MNIST images of class 4 on dean with different number of submodels

6.3.3 k% Fixed Pixels

Next we tried guiding DEAN towards generating normal images by fixing k% of pixels to those
of a normal image. The results can be found in Fig. 6.15. Again, the images are generated with
1.000 generations. Compared to Deep SVDD, DEAN is able to produce images that appear much
more normal. Starting at about 85% fixed pixels the generated images look very close to being
normal, only having very few pixels that are significant anomalies. At 50% fixed pixels the shape
of the ’4’ in the center is clearly visible. Comparing to Deep SVDD this shape becomes visible
later, at about 60% fixed pixels. These results suggest that DEAN is not able to properly learn
the normal distribution of the MNIST dataset but instead only learns parts of it. Generating
normal images seems possible with some guidance. DEAN appears to better learn the normal
data distribution than Deep SVDD.
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Figure 6.15: Generated MNIST images of class 4 on dean with k% fixed pixels

6.3.4 Initial Population with normal images

Finally we guide the generation towards normal-looking images by having half of the initial
population be comprised of normal images from the test set. The generated images after 1.000

and 15.000 generations are shown in Fig. 6.16. The generated images appear normal, while
there is noise along the edges that is more noticeable for 15.000 generations than for 1.000

generations. This suggests that DEAN may, similar to Deep SVDD, converge towards a image
looking more like random noise than a normal image. However, due to the computational cost,
we were unable to generate images with more generations. Compared to Deep SVDD, the images
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DEAN generated overall look more normal, with the ’4’ in the center appearing more as a specific
instance of a normal image rather than a blurry average of possibilities, and overall less noise.
These results support the conclusion that DEAN can better capture the normal data distribution
compared to Deep SVDD.

Figure 6.16: Generated MNIST images of class 4 after 1.000 generations (left) and after 15.000 gener-
ations (right) on DEAN with half of the initial population consisting of normal images from the test set

6.4 Other Anomaly Detection Algorithms

We evaluated other anomaly detection algorithms as well, namely Copula Based Outlier Detector
(COPOD) [24], Histogram-based Outlier Detection (HBOS) [13], Isolation Forest (IForest) [25],
Gaussian Mixture Model (GMM) [2], Clustering Based Local Outlier Factor (CBLOF) [17] and
One-class Support Vector Machines (OCSVM) [9, 34]. For this we generate multiple MNIST
images of class 4 with each of the algorithms. Like with Deep SVDD and DEAN, we generated
images with different fractions k% of the pixels fixed to ones of a normal image. We started with
0% fixed pixels and increased that by 10% each image. The algorithms are all implemented using
the pyod library [40] with default values for the parameters without hyperparameter optimization.
The results of this experiment can be found in Fig. 6.17 with Autencoder, Deep SVDD and
DEAN included for completeness. Even more generated images can be found in Appendix A. All
of the images were generated with 30.000 generations, apart from those using COPOD (5.000
generations), Autoencoder (5.000 generations) and DEAN (1.000 generations).

The generated images from CBLOF and OCSVM show that these two algorithms can generate
normal images from completely random noise, indicating that they can properly learn the normal
distribution. However in contrast to Autoencoders, they do not capture the full diversity of it.
CBLOF captures only a small part of the distribution and will generate the same normal image
even with different random starting noise. After re-training the model the image might look
different, but will again be the same one for that trained model for different starting noise, as
shown in Fig. 6.18. OCSVM however generates a fairly blurry normal image that is consistent
for re-training, shown in Fig. 6.19.

HBOS and IForest seem comparable to Deep SVDD, not able to properly capture the normal
distribution and thus not able to generate a normal looking image even for large k.
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COPOD and GMM are similar to each other, both having the center full of noise with the
edges being black. With COPOD this effect is stronger (i.e. the center noise is smaller) than
with GMM. This leads to the generated images looking more normal than from HBOS, IForest
or Deep SVDD. This indicates that COPOD and GMM both capture a small part of the normal
distribution (i.e. the outer regions of the image) but not being able to capture the majority of
it (i.e. the center of the image).

Overall, the evaluated algorithms can be grouped into three categories reflecting their ability
to generate normal-looking images:

• Algorithms that can generate normal-looking images without guidance: This
group includes Autoencoder, OCSVM, and CBLOF. Their performance suggests the ability
to properly learn the normal data distribution.

• Algorithms that require guidance to generate normal-looking images: COPOD,
GMM, and DEAN fall into this category. While they capture certain aspects of the normal
distribution, their reliance on guidance indicates incomplete learning of the normal data
distribution.

• Algorithms that struggle to generate normal-looking images even with guid-
ance: HBOS, Deep SVDD, and IForest exhibit this behavior, implying fundamental limi-
tations in learning the normal data distribution.

For each algorithm we have included the AUC ROC score. It appears as though there could
be a correlation between the ROC AUC score and the quality of the generated images, with
higher ROC AUC scores leading to more normal looking images. That is supported by the fact
that 3 of the best 4 performing algorithms can generate normal images without guidance and the
least normal images being generated by some of the the worst performing algorithms. However,
DEAN with the highest ROC AUC score is not able to generate normal looking images without
guidance. On top of that COPOD and GMM generate images of similar quality while having
vastly different ROC AUC scores. Proving a correlation requires significantly more research than
what is conducted in this thesis.
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Figure 6.17: Generated MNIST images of class 4 on various anomaly detection algorithms with k%

fixed pixels
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Figure 6.18: Generated MNIST images of class 4 on CBLOF. Model got re-trained after generating
top images

Figure 6.19: Generated MNIST images of class 4 on OCSVM. Model got re-trained after generating
top images



Chapter 7

Conclusion and Future Work

In this thesis, we evaluated the performance of anomaly detection algorithms by generating
images from anomaly scores. We focused our experiment on three deep learning-based algorithms:
Autoencoder, Deep SVDD and DEAN. We used both a gradient-based a evolutionary method
to generate images and assessed their quality through a visual inspection.

We found that Autoencoders can generate normal-looking images for the MNIST dataset,
indicating that they can learn the normal data distribution effectively. However, they struggle
with the more complex CIFAR-10 dataset. Deep SVDD and DEAN struggle to generate normal-
looking images for both datasets while still being able to effectively detect anomalies. This
suggests that they only learn parts of the normal distribution. Guiding the generation process
by fixing a percentage of pixels (k%) improves the quality of the generated images, particularly
for DEAN. However, Deep SVDD remains unable to generate normal-looking images even with
significant guidance. We also evaluated other anomaly detection algorithms on the MNIST
dataset. We found that CBLOF and OCSVM are able to generate normal-looking images without
guidance, but their ability to capture the full diversity of the normal distribution is limited.
COPOD and GMM were able to capture parts of the normal distribution, being able to generate
normal-looking images with some guidance, while HBOS and IForest were unable to generate
normal-looking images even with significant guidance.

Our approach of generating samples from anomaly scores provides a new way to evaluate and
interpret the behaviour of anomaly detection algorithms, which could lead to the development
of more robust and interpretable models in the future. Our findings highlight the importance
of evaluating not only the anomaly detection performance but also their ability to learn the
underlying distribution of the normal data. This is particularly relevant where understanding
the normal distribution is critical, such as in medical image processing.

While our approach provides valuable insights into the performance of anomaly detection
algorithms, it has several limitations. Our evaluation relies on a subjective visual inspection,
which could be expanded upon in future work by incorporating quantitative measures to assess
the quality of generated images. Our experiments also were limited to only two datasets, which

34
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may not fully represent the complexity of real-world data. To add to that, we only evaluated
a limited number of anomaly detection algorithms. Future work could build upon our work
by using additional or more complex datasets to provide a more comprehensive evaluation of
the algorithms, as well as using more anomaly detection methods. This could also help in
determining whether there is a correlation between the AUC ROC score of an algorithm and its
ability to generate normal-looking samples. Future work that applies our approach to real-world
applications, like fraud detection or medical diagnoses, would demonstrate its practical utility
and provide insights into its performance in real-world scenarios.

In conclusion, this thesis provides a novel approach to evaluating anomaly detection al-
gorithms by generating samples from anomaly scores. Our findings show the strengths and
weaknesses of current algorithms and offer valuable insight into their ability to learn the normal
data distribution. We hope that this work inspires future work that ultimately leads to better
performance of anomaly detection and data generation in real-world applications.



Appendix A

Generated Images by other Anomaly
Detection Algorithms

All generated images in the following are generated images of class 4 of the MNIST dataset.
The images are generated using an evolutionary algorithm with k% of the pixels fixed to those
of a normal image. The images were generated with 30.000 generations, except for COPOD,
which used 5.000 generations. White pixels in the "Fixed Pixels" images are fixed, black ones
are subject to minimization by the evolutionary algorithm.

36
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Figure A.1: Generated images on CBLOF. Top four 0% images are all generated images and have no
fixed pixels. More images in Fig. A.2
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CBLOF (cont.)
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Figure A.2: Generated images on CBLOF (cont.)
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Figure A.3: Generated images on COPOD
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Figure A.4: Generated images on GMM
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Figure A.5: Generated images on HBOS
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Figure A.6: Generated images on Isolation Forest
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OCSVM
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Figure A.7: Generated images on OCSVM. Top four 0% images are all generated images and have no
fixed pixels. More images in Fig. A.8
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OCSVM (cont.)
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Figure A.8: Generated images on OCSVM (cont.)
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