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1 Introduction

Anomaly Detection plays a pivotal role in Data Science across a wide range of applications
like fraud detection and medical diagnosis, in domains including finance, cyber-security,
healthcare, and manufacturing. The primary objective is to differentiate irregular patterns
in data to identify potential anomalies that require further investigation. The detection
of such anomalies helps in timely intervention and crucial decision-making in diverse

applications.

Several conventional Anomaly Detection techniques are in use, each method focusing
on anomalies of specific characteristics. However, there are also many challenges and
obstacles in Anomaly Detection. There exists a necessity to detect previously unseen
outliers without any prior knowledge about them. Moreover, in most cases, there could
occur different kinds of anomalies in a data set and a single anomaly detection
algorithm might not be effective in detecting all of them. This thesis addresses these
challenges in Anomaly Detection and examines how the utilization of Stacking Ensemble
Methods can increase its effectiveness. The performance of a set of anomaly detection
algorithms and ensemble methods is evaluated over multiple data sets. Further on, the
thesis also suggests and explores the performance of a novel ensemble method, based on
the correlation between the outlier scores, and compares it with the existing methods.
Hence, this thesis aims to enhance the efficacy of unsupervised anomaly detection by

experimenting with robust and scalable stacking ensemble methods.

1.1 Background and Context

Anomalies, often referred to as outliers, represent data points that deviate considerably
from the expected behavior. There are many challenges faced in anomaly detection
processes in practical applications which are addressed in this thesis. With only limited
labeled data being available for most of the applications, unsupervised Anomaly
Detection [18] methods are required to be further explored. Traditionally, several
Anomaly Detection techniques are in use for different applications, each specialized for
detecting a specific type of anomaly, that works well on specific domains, with data
satisfying specific assumptions. These methods may not all be viable to all applications,
in general. Ensemble Methods [21] are effective in improving classification accuracy,
especially in the context of Anomaly Detection, by combining the results of many

detection techniques.

This problem establishes the context for the current research, emphasizing the
importance of effective, application-specific Anomaly Detection techniques using

Stacking Ensemble Methods, especially when labeled training data is scarce and the



available detection tools are manifold. The following sections delve into the research

objectives and the structure of this thesis.

1.2 Research Objectives

This thesis aims to advance Anomaly Detection methodologies using Stacking Ensemble
Methods.  The initial phase involves a comparative analysis of some traditional
unsupervised Outlier Detection algorithms such as K-Nearest Neighbor, One-Class
Support Vector Machine, Isolation Forest, Auto-encoder, and Deep Support Vector Data
Description, applied to a set of unlabeled data sets and the ensemble mean of their
anomaly scores aggregated from these base models. Subsequently, the research moves on
to the Ensemble Methods, implementing well-established stacking techniques such as
Gaussian Mixture Models, K-Nearest Neighbors, Auto-encoders, and Greedy Method
using the base models. The performances of these Ensembles are experimented with
varied parameters and normalization methods for a comprehensive comparison among

these Ensemble Methods, as well as against the individual base models.

Further on, an Ensemble Method called the Correlation Maximization method which is
based on the maximization of weighted correlation between the generated and true labels
is developed. This method is also assessed with different parameters and normalization
methods to identify cases where each of the experiments performs well. These experiments
are also compared with the standard Ensemble Methods used and their base models. The
performances of all these models are evaluated using Visualization Methods and standard
Statistical Tests like the Wilcoxon Test and Nemenyi Test. Thereby, this thesis aspires to
contribute to the enhancement of Anomaly Detection, enabling more effective decision-

making in varied data-driven contexts.

1.3 Structure of this Thesis

This thesis is structured to provide a comprehensive understanding of the existing
methods of Anomaly Detection and Stacking Ensemble Methods and a discussion of the
experiments conducted. Section 2 briefs on the basic concepts of Anomaly Detection
and Ensemble Methods and the need to combine them. It also describes the standard
detection models and the methods of comparison and evaluation used in this study.
Section 3 elaborates on the experimental setup and the data sets used and further
details the Correlation Maximization method and its different versions. Section 4 gives a
comparative analysis of all the detection models over the collection of data sets using
Visualization Methods and Statistical Tests. Finally, Section 5 summarizes the results of

this research and the scope for further work.



2 Existing Methods

There exist several contemporary Anomaly Detection algorithms and Ensemble Methods,
each tailored for distinct use cases and scenarios. This section navigates through the

methods used in this thesis.

2.1 Anomaly Detection Algorithms

Anomaly Detection [18] involves identifying observations that deviate substantially from
the remaining data. Anomalies can take various forms, such as unexpected spikes, outliers,
or irregularities in the data. For a data set X of dimension d with n data points z;,
anomalies are the data points in X,0maiy, @ subset of X, which are inconsistent with the
other data points in X. Detecting such exceptional instances may hold critical insights
and signal potential problems in many applications. Anomaly Detection algorithms can
be parametric or non-parametric (as suggested by Samariya) and based on Statistical
Models, Distance (Neighborhood, density, clustering), Classification, and Deep learning
among others [37].

Anomaly detection methods can be broadly classified based on the availability of
data as supervised, semi-supervised, and unsupervised methods [37].  Acquiring
accurately labeled training data for supervised Anomaly Detection can be challenging in
most scenarios. Hence, there is a necessity to find abnormal samples in such data sets
without much knowledge about how the anomalies might look like, where unknown
types of anomalies might appear, or where anomalies have not been recorded. This
absence of labeled data leads to the development of unsupervised Anomaly Detection
methods involving innovative techniques for identifying anomalies without prior
knowledge.  Auto-Encoder (2.1.1), Deep Support Vector Data Description (2.1.2),
Isolation Forest (2.1.3), K-Nearest Neighbor (2.1.4), and One-Class Support Vector
Machine (2.1.5) are used as base models in this thesis, as each of them have diverse

characteristics and would help identify anomalies of different kinds.

2.1.1 Auto-Encoder

Auto-encoder (AE) (as explained by Aggarwal) [17] is a feed-forward, multi-layer neural
network used for unsupervised learning. It encodes the input data into a compact
representation and then reconstructs it with minimal loss. For Anomaly detection, AF
learns a compressed, informative representation of the normal data to flag anomalies
during reconstruction. They consist of several layers of encoders and decoders. Encoders

compress the data into a latent space representation and Decoders reconstruct the data



from this representation. For learning, the difference between the input and the

reconstructed output is minimized during training.

For an input data point x; and its corresponding reconstructed output z}, the loss

function used for training is typically the Mean Squared Error (M SFE) calculated as

MSE (x;, © 1 i (xm T; )2

J:1

where d is the number of features in the data [31]. This reconstruction error is the anomaly

score s; for x; - a higher s; suggests that the data point deviates from the norm.

Some of the important hyperparameters to be considered include batch size (the
number of samples processed in each iteration), epoch (number of iterations), and
activation functions (to introduce non-linearity to the model to learn complex patterns
in the data, like sigmoid, ReLU, tanh). By training Auto-Encoders with the outputs of
different algorithms as features and then aggregating their reconstruction errors or

latent representations, Auto-encoders are also used as an ensemble method [19].

2.1.2 Deep Support Vector Data Description

The Deep Support Vector Data Description (Deep— SV DD) (as explained by Zhang) [34]
algorithm begins by encoding the input data into a lower-dimensional latent space using
a deep neural network architecture. This latent representation captures crucial features
of the data while filtering out noise and irrelevant information. The network is trained
by minimizing the reconstruction error between the input data and its encoded compact
representation, thereby learning to capture the intrinsic characteristics of normal data

instances.

Once the network is trained, Deep — SV DD defines a hyper-sphere in the latent space
using support vector machines obtained from the trained network. These support vectors
represent the data points closest to the center of the hyper-sphere and are crucial for
defining its boundary. The radius of the hyper-sphere is determined such that it encloses
a predefined percentage of the normal data instances, typically representing the majority
of the data set. To calculate the anomaly score s; for each data point x;, Deep — SV DD
measures the Euclidean distance of z;, the encoded representation of z; from ¢, the center
of the hyper-sphere [24]:

si = ||z — ||

This distance serves as a measure of the point’s deviation from the learned representation
of normal data. Data points lying outside the hyper-sphere, that is, those with anomaly

scores exceeding a predefined threshold e, are classified as anomalies.



2.1.3 Isolation Forest

Isolation Forest (IFor) (as explained by Liu) [7] constructs a collection (forest) of
decision trees called isolation trees by recursively partitioning the data set. In each split,
a random feature is selected, and a random value within the range of the selected
feature is chosen as the splitting point. The process continues until the data points are
isolated into individual trees or reach a pre-defined maximum depth. The anomaly score
for a data point is calculated based on the average path length across all isolation trees.
Intuitively, anomalies being rare instances, are expected to be isolated early in the tree
(closer to the root) and have shorter average path lengths, making them stand out. If a
data point is isolated quickly in many trees, it is likely to be an anomaly. The scoring
function is defined as

E(h(z))

s(x) =27 "<

where E(h(z)) is the average path length for data point x over all trees, h(x) is the path
length for z in a single tree, and ¢(n) is the normalization factor, which is the average path
length for an unsuccessful search in a binary tree with n data points. The anomaly score
is then normalized, and a pre-defined threshold is applied to classify instances as normal
or anomalous. If s(x,n) is higher than the threshold, the point is considered normal and

otherwise, it is labeled as an anomaly.

Isolation Forest is efficient, scalable, and particularly effective for high-dimensional
data. It works well for both global and local anomaly detection scenarios, where anomalies
are rare and different from the majority of instances. However, its performance can be

influenced by the choice of hyperparameters [39], such as the number of trees in the forest.

2.1.4 K-Nearest Neighbor

The data is represented as points in a multi-dimensional space, defined by the number of
features used in the analysis, and this enables the evaluation of the distance between the
data points. For any two data points x and y in a d-dimensional space, the Euclidean

distance is calculated as

d(x,y) = /(21— y1)? + (22— 12)2 + . + (20 — Ya)?

where z; and y; are the values of the i-th feature of the data points, respectively.

K-Nearest Neighbor algorithm (K —nn) (as discussed by Kataria)[14] assumes that the
amount that points differ from one another depends on the distances between them. That
is, the distance between them characterizes how similar these data points are. K — nn
typically calculates the Euclidean distance from each data point x; to all the other data

points in the data set z;—; __, and assigns the K nearest neighbors z;,, ..., ;. to each of

>



them (K < n), based on the shortest distances. The anomaly score s; for each data point

x; is the distance to its K-th nearest neighbors:
S; — d(l'z,fﬂ”()

Intuitively, the points in dense regions will have many points near them, leading to a
small s; [3]. A data point is then labeled anomalous if its anomaly score exceeds ¢, an

evaluated threshold: s; > e.

K — nn is also used as an ensemble method by considering the scores generated by
different anomaly detection algorithms as feature vectors and then using the K — nn
algorithm to determine the combined score based on the nearest neighbors in the feature
space [25]. By doing this, the diversity among the different algorithms is leveraged to

improve outlier detection performance.

2.1.5 One-Class Support Vector Machine

Unlike traditional Support Vector Machines that are designed for binary classification
tasks, One-Class Support Vector Machine (OC' — SV M) [4] is trained only on the normal
class of data points, to create a boundary (hyper-sphere) that encapsulates the normal
instances (inliers) in the feature space for Anomaly Detection. OC — SV M maps the
input data into a higher-dimensional space and finds a hyper-plane that best separates
the normal instances from the origin or center of the feature space, such that as many
normal instances are included as possible while maintaining a maximal margin from the
origin. Instances lying on the side of the hyper-plane opposite to the origin are considered

outliers or anomalies.

The optimal hyper-plane of the OC' — SV M in the transformed feature space is
w - ¢(x) +b =0, where w is the weight vector, ¢(x) is the mapping function and b is the

bias term. For a new data point x, the decision function is

f(@) =w-¢(z) +b.

The signed distance of the data point to the hyper-plane is taken as its anomaly score.
Given a new point z, the anomaly score s(x) is computed as s(z) = f(x) — threshold,
where the threshold is a predefined value. A point is considered normal if s(z) is positive
and an anomaly, if otherwise. Intuitively, points within the hyper-sphere are considered
inliers, and the others, outliers (as pointed out by Chalapathy) [22]. OC — SV M is also
effective when the normal class dominates the data set, making it suitable for scenarios
where anomalies are rare. However, its performance depends on appropriate parameter

tuning, particularly kernel function and regularization parameters.



2.2 Ensemble Methods

Ensemble methods [2] construct a set of base models and combine them to provide
improved results to advanced problems and are, therefore, very popularly used in
Machine learning. This helps by averaging out the errors from bias and variance,

aggregating knowledge from different models with different specialties.

There exist several types of parallel and sequential Ensemble methods like Voting,
Bagging, Boosting, Randomization, and Stacking [21]. In voting ensemble methods [2],
predictions are combined by taking a majority vote of the individual base models. Bagging
[26] or Bootstrap Aggregating involves training multiple instances of the same base model
on different subsets of the training data, typically sampled with replacement, with the
final prediction being the average of the predictions from each model. Boosting [26]
methods train a sequence of weak learners sequentially, where each subsequent learner
focuses more on the misclassified instances of the previous learner by increasing their
weight in each iteration. Randomization methods [2] introduce randomness during the
training process, such as feature randomization or instance randomization, to diversify
the models for enhanced generalization. Stacking, also known as Stacked Generalisation,
predicts using a meta-learner, and has been shown to have better performance, especially
when dealing with complex data sets and heterogeneous base models and so, is further

explored in this thesis.

Stacking Ensemble Methods [26] train many base algorithms using the data set and
then generate a new data set with the results of these base models, which is then used
as the input to the combiner or meta-learner algorithm. This meta-learner learns the
combined weighted predictions of the base models to generate the final prediction. For
N base models for Anomaly Detection, each of the algorithms Yi,....Y, gives an
Anomaly Score s; for a data set X. The final anomaly score is Yensemple = f (S1, -+, Sn),
where f is the ensemble method over the concatenated scores. Stacking, with its
emphasis on model diversity and flexibility, and meta-learner optimization, improves
accuracy and performance, especially in complex and noisy problems. Mean Ensemble
(2.2.1), Greedy Ensemble (2.2.2), K-Nearest Neighbor Ensemble (2.1.4), Auto-encoder
Ensemble (2.1.1), and Gaussian Mixture Model Ensemble (2.2.3) are the existing
Ensemble methods explored in this thesis, while comparing them with the proposed
Correlation Maximization Ensemble (3.2), which is a stacking ensemble based on the

analysis of correlation between the outlier scores.

2.2.1 Mean Ensemble Method

The Mean Ensemble (Mean_base) model score is averaged over the different base models

of the ensemble. If the individual base models or components of the ensemble are poorly

7



derived models, the irrelevant scores from many diverse components might reduce the
overall anomaly score. However, this simple ensemble method, which takes the average

of predictions from each of the base models, is used for comparison.

2.2.2 Greedy Ensemble Method

The Greedy Ensemble Method [11] (Greedy) estimates the performance of individual
algorithms or base models based on their correlation with a constructed label vector.
Accuracy and diversity are the two conditions to ensure that an ensemble method
outperforms its base models. This method optimizes diversity among the models with
uncorrelated errors and is similar to boosting but in an unsupervised scenario. Due to
the absence of true labels, the method constructs an approximate label vector from the

base models themselves [36].

A label vector is created by aggregating the top k most abnormal samples identified
by each of the base model algorithms to be true anomalies, assigning them a value close
to 1, and 0 otherwise. The algorithm then proceeds by selecting subsets of models that
maximize a weighted correlation with the constructed label vector, considering correlation
as a measure to estimate the performance of each model relative to the constructed vector.
The Weighted Pearson Correlation between the base model anomaly scores vector X and

the constructed label vector Y is calculated as

Cov,(X,Y)

Pl XY = X Vou(¥)

where

Covu((X,¥) = g s (X; = BL(X)) (¥ = Bu(Y))

is the Weighted Covariance between vectors X and Y and

0,(X) = JéZwl (X; — E,(X))? and o,(Y) = \JéZwl (Y; — E,(Y))?

are the Weighted Standard Deviations of the vectors X and Y, respectively, for weight
wj, the weighted mean of X and Y, E,(X) and E,(Y), respectively, and the sum of the
weights assigned to the objects, 2 = >, w;. The ensemble is initialized with the model
having the highest weighted Pearson correlation with the constructed target vector.
Subsequent models are selected or discarded based on their ability to improve the
correlation with the target vector while also maximizing diversity within the ensemble.
At each iteration, the method evaluates whether including a new model improves the
ensemble’s correlation with the target vector, weights w; corresponding to each model ¢

taking values of either 0 (when the model is not included) or 1 (when the model is



included). If the inclusion results in a higher correlation, the model is added to the
ensemble and if not, the model is discarded. That is, models that maximize a weighted
correlation to the constructed vector are chosen in a greedy manner. This process

continues until all available models have been considered [11]. The anomaly score,

s _ensemble = Z 1,-s;
i=1
is the weighted sum of the m base model scores, where the weight of a model ¢ is denoted

by the indicator function, 1.

2.2.3 Gaussian Mixture Model

The Gaussian Mixture Model (GM M) [13] is a probabilistic model that assumes that
the observed data is generated from a mixture of several Gaussian distributions to learn
complex data structures. The model is then trained using Expectation-Maximization
which iteratively maximizes a lower bound of the likelihood. In the context of Anomaly
Detection, GM M models the underlying probability distribution of the data set X with

n samples and d dimensions as a linear combination of g Gaussian components:
X\@ Zﬂ_l X’M“ZZ)

where 6 represents the model parameters or mixture coefficients, 7; is the weight of the
i-th component, indicating the proportion of the data set it covers, and N (X | u;, ;)
is the Gaussian distribution of ¢ with mean p and covariance matrix . This likelihood

function is maximized with the Expectation-Maximization algorithm as

n g
j:l i=1

The anomaly score, s; for z; is calculated as the negative logarithm of its likelihood under
the GM M. The higher the anomaly score of a point, the lower the probability that the
point is generated by the mixture model, and the more likely the data point is an anomaly.
Instances with low likelihoods under this model are considered potential anomalies. GM M
is used as an ensemble method by training it on a feature space of scores from different
anomaly detection algorithms, to improve the robustness and generalization of anomaly

detection.



2.3 Normalization Methods

Normalization [32] is a crucial pre-processing step for Anomaly Detection, transforming
data to a standard scale or distribution. This ensures that each feature contributes
proportionally to the model’s learning process, preventing certain features from
dominating due to their larger scales and vice versa, and thus, enhancing the robustness
and stability of the models. Some of the common Normalization methods to make
features comparable and facilitate the convergence of optimization algorithms are
Min-Max Scaling, Z-score Normalization, and Robust Scaling. The presence of outliers

in the data is to be considered when choosing an appropriate normalization method.

2.3.1 Min-Max Scaling

Min-Max Scaling (according to Henderi) [32] or 0-1 normalization transforms each feature
to a specific range, usually [0, 1]. The normalised value for a data point z; in feature j is
evaluated as '

T4y — Iy

min-max-norm __

max; — min;
This method is preferred when the data distribution is not necessarily or not known to

be normal, but is sensitive to outliers that might affect the scaling.

2.3.2 Z-score Normalization

Z-score Normalization (according to Henderi) [32] or Standardization is more robust to
outliers when compared to Min-Max Normalization as it centers the data around the
mean, reducing the impact of the extreme values. The normalized value for a data point

x;j in feature j is calculated as the Z-score:

Z-score-norm ___ xl] B Mj

e =
74] i
0j

where p; is the mean of the feature j and o, its standard deviation.

2.4 Metrics of Comparison and Evaluation

The metrics or anomaly scores used to evaluate the trained models and the statistical
tests and the visualization methods used to compare and analyze them are discussed
in this section. Besides the following metrics, other Graphical Methods [23] are also
used for the comparison of models, which include Bar Plots to illustrate the maximum
scores and the frequency of the best performance, Heat Maps to visualize Nemenyi Test

(2.4.3) results, Candlestick charts [12] to compare the mean performance of the algorithms,

10



Kernel Density Estimate Plots to understand the distribution of the scores for each of the
algorithms, and Scatter Plots and Stacked Plots to plot the difference in scores for pairs

of algorithms.

2.4.1 ROC Scores

Receiver Operation Characteristic (ROC') score [9] is an evaluation metric for the
performance and effectiveness of Anomaly Detection models. ROC' is the probability of
random anomaly samples being assigned a higher anomaly score than a random normal
one. ROC analysis gives a trade-off between the true positive rate TPR (sensitivity)
and the false positive rate FPR (1— specificity) across various decision thresholds.
TPR is the ratio of true positives T'P to the sum of true positives and false negatives
FN and FPR is the ratio of false positives F'P to the sum of false positives and true
negatives T'N:

rre and FPR= FP

TPR—= — " I
h TP+ FN FP+TN

The ROC curve is then constructed by plotting TP R against F'PR at all possible threshold
values. Adjusting the threshold values allows for tuning the balance between sensitivity
and specificity. The area under the ROC curve (AUC — ROC) is a scalar value (between
0 and 1) which quantifies the ability of the model to differentiate between normal and
anomalous data points. The AUC — ROC score ranges from 0 to 1 - the higher the
AUC — ROC, the better the model performance (as acknowledged by Zhao) [21].

2.4.2 Wilcoxon Test

The Wilcoxon signed-rank test [1] is a non-parametric statistical test used to compare
paired samples or repeated measurements on a single sample. It is used to assess whether
there is a significant difference between the ROC scores of different Anomaly Detection

models by comparing the ranks of the ROC scores obtained from every pair of models.

The Null Hypothesis is taken that there is no significant difference between the paired
scores, while the Alternative Hypothesis suggests a significant difference. For each pair
of ROC scores, their differences and the ranks of these differences are calculated in terms
of their absolute values. These signed ranks are used to compute the test statistic, which
follows a specific distribution under the Null Hypothesis, allowing for the determination
of the p — value. The test statistic is the sum of the ranks for positive differences and
the p — value gives the probability of observing a score when the Null Hypothesis is true.
If the p — value is lesser than a chosen Significance Level (typically, & = 0.05), the Null

Hypothesis is rejected, indicating a significant difference in the performance of the models

11



(suggesting that one model consistently outperforms the other) [10]. The Wilcoxon test
assumes that the differences between pairs of samples are symmetrically distributed. This
test is applicable when the data may not follow a normal distribution, making it suitable
for comparing the performance of Anomaly Detection methods without assuming specific

distribution characteristics, but can be used to compare only two methods at a time.

2.4.3 Nemenyi Test and Critical Difference Plots

The Nemenyi test [20] is a post-hoc statistical test, often used in conjunction with the
Friedman test, which is employed for comparing multiple methods or models across
different data sets. After conducting the Friedman test and determining that there are
significant differences among the methods, the Nemenyi test is applied to identify
specific pairs of methods that differ significantly, based on Critical Difference C'D. The
CD is the minimum average rank difference required for the two methods to be
considered significantly different. If the average rank difference between the two
methods exceeds the critical difference, they are deemed to have a significant

performance difference.

The critical difference is calculated using a critical value from the Studentized range
distribution or q distribution (a probability distribution used in statistical hypothesis

testing) and a factor based on the number of methods and data sets as

p(p+1)

CD = gy - \| ———
1 6N

where ¢, is the critical value from the Studentized range distribution for a chosen

significance level (typically, « = 0.05), p is the number of methods compared and N is

the number of data sets.

A Critical Difference plot [5] is generated using these C'D values to visually represent
the significant differences between methods. Methods connected by a line in the plot are
not significantly different, while those without a connecting line are significantly different.
This illustrates the differences in performance among multiple anomaly detection methods
and aids in identifying the most effective method for a given context. The vertical bars

or lines associated with each model show their relative ranking in terms of performance.

3 Experimental Setup and Contributions

The experimental setup including the processing of the data sets, base model anomaly

algorithms used, ensemble methods the scores are combined with, the other variations of

12



these methods that are tried out, and the tests used to compare and evaluate them are

discussed in this section.

All the experiments in this thesis are coded in the object-oriented, high-level
programming language Python3.8.8 [38]. The packages used include os for interacting
with the operating system, time for time-related functions like tracking execution time,
NumPy [28] for numerical operations and array manipulations, Matplotlib [6] for
creating visualizations and plots to analyze data, pandas [29] for data manipulation and
analysis, Seaborn [33] for statistical data visualization, PyOD [27] for implementing
various anomaly detection algorithms and utilities for model evaluation and ensemble
learning, SciPy [30] for scientific computing functions and tools like statistical tests and
optimization algorithms, scikit — learn [8] for machine learning algorithms and tools for
data mining and data analysis tasks, and TensorFlow [15] for deep learning and neural

network framework.

3.1 Overview of Data Sets

The data sets used in this thesis are sourced from the Yano (version 0.92) [35] repository,
a comprehensive Python module providing easy access to data sets specifically curated
for unsupervised anomaly detection research. It is a collection of 181 anomaly detection

data sets over which 21 distinct outlier detection algorithms and ensembles are applied.

Test and train samples and the true labels from each of the data sets are extracted
for further experiments and used with all the models compared. Some models are
incompatible with some data sets, producing faulty or erroneous results - such cases are
ignored for respective combinations, and ensembles are built from the remaining
sub-models [36]. For explanation within this report, fetal heart rate signals data set -
cardio [16], (originally consisting of 1831 data points across 21 features with 176 (9.6%)
outliers) is explored in detail, although, all 181 data sets are used for experimentation.
From the cardio data set, 296 train samples and 352 test samples are extracted for

experimentation in this thesis.

3.2 Contribution - Correlation Maximization Methods

Correlation Maximization (C'M) is a novel method tested in this thesis, as an extension
of the Greedy Method (2.2.2). This method also constructs an approximate label vector
from the base models and then, leverages the correlation between them to estimate the
performance of the algorithms. Two approaches are used to construct the label vector,
considering the top k ranking samples (with the k highest anomaly scores (2.4.1)) for each

of the base models:

13



o Unique - Samples having the top k highest anomaly scores in any one of the base

models are labeled anomalous, giving them a value of 1, and the others, 0 (normal).

o Count - The number of base models (count) in which each sample gets the top k
anomaly scores is taken as the label. As a result, the constructed label values range

between 0 and n, where n is the number of base models considered for the ensemble.

After constructing the label vector, instead of selecting a subset of base models, all models
are included with varying weights, taking continuous values between 0 and 1. This way,
every model contributes to the ensemble in varying ranges, for a more robust anomaly

score. The ensemble is initialized with equal weights %

assigned to each of the n base
models. The weights are then optimized such that the correlation value is maximized,

using two alternate approaches, instead of the greedy approach:

o Computational Optimization - Correlation is maximized computationally using the
minimize function from the scipy.optimize [30] package in Python [38]. Here, the

negative correlation is minimized to maximize the positive correlation.

o Approximation - This is a mathematical optimization technique to reduce
computation time, arbitrarily assuming that the average of the prediction scores is
zero and approximating (normalizing) the weights to be bounded within a certain
limit. By doing this, the weight of a base model is proportionally taken to be
equal to the Covariance between its predicted scores and the constructed labels. In
contrast to Computational Optimization, this method is only approximative,

although it reduces computational time by more than 60%.

Both these approaches aim to get the global maximum correlation as the greedy approach

might lead to local minima as well. The anomaly score,

m
s _ensemble = Zwi - 8;
i=1

is the weighted sum of the m base model scores, where w; = [0, 1] is the weight of a
model. Experiments with a combination of these approaches along with tuning for varying

hyperparameters like k£ and different normalization methods are conducted in this thesis.

3.3 Overview of the Models

Each of the 181 data sets is initially trained with 5 independent anomaly detection base

models (2.1) using the PyOD library [27] functions with the default parameters:

e 1: Auto-encoder - AF (2.1.1)
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2: Deep Support Vector Data Description - Deep — SV DD (2.1.2)

3: Isolation Forest - I For (2.1.3)

o 4: K-Nearest Neighbor - K —nn (2.1.4)

5: One-Class Support Vector Machine - OC' — SV M (2.1.5)

The results of the individual anomaly detection models are evaluated and compared and
then, 26 ensemble models (2.2) (as listed below) are constructed, aggregating the results
of these 5 base models, along with some corresponding hyperparameter tuning:

Z?:1 Si

n

6: Simple Mean of Scores, Mean(s) = - Mean_base

7: Greedy Ensemble with the number of anomalies for the constructed label vector,

k =5, using 0 — 1 Normalization (2.3.1) over the scores - Greedy (2.2.2)

o 8: K-Nearest Neighbor Ensemble with the number of neighbors considered, k = 5

or K = n—1 when n <k, where n is the sample size - K — nn__ensemble (2.1.4)

9: Auto-Encoder Ensemble defined with 3 layers of encoders, 3 layers of decoders

over a batch size of 256 for 100 epochs, using both sigmoid and ReLU activation
functions - AE _ensemble (2.1.1)

Correlation Maximization Ensemble (3.2)

o using 0 — 1 Normalization (2.3.1)

o with Computational Optimization for weights and

« the label vector constructed using the 'unique’ approach for varying

numbers of anomalies k

e 10: k =5-CM 01 _CU_5

e 11: £k =20-CM_01_CU_20
e 12:. k =55-CM_01_CU_55

« the label vector constructed using the ’count’ approach for varying

numbers of anomalies k

e 13: k=5-CM 01 _CC 5

e 14: k =20-CM_01_CC_20
e 15: k =55-CM_01_CC _55

» with Approximation of weights and

o the label vector constructed using the 'unique’ approach for varying

numbers of anomalies &
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e 16: k =5-CM _01_AU_5

e 17k =20-CM_01_AU_20
e 18 kK =35-CM 01 AU 35
e 19: k =55-CM _01_ AU 55

o the label vector constructed using the 'count’ approach for varying

numbers of anomalies k

e 20: k=5-CM_01_AC_5

e 21: £k =20-CM_01_AC 20
e 22: k =35-CM 01 _AC 35
e 23: k =55-CM_01_AC_55

o using Z — score Normalization (2.3.2)

o with Computational Optimization for weights and

Y

e 24: the label vector constructed using the "unique
numbers of anomalies k = 55 - CM__Z CU_55
e 25: the label vector constructed using the ’count’
numbers of anomalies k = 55 - CM_Z CC_55
« with Approximation of weights and

Y

e 26: the label vector constructed using the "unique
numbers of anomalies k = 5-CM_Z AU 5

e 27: the label vector constructed using the ’count’
numbers of anomalies k = 5-CM_Z AC 5

« Gaussian Mixture Model Ensemble (2.2.3)

approach for

approach for

approach for

approach for

o using 0—1 Normalization of scores (2.3.1) with varying number of components,

g
e 28: g =2-GMM 01 _2
© 29: g =5-GMM_01_5
e 30: g =50-GMM_01_50

e 31: wusing Z — score Normalization of scores (2.3.2) with number of

components, g = 2- GMM 7 2

For the proposed Correlation Maximization ensemble, the Computational

Optimization method is pitted against the Approximation method with varying

parameters like different values of contamination, k = {5,20, 35,55} and different label

construction methods, 'unique’ and ’'count’. Having normalized the scores to 0 — 1

initially, the entire set of experiments is then repeated using Z-score normalization. The
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Figure 1: Architecture of Models
effects of hyperparameter tuning - varying k values, normalization methods,

approximated label construction methods, and optimization approaches - are studied.
The Gaussian Mixture Model Ensemble is initially analyzed with 0 — 1 normalized

scores for different number of components, ¢ = {2,5,50} and is then repeated with

Z-score normalization for g = 2
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Results from each of the ensemble models are analyzed and their corresponding ROC
scores (2.4.1) are obtained. Finally, the mean scores of all of the models, including both
the base models and the ensembles are taken as a final measure - Mean all - to arrive at
a decision. The architecture of the models analyzed in this thesis is illustrated in figure
1. The notations mentioned for each of the ensembles in this section are used throughout
the report. Each model listed is also enumerated for reference against the architecture
(1).

Having constructed all the 31 models for each of the data sets, their respective ROC'
scores are derived and the various aspects of the performance of these models are explored
(2.4). Bar charts are generated to visualize the number of data sets in which each of the
ensemble methods with respect to which set of parameters has performed the best and
also, the mean scores of every model over all the data sets. Scores from pairs of models
are compared using the Wilcoxon Test (2.4.2) and Stacked Bar Plots. The scores from
a group of models are compared using the Nemenyi Test (2.4.3) for which, the results
are assessed with Heat Maps and Critical Difference Plots. Candlestick diagrams are
generated to compare the performance of the models and Kernel Density Estimates are
plotted to understand the distribution of the scores. The optimal choice of the number
of anomalies k for label generation in the proposed Correlation Maximization method is
investigated. After analysis, the results of the comparative performance of each of the

models are summarized.

4 Analysis and Results

This section describes all the significant findings from the experiments in section 3 - the
base models, the existing ensemble methods, the proposed ensemble approaches, and the
corresponding hyperparameter tuning. The anomaly scores of all the models for the data
set cardio are initially discussed and are then rolled out for all the data sets. In the end,
the results of all the statistical tests and the methods of comparison are analyzed, and
the significance of the proposed Correlation Maximization Ensemble is highlighted. All

the scores are rounded to 5 decimal places.

4.1 Individual Base Model Scores and Mean

The ROC scores for all the 181 data sets (3.1) are obtained for the 5 chosen base model
algorithms (2.1) with the default parameters in the PyOD package. No one model is
found to perform uniformly the best in all the data sets. About 37% of the data sets
get the highest ROC' score on using K — nn while the other models have their unique

share of data sets on which they have performed the best, as shown in the pie chart figure
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2. K — nn being a non-parametric method, depending only on the value of K, performs
effectively with smaller-sized high-dimensional data sets while the rest may suffer due
to the curse of dimensionality. On the other hand, when dealing with noisy data with
irrelevant features that might require complex decision boundaries, more complex methods
like Deep — SV DD, AE, [For, and OC — SV M would perform better. Meanwhile, on
data with spatial or temporal dependencies and multiple nodes, Auto-encoders might
perform better. However, they require a large amount of data to train effectively and are

sensitive to model architecture and hyperparameters.

Deep-SVDD

IFor

OC-SVM

K-nn

Figure 2: Percentage of data sets in which each of the base models has performed the
best

As each of the algorithms functions differently, with different understandings of the
data, it is crucial to study methods of combining the learning from such individual base

models, for a more robust detection of anomalies.

The simplest ensemble used is the Mean_base method, which averages the
understanding from each of the methods. To understand this further, a closer look is
taken at data set cardio - the ROC' scores of all the models for the data set cardio are
illustrated in figure 11 in the appendix and the exact values are listed here, in table 1.
The Mean_base score, 0.94728, is higher than most of the individual base models -
almost equal to the highest score 0.94751 by AFE and is relatively higher than that of the
lowest, 0.63152, by Deep — SV DD. This warrants the need for better ways to combine
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the predictions of the base models with more complex stacking ensemble methods,

possibly with other combinations of parameters.

Table 1: ROC scores from all the models for data set cardio

‘ ‘ Model ‘ ROC score ‘
Base models | AE 0.94751
Deep — SVDD 0.63152
IFor 0.93705
K —nn 0.93240
oC —SVM 0.94654
Mean_base 0.94728
Greedy 0.94635
K —nn__ensemble | 0.92956
AE ensemble 0.94315

CM 01 CU 5 |0.94350
CM 01 _CU 20 |0.94464
CM_01_CU 55 |0.94231
CM_01_CC 5 |0.94047
CM_01_CC 20 |0.94793
CM_01_CC 55 |0.94373
CM 01 _AU 5 |0.94728
Ensembles | o 01 AU 20 | 0.94764
CM_01_AU 35 |0.94757
CM_01_AU 55 |0.94738
CM_01_AC 5 |0.94744
CM 01 _AC 20 |0.94764
CM 01 _AC 35 |0.94754
CM_01_AC 55 |0.94754
CM 7 CU 55 |0.94231
CM_Z CC 55 |0.94373
CM Z AU 5 | 0.94606
CM Z AC 5 094412

GMM 01 2 0.09750
GMM 015 0.11709
GMM_01_50 0.33787
GMM _Z 2 0.09759

| | Mean_all | 0.82443 |

4.2 Ensemble Scores of Existing Methods

All the data sets are further trained and tested with the chosen existing stacking
ensemble methods (from section 2.2. GM M is initially tried with an increasing number
of components - 2, 5, and 50 - and Min — Max Scaling but also using

Z — score Normalization for 2 components. The number of data sets in which each

20



model gives the highest ROC' score is displayed in the bar chart figure 3. Among the
181 data sets, 68 get their highest score with Greedy method, closely followed by
K — nn__ensemble for 63 data sets. GMM does not show promising results for any of

their variation in the number of components and the normalization techniques.

Frequency of an ensemble method performing the best

Number of datasets

>

°
]
]
et

]

GMM_Z_2
GMM_01 2
GMM_01_5

K-nn_ensemble
AE_ensemble
GMM_01_50

Ensemble Method

Figure 3: Number of data sets for which each of the existing ensemble methods has the
highest score

Figure 4 is the candlestick diagram showing the decreasing mean of ROC' scores across
all the 31 models experimented with in this thesis, to understand the variability in the
performance of the models. The green bars contain values from the first and third quartiles
(25th and 75th percentile) of the ROC' scores. These bars indicate their average range of
performance across data sets and the thin tails at the ends show the extent of the outliers
with respect to the mean scores, from its first and the fourth quantile. These outliers
indicate instances when the model has performed exceptionally well or poorly compared
to the rest of the models. The two ends of the tails denote the highest and the lowest

score.

In compliance with figure 3, Greedy has the highest mean (0.8084) among the existing
ensemble methods, closely followed by AE _ensemble and K — nn__ensemble with mean
ROC scores of 0.80100 and 0.97980, respectively. All three of these models have scores
spread across a comparable range. The GM M models seem to under-perform, in terms of
the mean, maximum, and minimum score achieved. Their highest scores are much lower

than the lowest mean score from the rest of the models, which makes them undesirable
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with the used set of parameters. As the number of their components increases, the mean
also increases. The length of their candlesticks also decreases with the increasing number
of components, with lesser variability, indicating a more consistent performance across

different data sets.
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Figure 4: Mean of the ROC' scores for each model - sorted by descending order of mean

4.3 Comparison of the Correlation Maximization Methods

The 18 Correlation Maximization models (3.2) are run for all the data sets and their
mean ROC' scores are generated and plotted, along with that of the rest of the models,
in figure 5 (Grouped by method). Figure 4 is also used to compare the results of the C'M

ensembles with those of the other models.

From both figures, variations of the C'M ensembles outperform most of the base
models and the existing methods discussed. The highest mean among all the models is
reached by CM_Z AC 5 (0.82840), which is a better score than that of Mean_base
(0.82760). This is closely followed by CM_01_AC_5 and then by CM_Z AU_5.
The range of their mean scores is between 0.72430 and 0.82840, indicating better
performance than most models. The relatively comparable length and distribution of
the candlesticks for the C'M models show their consistency in performance. For the
combination of 0 — 1 Scaling with Computational Optimization, for both Count and

Unique approaches for label generation, the mean increases with increasing value of k£,
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which is the number of anomalous points per data set chosen for label generation. But
the same experiments repeated with Approzimation method show decreasing means
with increasing k. The 4 C'M models using Z — score normalization all perform well

and are very similar to the ones using 0 — 1 Scaling.

Mean of the ROC scores over all the data sets for each model
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Figure 5: Mean of the ROC scores for each model - grouped by method category

With a very small mean difference, it is hard to compare the effects of changing the
label generation approach from Count to Unique. Figure 6 shows the number of data sets
in which each combination of the better-performing ensemble methods (with the highest
mean score from each group) has performed best, or has the highest anomaly score, in
the decreasing order of the frequency. Figure 12 in the appendix illustrates the same for

all the 31 models, including the base models.

Individual base models have a higher frequency of wins. but it is not uniform, as
each model specializes in identifying different kinds of anomalies. The simple combining
function Mean_ base has the highest wins among the ensembles - but this method is also
unreliable as it gives equal weightage to both the meaningful and the irrelevant models.
Next to this, Greedy, CM_7Z AC __, and CM__01__CU_55 have the next highest wins.
The difference in the mean scores for the highest-ranking C'M methods is very small, yet,
the top-ranking means are with the Approximation approach, first for the Count method
of label generation with a small k£ value and then for the Unique method for a small k.
From figure 12, Computational Optimization approach with 0 — 1 Scaling wins in most

data sets, comparatively. It is still difficult to draw a concrete conclusion about the best
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ensemble method with the best combination of parameters from analyzing their mean and

average number of wins.

Frequency of an ensemble method performing the best
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Figure 6: Count of data sets in which ensemble methods with the highest mean from each
group have the highest ROC' score

The models with the highest mean score from each of the group of combinations of
the C'M models, corresponding to the most optimal k£ value, are chosen as the better-
performing C'M models for further analysis. Figure 2 shows Scatter plots displaying the
difference in ROC' scores between pairs of the best-performing C'M methods. The line
y = 0 being close to the middle of the plot implies the differences are not very extreme.
Extreme values above and below the y = 0 line denote large differences between the scores
for specific data sets - positive extreme values above the line signify that, between the
two methods compared, the first one has a larger value than the second one, and vice
versa, for negative extremes. The maximum and the minimum of the differences are also

highlighted.

In all four comparisons, the majority of the differences are around 0, showing that
the ensembles give similar outputs in most data sets. On comparing CM_01_CU_ 55
with CM_01_CC_55 (2a) and CM_01_AU_5 with CM_Z AU_5 (2d), both the
plots have comparatively fewer extreme values equally distributed above and below the
zero line, indicating that both the methods are similar and equally have instances when
one score is higher than the other. This means that switching the label generation

method from Unique to Count with all the other parameters being the same, for
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Computational Optimization, and also changing only the normalization method with
all the other parameters remaining the same, for Approximation — Unique, does not
affect the results much. For the comparison between CM 01 AU 5 and
CM_01_AC_5 (2b), the zero line is closer to the top of the plot, but does not have
relatively many negative extreme values, but one, which could be a potential outlier.
Comparing CM_01_AC_5 with CM__Z AC 5 (2c), the zero line is closer to the top
of the plot, with many negative extreme values, signifying the existence of several data
sets in which scores of the latter are higher than that of the former model. This means
that, for the Approximation approach, switching between Count and Unique and also
between the two normalization methods for C'ount beings noticeable differences between

the models.
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Table 2: Scatter plots showing difference in ROC' scores between two models for each
data set

4.4 Comparison against Base Models and Existing Ensembles

To understand the distribution of the ROC scores for the models, their
Kernel Density Estimates are plotted. Figure 13 in the Appendix shows the entire

distribution of all the models, whereas, figure 7 shows the peaks in the density of some
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of the better-performing models. The density along the Y-axis denotes the probability

of observing a value at a particular value of the score.

Only the GM M models seem to peak at around 0.5, indicating that most of their
scores are around the value of 0.5. Most of the other models peak between 0.75 and
1.0, which is the highest score achievable. On having a closer look at the peaks of the
better-performing models from figure 7, the more commonly occurring scores are between
0.9 and 0.95. In this range, the base model K — nn has the highest peak, followed by the
base model OC' — SV M, ensembles Greedy, K —nn__ensemble, AE__ensemble, the C M
models, and finally by the GM M method, in that order. This implies that the base models
K —nn and OC — SV M have scores around the highest values consistently for many data
sets. This might not necessarily be favorable as the base models might fail to capture
some anomalies of other aspects that they do not specialize in. Among the ensembles,
CM_ 7 _AC_5 has more consistent peak scores. The C'M ensembles (more specifically
CM_01_AC 5, CM_01_CU_55 CM_01_AU_5, CM_01_CC_55, in that order)
perform consistently, giving a robust and a higher range of anomaly scores. They are
closely followed by the Greedy ensemble - but this is unreliable as it might stop at local
minima, instead of the global optimal value. K —nn_ensemble and AE__ensemble also

have peaks along the same range but have a relatively lesser density at these scores.
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Density Plots of ROC Scores over all the data sets for the best-performing models
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Figure 7: Kernel Density Estimate Plots of ROC Scores for the best-performing models

To compare any two models, a Stacked plot can also be used, plotting the ordered

sum of their ROC' scores. Figure 8 portrays the sum of the scores from the base model

with the highest mean score K — nn and the ensemble with the highest mean score
CM_01_CU_55 across each data set. For each data set, the height of the stacked bar

plots corresponding to the individual models appears relatively equal. In more than 40% of

the data sets, the sum of scores is above 1.75, indicating good performance. Unless specific

values are looked at for the sake of the argument, the graph shows similar performance
between K —nn and CM 01 CU_55. Yet, the ensemble is more robust, because of the

culmination of different aspects in understanding a data set.
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Figure 8: Stacked plot showing the sum of ROC scores from two methods

4.5 Statistical Tests

Statistical tests are used for evaluating and interpreting the results of the multiple
models. Wilcoxon Tests (2.4.2) are conducted to statistically compare results from any
two methods. The better-performing models are picked and combinations of their
results are compared. The results of these Wilcoxon tests are listed in table 3.
Supporting the argument from the examination of the scatter plots for the difference in
scores from subsection 4.3, changing the label generation method from Unique to Count
does mnot make much of a difference between CM ensembles using
Computational Optimization for a k value of 55 with 0 — 1 Scaling. Similarly, there is
no statistically significant difference between the performance of the same C'M models
using C'omputational Optimization for a k value of 55 when the normalization methods
are swapped. On the other hand, changing from Computational Optimization to
Approximation between CM_01_CU_55 and CM_01_AU_ 55 results in a
statistically significant difference between their performances. A similar difference is
observed when changing the normalization method of the CM ensemble while using
Approximation with k = 5. Comparing the model with the highest mean score

Mean__base and the one with the lowest, GM M __01_50, shows an expected significant
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difference. Comparing specific combinations of the C'M ensemble with that of the

GM M ensemble also shows significant differences.

Table 3: Wilcoxon Test Results with 5% significance level

Statistically
Models Wilcoxon p-value significant
Compared Statistic difference between

performances
Mean base GMM 01 50 104.0 1.17872e — 26 yes
CM_01_CU_b55 | CM_01_CC_55 |4921.0 0.64735 no
CM_01_CU 55| CM_01_AU_55 | 4389.0 0.00215 yes
CM 01 CU 55| GMM 01 50 112.0 1.37082e — 26 yes
CM_01_AU_ 5 |CM_Z AU_5 2856.5 0.02221 yes
CM_01_CU_b55 | CM_Z CU_55 | 2594.5 0.44749 no

To compare more than just two, but a set of models at a time, Post-hoc Nemenyi
tests are performed for two subsets of the models - one comparing the better-performing
C'M methods against AE _ensemble and Greedy and the other comparing all the better-
performing C'M methods (with varying parameters) among each other. Critical Difference
plots are built to visualize the results of both the Nemenyi tests - figure 9 for the former
subset of models and figure 10 for the latter. The relationship in terms of correlation
between the performance of these subsets of models is also evaluated using Heat maps, in
which cells with shades close to red (close to 1) show higher correlation between model
performances and the ones with shades close to blue (close to 0) show lesser correlation -

figure 14 and figure 15, respectively.

Models are ranked along the x-axis based on the median of their performance and the
dotted red line indicates the critical difference (C'D). Pairs of methods with ranks that
differ by more than the C'D are significantly different with 5% significance. The vertical
black lines connecting multiple models denote that all those models are not significantly
different. Similarly, models, for which such vertical lines do not overlap, are significantly
different.
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Figure 9: Critical Difference Diagram for the best-performing ensembles
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Figure 10: Critical Difference Diagram for the best-performing Correlation Maximization

ensembles

From figure 9, it is observed that there is a statistically significant difference between

the performance of the set of CM models compared with the combination of

AE__ensemble and Greedy. A comparatively higher average rank for the existing

ensembles as compared to the CM ensembles indicates that the former models have

performed worse on average across multiple datasets or experimental conditions when

30




compared to the latter models. Figure 10 explains that there is a significant difference
between the performance of the CM models using the Computational Optimization
approach and Approximation approach but there is no significant difference observed
when changing the method of normalization for the same set of parameters. The Heat
Maps also resonate with this observation, showing a higher correlation between CM
models for variations of Unique and Count approaches and variations of the
normalization methods over the same set of parameters. The C'M models using the
Computational Optimization approach for either normalization methods and a higher
value of k = 55 show better performance in the previous subsections of analysis but have
a higher average rank in the C'D diagram - this suggests that the performance of these
models may be sub-optimal under certain conditions and could benefit from further
optimization or refinement, such as feature selection, parameter tuning, or algorithmic

enhancements.

5 Conclusion and Outlook

Anomaly detection, a crucial process in data analysis, involves finding a subset of a data
set that behaves differently when compared with the rest of the data. This thesis aims
to enhance the effectiveness of anomaly detection techniques by trying to tackle the
challenges often encountered in practice - the limited availability of labeled data and the
individual anomaly detection algorithms detecting only specific types of anomalies
efficiently and not all of them. For this purpose, stacking ensemble methods are
employed for multiple data sets and anomaly detection algorithms as these approaches
help to combine the strengths of the individual models to potentially improve overall
outlier detection performance. Furthermore, an ensemble method called
Correlation Maximization is formulated and evaluated with different combinations of

parameters, against the existing methods.

5 diverse base anomaly detection models, 8 different existing ensemble methods, and
18 different variations (in parameters) of the suggested Correlation Mazximization
ensemble are applied to 181 different data sets, and their results are analyzed and
evaluated in comparison to each other. The anomaly scores of each of the models for all
the data sets are calculated and statistical tests are carried out for the assessment of
their performance. It is found that, though the base models give a fairly high anomaly
score in most data sets, they are comparatively less reliable, as they might miss
identifying specific anomalies in some cases. Among the ensemble methods employed,
the existing ensembles tested give better results in a few of the data sets. More focus is

laid on the Correlation Maximization method in comparison with these results.
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The suggested Correlation Maximization method seems to outperform the existing
methods in several cases, under different conditions, in terms of mean anomaly score
across all data sets. In the suggested Computational Optimization approach, a higher
value of anomalies to be induced (k) seems favorable in most cases. Whereas, in the other
Approzximation approach, a lower value of k is to be preferred. Both the approaches
tried for label generation and normalization do not seem to have a considerable effect
on the results - all combinations are found to perform well with specific subject data.
Although it is difficult to pin down one specific combination of parameters with which
the method universally performs the best, the Correlation Maximization does portray

promising results worth further exploration.

The experiments in this thesis are to be further extended in future studies to modify
and refine existing anomaly detection methods and their corresponding parameters to
get more advanced base models with an improved overall understanding of the data and
its anomalies. Additionally, the suggested Correlation Maximization ensemble is to be
further experimented with different combinations of parameters and testing methods to
find the optimal number of anomalies to be induced (k value), in order to be more case-
specific to the subject data. More complex stacking combinations of models including
neural networks, with different normalization techniques and parameters, are to be tried
out. It is also crucial to identify niches where specific methods or anomaly detection rules
work best, to get a more robust, accurate, condition-specific, and improved performance
from the Anomaly Detection Models. This could possibly aid in further enhancing the

efficacy and applicability of such anomaly detection techniques in real-world scenarios.
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Appendix

5.1 Additional Figures

ROC Scores {above 0.9250) from all the models for data set “cardio”
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Figure 11: ROC scores (> 0.9250) from all the models for data set cardio, sorted by
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Number of data sets in which each model performed the best

Number of datasets

Figure 12: Count of data sets in which each model has the highest ROC' score
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Density Plots of ROC Scores for Ensemble Methods
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Figure 13: Kernel Density Estimate Plots of ROC' Scores for all models
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Figure 14: Heat Map to visualize the Nemenyi Post-hoc Test results for the best-
performing ensembles
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5.2 Additional Tables

Table 4: Mean of the Ensemble model ROC scores over all the data sets

‘ Model ‘ ROC score ‘
Mean_base 0.82760
Greedy 0.80840
K —nn_ensemble | 0.79780
AE  ensemble 0.80100

CM_01_CU_5 0.79650
CM_01_CU_20 | 0.80480
CM 01 CU 55 | 0.82120
CM 01 _CC 5 0.80410
CM _01_CC_20 | 0.81500
CM_01_CC_55 | 0.82220
CM_01_AU_5 0.82310
CM_01_AU_20 | 0.81060
CM 01 AU 35 | 0.74730
CM 01 AU 55 | 0.72430
CM_01_AC_5 0.82720
CM_01_AC_20 | 0.81160
CM_01_AC_35 | 0.74970
CM 01 AC 55 | 0.72850
CM Z CU 55 |0.82170
CM_Z CC_55 |0.82330
CM_Z AU_5 0.82420
CM_7Z AC_5 0.82840

GMM_01_2 0.29280
GMM 01 5 0.32670
GMM 01 50 0.41020
GMM_7Z 2 0.28830
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