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1 Introduction

In today’s data-driven world, the ability to identify and respond to unusual patterns
or anomalies within datasets is of critical importance. In data analysis, anomalies are
data points that differ significantly from a dataset’s expected or typical behavior [11].
These deviations can occur in various forms, from unusual spikes in medical data for
the cardiovascular to typical patterns in financial transactions indicative of fraudulent
activities. The timely detection and appropriate response to such anomalies can have
profound implications, including the early diagnosis of critical health conditions, finan-
cial fraud prevention, and system security enhancement. The importance of anomaly
detection extends across numerous domains, including healthcare, finance, space science,
and industrial automation, where the consequences of failing to detect anomalies can be
severe. Therefore, there is a growing need for robust and effective anomaly detection

methods that can operate efficiently in diverse and dynamic data environments.

Autoencoders, as a component of deep learning models, emerge as potent tools for
anomaly detection in today’s data-rich environment [10][12]. Autoencoders, well-known
for their adaptability and efficiency in identifying complex patterns, provide an effective
solution to the anomaly detection problem. Their particular interest is effectiveness in
situations where a significant amount of real-world data needs clear labels. Autoencoders
can significantly enhance the model’s information processing power by adding a small
amount of labeled input. This sophisticated method aligns with the understanding that
categorizing big datasets can be time-consuming and unfeasible in some circumstances.
Therefore, this study highlights the application of deep autoencoders to advance anomaly
detection techniques.The suggested strategy takes advantage of the autoencoder’s ability
to rebuild input data to learn and express underlying patterns that characterize normal

behavior.

To overcome the underlying challenges of insufficient completely labeled data, a semi-
supervised learning methodology is considered, leveraging partially labeled data to im-
prove model performance and thereby mirroring real-world scenarios. A key focus of
this study is to develop novel loss functions adapted to the complexities of anomaly

identification in semi-supervised deep autoencoders.



Traditional loss functions may not adequately reflect the complexities of partially la-
beled datasets. To overcome this limitation, innovative loss functions are designed and
implemented that carefully consider the interplay between labeled and unlabeled data.
This methodology improves the model’s ability to detect abnormalities reliably, hence
contributing to the improvement of anomaly detection strategies in the setting of semi-
supervised deep autoencoders. This strategic emphasis on loss function development

distinguishes our approach and adds a layer of sophistication to the field. [8] [9]

The following sections explain all concepts, experiments, and results of the thesis. The
findings from relevant studies, along with research findings and contributions to deep
semi-supervised anomaly detection, are thoroughly outlined in Sections 3 to 6. Within
the domain of deep semi-supervised anomaly detection, prior efforts, discoveries, and im-
plementations are in depth addressed in Section 2, providing a comprehensive overview
of the present landscape. Section 3 establishes the problem statement and investigates
the theoretical foundations of anomaly detection. This includes a detailed study of
the different types of anomalies, practical possibilities, and a clear justification of the
essential functions that autoencoders and semi-supervised learning play. The goal of
this part is to provide a solid theoretical framework for suggested anomaly detection
techniques. Section 4 goes into detail about methodology and explains the strategy for
semi-supervised anomaly detection. The details of the approach followed in the thesis
are present here, with a focus on how to improve model performance by integrating
partially labeled data and using deep autoencoders. Experiments, findings, and the
introduction of datasets utilized in this study become the main topics of discussion in
Section 5. An extensive analysis of performance indicators is showcased, offering valu-
able perspectives on the effectiveness of suggested techniques. The main conclusions of
thesis are clearly summarized in Section 6. Additionally, it outlines potential avenues
for future work in the dynamic and evolving field of deep semi-supervised anomaly de-
tection. This comprehensive structure ensures a thorough examination of the problem,
methodology, experimental outcomes, and the broader implications of our research, con-

tributing meaningfully to the advancement of anomaly detection methodologies.



2 Research work

Within the field of anomaly detection, this study explores a variety of methodologies,
from supervised to unsupervised. However, a noticeable gap exists in the existing re-
search, particularly concerning the utilization of deep autoencoder approaches. Mo-
tivated by this fact, this research adds contribution to this understudied subject by
overcoming the challenges in anomaly recognition using semi-supervised deep auto en-

coders.

"Self-Supervised Anomaly Detection" paper introduce a method called self-supervised
learning [17], which uses a large amount of unlabeled data to understand regular behav-
iors effectively. This approach is not only scalable and cost-effective but also proves to be
a valuable solution for anomaly detection [17]. The paper provides a detailed overview of
current methods, highlighting the strengths and weaknesses of self-supervised anomaly
detection algorithms compared to other advanced models. This foundational work not
only recognizes the challenges posed by anomalies, like their rarity and uneven rep-
resentation but also lays the groundwork for incorporating self-supervised learning to
overcome these challenges. In the context of our research, [17] insights guide and shape
our exploration of advanced anomaly detection methods using deep autoencoders, align-

ing with the overall progress in the field.

Lukas Ruff’s paper titled "Deep Semi-Supervised Anomaly Detection, [18]" stands out
as a notable contribution. This paper introduces a comprehensive deep learning ap-
proach for semi-supervised anomaly detection, filling a significant gap in unsupervised
Deep SVDD [9]. Ruff presents "Deep SAD," a methodology designed to handle the com-
plexities of semi-supervised anomaly detection [18]. The work acknowledges a common
scenario where, in addition to a substantial number of samples lacking labels, there is
availability of a limited pool of labeled samples. Ruff strategically incorporates both
normal and anomalous labeled samples into the model [18]. Moreover, the paper in-
troduces an information-theoretic framework for deep anomaly detection, providing a
theoretical foundation for the proposed methodology. In the context of our research,
Ruff’s investigation offers valuable insights into the landscape of deep semi-supervised
anomaly detection. This helps our study to develop a novel semi-supervised loss function

for deep auto encoders, addressing a crucial yet unexplored aspect in the field.

Understanding the landscape of anomaly detection algorithms and their comparative

effectiveness has been substantially aided by recent benchmark initiatives Anomaly De-
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tection Benchmark [19]. This research plays a crucial role in addressing key questions
related to anomaly detection algorithms, covering various levels of supervision, different
anomaly types, and challenges posed by noisy and corrupted data. Remarkably, it’s
known for its thoroughness, standing out in anomaly detection evaluations by testing
30 algorithms across a diverse set of 57 benchmark datasets. The paper sheds light
on the limitations of traditional unsupervised methods in capturing nuanced anomalies
while emphasizing the potential of semi-supervised methods, particularly with a modest
amount of supervision[19]. Through a systematic exploration of these algorithms under
diverse conditions, the paper provides valuable insights into the roles of supervision,
anomaly types, and algorithm robustness. Building upon these findings, our research
aims to leverage these insights to develop advanced models that surpass the existing

state-of-the-art in anomaly detection.

To enhance understanding of autoencoder based anomaly detection, we turn to the re-
search conducted by Hasan Torabi [32], titled "Practical auto encoder-based anomaly
detection by using vector reconstruction error." This study introduces a novel approach
tailored for anomaly detection within cloud computing networks. Their methodology
presents a new paradigm in auto encoder usage, wherein they generate a vector recon-
struction error for each feature, departing from conventional methods that compute a
singular value. This innovation allows for a more granular assessment of anomalies, re-
sulting in enhanced detection accuracy. Notably, the proposed autoencoder network is
streamlined with just one hidden layer, thereby ensuring computational efficiency com-
pared to existing approaches. Furthermore, [32] conducts comprehensive evaluations,
leveraging the CIDDS-001 dataset, a widely accepted benchmark in the field. Through
meticulous comparison with existing methods, they demonstrate notable improvements
in key performance metrics such as accuracy, recall, false-positive rate, and F1-score,

underscoring the efficacy of their proposed approach [32].

Our research embarks on an extensive investigation into anomaly detection methodolo-
gies, with a particular focus on leveraging semi-supervised learning and auto encoder-
based techniques. The primary aim is to overcome the limitations inherent in traditional
methods and existing approaches to anomaly detection. This involves development of
a novel semi-supervised learning approach tailored explicitly to deep auto encoder net-
works. By meticulously examining and comparing established methodologies, including
those proposed by Hadi Hojjati [17] and Lukas Ruff [18] , we aim to deepen the under-
standing of anomaly detection methodologies within the field. Additionally, the work of

Torabi [32]. underscores the versatility and efficacy of auto encoder-based techniques in

11



capturing intricate data patterns, making them well-suited for anomaly detection tasks.
Drawing inspiration from these studies, we envision the potential of integrating semi-
supervised learning with auto encoder-based techniques to establish a robust anomaly
detection framework, as explained in subsequent sections. Furthermore, investigation ex-
tends to the evaluation of various loss functions to determine optimal performance, with
a specific emphasis on addressing the unique characteristics of anomalies and enhancing

the reliability of our proposed framework.

3 Problem Statement and Theoretical Understanding

This chapter serves as a foundational analysis of anomaly detection concepts for this
thesis. It looks into the fundamentals of anomaly detection, providing an overview of
basic definitions, important terminology, and common deep learning and semi-supervised

algorithms in this domain.

3.1 Problem Statement

Over the years, various techniques and methodologies have been developed to address
the challenge of anomaly detection. Traditional methods like z-score analysis and Gaus-
sian models face limitations in capturing intricate, non-linear patterns within high-
dimensional datasets[13]. This inadequacy hampers their effectiveness in modern appli-
cations. Supervised machine learning approaches, reliant on labeled data, prove valuable
but encounter challenges in obtaining costly and rare labeled anomalies, constraining
their practical utility. The shortcomings of traditional and supervised methods have led
to a growing interest in unsupervised anomaly detection techniques. These methods,
operating without labeled data, demonstrate particular efficacy in scenarios where la-
beled anomalies are scarce. They leverage inherent patterns within the data to identify

anomalies, offering flexibility in dynamic and evolving data environments. [18§]

However, unsupervised methods introduce challenges such as potential false positives and
the need for careful parameter tuning. The absence of labeled data further complicates
effective validation and fine-tuning. This motivates the exploration of semi-supervised
anomaly detection methods, which strike a balance by utilizing a combination of labeled
and unlabeled data for training. This hybrid approach maximizes the advantages of

unsupervised learning while incorporating valuable information from labeled instances

12



[18]. Strategic utilization of labeled data in semi-supervised methods elevates precision,

mitigates false positives, and enhances overall performance.

Semi-supervised learning emerges as a possible solution to the lack of labeled anomaly
data[18]. This approach makes use of both labeled normal data and unlabeled data,
allowing models to learn from a large amount of normal data while detecting anoma-
lies as deviations from the norm. Despite success in anomaly detection tasks, there is
opportunity for development in semi-supervised methods. Traditional approaches fre-
quently apply standard loss functions that treat anomalies and regular data identically,
potentially resulting to unsatisfactory performance [18]. This study considers deep auto
encoder networks and propose a unique strategy to improve anomaly identification by
developing a custom semi-supervised loss function suited to anomalous characteristics.
The aim in integrating deep auto encoder and semi-supervised approaches is to dramat-
ically increase the accuracy and reliability of anomaly detection across a wide range of
applications. This novel methodology aims to close existing gaps and contribute to the

improvement of semi-supervised anomaly identification methods.

Apart from the approach detailed in this study, insights from two other established
methodologies, Deep SAD (Semi-Supervised Anomaly Detection) and self-supervised
learning, are also applied. This triangulation enables a thorough comparison and ex-
amination, aiming to grasp the complex benefits and drawbacks of each technique [18].
By combining these methodologies, the objective is to significantly improve accuracy,
reliability, and applicability in the realm of anomaly detection across diverse applica-
tions. This innovative approach aims to bridge existing gaps and contribute to the

advancement of semi-supervised anomaly detection methodologies.

3.2 Theoretical Understanding

3.2.1 About Anomalies

Anomalies are data patterns that do not correspond to the concept of normal behavior.
[3] In practice, anomalies appear as data points that contradict established standards
and deviate significantly from what is considered typical or standard behavior. These
anomalies often arise from distinct underlying processes, introducing unique functions

or distributions that differentiate them from the rest of the data.
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Figure 1: Anomaly Detection in Heart Rate Monitoring
Let X = {z;},i=1,..., N,z € R¥ represent the set of input data points. The goal is

to learn a scoring function h(z) such that, data points can be classified as a normal

(y; =0 ) or aanomaly ( y; = 1) based on a threshold .
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To illustrate, consider a scenario in healthcare where heart rate data is monitored over
time. In Figure 1, the green line represents the heart rate pattern, displaying expected
fluctuations over time. However, at a specific point (highlighted in red), an anomaly is
introduced a deviation from the anticipated pattern.

This anomaly, simulated by an offset in heart rate, symbolizes irregularities that could

have critical implications in real-world scenarios.
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3.2.2 Types of Anomalies

In the subsequent discussion, three distinct types of anomalies are explained: Point,

Contextual, and Collective, each shedding light on varied deviations.

1. Point Anomaly: This occurs when a solitary data point markedly strays from the
overall heart rate pattern. In Figure 1, the point anomaly is vividly highlighted
in red, representing a moment where the heart rate experiences a sudden and

unexpected increase, significantly deviating from the neighboring data points.
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Figure 2: Different types of Anomalies

2. Contextual Anomaly: These anomalies arise when a data point exhibits ab-
normal behavior within a specific context or subset. As illustrated in Figure 2
and marked by the orange indicator, simulate a sudden increase in an individual’s
exam score. This showcases how anomalies can be context-dependent, manifesting
uniquely in different scenarios. The orange marker identifies a contextual anomaly,
emphasizing instances where individual student scores deviate significantly from

the norm.
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3. Collective Anomaly: Also referred to as group anomalies, these anomalies occur
when a collection of data points collectively displays abnormal behavior, even if
individual points may seem normal. In Figure 2, this could be represented by a
series of consecutive anomalies indicating a coordinated deviation in exam scores.
The purple markers in the plot signify such collective anomalies, suggesting a
potential shared characteristic among a group of students. This scenario could

indicate systemic issues or external influences affecting a specific subset of students.

3.2.3 Methods to Detect Anomalies

The anomaly detection method used is determined on the properties of the data being
considered. In univariate datasets with a single feature, anomalies are identified by
examining deviations from the norm in that single characteristic. Multivariate datasets,
such as those used in this thesis, require more complex approaches to detect anomalies
across multiple dimensions at the same time. The nature of the features in the dataset
is critical; some algorithms can handle both categorical and continuous characteristics,
while others specialize in one. The features in the dataset strongly influence the choice of
a suitable anomaly detection technique. Alternatively, adjusting the data to align with
a certain anomaly detection tool is a possible option for assuring compatibility between
the data format and the method used. This involves modifying the dataset to fit the
assumptions and needs of the chosen anomaly detection method. For example, it might
involve changing features, encoding categorical variables, scaling numerical values, or
making other changes to ensure that the dataset meets the expectations of the chosen
anomaly detection tool. This proactive strategy not only broadens the scope of relevant
anomaly detection methods, but it also improves the overall performance of the chosen

algorithm by adapting the data to its specific requirements.[1]

As illustrated in Figure 3, provide a detailed view on the many techniques in this subject.
The parts that follow go over particular anomaly detection approaches, each customized

to different data circumstances and requirements.
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Anomaly Detection Methods

Supervised Training

(¢ = =
Labeled Data = =) A
= = = |
" UHEUDEF'I'II'SM Training
Unlabeled Data . . ’. — _@_ | rediction |
L2 X 2 2 =
—

Somi Supervised Training Hormal Data
" =~

f ’ ‘ ’ ol il % Anomaly Data
Partially Labeled Data ‘ g =3 ‘ '@' &  Unknown data
oo

Figure 3: Different anomaly detection modes based on data availability

1. Supervised Anomaly Detection: This method necessitates labeled datasets
wherein anomalies are explicitly identified during the training phase. These algo-
rithms learn to differentiate between normal and anomalous instances based on the
provided labels. In the case of Support Vector Machines (SVM), the objective is to
establish a classification hyperplane as a decision surface to maximize the margin
between positive and negative instances [4]. While other supervised approaches,
such as decision trees, perform exceptionally well when clear anomaly labels are
available for training, they may exhibit diminished effectiveness in scenarios where

obtaining labeled anomaly data is either scarce or impractical.

2. Unsupervised Anomaly Detection: Operating without the need for labeled
data, this approach is well-suited for scenarios in which obtaining instances with
explicitly marked anomalies poses challenges. Algorithms such as K-Means cluster-
ing or isolation forests identify anomalies by discerning patterns that deviate from
the majority. Unsupervised methods prove particularly beneficial when anomalies
are not clearly defined or are anticipated to evolve over time. The underlying con-
cept is that an unsupervised anomaly detection algorithm assigns scores to data
solely based on intrinsic properties of the dataset [1]. However, a notable disadvan-
tage is that known anomalies may be overlooked, resulting in performance lower

than that of supervised anomaly detection methods.
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3. Semi-Supervised Anomaly Detection: It combines aspects of both supervised
and unsupervised techniques, leveraging a small amount of labeled data along with
a larger pool of unlabeled instances. This hybrid approach enhances precision by
incorporating the valuable information provided by labeled instances while main-
taining adaptability to scenarios where obtaining comprehensive labeled data is
impractical [18]. Semi-supervised methods are effective when a limited amount of
labeled anomaly data is available, striking a balance between the advantages of

both supervised and unsupervised approaches.

3.2.4 Deep Learning in Anomaly Detection

Deep Learning has emerged as a powerful paradigm for understanding complex data,
with the ability to identify hidden temporal connections and automatically derive high-
level representations [10]. Specifically customized designs, such as Artificial Neural Net-
works (ANNs), Convolutional Neural Networks (CNNs), and Recurrent Neural Networks
(RNNs), including Long Short-Term Memory (LSTM) networks, have demonstrated sig-
nificant success in many deep learning tasks [16]. This major development lays the path
for further advances in deep learning approaches, resulting in an ever-expanding toolbox

for anomaly identification methodologies.

The Multi-Layer Perceptron (MLP) is a basic but powerful deep learning architecture.
Figure 4 illustrates the MLP as a fully-connected feed-forward network comprising an
input layer, an output layer, and potentially multiple hidden layers, each containing
neurons. Each neuron computes a weighted sum of the input and often employs an
activation function to enable non-linear computations. Incorporating bias terms pro-
duces a desirable shift in this result by adding parameters that are independent of the
present input. The connection weights between neurons are optimized by minimizing a
loss function that measures the variance between input and output, finally learning an
appropriate transformation. Moving on to the next section, Auto encoder architecture,

a distinguished member of deep learning methodologies are detailed. [15]
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Input layer Hidden layer Output layer
Figure 4: Multi-Layer Perceptron (MLP) Architecture from [15]

3.2.5 Autoencoder: Bridging Traditional Gaps

In the field of anomaly detection, classical machine learning (ML) and statistical tech-
niques have been widely used. These methods rely on basic statistical measures like
mean, standard deviation, and percentiles. However, they often struggle to handle the
complexities found in high-dimensional datasets, especially when dealing with non-linear
relationships and intricate patterns [13]. Recognizing these limitations, there’s been a
growing interest in using deep learning techniques for anomaly detection. Among these
techniques, autoencoders have shown promise in overcoming the drawbacks of traditional
methods. By utilizing neural networks, autoencoders can uncover latent representations

and extract meaningful features from data, leading to more accurate anomaly detection

3.2.6 What are Autoencoders

Autoencoders, a type of neural network, operate on the principle of unsupervised learning
and have proven instrumental in anomaly detection. The primary aim of an autoencoder
is to grasp a concise, informative representation of input data, referred to as the latent
space[9]. This is accomplished through two key components: the encoder, tasked with
mapping input data to a lower-dimensional space, and the decoder, responsible for re-

building the input data from this compressed representation.
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Autoencoder’s inherent capability to capture essential data features renders them in-
valuable for identifying anomalies. This architecture, crucial in deep learning, operates
on the principle of efficient data compression and reconstruction. To understand the me-
chanics of this process, let’s construct a mathematical basis and go into the structural

components indicated in Figure 5.
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Figure 5: General structure of auto encoder from [2]

In mathematical terms, the encoding process can be written as Z = f(X), where f is the
encoder function, and the decoding process as X = ¢g(Z), where g is the decoder function.
Furthermore, the reconstruction error (L) is an important statistic for quantifying the
difference between the input and the reconstructed output. It is determined using a
suitable loss function, such as Mean Squared Error (MSE). The MSE of the input X
and the output X/ is defined as [2]

(Xl - X7,/)2 s

1

L(X,X') =

n

S|

(2
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The Autoencoder comprises three main components:

1. Encoder: Positioned in black on the left side of Figure 5, the encoder operates
as a fully connected feed-forward network. It takes the input X; and transforms it
into a lower-dimensional representation, denoted as the latent space Z. This trans-
formation occurs through a sequence of fully connected layers, providing flexibility

in determining the layers and neurons in this crucial component.

2. Latent Space: Positioned centrally within Figure 5, the latent space Z (depicted
as h(X;))) act as a condensed representation of the input data. The number
of neurons in this layer can be specified, and it encapsulates the most essential
features necessary for reconstruction. This single layer efficiently encapsulates the

essence of the data.

3. Decoder: The decoder, highlighted in green on the right side of Figure 5, under-
takes the crucial task of reconstructing the original input (X) from the encoded
representation (Z). Employing the output of the encoder, the decoder attempts
to reverse the encoding process. Like the encoder, the decoder comprises fully
connected layers, and the structure mirrors that of the encoder in regards to layers

and neurons.

In essence, the Autoencoder is trained to minimize the reconstruction error by
adjusting its weights during the learning process. This optimization process com-
pels the network to leverage the inherent structure within the dataset, creating an
efficient lower-dimensional latent space. The interplay between the encoder, latent
space, and decoder forms the backbone of the Autoencoder’s ability to compress
and reconstruct data effectively. In the upcoming section, specific autoencoder

architecture adopted for this thesis is explained.
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4 Methodology

In this section, an investigation of key tools and approaches that shape anomaly detection
methodology is discussed. In the present study, the autoencoder architecture, and its
working is explained. This review includes a look at the various loss functions utilized
to evaluate anomaly detection models, as well as the evaluation metrics that guide
performance assessment. Furthermore, the outline of the preprocessing techniques used

to achieve robust and relevant results are discussed.

4.1 Architectural Insight

Within this anomaly detection study, the autoencoder architecture is designed for op-
timal performance. The encoder consists of three dense layers, each comprising 64, 32,
and 16 neurons, respectively, utilizing rectified linear unit (ReLU) activation functions.
Acting as a bottleneck, a layer with 12 neurons and ReLU activation effectively com-
presses input features. In a symmetrical fashion, the decoder reconstructs the encoded
information using two dense layers with 16 and 32 neurons, and an output layer with
a variable number of neurons tailored to the input data dimension. Both encoder and
decoder layers utilize ReLLU activation, while the output layer employs a sigmoid acti-
vation. To prevent overfitting and enhance generalization during training, a dropout
layer with a 30% dropout rate is strategically positioned between the latent space and
decoder layers. However, despite its incorporation, this dropout layer did not yield
noticeable improvements to the model’s performance. Figure 6 visually captures the
overarching structure of the autoencoder, providing a clear representation of its design

and functionality in our work.

Layer Type Activation Function | Number of neurons
Input - (input dimension)
Encoder Relu (64,32,16)

Latent Space | Relu (12)

Decoder Relu (16,32,64)

Output Sigmoid (output dimension)

Table 2: Autoencoder parameter details
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In addition to the baseline model, Deep SAD (Semi-Supervised Anomaly Detection)
approach is implemented, aligning its structure closely with the original auto encoder.
Simultaneously, a self-supervised learning variant is introduced, augmenting the archi-
tecture with unique transformation functions. These functions, namely Gaussian noise
and Random mask (from a uniform distribution), serve as pivotal components in aug-
menting the auto encoder’s robustness to diverse anomaly detection paradigms. For

further details on the parameters utilized in the Self-Supervised Auto encoder, refer to
Table 3

ENCODER DECODER

& ]
g g g d
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Figure 6: Autoencoder Architecture Used in this Thesis

4.1.1 Gaussian Noise Transformation

The Gaussian noise transformation function injects random noise into the data, simulat-
ing noisy real-world conditions. Mathematically, this transformation can be represented

as:

2
Tnoisy — Lclean +N (0,0’ ) )

Where:
e Tnosy Tepresents the noisy version of the input data.
* Tdean Tepresents the clean input data.

« N (0,0?) represents random noise drawn from a Gaussian distribution with mean

0 and standard deviation o.
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4.1.2 Random Mask Transformation

The random mask transformation introduces a random mask to cultivate resilient rep-
resentations within the model. Mathematically, this transformation can be represented

as:

Tmasked = Tclean O M7

Where:
* Tmasked Tepresents the masked version of the input data.
e Tgean Tepresents the clean input data.
o M represents a random mask matrix drawn from a uniform distribution.

o ( represents element-wise multiplication.

Layer Type Activation Function | Number of neurons
Input - (input dimension)
Transformation | - -

Hidden Layer | Relu (64,32,16)

Output Sigmoid (output dimension)

Table 3: Self Supervised model parameter details

As depicted in Table 3, noise component is incorporated into the self supervised model
architecture, a pivotal enhancement that elevates its performance beyond conventional
anomaly detection methods. This augmentation enables the model framework to adapt
more easily to diverse and dynamic data environments, resulting in superior anomaly
detection capabilities. By integrating this noise component, the model not only identifies
anomalies more effectively but also generates robust data representations that capture
the underlying structure of the data. Furthermore, this integration facilitates direct
comparisons within the same autoencoder architecture, thereby facilitating compara-
tive studies. Figure 7 provides a visual representation of the enhanced model, offering a
comprehensive overview of its design and operational functions. Notably, a unique trans-
formation after the input layer is introduced, a distinctive aspect of our method. The
encoder comprises one dense layer with 64, 32, and 16 neurons, respectively, utilizing
rectified linear unit (ReLLU) activation functions. The output layer employs a sigmoid
activation function. This architecture consists of three main components: the input

layer, transformation layer, and hidden layer, complemented by a custom loss function.

24



Input Data Output Data

Input layer
l
Transformation
'
Hidden layer
'
Output layer

Figure 7: Self Supervised model Architecture

4.1.3 Autoencoder Parameters and Optimization

The configuration of autoencoders demands careful consideration of several key parame-
ters, each playing a pivotal role in determining the model’s performance. In this section,

parameters crucial to this thesis are outlined.

1. Activation Function: A neural network’s architecture is strongly reliant on its
activation functions, which influence how well the model learns from the training
dataset. The activation function used for the hidden layer has a considerable
impact on how weighted input is transformed into output inside a network layer.
In this study after careful consideration, rectified linear unit (ReLU) activation

functions for both encoders and decoders is used. [6]

2. Reconstruction Loss: The type of input and output desired for the autoencoder
significantly influences the choice of the loss function used during training. After
experimenting with various alternatives, Mean Squared Error (MSE) Loss is con-
sidered. This choice proved effective in guiding the autoencoder to adapt to the

desired input-output relationships.

3. Loss Functions: The selection of a suitable loss function is a critical hyperpa-
rameter when tuning autoencoders. In this study, given the application of semi-
supervised learning, conventional loss functions were not applicable. Therefore,
custom loss functions were created, a detailed explanation of which will be pro-

vided in the upcoming sections. These custom loss functions were designed to
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align with the unique characteristics of semi-supervised autoencoders employed in
this research [7].

4. Learning Rate: The learning rate is of utmost significance in optimizing the
training process [5]. In this experiments, optimal performance with an Adam

optimizer set at a learning rate of 0.01.

5. Regularization: To mitigate the risk of over fitting, a regularization strategy is
employed. In this case, early stopping is utilized to prevent the model from exces-

sively learning the training data, thereby enhancing generalization capabilities.

4.2 Loss Functions

The loss function is a crucial metric that measures the disparity between the original
input data and the output reconstructed by the autoencoder. Throughout the train-
ing phase, adjustments are made to the autoencoder to minimize this difference. The
choice of a loss function has significant implications for the autoencoder’s ability to
detect anomalies and reconstruct normal data. These functions are critical in training
the autoencoder to efficiently encode and reconstruct normal instances while accurately

detecting anomalies or deviations from the norm.

In the context of semi-supervised learning, the challenge becomes more complicated.
Tailored techniques are required because to the dataset’s peculiarities, which include
both labeled (normal and anomalous) and unlabeled occurrences. Traditional loss func-
tions might not adequately address the complexity of these datasets. Therefore, the
specialized loss functions presented here are specifically tailored to accommodate semi-
supervised environments. Each function is a purposeful adaptation that improves the
autoencoder’s ability to encode and reconstruct typical instances with precision while

detecting anomalies.

The choice of an appropriate loss function becomes critical, determining the autoen-
coder’s capacity to navigate the complexities of semi-supervised learning scenarios.
These customized loss functions aim to provide the model with enhanced insight into
differentiating between typical and abnormal cases, especially when dealing with un-
labeled data. Additionally, incorporating techniques such as sample weighting, Rényi
entropy, and boosted learning enhances the model’s adaptability, rendering it suitable
for real-world settings with varying degrees of supervision. In essence, the selection and

design of these unique loss functions emerge as a strategic reaction to the problems of
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semi-supervised anomaly detection, demonstrating a smart and adaptive approach to

anomaly identification across varied datasets.

4.2.1 Semi-Supervised Hinge Loss

The Semi-Supervised Hinge Loss introduces a hinge loss, commonly used in support
vector machines, to penalize deviations from the correct classification boundary. By
separating the loss calculations for normal, anomaly, and unlabeled instances, the model

can adapt differently to each category, enhancing its discrimination capabilities.

1 Nunlabeled 9
Loss = N Z (max (1 — Yirue i * Ypred i, 0))” +
unlabeled i=1
1 Nnormal 9 1 Nanomaly
N Z (max (1 — Ytrue i * Ypred ,i» O)) - N Z (max(l—
normal i=1 anomaly =1

Ytrue K ypred K3 0))2 )
Where:

e Nunlabelea 1S the number of unlabeled instances,

e Niormal is the number of normal labeled instances,

e Nanomaly is the number of anomaly labeled instances,
* Yuue i 1S the true label for instance ¢,

* Ypred ;i is the predicted label for instance 1.

The following pseudo-code outlines the procedural steps involved in computing the Semi-

Supervised Hinge Loss.

Input:
e Yirue : True labels

o Yjreqa : Predicted labels

Output:

Total loss
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Algorithm 1 Calculate Hinge Loss

1: Initialize hinge loss for anomalies, unlabeled, and normal points to zero
2: for each data point in the batch do
2.1: Calculate hinge loss based on true labels and predictions
2.2: if data point is labeled as anomaly then
2.2.1: Accumulate hinge loss for anomaly
2.3: else if data point is labeled as unlabeled then
2.3.1: Accumulate hinge loss for unlabeled
2.4: else if data point is labeled as normal then
2.4.1: Accumulate hinge loss for normal
3: end for
4: Calculate mean squared loss for each category
5: return a weighted combination of losses.

4.2.2 Generalized Rényi Entropy Loss

The Generalized Rényi Entropy Loss incorporates a non-linear entropy-based measure
to capture the uncertainty of predicted probabilities. This loss is particularly adept
at handling the challenges posed by anomalies and unlabeled instances, providing a
holistic evaluation of the model’s predictive capabilities. After thorough deliberation on
the most effective approach to introduce this loss function, we discovered that leveraging
anomaly and unlabeled data autonomously reduces the overall loss, hence prompting our

adoption of this strategy.

1 Nanomaly 1 C Q
Loss = ———— lOg ( (panomal ,Lc) ) +
Nanomaly ; 1- Q c:zl ’

1 N,

=}
=
I
I
o
]
(R

1

C
1_— lOg <Z Punlabeled ,1,C Q) )
c=1

N, unlabeled i

Il
—_

Where:
e Nanomaly is the number of anomaly-labeled instances,
e Nunlabelea 1s the number of unlabeled instances,

e (' is the number of classes,

() is the order of the Rényi entropy,

* Danomaly i,c 15 the predicted probability of class ¢ for instance ¢ in the anomaly-

labeled category,
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* Dunlabeled ,i,c 15 the predicted probability of class ¢ for instance ¢ in the unlabeled

category.

The following pseudo-code outlines the procedural steps involved in computing the Rényi

Entropy Loss.
Input:

e Yiue : True labels

o Yjreqa : Predicted labels

e () : Rényi Entropy parameter
Output:

Total loss

Algorithm 2 Custom Generalized Rényi Entropy Loss

1: Initialize Rényi Entropy Loss for anomaly and unlabeled points to zero

2: for each data point in the batch do
2.1: Separate true labels and softmax predictions for the current data point
2.2: Categorize data points into anomaly and unlabeled based on their labels
2.3: Calculate Rényi entropy for anomaly points
2.4: Calculate Rényi entropy for unlabeled points

3: end for

4: Sum up the Rényi entropy losses for anomaly and unlabeled points

5: return the total generalized Rényi entropy loss

4.2.3 Custom Boosted Semi-Supervised Loss

The Custom Boosted Semi-Supervised Loss incorporates sample weighting into the hinge
loss, enabling a focus on challenging instances within the model. This approach replicates
a boosting-like mechanism by giving various weights to samples based on their difficulty,

improving the model’s performance in complex settings.

1 Nnormal
Loss = —— Z €xXp (—CY : hlnge normal ,i) ’ hlnge normal ,i+

normal i=1

1 Nanomaly

N Z €xp (-Oé : hlnge anomaly ,i) ’ hlnge anomaly ,i+
anomaly i=1

1 Nunlabeled

N exp (—04 - hinge abeled z) - hinge ,p1abeled i
unlabeled i=1
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Where:
e Niormal is the number of normal-labeled instances,
e Nanomaly is the number of anomaly-labeled instances,
e Nunlabelea 1s the number of unlabeled instances,
o « is the weight parameter for unlabeled samples,
 hinge yormal i is the hinge loss for instance ¢ in the normal-labeled category,
e hinge anomaly ; is the hinge loss for instance ¢ in the anomaly-labeled category,
« hinge ynlabelea ; 1S the hinge loss for instance 7 in the unlabeled category.

The following pseudo-code outlines the procedural steps involved in computing the cus-

tom boosted semi-supervised loss
Input:

e Yiue : True labels

e Y,eq i Predicted labels
Output:

Total loss

Algorithm 3 Custom Boosted Semi Supervised Loss

1: Initialize hinge loss for anomaly and unlabeled points to zero.
2: for each data point in the batch do
2.1: Calculate hinge loss based on true labels and predictions
2.2: Categorize data points into normal, anomaly, and unlabeled based on labels
2.3: Assign weights to samples based on difficulty (boosting-like)
2.4: Adjust the loss calculation with weights for each category
2.4.1: Calculate loss for normal points with boosted weights
2.4.2: Calculate loss for anomaly points with boosted weights
2.4.3: Calculate loss for unlabeled points with boosted weights
3: end for
4: Combine the losses for normal, anomaly, and unlabeled points
5: return the boosted semi-supervised loss

4.2.4 Semi-Supervised Cross-Entropy Loss

The Semi-Supervised Cross-Entropy Loss extends the traditional cross-entropy loss to

accommodate unlabeled instances. By computing losses separately for normal, anomaly,
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and unlabeled instances, this loss function ensures that the model is adept at handling

all categories, striking a balance between supervised and unsupervised learning.

Tnormal Tanomaly Thunlabled

LOSS - - Z Ytrue i 10g (ypred ,i)_ Z Ytrue J log (ypred ,j)_ Z Ytrue ,k 10g (ypred ,k‘) ’
i=1 j=1 k=1

Where:
e Yiue represents the true labels,
* Ypred represents the predicted probabilities,
e Npormal 18 the number of normal instances,
* Nanomaly 15 the number of anomaly instances,
e TNunlabeled 1S the number of unlabeled instances.

The following pseudo-code outlines the procedural steps involved in computing the semi-

supervised cross-entropy loss.
Input:

e Yiue : True labels

e Yjreqa : Predicted labels
Output:

Total loss

Algorithm 4 Semi Super Cross Entropy Loss

1: Initialize cross entropy loss for normal, anomaly, and unlabeled points to zero
2: for each data point in the batch do

2.1: Separate true and predicted labels for the current data point

2.2: Categorize data points into normal, anomaly, and unlabeled based on their
labels

2.3: Calculate cross entropy loss for normal points

2.4: Calculate cross entropy loss for anomaly points

2.5: Calculate cross entropy loss for unlabeled points
3: end for
4: Sum up the cross entropy losses for normal, anomaly, and unlabeled points
5: return the total semi-supervised cross entropy loss
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4.2.5 Additional Loss functions for comparison

In addition to the previously stated bespoke loss functions, two novel loss functions
intended for comparison with existing approaches from the "Deep SSAD" and "Self-
Supervised" articles are presented. The new loss functions aim to improve the adapt-
ability and performance of deep semi-supervised autoencoders in anomaly detection
contexts. By incorporating these loss functions, we aim to benchmark our approach
against established methodologies, allowing for a thorough comparison of performance

and adaptability across different anomaly detection tasks.

4.2.6 Custom SAD Loss (combination of Hinge and SVDD loss)

The Custom SAD is inspired by the "Deep SSAD" paper’s methodology and is designed
to address both supervised and unsupervised aspects of anomaly detection. Its unique
aspect lies in its treatment of labeled data, where instances are categorized into two
classes: normal and anomaly, while unlabeled records are deemed anomalous. This dis-
tinction allows for a more nuanced understanding of the data and enhances the model’s
ability to discern anomalies effectively. Specifically, it utilizes a combination of hinge
loss for supervised instances and Deep SVDD (Support Vector Data Description) loss

for unsupervised instances. The formulation of the total loss is as follows:

Loss = Supervised Weight x Hinge Loss (ytme supervised :0:3 Upred + Unsupervised

supervised :0¢>
Weight x gt 3 30 (i an)
unsupervised pervised ,3,j unsupervised ,i,j

Where:

e Nsupervised 1S the number of instances labeled as supervised,

e Nunsupervised 18 the number of instances labeled as unsupervised,

e D is the dimensionality of the data,

o Supervised Weight is the weight assigned to the supervised loss term,

o Unsupervised Weight is the weight assigned to the unsupervised loss term,

* Ytrue supervised 15 the true label for supervised instances,

* Ypred ,uporieeq 1S the predicted label for supervised instances,
Ytrue wnsupervised i,y 15 the true value for feature j in unsupervised instance i,

Ypredneupervised 1, 15 the predicted value for feature j in unsupervised instance .
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The following pseudo-code outlines the procedural steps involved in computing the Cus-
tom SAD Loss.

Input:

e Y, e True labels

e Y,eq @ Predicted labels

» supervised weight: Weight for supervised loss

« unsupervised weight: Weight for unsupervised loss
Output:

Total loss

Algorithm 5 Custom SAD Loss

1: Initialize supervised and unsupervised loss terms to zero
2: for each data point in the batch do
2.1: Split data based on label into supervised and unsupervised portions
2.2: Extract relevant portions of y_ true and y_pred for both supervised and
unsupervised losses
2.3: Calculate supervised loss using the Hinge loss function
2.4: Define the Deep SVDD loss function for unsupervised loss
2.5: Calculate unsupervised loss (Deep SVDD loss)
3: end for
4: Combine the supervised and unsupervised losses with specified weights
5: return the total Custom SAD Loss

4.2.7 Custom SAD Loss (combination of Binary Cross Entropy and KLD loss)

This Custom SAD loss draws inspiration from the "Deep SSAD' introduces a distinct
approach by integrating binary cross-entropy for supervised instances and KLD for unsu-
pervised instances. This amalgamation allows for a comprehensive treatment of labeled
and unlabeled data, enhancing the model’s capability to detect anomalies across di-
verse scenarios. The total loss is computed as a weighted combination of both binary
cross-entropy and KLD, with careful consideration given to the weights assigned to each

component.
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Loss = Supervised Weight x Binary Cross Entropy Loss (ytrue aupervised 07 Upred supervised ,0:) +

1 ZNunsupervised D
=1 7=1 ytrue unsupervised ,z,j °

Unsupervised Weight x F—
Where:
e Ngupervised 1S the number of instances labeled as supervised,
e Nunsupervised 15 the number of instances labeled as unsupervised,
o D is the dimensionality of the data,
o Supervised Weight is the weight assigned to the supervised loss term,
* Ytrue supervised 15 the true label for supervised instances,
* Ypred yuperisea 1S the predicted label for supervised instances,
Ytruc unsupervised i; 1S the true value for feature 7 in unsupervised instance i,

Ypred usupervisea o, 1S the predicted value for feature j in unsupervised instance .

The following pseudo-code outlines the procedural steps involved in computing the Cus-
tom SAD Loss..

Input:

e Yirue : True labels

e Y,eq @ Predicted labels

» supervised weight: Weight for supervised loss

« unsupervised weight: Weight for unsupervised loss
Output:

Total loss

Algorithm 6 Custom SAD Loss.

1: Initialize supervised and unsupervised loss terms to zero
2: for each data point in the batch do
2.1: Split data based on label into supervised and unsupervised portions
2.2: Extract relevant portions of y true and y_ pred for both supervised and
unsupervised losses
2.3: Calculate supervised loss using Binary Cross-Entropy
2.4: Calculate unsupervised loss using KL Divergence
3: end for
4: Combine the supervised and unsupervised losses with specified weights
5: return the total Custom SAD Loss.
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4.3 Performance Evaluation

Evaluating the performance of algorithms is crucial for understanding their effectiveness
in distinguishing between normal and anomalous instances. One widely utilized method
for gauging performance is through the examination of a confusion matrix, which pro-
vides a detailed breakdown of predictions and their correspondence to ground truth
labels. The confusion matrix serves as the foundational tool for assessing the predictive
accuracy of anomaly detection methods. Each prediction is classified into one of four cat-
egories: true positive (TP), false positive (FP), true negative (TN), and false negative
(FN). These categories represent the instance-by-instance match between predictions

and the ground truth of whether a sample is an anomaly or not. [14]

Actual Values
Normal Anomaly Total
Normal | True False Precision =
Predicted Positive (TP) Positive (FP) TP/TP+FP
Values Anomaly | False True Negative
Negative (FN) Negative (TN) predicted
rate =
FN/FN+TN
Total TPR = TP/TP+FN | FPR = FP/FP4+TN

Table 4: Confusion Matrix illustrating the essential components for anomaly detection
performance quantification

In scenarios where anomaly detection predictions are more nuanced than binary de-
cisions, the introduction of thresholds becomes paramount. This intricate process of
mapping ranks or scores to binary labels sets the stage for a nuanced evaluation. Here,
we introduce a comprehensive metric ROC-AUC score, a stalwart in anomaly detection
studies derived from the insights of the confusion matrix. The ROC (Receiver Oper-
ating Characteristic) score is a visual representation that demonstrates how the true
positive rate (TPR) and false positive rate (FPR) change at different decision thresh-
olds. Specifically, the TPR is plotted against the FPR, with the latter on the x-axis and
the former on the y-axis. The evaluation of our algorithm’s performance is quantified
using the area under the receiver operator curve (AUC-ROC). AUC is a valuable metric
as it condenses the ROC curve’s information into a single numerical value, allowing for

a quantitative and comparative assessment of anomaly detection algorithms [14]. This
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Figure 8: Performance evaluation using ROC-AUC curve

facilitates the simultaneous display of multiple outcomes in a single graph, aiding re-
searchers and practitioners in making informed decisions about the efficacy of different

algorithms.

To elucidate, Figure 8 depicts the ROC curve, demonstrating the relationship between
TPR and FPR. An ideal anomaly detection algorithm achieves a TPR of 1.0 and an
FPR of 0.0, resulting in an AUC value of 1.0. In contrast, a random classifier, reflecting
no discriminatory ability, yields an AUC value of 0.5. Our evaluation encompasses two
distinct scenarios: the best-case performance (AUC = 0.92, highlighted in orange) and
the worst-case performance (AUC = 0.69, denoted in green). The baseline, symbolizing
a classifier with no discriminatory power, is visually represented by a diagonal line

traversing the plot.

4.4 Data Preparation

At this phase, a systematic approach is used to ensure the robustness of model’s perfor-

mance. Figure 9 illustrates the process of preparing data.

1. Data cleaning and prepossessing: Data cleaning involves an initial assessment,

and as the data is already cleaned, no further cleaning processes are conducted.
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Feature scaling is implemented using Min-Max scaling, a crucial step to normal-
ize numerical features with varying scales. This technique is represented by the

equation:

X — Xmin

X scaled —
X max Xmin

Here, Xgcaleq is the normalized feature, X is the original feature, X,;, and X,

are the minimum and maximum values of X across the data set, respectively.

. Data Splitting: The standard practice involves partitioning the dataset into a
training set and a testing set with a ratio of 0.8:0.2. This ensures a well-shuffled

and representative distribution for both sets, mitigating bias.

. Parameter Tuning: The hyper parameter tuning phase employs a random search
parameter strategy, a vital technique for enhancing model performance. This
involves specifying a range or list of values for each hyper parameter and randomly
selecting values within these ranges. The iterative nature of this process is crucial

for optimizing hyper parameters and refining the model’s architecture.

. Training Strategy: For the training strategy, we adopt a robust approach by
iteratively training the model ten times. This iterative process ensures the stability
of the training procedure and reduces the impact of randomness in the results. By
calculating the mean AUC score and standard deviation across these iterations,
we obtain a more reliable estimate of the model’s performance. This method not
only enhances the consistency of the training process but also provides insights
into the variability of the model’s performance, enabling better interpretation of

the results.

Model Training Process
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Figure 9: Flow diagram of training process
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4.5 Semi-Supervised Anomaly Detection Setup

In our semi-supervised anomaly detection setup, we establish a framework with two
distinct classes, namely normal and anomaly, forming the foundation of our anomaly
detection configuration. Notably, the training set adopts an unconventional approach,
deliberately lacking labels, and is designated as unlabeled. To infuse a degree of supervi-
sion into the training process, a small fraction (5 percent) of the test set is amalgamated
with the training set, creating a partially labeled dataset. The labeling convention en-
compasses § = 0 for the normal class, § = 1 for the anomaly class, and § = 2 for
unlabeled instances. Figure 10 visually portraits the experimental setup, providing a
clear representation of our data configuration and labeling strategy. To quantify and
substantiate the efficacy of the approach, the widely recognized AUC measure on the
original respective test sets are computed, utilizing ground truth labels for accurate
comparison. This ensures a robust and quantitative evaluation of the semi-supervised
anomaly detection methodology, shedding light on its performance against conventional

benchmarks.
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Figure 10: Flow diagram of Data preparation

38



5 Experiment and Result

In this section, through examination of the datasets and outcomes that serve as the
foundation for anomaly detection study. This research looks into the properties of
the datasets used, determining their significance and relevance within the experimen-
tal framework. The results are given with a strong emphasis on transparency and in-
terpretability, followed with tables summarizing the quantitative findings. A detailed
overview, bringing together the key components of our experimentation approach to

reveal the insights gained from our anomaly detection models are discussed.

5.1 Data Description and Exploration

To train the model, the experiment uses a comprehensive data set of 40 sets. The
Appendix contains thorough information about each data set, including its significance
and the outliers it contains. The table below provides a quick description of the attributes

found in each data collection.

Dataset Train Data | Columns | Test Data | Anomalies | Range (Min-Max)
Count Count
satellite 3080 36 2638 1319 [31.00 — 139.00]
mnist 6265 664 2056 1028 [0.00 — 255.00]
Ecoli 37 7 30 15 [0.17 — 1.00]
har 1081 561 926 463 [—1.00 — 1.00]
waveform 1185 40 1014 507 [—3.54 — 8.82]
thyroid 3586 6 186 93 [0.00 — 1.00]
elevators 8029 18 6880 3440 [—993.00 — 973.00]
Glass_ building.afloat 49 9 42 21 [0.00 — 73.70]
spambase 1952 57 1672 836 [0.00 — 5902.00]
fashion 6000 784 2000 1000 [0.00 — 255.00]
cardio 1479 21 352 176 [—3.00 — 14.03]
breast 311 9 266 133 [1.00 — 10.00]
speech 3564 400 122 61 [—5.32 — 4.84]
Bioresponse 1424 1776 1220 610 [0.00 — 1.00]

Table 5: Summary of select datasets utilized in this thesis

To begin the study, firstly exploration of numerous datasets and show visuals. Figures
11, 12, and 13 illustrate samples from the cardiac, Delft pump, and fashion datasets,
displaying both normal and anomalous data. The visual evaluation reveals a clear sep-
aration between regular and anomalous images, laying the framework for our following

analytical work.
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Figure 11: Boxplot representing Normal and Anomaly record from Cardio Data set
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Figure 13: Normal and Anomaly images from Fashion Dataset
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Figure 14: Anomaly proportion to total training instances
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Additionally, we delve into the structure of the training and test sets. Figures 14 repre-
sent the anomaly proportion to total training instances. These analyses serve to deepen
our comprehension of the data set dynamics, providing a solid foundation for a more thor-
ough exploration of our anomaly detection model. Among the 40 datasets scrutinized, it
is noteworthy that 25 datasets exhibit a proportion of anomalies in the test set greater
than 40% of the training set. This observation suggests a high prevalence of anomalies
within these datasets, which can significantly aid the model in effectively distinguishing
between normal and anomalous instances. Furthermore, our investigation extends to ex-
amining the training and test counts across the datasets. The analysis reveals that the
majority of the datasets possess sufficient data for training purposes. However, approxi-
mately 12 datasets have fewer than 250 counts, indicating potential challenges associated
with limited data availability in these cases. This insight underscores the importance of
meticulous attention during model training and tuning, especially in cases where data

scarcity may pose challenges.

5.2 Environment setup

All experiments were conducted utilizing the online open-source platform Kaggle. Kaggle
provides a robust environment for data science projects, offering access to a wide range
of datasets and computational resources. For training the anomaly detection models,
employed Nvidia T4 GPUs with 15GB of memory. These GPUs offer powerful parallel
processing capabilities, enabling efficient training of deep learning models. Additionally,
preprocessing tasks were performed using CPUs with 30GB of RAM. This combination of
GPU and CPU resources facilitated the efficient handling and processing of our datasets.
All datasets used in the experiments were stored in .npz compressed format. This format
allows for efficient storage and retrieval of large datasets while minimizing disk space
usage. By compressing the datasets, optimal utilization of storage resources was ensured,

streamlining data handling processes during both training and evaluation phases.
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5.3 Results

The model described in Section 4.1 was subjected to extensive evaluation through semi-
supervised anomaly detection experiments, which were executed 10 times. Evaluation
metrics were primarily centered around the Area Under the Curve (AUC) score, provid-
ing a comprehensive measure of model performance across multiple runs. Averaging the
AUC scores across these runs yielded a representative performance metric, indicative of
the model’s overall effectiveness in anomaly detection. Additionally, the Standard De-
viation (SD) of the AUC scores was calculated and presented in the results table. The
standard deviation serves as a measure of variability or deviation from the average per-
formance, with lower values indicating greater consistency and reliability in the model’s

performance.

Furthermore, to visually illustrate the model’s performance, Receiver Operating Char-
acteristic (ROC) curves were plotted, showcasing the trade-off between true positive
rate and false positive rate across different thresholds. Results were analyzed based on
the utilization of different loss functions, allowing for a comparative assessment of their
impact on model performance. This analysis sheds light on the effectiveness of different

loss functions in guiding the model towards optimal anomaly detection outcomes.

5.3.1 Deep Semi-Supervised Anomaly Detection

A comprehensive comparison of various loss functions are conducted, yielding three dis-
tinct sets of results. These comparisons were based on mean AUC scores, standard
deviation, and the percentage of matching anomalies. The table below provides a de-

tailed overview of the mean AUC scores obtained for different loss functions.

In analyzing the results, let’s consider the Cardio dataset, where the mean AUC score
ranged from 0.9436 for the Cross Entropy loss to 0.9334 for the RenyiEntropy Loss.
Despite its smaller size, the Cardio dataset didn’t significantly impact the model’s per-
formance, as indicated in Table 5. Another example is the Delft pump dataset, where
the mean AUC score ranged from 0.9161 for the Semi-Supervised loss to 0.8992 for the
RenyiEntropy loss. Here, despite having ample data and 36 columns, the performance
was satisfactory but not exceptional. This suggests that a higher number of columns

might make it more challenging to predict anomalies.

Our analysis consistently showed that both the Semi-Supervised loss and Cross Entropy

loss outperformed other variants. Notably, the ROC curve in Figure 16 highlights the
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Mean AUC-ROC Score

Dataset Semi Renyi Custom Cross

Supervised Loss | Entropy Loss | Boosted Loss | Entropy Loss
Cardio 0.934608 0.933426 0.93496 0.943637
Delft__ pump | 0.916136 0.899204 0.914385 0.91563
shuttle 0.9865 0.986490 0.986426 0.98641
Satellite 0.735051 0.753493 0.746137 0.741947
ionosphere 0.845283 0.851286 0.857118 0.8580

Table 6: Performance Evaluation of Deep semi supervised Loss Function
(Mean AUC Score)

superior performance of the Semi-Supervised Loss Function. Although the RenyiEntropy
loss exhibited commendable performance, it encountered inefficiencies across certain
datasets, indicating areas for improvement. Conversely, the Custom Boosted loss fell
short of expectations, likely due to its nature of handling class weights. These findings
prompt further investigation into the performance of the remaining two variants across

various metrics.
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Figure 15: ROC curve of selected datasets using Semi-Supervised Hinge Loss Function
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The experiments, each run was conducted 10 times to ensure result consistency, and we
used the standard deviation of the AUC scores as a metric. A lower standard deviation
indicates better performance consistency across multiple runs, providing valuable in-
sight into result reliability. The table 7 represents a detailed breakdown of the standard
deviation scores obtained for different loss functions across five selected datasets. For
instance, in the analysis of the Cardio dataset, the Custom Boosted Loss exhibited a
standard deviation of 0.00178, whereas the Semi-Supervised Loss demonstrated a no-
tably lower standard deviation of 0.00032, underscoring its contribution to the reliability
of AUC scores. Overall, these figures indicate minimal deviation, suggesting that all loss
functions provided good consistency in performance. Across the board, it is evident
that the cross-entropy loss consistently outperformed others, showcasing lower standard

deviation scores.

Standard deviation of AUC-ROC Score
Dataset Semi Renyi Custom Cross
Supervised Loss | Entropy Loss | Boosted Loss | Entropy Loss

Cardio 0.00032 0.00031 0.00178 0.00023
Delft_ pump | 0.00017 0.00024 0.0007 0.00003
shuttle 0.00018 0.00014 0.00385 0.00004
Satellite 0.00031 0.00035 0.00003 0.00006
ionosphere 0.00049 0.00036 0.00002 0.00006

Table 7: Performance Evaluation of Deep Semi-Supervised Hinge Loss Function
(Standard Deviation)

To further evaluate the model’s anomaly detection capabilities, we utilize another met-
ric: the percentage of matching anomalies. This metric provides valuable insight into
our primary objective of anomaly detection, where a higher percentage indicates bet-
ter results. The table 8 presents the percentage of anomalies detected by different loss
functions across five selected datasets. For instance, in the analysis of the Delft  pump
dataset, we observe that the cross-entropy loss achieved a matching anomaly rate of 90%),
while the RenyiEntropy Loss yielded an 81% matching anomaly rate. This observation
highlights the effectiveness of the cross-entropy loss in matching anomalies. Upon anal-
ysis, we once again observe that the cross-entropy loss exhibits superior performance,

reaffirming its supremacy over other loss functions within our approach.
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Matching anomalies (in Percentage)
Dataset Semi Renyi Custom Cross
Supervised Loss | Entropy Loss | Boosted Loss | Entropy Loss
Cardio 92 90 92 92
Delft_ pump | 89 81 84 90
shuttle 98 99 99 99
Satellite 75 73 74 75
ionosphere 85 84 83 84

Table 8: Performance Evaluation of Deep Semi-Supervised Loss Function
(Matching Anomalies)

5.3.2 Deep SAD Method

To compare the results of our method with the Deep SAD approach, we employed two
different combinations of loss functions, as detailed in Sections 4.2.6 and 4.2.7, within
the model. Each combination was tailored with specific parameters outlined for every
dataset in Table 2. These methods were utilized to evaluate the efficacy of our approach.
For this comparison, we introduced two variants of SAD loss: one is, combination of
binary cross-entropy and KLD loss, and the other is combination of Hinge and SVDD

loss.

In the analysis of the Cardio dataset, SAD lossl (combination of Hinge and SVDD loss)
achieved an AUC score of 0.9250, while SAD loss2 (combination of BCE and KLD loss)
achieved an AUC score of 0.9357. This indicates that SAD loss performed better in this
scenario. Interestingly, while cross-entropy loss has shown dominance in our previous
analyses, its combination with other loss functions did not yield significant improve-
ments. Overall, SAD loss2 consistently outperformed SAD lossl across various datasets.
Encouragingly, our approach demonstrated superior performance across the majority of
evaluated datasets. However, it is worth highlighting that there were instances where the
Deep SAD method exhibited better performance compared to our approach for select
datasets. This suggests that the combination of distance-based loss functions worked

well in certain scenarios. Below are the results obtained for five select datasets.
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Deep SAD loss

(combination of Hinge

Deep SAD loss

(combination of BCE

Dataset and SVDD loss) and KLD loss)

Mean Standard | Mean Standard

AUC-ROC Score | Deviation | AUC-ROC Score | Deviation
Cardio 0.925 0.000271 | 0.9357 0.000409
Satellite 0.6061 0.00225 0.7765 0.005525
shuttle 0.9863 0.000012 | 0.9865 0.000016
Concordia | 0.8769 0.000825 | 0.8742 0.003244
ionosphere | 0.7717 0.000438 | 0.8437 0.001511

Table 9: Performance Evaluation of Deep SAD method

Receiver Operating Characteristic (ROC) Curve
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Figure 16: ROC curve of Cardio data set using Deep SAD Loss Functions
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5.3.3 Self Supervised Learning Method

For another comparison, we employed a model inspired by the self-supervised learning
model described in Sections 4.1.2 and 4.1.3, with distinct loss functions specified for each
dataset, as outlined in Table 3. These models were then evaluated for their performance.
In the analysis of the Cardio dataset, we observed an AUC score of 0.9651 for the model
using Gaussian noise and an AUC score of 0.9688 for the model using random mask.
Interestingly, both of these results outperformed those obtained using the Deep SAD
method and our approach. Additionally, the standard deviation of these results was
relatively low, indicating the reliability of the model. However, upon considering other
datasets, this model exhibited lower performance compared to both Deep SAD and our
method.

While Gaussian noise and random mask transformations demonstrated promising per-
formance for certain datasets, they were less effective for the majority of datasets. We
found that the additional noise introduced by the model did not significantly contribute
to its performance improvement. Moreover, the architecture of this model more closely
resembles a neural network rather than a deep autoencoder, potentially explaining its
varied performance. Further analysis of the observed patterns in results and potential
reasons for this behavior will be elucidated in the forthcoming section. Below are the

results obtained for five select datasets.

Self supervised method Self supervised method

(Gaussian Noise) (Random Mask)
Dataset

Mean Standard | Mean Standard

AUC-ROC Score | Deviation | AUC-ROC Score | Deviation
Cardio 0.9651 0.0058411 | 0.9688 0.002813
satellite 0.57004 0.000447 | 0.5922 0.001136
shuttle 0.5510 0.026184 | 0.5128 0.019702
Concordia | 0.756817 0.000025 | 0.739970 0.002758
mnist 0.6726 0.001651 | 0.710532 0.004967

Table 10: Performance Evaluation of Self supervised learning method
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Receiver Operating Characteristic (ROC) Curve
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Figure 17: ROC curve of Shuttle data set using Self Supervised method

5.3.4 Overall Comparison

Based on our comprehensive evaluation, which included analyses of various loss func-
tions and methodologies, our custom semi-supervised approach using deep autoencoders
consistently outperformed both Deep SAD and self-supervised learning methods, as
demonstrated in Table 11. For example, in the Fashion dataset, our method yielded a
mean AUC score of 0.8338, while Deep SAD achieved 0.8094, and the self-supervised
method reached 0.6876. Notably, the Fashion dataset comprises 784 dimensions, and
despite its complexity, our model performed significantly better, showcasing a larger

difference in results compared to others.

The success of our method can be attributed to its adaptability and the diverse range of
loss functions we experimented with, tailored specifically for fully connected autoencoder
networks. This approach enabled us to identify the most effective strategies for achieving
optimal results across diverse datasets. In contrast, Deep SAD exhibited moderate re-
sults due to its reliance on a combination of two loss functions, where under performance

in one component could impact overall performance. Moreover, considering unlabeled
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data as anomalies introduced bias, further contributing to its moderate performance.
Similarly, the self-supervised learning method, when implemented via semi-supervised
learning, may not be as effective as anticipated. The structure of the self-supervised
learning model, which diverges from a fully connected autoencoder network, exhibited
mixed performance across datasets. Additionally, the addition of noise to the autoen-

coder structure did not consistently improve performance.

Although the results are promising, it is important to acknowledge that out of the 40
datasets evaluated, there were instances where none of the methods performed satisfac-
torily, particularly with datasets featuring higher dimensions or more columns. Addi-
tionally, in some scenarios, none of the methods were able to provide acceptable results.
Thus, to ensure a fair comparison, we focused on a subset of nine datasets where all

methods exhibited comparatively better performance.

Mean AUC-ROC Score
Dataset Custom Semi Deep Self
Supervised Method | SAD Method | Supervised Method

Cardio 0.943637 0.9357 0.9688
Delft__ pump 0.9170 0.9148 0.6539
shuttle 0.9865 0.9864 0.5510
Satellite 0.7534 0.7765 0.5922
ionosphere 0.8580 0.8437 0.710532
Concordia 0.8744 0.8769 0.7568
mnist 0.7715 0.8453 0.6844
Mammography | 0.7941 0.7430 0.6228
Fashion 0.8338 0.8094 0.6876

Table 11: Overall Performance Evaluation
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6 Conclusion and Future Scope

Anomaly detection, crucial across numerous domains, revolves around pinpointing data
points that exhibit significant deviations from the norm within a given data set. The
approach to this task spans across supervised, semi-supervised, or unsupervised method-
ologies, largely dependent on the availability of labeled data. With labeled datasets often
difficult to obtain, semi-supervised methods emerge as promising alternatives, leveraging
both labeled and unlabeled data. This gives a distinct benefit by enabling the combina-
tion of supervised and unsupervised procedures. Auto encoders have gained prominence
in this context, presenting a powerful tool for semi-supervised anomaly detection. In our
research, we delved deeply into deep semi-supervised anomaly detection utilizing auto

encoders, thereby pushing the boundaries of anomaly detection techniques.

Furthermore, our study included a comprehensive comparative analysis, against two
established methodologies: self-supervised anomaly detection and Deep SAD (SemiSu-
pervised Anomaly Detection) techniques. Through rigorous experimentation and eval-
uation, we aimed to showcase the effectiveness and robustness of our proposed method.
By elucidating the strengths and weaknesses of each approach, our research contributes
to the broader understanding of anomaly detection methodologies, paving the way for

advancements in anomaly detection research and applications across diverse domains.

Our novel approach, Deep Semi-Supervised Anomaly Detection, effectively addresses
the labeling issue and demonstrates the capability to handle complex datasets, yield-
ing promising results. Furthermore, to mitigate the issue of prolonged training times
associated with numerous datasets, we implemented regularization techniques such as
early stopping, ensuring efficient model convergence and training efficiency. In addi-
tion to methodological advancements, we significantly contributed to this thesis by
considering four distinct custom loss functions tailored specifically for auto encoders:
Semi-Supervised Hinge Loss, Generalized Rényi Entropy Loss, Custom Boosted Semi-
Supervised Loss, and Semi-Supervised Cross-Entropy Loss. Each of these loss functions
offers unique advantages, enhancing the optimization process and contributing to the
overall robustness of our anomaly detection framework. Our exploration of the Semi-
Supervised Hinge Loss, as elaborated in Section 4.2.1, showcased its efficacy in penalizing
deviations from the correct classification boundary, leading to promising results across
various datasets. This loss function consistently outperformed both Deep SAD and self-
supervised learning approaches in the majority of cases, reaffirming its superiority in

anomaly detection tasks.
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The Generalized Rényi Entropy Loss, a non-linear entropy-based method detailed in
Section 4.2.2, demonstrated competency across the datasets. However, our analysis did
not reveal superior performance compared to existing loss functions or the Deep SAD
approach. Notably, our observations suggest that its capacity for anomaly detection
is comparatively lower than that of other loss functions. The discrepancy could be
attributed to the fundamental character of non-linear methods, which may fail to define

decision limits as effectively as linear approaches.

Custom Boosted Semi-Supervised Loss, a boosting-like mechanism with sample weights
explained in Section 4.2.3, showcased remarkable performance. This approach demon-
strated superiority over both the Deep SAD and self-supervised approaches. Particularly
noteworthy is its ability to achieve a high percentage of anomaly detection, attributed
to the sample weight mechanism which prioritizes challenging instances. This high-
lights the effectiveness of leveraging sample weights to enhance the focus on intricate
anomalies, ultimately improving the overall performance of the anomaly detection sys-
tem. The Semi-Supervised Cross Entropy Loss, a traditional cross-entropy loss as de-
tailed in Section 4.2.4, demonstrated exceptional performance, boasting superior AUC
scores compared to other proposed custom loss functions, as well as the Deep SAD and
self-supervised approaches. Additionally, we observed a gradual decrease in standard
deviation, indicating model stabilization over time. Our exploration of the Deep SAD
method, where combinations of two loss functions were utilized as explained in Section
4.2.6 and 4.2.7, yielded decent performance but fell short of surpassing our proposed
approach consistently. Nonetheless, in certain instances, this method exhibited notable

improvements over others.

In contrast, the self-supervised learning method, which utilizes Gaussian noise and ran-
dom mask transformations as described in Sections 4.1.2 and 4.1.3, showcased promising
performance for select datasets. However, it proved less effective across the majority of
datasets. This disparity in effectiveness may be attributed to differences in architecture
compared to autoencoders, coupled with the possibility that additional noise did not con-
tribute significantly to performance enhancement. Notably, we observed that datasets
with fewer dimensions (less than 25) tended to outperform more complex datasets, pos-

sibly indicating the presence of the curse of dimensionality.
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Our approaches have demonstrated superiority over existing methods across a diverse
range of datasets, as evidenced by the consistently higher AUC scores achieved. This
success underscores the effectiveness and real-world applicability of our methodology
in anomaly detection scenarios. While our method demonstrated consistent superiority
over both Deep SAD and self-supervised learning methods across various datasets, it is
essential to acknowledge areas where our approach fell short of expectations. Specifically,
our analysis revealed that the Generalized Rényi Entropy Loss did not yield the expected
results and did not outperform existing loss functions or the Deep SAD approach. This
discrepancy highlights the inherent challenges associated with non-linear methods in
delineating decision boundaries effectively. Moreover, while our approaches surpassed
those presented in other research papers in many instances, they did not consistently

outperform benchmark results across all datasets, presenting a noteworthy drawback.

Moving forward, there are several avenues for extending the research presented in this
thesis. The innovative auto encoding approach utilized opens doors for further enhance-
ment of the model. Exploring the optimization of the proposed loss functions could
lead to substantial improvements in performance. Additionally, ensemble methods offer
promise by combining multiple models to yield more robust outcomes. Transitioning
from random hyper parameter tuning to more advanced techniques such as grid or
Bayesian optimization could further refine the model’s effectiveness. Furthermore, the
implementation of new custom loss functions presents an opportunity for innovation and
refinement. Finally, expanding the scope of the research to encompass multi-dimensional
or unused datasets could provide valuable insights into the model’s efficiency across di-
verse data landscapes. These future directions hold the potential to advance anomaly

detection methodologies and contribute to the broader field of machine learning research.
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|Appendix

1.

Satellite Dataset: This dataset comprises multi-spectral pixel values of 3x3 satel-
lite image neighborhoods, accompanied by classifications associated with the cen-
tral pixel of each neighborhood. It involves binary classification of satellite image

features into normal and anomaly categories.

Cardio Dataset: The Cardio dataset contains medical attributes related to heart
disease diagnosis, sourced from the UCI. It involves binary classification of heart

disease presence as normal and absence as anomaly.

MNIST Dataset: MNIST Dataset: The Modified National Institute of Standards
and Technology (MNIST) database focuses on handwritten digits, specifically se-
lecting instances representing the digit 7. It involves binary classification between

normal (digit 7) and anomaly (non-7 digits) categories.

Ecoli Dataset:This dataset contains features derived from protein sequences for
classifying subcellular localization sites in Escherichia coli. It entails binary classi-
fication between normal (non-anomalous) and anomalous subcellular localization

sites.

. Letter Dataset: The Letter dataset consists of rectangular black and white pixel

displays of 26 different capital letters of the English alphabet. It involves binary

classification for letter recognition into normal and anomaly categories.

. Vowel Dataset: The Vowel dataset is an undocumented dataset from UCI, focus-

ing on recognizing eleven British English vowels. It involves binary classification

of vowel characteristics into normal and anomaly categories.

Cover Type Dataset: The Cover Type dataset comprises cartographic features
predicting forest cover types. It involves binary classification of forest cover types

into normal and anomaly categories.

Concordia Dataset: The Concordia3 32 dataset consists of black-and-white
images of the digit 3 stored in 32x32 dimensions. It involves binary classification

of digit 3 images as normal and other digits as anomaly

Speech Dataset: The Speech dataset includes English language recordings with
anomalies represented by additional speakers with varied accents. It involves bi-

nary classification of speech segments into normal and anomaly categories.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Gas Drift Dataset: The Gas Drift dataset contains data from 16 chemical sensors
used to discriminate between six gases at different concentrations. It involves

binary classification of gas types into normal and anomaly categories.

Vehicle Van Dataset: The Vehicle Van dataset consists of silhouette images
of different types of vehicles, particularly focusing on vans. It involves binary

classification of vehicle types into van and other categories.

Liver Dataset: The Liver dataset contains medical attributes related to liver
diseases, with the target indicating the presence or absence of liver disease. It
entails binary classification of liver disease presence as normal and absence as

anomaly.

Pima Dataset: The Pima dataset comprises medical attributes for predicting
the onset of diabetes among Pima Indian women. It involves binary classification

of diabetes onset as normal and absence as anomaly.

HeartC Dataset: The HeartC dataset includes attributes related to heart disease
indicators from the Cleveland database. It involves binary classification of heart

disease presence as normal and absence as anomaly.

Shuttle Dataset: The Shuttle dataset contains attributes from sensor readings
for classifying anomalies in shuttle operations. It involves binary classification of

shuttle anomalies into normal and anomaly categories.

Musk Dataset: The Musk dataset aims to discriminate musk molecules from
non-musk molecules based on various molecular features. It involves binary clas-

sification of musk molecules as normal and non-musk molecules as anomaly.

Fashion Dataset: The Fashion dataset contains grayscale images of fashion
items, particularly focusing on classifying clothing types. It involves binary clas-

sification of fashion items into normal and anomaly categories.

Abalone Dataset: The Abalone dataset includes physical measurements of abalone
specimens for predicting their age. It involves binary classification of abalone age

as normal and anomaly.

Mammography Dataset: The Mammography dataset contains attributes from
mammogram images used for breast cancer diagnosis. It involves binary classifi-

cation of mammogram findings into normal and anomaly categories.
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20.

21.

22.

23.

Cover Datasett: The Cover dataset contains attributes derived from satellite
imagery for predicting forest cover types. It involves binary classification of forest

cover types into normal and anomaly categories.

Thyroid Dataset: The Thyroid dataset contains medical attributes for diagnos-
ing thyroid disorders. It involves binary classification of thyroid health into normal

and anomaly categories.

Ionosphere Dataset: The Ionosphere dataset is a binary classification dataset
containing radar data collected by the Goose Bay Laboratory. It involves binary

classification of radar returns into normal and anomaly categories.

Sonar Mines Dataset: The Sonar Mines dataset contains sonar signals reflected
from metal cylinders (mines) and rocks collected under controlled conditions. It

involves binary classification of sonar signals into normal and anomaly categories.
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