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1 Introduction

1.1 Motivation and Background

Machine learning models are of ever-growing importance in the modern world.
Whether it’s recommendation algorithms used by services like Youtube and
Netflix, autonomous vehicles, automated translation apps like Google Translate
and DeepL, predictive text on smartphones, or even chatbots like ChatGPT,
machine learning is becoming ever more ubiquitous. In an age of Big Data,
machine learning is a tool that can help extract valuable insights from volumes
of data so large, that the human mind struggles to comprehend them.

Anomaly Detecting models are a specific subset of models used in domains
such as financial fraud, cybersecurity and medicine. Their explicit goal is to
find patterns in data that do not conform to an expected behavior [12]. These
anomalies can range from tumors or unorthodox growths found in medical
imaging [66] to suspicious purchases on a credit card [9]. The presence of
anomalies can be indicative of a larger issue or fault, that in many cases should
be identified and remedied as soon as possible. These models can be appraised
based on multiple criteria. One of which is performance, i.e. the sheer ac-
curacy of their predictions. Another is Interpretability, which describes how
predictable and well-understood the decisions of a model are [47]. Many mod-
els are black boxes, which makes understanding why a specific prediction or
decision was made by a model difficult to comprehend. Yet another criteria is
robustness, which in simple terms describes a given model’s ability to preserve
it’s accuracy when faced with uncertainty. This final criteria is of particular
interest to us.

Often, models perform well in "sterile” experiment environments, where hy-
perparameters of the model can be tuned to a well known and understood data
set. When these models come into contact with reality and are actually imple-
mented in security and safety critical domains, as anomaly detection often is,
non-robust models can suffer. Anomalies, by their very nature, exhibit behav-
ior that is different from the expected behavior of normal data. For this reason,
robustness is critical in a plethora of machine learning models, but especially
in anomaly detection, where detecting and understanding uncertainties is the
goal. For example, self-driving cars, need to drive as safe as or even safer than
a human being. These cars require robust anomaly detection systems in their
sensors, in order to ensure road safety. For instance, cyberattacks, weather,
and technical issues all have the potential to cause fatal crashes if the sensors
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cannot correctly identify them as such [6]. It is possible, through adversar-
ial attacks, which we will discuss in detail later, to cause self-driving cars to
misclassify stop signs as speed limit signs [28]. This can cause these cars to
speed through stop signs potentially causing fatal injuries. This is but one spe-
cific example, but for this reason, robustness is critical in anomaly detection
models.

Throughout this paper we will describe how Lipschitz continuity, a mathe-
matical property that guarantees an amount of certifiable robustness [49][29],
affects various anomaly detection algorithms. These algorithms are namely the
Deep Convolutional Autoencoder, DeepSVDD, and AnoGAN. We will explore
the changes required to create Lipschitz continuous versions of these anomaly
detection algorithms as well as how these algorithms perform under this Lips-
chitz constraint.

1.2 Thesis Structure

In Section 2 this paper will initially introduce the concept of unsupervised
anomaly detection followed by a thorough explanation of each individually
chosen anomaly detection algorithm. A portion of the math underpinning the
function of these algorithms will be discussed along with any pertinent, more
granular elements of their architectures such as convolutions and batch nor-
malization [32]. Following this, Section 3 will discuss the concept of Robustness
in detail along with the Lipschitz property. This section will also discuss why
robust models are important and what specifically they are robust against. Sec-
tion 4 will detail the implementation of these algorithms beginning with an ex-
planation of Deel-Lip, a library that implements K-Lipschitz layers. Then each
Algorithm’s concrete implementation will be discussed, including architecture
and hyper-parameter choices. Next in Section 5 our two main experiments
will be discussed, along with their results. These results will be analyzed and
discussed at length. Then in Section 6 possible improvements to our imple-
mentation, experiments, and even anomaly detection algorithm choices will be
discussed. Finally in Section 7 our conclusion will summarize our results and
analysis, condensing all that we’ve learned.

1.3 Related Work

The Lipschitz property is a well-understood mathematical property with many
papers utilizing it to make certifiable gains in robustness and studying it’s ef-
fects on the expressiveness of models. The foremost important of these are
"Achieving robustness in classification using optimal transport with hinge reg-
ularization” by Serrurier et. al. [62], as well as "Preventing Gradient Attenua-
tion in Lipschitz Constrained Convolutional Networks” by Li et. al. [40]. The
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latter being quite influential on the former as well. These papers offer a general
implementation for K-Lipschitz networks and are thus of immense importance.
The Deel-Lip library, which we use in our implementation of our Lipschitz con-
tinuous anomaly detection algorithms, is created and maintained by Serrurier
and his associates, who based the implementation of the library on the findings
in their paper. Naturally we must also name "Deep One-Class Classification”
by Ruff et. al. [56] whose paper served as a basis for us to implement both our
DCAE and DeepSVDD models. The DCAE was not a model that they had in-
vented themselves however. The idea of the DCAE (at that point simply called
a CAE) was first introduced in ”Stacked Convolutional Auto-Encoders for Hier-
archical Feature Extraction” by Masci et. al. [43]. Our final anomaly detection
algorithm was the AnoGAN, first published by Schlegl et. al. in "Unsupervised
Anomaly Detection with Generative Adversarial Networks to Guide Marker
Discovery” [59]. These papers and their work all serve as the backbone of our
further experiments.

There exists quite a few papers related to our area of research. Weng et.
al. create a novel robustness metric based on the local Lipschitz constant of
a network. They run into issues however, trying to efficiently estimate said
Lipschitz constant and thus resort to using Extreme Value Theory to justify
sampling points and their corresponding output to estimate the constant. Anil
et. al. before their work on gradient norm preserving methods for convolu-
tions [40], introduced gradient norm preserving Lipschitz continuous models
for Multilayer Perceptrons [3]. This focus on a gradient norm preserving ar-
chitecture, seeks to solve the expressiveness issues observed in Lipschitz con-
strained neural networks. Cisse et. al. [16] and Yoshida et. al. [80] were not the
first papers to research the benefits of constraining the Lipschitz constant, but
they were the first to achieve Lipschitz continuity through architectural con-
straints. Many previous methods had tried to constrain the network through
kinds of regularization and while achieving convincing results had not actu-
ally enforced a global Lipschitz constant. These architectural-based methods
provably enforce Lipschitz continuity in contrast. Both of these methods con-
strain the Lipschitz constant by constraining the spectral norm of the weights
of their layers. Miyato et. al. similarly shows how spectral normalization can
be applied to GANs to create Lipschitz constrained GANs that benefit from
more stable training [46]. Finally Tsuzuku et. al. also enhance the robustness
of their network using a Lipschitz constraint, proving in the process the ad-
versarial robustness that a Lipschitz constraint can offer [73]. This is the first
work, as far as we know, that so clearly formulates the adversarial robustness
gains mathematically. Ono et. al. continues to try to improve on this work
by providing a more computationally efficient version of the provably robust
defense offered by Tsuzuku et. al. [49].
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First we will describe the task of anomaly detection and discuss the different
categories of anomaly detection. Then we will move to detailing the three
anomaly detection algorithms that we have chosen for this experiment. The
first of which will be a Deep Convolutional Autoencoder. We will explain in de-
tail what an Autoencoder is as well as what convolutional models are. Next we
will detail our second algorithm DeepSVDD, it’s two variants, and the specific
properties and architectural restrictions that DeepSVDD imposes on it’s model.
Finally we will describe our third anomaly detection algorithm AnoGAN. To do
this we will first need to explain what a GAN is and then what a DCGAN is.

2.1 Anomaly Detection

Anomaly detection, as previously defined, is the study and identification of
anomalies, sometimes referred to as outliers. The defining trait of these anoma-
lies is that they stray from what would be defined as "normal” data, which is the
overwhelming majority of data in any given domain. Unless otherwise spec-
ified, calling data "normal” refers to their orthodox behavior and has nothing
to do with the Gaussian distribution. Anomaly detection is a wide discipline
that encompasses a plethora of domains, so there exist many anomaly detection
algorithms tailored specific to the domain of interest. The reasons anomaly de-
tection algorithms may be employed can vary. One may simply wish to identify
anomalies or noisy data in order to remove them from their data set, so they
can ensure they are performing statistical analysis on clean data. The now more
common reason one may perform anomaly detection is because the existence
of the anomalies themselves are of interest [12]. Anomalies can often be in-
dicative of a lack of understanding over a given domain and can also serve to
check and correct human biases. Anomalies can also be indicative of critical
failures or weakpoints in a system, one can simply consider the domains of cy-
bersecurity or financial fraud. The study of anomalies themselves can lead to
important insights about the domain that’s being studied.

In figure 2.1, the cluster of datapoints N; and N, are normal data, whereas
points o; and o, are outliers. O3 is a cluster of points that could also be consid-
ered an outlier. In figure 2.1, the location of 05 in the two dimensional space
leads to it being classified as an anomaly just like the point anomalies o, and os.
The volume of samples that lie within O3 play a part in it’s identification as an
anomaly too. The number of points that lie within the normal clusters dwarfs
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Figure 2.1: Example anomalies in a 2 dimensional space [12]

03 by such a large margin and thus 0; is determined to be a collective anomaly
as opposed to another smaller grouping of normal points. It is of course possi-
ble that a collective anomaly such as O3 may in reality be normal, and that the
distribution of the data set is not well representative of the real distribution.
This leads into another challenge of anomaly detection, namely how to define
normal data.

The first major consideration is that, a data set should capture the distribution
of data that is present in reality. Acquiring a large enough labeled data set that
represents all types of behavior can range from cumbersome to outright impos-
sible. Once a sufficient data set is obtained, it can be difficult to form a general
rule for finding anomalies as what is anomalous to one domain may not be
anomalous in another. For example small fluctuations in values may be a triv-
ial occurrence in one domain while being much more uncommon in another.
Furthermore it can be difficult to create a precise boundary for separating nor-
mal data from anomalies in the first place, and in some cases the boundary may
be inherently imprecise and unable to be specified in an exact manner. In some
domains the concept of "normal behavior” may not even be static and could
change over the course of time, causing this modelling to be even more diffi-
cult. Likewise in many domains, anomalies are intrinsically dynamic, making
it exceedingly difficult to account for the behavior of all anomalies. One must
also consider that some anomalies may be misclassified as we have alluded to
under Figure 2.1. Anomalies that lay outside some defined boundary between
normal and anomalous data may in actuality be normal rather than anomalous
and their misclassification may stem from an inadequate data set that is either
inaccurate or fails to capture the the complete nature of the actual distribution
of the data. Often anomalies are simply intrinsic to the domain they belong
to, but some are caused by bad actors. These anomalies could be made to be
camouflaged among normal data, making the distinction between normal and
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anomaly that much harder. Such attacks will be discussed in further detail in
Section 3. In summary, there are a multitude of pitfalls that can impede the
goal of anomaly detection.

2.2 Categories of Anomaly Detection

Chandola et. al. describe 3 categories of anomaly detection algorithms [12].
The first of which is supervised anomaly detection. This form of anomaly de-
tection presupposes that a data set with labeled normal and labeled anomalous
data is given. This presupposition is challenging to fulfill for a variety of rea-
sons. This labeling of data often needs to be done by a human being and is thus
a laborious effort, as these data sets can contain thousands to millions of indi-
vidual data points. Furthermore it can be difficult to obtain a data set that even
covers all possible anomalies that can occur, and due to the aforementioned dy-
namic nature of anomalies, it is possible that new kinds of anomalies emerge.
Moreover the amount of individual anomalies will very likely be much smaller
than the amount of normal samples, which causes difficulties in modelling the
behavior of the anomalies. Assuming all of these challenges can be overcome,
then a supervised anomaly detection algorithm will usually be trained on both
normal data and anomalies so that when it receives unseen, unlabeled data, it
can sort them into one of the two classes.

The second category of anomaly detection is semi-supervised. This category,
as the name suggests, lies in between supervised and unsupervised algorithms.
For this category of anomaly detection, it is assumed that a portion of the avail-
able training data is labeled, not necessarily all of it. In the overwhelming
majority of semi-supervised algorithms, only normal samples or a portion of
normal samples are labeled and anomalies remain unlabeled. These methods
focus on training a model to identify normal samples and all other samples are
thus represented poorly by the model. The likelihood that a given sample was
generated by the model is then used as a metric to determine which samples
are anomalies. Some semi-supervised algorithms use labeled anomalous sam-
ples during training, but these algorithms are rare in comparison and many are
domain specific.

The third category of anomaly detection algorithm is unsupervised. These
techniques operate under the Assumption that the number of normal data points
in a given data set is much larger than the number of anomalies. They there-
fore do not require labeled data of any kind and are thus very broadly applica-
ble. They are however weak to data sets that challenge this assumption. Data
sets that have a larger proportion of anomalies will increase the likelihood that
normal samples are identified as anomalous by the model, as the model has a
weaker frame of reference for normal behavior. The previous two categories
(semi-supervised and supervised) make assumptions of their own however.
Namely the class cluster assumption [13]. This is the assumption that sam-
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ples that behave similarly will belong to the same class. The issue with this
assumption lies in the nature of anomalies, that is, anomalies are defined as
any behavior that diverges from what is considered normal. There must not
necessarily be a cohesive behavior among all anomalies, that allows them to
be clustered together. The data points within O3 in Figure 2.1 could have well
been identified as anomalous due to their similar behavior, but this is not the
case for the points 0; and o2, who do not share behavior with any other points.
For this reason, unsupervised anomaly detection is often the preferred method
to identify anomalies, as it can be arduous and sometimes impossible to ensure
that the anomalies labeled truly represent the behavior of all anomalies.

Some anomaly detection algorithms label samples directly as normal or anoma-
lous in their output. These algorithms are then usually a form of binary classi-
fication. Many algorithms will output an anomaly score instead. This is usually
a value that can be used to identify how likely a given sample is an anomaly.
The analyst themselves has control over what is considered an anomaly by
setting a threshold for the anomaly score. Every sample that receives a score
above the threshold would be considered normal and everything below would
be anomalous, in the case that a high score indicates normal behavior. For our
choice of anomaly detection algorithms, they are all unsupervised algorithms.
Unsupervised anomaly detection algorithms are, as previously stated, the most
widely applicable algorithms. Furthermore, due to the inherently unpredictable
nature of anomalies, unsupervised methods hold the most potential for prac-
tical application. Assuming they can perform at the same level or better than
equivalent supervised or semi-supervised algorithms, unsupervised anomaly
detection will likely become the standard in many domains, as labeling, which
is expensive and can introduce human bias, can be avoided entirely. In our
experiments all our algorithms output an anomaly score and we do not set a
threshold, as this can be arbitrarily set.

2.3 Autoencoders

An Autoencoder is a type of artificial neural network used for unsupervised
learning. What differentiates Autoencoders from the various other forms of
artificial neural networks is their reliance on efficient reduced dimensional rep-
resentations of data, which makes them fit for tasks relying on dimensionality
reduction. Dimensionality reduction is the transformation of high-dimensional
data into a representation with reduced dimensionality [74]. High-dimensional
data can be images, video, or even speech signals used in speech processing.
This reduced-dimensional representation should represent the intrinsic dimen-
sionality of the data. For example, given a dataset that describes pairs of world
heritage sites with their nation. One might have (Cologne Cathedral, Ger-
many), (Great Wall of China, China), and (Yosemite National Park, USA), as
a few examples. This particular data set will not truly be evenly randomly
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spread through both dimensions however, pairings such as (Cologne Cathe-
dral, China) or even (Statue of Liberty, Germany) are not representative of the
properties of the data and thus never appear. The data set is two dimensional
but the intrinsic dimension is lower, any combination of a world heritage site
with any nation that isn’t their own is not represented in the data. Dimension-
ality reduction can often be done as a preprocessing step before further analysis
on a data set is made. Reduced dimensional representations can be much easier
and efficient to work with than higher dimensional representations. Autoen-
coders actually seek to reduce the dimensionality of a given sample past it’s
intrinsic dimensionality to an even lower dimensional representation, as we
will discuss later [35]. This makes them uniquely fit to replace tasks such as
Principal Component Analysis, which is a linear dimensionality reduction tech-
nique, that can, due to it’s linearity, only identify linear correlations between
variables [36]. One of the main uses of Autoencoders is as a form of nonlinear
Principal Component Analysis, that can identify more correlations due to it’s
nonlinearity, which allows it to be applied to more complex data where linear
dimensionality reduction such as PCA fails.

Autoencoders once called "Autoassociative neural networks” are composed
of three main components [35]. These components are now referred to as
the encoder, decoder, and bottleneck/code, but were originally referred to as
the mapping layer, demapping layer, and bottleneck. The figure below shows
the architecture of an Autoencoder, which has remained relatively the same 3
decades later, with some aforementioned changes in the nomenclature.

function G function H

gX e g X

INPUT  MAPPING BOTTLE- DE- QUTPUT
LAYER LAYER NECK MAPPING LAYER
LAYER LAYER

Figure 2.2: An Autoassociative neural network [35]. The ¢ symbol represents a
dense node appended with a sigmoid activation function, whereas =
is either sigmoid or linear.
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As previously stated an Autoencoder performs a form of dimensionality re-
duction on it’s input samples, represented in figure 2.2 by Y = {Y1, Y», ...Y,,,}. The
encoder tries to map these inputs belonging to Y from their feature space to
a latent space representation T and this relationship can be represented by a
function, namely [35] [36]:

T,=Gi(Y), i=1,...f (2.1)

This function G is a nonlinear vector function comprising of f many nonlinear
functions. Each of the individual functions G; is nonlinear due to their non-
linear activation functions. Figure 2.2 uses sigmoid activation functions, but
rectified linear units [22], and other nonlinear activation functions can replace
them. Then the output of the bottleneck layer are used as inputs for the second
function, representing the decoder [35] [36]:

Y, =H{(T), j=1..m (2.2)

Similarly this function is a nonlinear vector function of m individual nonlinear
functions, which attempts to produce an approximation of the input Y based on
the latent variables from the bottleneck T. This describes the goal of an Autoen-
coder, namely to approximate the identity function. However this is why the
bottleneck should be smaller and have a lower dimensionality than the intrinsic
dimensions of a given data set. If the bottleneck simply allowed the Autoen-
coder to map the input down to their intrinsic dimensions and recreated the
input from these latent variables, then the Autoencoder would not learn any-
thing. In this case it would simply be performing the identity function, which
is not particularly useful, especially in the case of anomaly detection, where it
is desirable for the Autoencoder to recreate normal samples well and anoma-
lous samples poorly. For this reason, Autoencoders require a bottleneck with
lower dimensionality, so that information is lost. Due to this required loss of
information, Autoencoders must find efficient representations for samples, that
maintain as much crucial information as possible. In this way an Autoencoder
learns to mimic the identity function by learning efficient latent representa-
tions for input data [24]. These latent representations, or latent variables as
some call them, are hidden variables that greatly influence the behavior of the
data, although they are unobservable. To aid in this endeavor, the following

loss is defined [35] [36]:
E=) > (Yi-Y); (2.3)

This loss function sums over the entire data set, taking the sum of squared
errors between each input and output. In this way, the Autoencoder is en-
couraged to approximate the identity function by minimizing the difference
between the input samples and the generated output. As with any other ar-
tificial neural network, the gradients of this loss function with respect to the

10
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weights of the layers within the encoder, bottleneck, and decoder can be cal-
culated through backpropagation and gradient descent can update the weights
throughout the network.

Figure 2.2 depicts an early version of an Autoencoder with only 1 hidden
layer per encoder and decoder, this is in a more modern context known as a
shallow Autoencoder. A shallow architecture contains few hidden layers in
comparison to deep architectures, which contain a multitude of hidden layers
as their defining feature. Deep Autoencoders as well as deep networks in gen-
eral benefit from a few advantages over shallow networks. Feedforward neural
networks that have at least one hidden layer are so called Universal Approxi-
mators [30], meaning that they can approximate any function given that they
have enough nodes within the hidden layer. However, greater depth, past a
single hidden layer, can reduce the computational cost of representing certain
functions, while also reducing the amount of training data that is required to
accurately approximate certain functions [24]. Deep methods grant models the
ability to learn representations of data that have multiple layers of abstraction,
allowing them to represent complex data in a compact form [56]. Additionally
they are fit to tasks dealing with hierarchical data, such as text or even im-
ages. Many shallow methods require extensive feature engineering in order to
compete with deep methods in processing high-dimensional data, and as such
are less applicable to these data sets. For this reason our algorithm will be a
deep-based algorithm.

Autoencoders are applied for the task of anomaly detection due to their abil-
ity to learn efficient representations of data they are trained on. Hwang et al.
describe anomaly detection as a 2-class classification problem that discrimi-
nates limited normal patterns from infinite unspecified abnormal ones.” [31].
When Autoencoders are applied for anomaly detection they are trained on
training data that is assumed to be dominated by normal samples, and the Au-
toencoder maps these samples to a latent subspace, where it is assumed that the
characteristics of anomalous samples deviate from normal ones [2][33]. This
deviation in the latent subspace leads to the decoder reconstructing normal
samples accurately and anomalous samples poorly. This is measured by a met-
ric called the reconstruction error, which for a D-dimensional sample is [57]

[14]:

D
Err(i) = JZ(»@-@ - x;(i))? (2.4)

J=1

Where similar to equation (2.3), x;(i) denotes the j-th variable for input sample
x(i) and x;(i)’ denotes the j-th variable for reconstruction x(i)’. This reconstruc-
tion error can be used directly as an anomaly score, as it describes how different
the generated sample is from the input.

11
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2.3.1 Convolutional models

Convolutional models are an alternative to fully-connected models, which re-
place a fully-connected model’s dense layers with convolutional layers. A con-
volutional layer is comprised of a number of filters or feature maps, and each
filter has a convolutional kernel. This kernel contains the weights of the convo-
lutional layer, whereas in a fully-connected network these weights describe the
strength of the connections of each input node to the neural nodes of the fol-
lowing dense layer. In a fully-connected network each node of the prior layer
is connected to every node in the following layer, creating a network of dense
connections, with often thousands to millions of weights. Convolutional layers
contain all their weights in a kernel, which is run over the entire input, per-
forming the mathematical convolution operation in each step. When an input
is fed into a convolutional layer, each filter will perform a different convolu-
tional operation, as each filter has a different kernel. For each individual filter,
however, their kernel is used across the entire input of the layer, which is called
weight sharing. This is one of the distinct advantages of convolutional models,
the number of free parameters that need to be optimized is lower than a fully
connected model. For example, for a fully-connected model with 28x28 image
as an input and 100 nodes in the first hidden layer, there are 78400 weights to
be trained (28 - 28 - 100). Whereas a convolutional model with a 28x28 image
as input and a convolutional layer with a 5x5 kernel and 14 filters as the first
hidden layer only has 350 weights (55 - 14).

Figure 2.3: An example of a kernel (green) performing a convolution on an in-
put feature map (blue) [19].

Weight sharing reduces the total number of weights being trained, reducing
computational costs, allowing model to be trained on complex high-dimensional

12
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data [37]. Additionally, a model having less parameters to train often trans-
lates to a faster training time [43] [39] [14]. Convolutional models are, for this
reason, often implemented when the data is image-based. A challenge of con-
structing image-based models however is that the critical information needed
to identify an image can be located anywhere in the image. A model must be
shift invariant, so that if certain features appear shifted in location, the model
still correctly identifies these features. A model must also be translation invari-
ant and if possible distortion invariant for similar reasons. In order to make a
fully-connected network translation invariant, shift invariant, or distortion in-
variant, there would need to be enough data to cover all possibilities, forcing
the network to set similar weights in multiple places so that it can pick up
on similar structures that could be located in different parts of an image [39].
This requires a much larger, possibly artificially augmented data set and much
redundancy and inefficiency in the setting of the model’s weights as nearly
identical weight structures would be found throughout the mode. In compar-
ison, convolutional layers are invariant to translations, shifts, and distortions
that are not themselves crucial features [39].

Moreover, "Unlike in fully connected networks, where the value of each unit
depends on the entire input to the network, a unit in convolutional networks
only depends on a region of the input. This region in the input is the receptive
field for that unit” [41]. What is referenced as a unit is the result of a single
convolution operation and Luo et. al. refers to the fact that this result is de-
pendent upon the region of the image covered by the kernel. When the stride
of a convolutional layer is set lower than the size of that layer’s kernel, then
overlapping occurs, where the kernel will calculate convolutions over the same
part of an image multiple times. This allows convolutions to extract local fea-
tures (which encode information on where other features are in relation to each
other) by restricting the receptive fields to be local but overlapping [39]. Fully-
connected networks ignore the topology of the input, meaning that the input
can be set in any order without altering the ultimate outcome of the training.
One can imagine the receptive field to thus be unrestricted as all inputs map to
every node of the first hidden layer. An additional tool that convolutional net-
works often employ the use of is subsampling layers, often pooling. Feature
maps can still encode positional information of some particularly distinctive
features found in images, which is undesirable. Thus pooling layers are em-
ployed to reduce the spatial resolution of the feature map [39]. This reduces
the networks ability to rely on spatial information and the particular location
of features in an image. These local receptive fields along with subsampling al-
low convolutional layers to be invariant to translations, shifts, and distortions,
as it becomes less important where a feature is found in an image, but rather
where that feature is in relation to other features. As such, rotating an image
9o degrees or shifting the input to the right by some pixel count, does not ef-
fect the outcome of the model’s prediction. One can imagine a convolutional

13
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network as identifying basic structures such as endpoints, corners, and edges
in the initial convolutional layer, each filter identifying different simple struc-
tures. In these early layers the kernels may appear similar to Sobel operators
for example [64]. These are 3x3 kernels that are used often in the field of Com-
puter Vision for edge detection in images, as their composition detects changes
in pixel value either horizontally or vertically. Though there is no guarantee
as to how exactly the kernels of the initial layers are composed, it can help to
imagine them in a similar manner, detecting some combination of simple edges
or endpoints. Then as more convolutional layers are appended, more complex
and abstract structures are identified [39]. These structures theoretically should
more and more begin to resemble crucial aspects of the image such as a part of
a dog’s face or the two loops in the number eight. From these more complex
representations the neural network is then able to assign a likelihood that an
image belongs to a certain class based on the aggregate of these features.

Due to the fact that we have chosen to use image-based data sets such as
MNIST and CIFAR10, a convolutional Autoencoder is most fit to our task. Our
first anomaly detection algorithm to augment will be a Deep Convolutional
Autoencoder (DCAE).

2.4 DeepSVDD

Deep Support Vector Data Description (DeepSVDD) is an anomaly detection
algorithm that uses a model with an explicit anomaly detection objective [56].
Most anomaly detection algorithms use models that are trained for another
task, but are then augmented for anomaly detection, such as generative mod-
els. Generative models are models whose objective is to learn the distribution
of the data they are given, with the goal of understanding the distribution well
enough that they can generate samples from it. Examples of generative models
are GANs and some Autoencoders such as Variational Autoencoders [53]. Even
non-generative Autoencoders, such as those discussed in the previous section
are trained with the objective of dimensionality reduction and are then adapted
for anomaly detection. An issue with many of these models, such as Autoen-
coders is that the size of the bottleneck is a hyperparameter itself. As previously
discussed a large bottleneck hinders learning by allowing the model to simply
condense and reconstruct the input without any loss of information, but a bot-
tleneck that’s too small could lead to too much loss of information, hindering
the model’s ability to learn efficient representations of the data. Thus the com-
pactness is a hyperparameter that must be optimized, but many of these meth-
ods, including our chosen DCAE are unsupervised, meaning it can be prob-
lematic to make assumptions about the distribution of the data. Many classical
anomaly detection methods also fail when applied to higher dimensional data,
as they were not built with scalability as a main concern. DeepSVDD seeks
to offer an alternative that is scalable and requires no such assumptions about
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the data to be made, other than the implicit assumption that all unsupervised
anomaly detection algorithms have, which is that the number of normal sam-
ples outnumbers the number of anomalies.

DeepSVDD is based on two major methods, One-Class Classification [48]
and Support Vector Data Description [70]. One-Class Classification, sometimes
referred to as data description, is the method which has become the basis for
many anomaly detection algorithms, namely training a model on normal data
only, so that the model learns to identify if test data belongs to the distribution
of the data it’s trained on instead of trying to directly discriminate between
normal and anomaly [27]. SVDD describes another method of data descrip-
tion, where the model tries to learn a hypersphere of minimal volume that
encloses as much data as possible. This is similar to the objective of Support
Vector Machines [18], which seek to form a hyperplane that separates data into
different classes. DeepSVDD is also similar to other methods such as the algo-
rithms created by Eskin et. al., which map data to a feature space and determine
anomalies by identifying samples that have been mapped to sparse regions, i.e.
regions distant from other clusters of data [20]. In the following subsections we
will discuss how DeepSVDD functions and detail both the Soft-Boundary and
One-Class variants. Then we will discuss interesting properties of DeepSVDD
that must be considered when applying it as an anomaly detection algorithm.

2.4.1 Soft-Boundary and One-Class

There are two variants of DeepSVDD, the first of which being Soft-Boundary.
DeepSVDD constructs a minimal enclosing hypersphere over the training data
and uses the distance from the center of this sphere to determine which sam-
ples are anomalous in nature. Soft-Boundary allows some points to be mapped
outside of the volume of the hypersphere, with the intention of labeling those
within as normal and those without as anomalous. The Soft-Boundary DeepSVDD
objective is defined as follows [56]:
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So for some input space X ¢ R? and output space F c R?, we can define ¢(-; W) :
X — F to be a functional representation of a neural network with a set of
weights w = {w!,..,w’} for the L € N hidden layers of the network. As such
for all x € X, ¢(x;W) € F is the latent network representation of the input x.
The radius R is defined to be greater than o and the center of the hypersphere ¢
is given and is thus not a free parameter to be optimized. Given training data
Dy = {x1,...x,} With D, C X, this objective seeks to minimize both the radius R
and the weights of the network w [56]. The first term ensures that the enclos-
ing hypersphere is of minimal volume, as the loss will want to minimize R?.
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The second term describes a penalty for all points in the latent space that lie
outside of the hypersphere. ||¢(x;; W) - c||* describes the distance of the latent
representation to the center of the hypersphere and ||¢(x;; W) — c||> - R? tells us
whether that point is within the radius of the hypersphere or not. A positive
value indicates it is outside while a negative value indicates it is enclosed by
the hypersphere. For this reasons we have ¥, max{0, ||¢(x;; W) —c||> = R?} which
takes the max between 0 and this value, so if a point lies outside the sphere, the
function is penalized and otherwise nothing is added. The factor -1 describes
how much the function should be penalized for points outside the hypersphere.
The variable v € (0,1] when large allows more points outside the hypersphere
and less when it is set to a smaller value. The final term is a weight regular-
ization term with the hyperparameter A > 0. The norm || - || is the squared
Frobenius norm [56]. The Euclidian norm for vectors is the L2 norm and the
Euclidian norm for matrices is the Frobenius norm and is defined as the square
root of the sum of the absolute squares of the elements of a given matrix.

Weight regularization seeks to encourage a model to have smaller weights.
Neural networks minimize a loss function, so adding a term that sums up the
weights, like our third term, forces the model to choose smaller weights in order
to keep the loss minimal. The reason smaller weights are desirable is because
larger weights can cause overfitting where the model adapts too strictly to the
distribution of the training data, making it perform worse when new data is in-
troduced. Larger weights can also cause sharp transitions in node functions and
this causes sharp changes in output for small changes in input [55]. This can
lead to an unstable and possibly overfitted network. For this reason DeepSVDD
implements weight regularization and uses lambda to determine the strength of
the regularization. The larger value lambda is set to, the higher the penalty for
large weights is.

Due to the fact that the weights of the network and the radius have differ-
ent scales that they operate on, using a singular learning rate while training the
model may not be optimal. When training is underway, the weights are trained
for some specified number of epochs as usual, while the radius is held constant
and unchanging. After these epochs have elapsed the radius is updated using
the weights of the most recent epoch and afterwards the weights continue to be
trained while the radius is held constant again, etc. An anomaly score can be
derived by calculating ||¢(x;; W) — c||> — R?, by subtracting the squared radius all
negative scores are within the hypersphere and thus normal, while all positive
values lie outside the hypersphere and can be considered anomalous. The ra-
dius is calculated via line search, which is an iterative approach that identifies a
direction in which an objective function can be minimized, then using gradient
descent the magnitude of the step can be determined, slowly approximating a
local minimum.

Soft-Boundary is the more widely applicable of the two variants of DeepSVDD,
as no assumptions of the data need to be made. In contrast, One-Class is a ver-
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sion of DeepSVDD that is faster and more efficient than Soft-Boundary but only
in the case that most of the data is normal. This version’s objective function
can be described as follows [56]:

.1 ¢ _ 2 A N 2
m&n;;||¢<x,~,w>—cn +§;||w 17 (2.6)

One-Class has no radius that it is trying to minimize and thus all points lie
within the hypersphere. This is described by the first term of the objective
function, which simply uses the distance of the latent representation from the
center as a penalty, so the model is encouraged to find a mapping that puts as
many samples near the center as possible. By trying to minimize the volume
of the hypersphere by minimizing the mean distance of all points to the center,
anomalies can be identified as being those samples which are exceptionally far
from the center. The distance of a point from the center of the hypersphere can
thus be output and interpreted directly as an anomaly score for the purposes
of anomaly detection. The second term is the same weight regularizer as in the
Soft-Boundary objective function and is applied for the same reasons.

2.4.2 Properties of DeepSVDD

There are four important properties of the DeepSVDD algorithm that impact
how an architecture intended for use with DeepSVDD should be adapted [56].
Three of these properties deal with hypersphere collapse, which is when the
radius and thus the volume of the enclosing hypersphere becomes zero. This
is to be avoided, and is considered a side effect of particularly ill-constructed
models that violate the following properties.

The first property is that the center ¢ of the DeepSVDD objective function
cannot be a free parameter for optimization by the chosen optimizer of the
model. This is because a trivial solution to the optimization objective can be
found, where all weights are set to zero. Once the weights of a given neural
network are all set to zero, then the network maps all inputs to the same con-
stant output. If the center is a free parameter it can be set to the same value
as this constant output, thus minimizing the objective function, but effectively
causing hypersphere collapse as the radius will also be zero if all points are
mapped onto the center. As such it is recommended to initialize the center in-
telligently, so that the network cannot reach this global minimum. Ruff et. al.
recommend selecting the center by computing a forward pass and calculating
the mean of the output of this pass and using this value as the center of the hy-
persphere. This is introduced as a relatively stable initialization for the center
that does not require extensive computation to derive.

The second major property is that networks with a bias term have the po-
tential to learn the trivial mapping of any input to the center. Similar to the
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last trivial scenario, when the weights are all set to zero, then regardless of the
input the output will be purely determined by the bias. The bias can thus al-
low the network to learn any constant mapping. This means that the bias can
be optimized in such a way that every input maps to the center which causes
hypersphere collapse.

The third property is that layers with bounded activation functions can in-
duce a bias-like effect in subsequent layers when the inputs have at least one
feature with the same sign across all inputs. Bounded activation functions, like
sigmoids, can be saturated, meaning that they squeeze the range of all inputs.
This is particularly important when inputs happen to have one feature k that
is either positive or negative across all inputs, because every other feature can
have their weights set to zero and the weights of k can be set arbitrarily large.
The bounded activation thus allows the network to approximate it’s bounds
through setting the size of the weights for k, which creates a similar effect to a
bias in the following layers. This as discussed in the second property, can lead
to hypersphere collapse. This is why it is of the utmost importance that acti-
vation functions are either unbounded or only bounded by zero (which would
have no effect on subsequent layers).

The fourth property, named the v-property allows one to incorporate prior
knowledge of the distribution in the training of the model[61]. This property
more specifically allows one to incorporate prior beliefs about the proportion
of outliers present in a data set. The term v in the Soft-Boundary and One-Class
objective functions is an upper bound on the fraction of outliers and a lower
bound on the fraction of points on or outside the boundary[61]. In this way
v can be set intelligently, when prior knowledge exists and otherwise can be
chosen arbitrarily and optimized.

The first three properties create restrictions for the creation of a DeepSVDD
model. The center must be initialized and cannot be a simple free parameter
for the optimizer to use in minimizing the loss function. As such an intelligent
initialization of the center is imperative as otherwise the latent representations
of the data may lay too far from the center whether they are normal samples or
not, causing the hypersphere to cover only a small fraction of the data. The sec-
ond and third parameter do not allow us to use biases in the layers or bounded
activations such as sigmoid or the hyperbolic tangent. This leaves us with soft-
plus and the multiple variations of ReLU as our options for activations. Finally
we can use v to include prior knowledge about our data, however in our exper-
iments we will defer to Ruff et. al. for the choice of v as a hyperparameter.
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2.5 GANs

2.5 GANs

A Generative Adversarial Network (GAN) is a model containing two separate
models, the generator and discriminator, which it pits against each other in a
zero-sum minmax game. The goal, as with all two-player zero-sum games is
to reach the Nash Equilibrium. This is defined as the point at which no player
can increase their expected payoff by changing their own strategy [50]. The
players of this game are the Generator G which tries to understand and repli-
cate the data distribution of the input it’s given and the Discriminator D which
tries to decided whether it’s given input has come from the training data or
the Generator. The Discriminator thus wants to accurately classify it’s input
as either real or fake and the Generator wants to maximize the probability that
the Discriminator makes a mistake. The Nash Equilibrium is then equivalent
to G capturing the underlying distribution of the training data and D reaching
an accuracy of 50% [25]. The goal of this process is to train a generative model,
which in this case is the Generator, to be able to generate new samples from
the same distribution as the training data. The Generator takes random latent
noise as its input and constructs images from the latent representation. These
new generated samples should ideally be indistinguishable from the training
samples. When GANSs were first introduced, both the Generator and the Dis-
criminator were multilayer perceptrons, which allowed them to be trained us-
ing backpropagation[25]. The general structure of a GAN can be visualized
below in Figure 2.4.

Discriminator input Target output

Noise vector |:>¢ Fake image |:> Discriminator |:> 0

Real image |:> Discriminator |:> 1

Figure 2.4: A Generative Adversarial Network [69]

The Generator’s distribution over the data x is defined as p,. A prior prob-
ability distribution is defined over the set of input noise for the Generator as
p2(z). The Generator thus builds a mapping to the space of the training data
with G(z,6,), where G is a function that represents the neural network for the
Generator and 6, are the parameters, i.e. the weights of this net. Similarly
D(x,0,) can be defined as the functional representation of the Discriminator’s
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network, but instead of mapping to the data space it outputs a scalar value in-
dicating the probability that the input x came from the data distribution py,,
instead of the Generator’s distribution p,. These two models play the following
minmax game [25]:

min max V(D, G) = Ex-pyq,(x) [10g D(x)] + Ezvp, (z) [log(1 — D(G(2)))] (2.7)

V(D,G) is defined as the value function of this game. The Discriminator D wants
to maximize the probability of accurately labeling training examples, as seen
in the first term, as well as generated samples, as seen in the second. There-
fore, given a Generator G, the Discriminator D wants to maximize the value
function V(G, D). This translates in implementation to ascending the stochastic
gradient of L 3™ [log D(x;) +log(1 — D(G(z;)))] for a batch of m training samples
and noise samples. However, the Generator wants to minimize the second term
log(1 - D(G(z))). Which is implemented by descending the stochastic gradient
of L 37 [log(1 — D(G(z;)))] for m noise samples [25]. It is proven by Goodfellow
et. al. that the global optimum of this two-player minmax game is found when
Py = Pdara [25)]. This describes the previously discussed goal of the GAN, namely
for the Generator to approximate the underlying distribution of the training
data.

The Discriminator must be “synchronized” well with the Generator during
training. This means that the Discriminator and Generator should be updated
together often [25]. If the Generator is trained too long with updating the Dis-
criminator, then it is possible that the Generator will learn to collapse many
latent values to the same data space sample. This is as well as the hypersphere
collapse that DeepSVDD suffers from are called mode collapse and will be dis-
cussed further in Section 5 [71].

Radford et. al. introduced the Deep Convolutional Generative Adversarial
Network (DCGAN) [54], which was not the first convolutional GAN, but set
guidelines for successfully creating them. The first guideline is based off of the
findings of Springenberg et. al., who describe what is called the "All Convo-
lutional Net” [67]. This is a CNN that does not use any pooling layers. In the
previous Section 2.3.1, we discussed how pooling layers are often integral to
the successful application of CNNs because they do not allow the network to
rely on spatial information to as much of an extent as without them. This aids
CNNss in identifying common structures in images regardless of their location.
Springenberg et. al. instead use strided convolutional layers that effectively
perform a similar spatial decimation as pooling functions like max pooling.
The main difference being that the network can learn the weights in the ker-
nels of these strided convolutions, allowing the network to learn a possibly
more optimal downsampling. The first guideline is thus to replace spatial pool-
ing layers with strided convolutions. Following this is the second guideline,
which is to remove fully-connected hidden layers, leaving the model almost
exclusively consisting of convolutional layers. As such the the Generator G
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comes to resemble a convolutional decoder, much like those found in DCAEs,
while the Discriminator D resembles a CNN. The third and final guideline is to
use Batch Normalization, which was found to be critical in preventing mode
collapse [54]. In the following section we will detail what Batch Normalization
is and how it functions.

2.5.1 Batch Normalization

Batch Normalization introduced by Szegedy et. al. is a way of making nor-
malization a part of a model’s architecture [32]. Before Batch Normalization,
most normalization was done as a preprocessing step before data was fed into
a machine learning model. One of the main reasons for using normalization,
is to prevent particularly large features from dominating the learning process.
A simple example that illustrates the importance of normalization would be to
assume we are trying to build a model that predicts the price of new real estate.
We have four features namely: the age of the building, the number of stories,
the amount of bathrooms, and the square meter area of the plot of land. The
fourth feature is likely to dominate the learning procedure as the magnitude
of the values could range in the hundreds to the thousands, whereas the age
likely ranges only from a few years to decades and the number of bathrooms
and stories are likely to be some single digit. The model is thus likely to ignore
or give much less weight to these other features purely because their scale is
so much smaller. It may indeed be the case that all of these features are less
important than the area for predicting the price of real estate, but we would
ideally want the model to learn this and for it to consider at the beginning that
all these features are more or less equal.

The change in a network’s input distribution is defined as covariate shift [63],
but Szegedy et. al. define the term internal covariate shift to indicate a change
in the distribution of a network’s activations [32], i.e. the change in distribution
of a layer or sub-network. Covariate shift describes the phenomenon, where
the distribution of the training data does not match up with the distribution of
test data or real world data. Whereas internal covariate shift is the same idea
extrapolated to a more granular level of the sub-network within a network.
The training and hyperparameter tuning of deep models can be complex as the
inputs of any given layer are dependent on and determined by the parameters
of all previous layers. As such, small changes in a layer’s distribution can be
intensified throughout a network, leading to an increase in error rate [32]. A
simple two-layer network can illustrate this problem. The first layer takes the
input fed into the network and it’s output is then fed into the second layer,
which itself generates the output of the network as a whole. From the perspec-
tive of the second layer, the output of the first layer is it’s input. The gradient
descent step that updates the weights of this layer also treat the first layer’s
output as if it was simply the input of a standalone network. Thus for the same
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reason one would want to sample the training and test data from the same
distribution, one would also want the distributions of the layers of a model to
remain similar, this is the idea behind the term internal covariate shift.

In order to remedy internal covariate shift, Batch Normalization can be ap-
plied after each layer, normalizing features before they are passed to the next
layer. Batch Normalization was originally intended to be used with optimiz-
ers like mini-batch stochastic gradient descent, that update parameters based
on mini-batches. Batches are used for the sake of computational efficiency as
calculating the average of the gradients over all training samples is expensive,
instead the average of the gradients over the other samples in the batch are cal-
culated. This does lead to only an estimate of the gradient, but still functions
in principal. Batch Normalization calculates the mean for each dimension of
the layer input over the entire batch and then using this mean is able to calcu-
late the variance for each dimension over the batch. For the dimension k of a
d-dimensional layer input, the normalization is calculated as follows [32]:

JACk - w (28)
Var[xk]

Each normalized feature %* thus has a mean of 0 and a variance of 1. However,
Szegedy et. al. cleverly identify that if the input of a layer is simply normalized,
that it may change what said layer can represent. They give the example of
the sigmoid, where normalizing the inputs may lead to them becoming small
enough that they are mapped to the portion of the sigmoid function where it is
almost linear (within [-1,1]) [32]. Due to this, after normalizing each feature,
Batch Normalization scales and shifts the normalized value [32]:

y© = yf5E B (2.9)

The parameter y scales the normalized input and g shifts it. These two pa-
rameters are free parameters learnable by the model. If it were optimal for
the normalization to be reversed and the identity transform used instead, then

the original input is recoverable by the network learning y* = /Var[x*] and
p¥ = E[xF]. Batch Normalization can be applied to both fully-connected and
convolutional networks. For convolutional neural networks, the parameters y
and g exist per feature map instead of per activation and the mean and variance
are also calculated per feature map. This is due to the weight-sharing property
of convolutional neural networks, where a single kernel is used for an entire
feature map, it follows that the normalization should be calculated in a similar
manner.

Batch Normalization, on top of combating internal covariate shift, also reg-
ularizes the model somewhat as individual training samples are viewed within
the context of their mini-batch which generalizes the model and aids in reduc-
ing overfitting. For these reasons, Batch Normalization is a strong tool that can
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lead to more consistent training. In addition to being an integral part of DC-
GAN architecture, Batch Normalization is used in our DCAE and DeepSVDD
models as well.

2.5.2 AnoGAN

The AnoGAN is type of GAN used for the purposes of unsupervised anomaly
detection. It was originally developed for the medical domain, as an alterna-
tive to the supervised anomaly detection algorithms in more common use, that
required strenuous effort to label and annotate. AnoGAN was made as an un-
supervised alternative that would identify disease markers from medical imag-
ing [59]. It functions by first training a DCGAN on only normal samples, this
GAN then learns a mapping from the latent space to the data space as pre-
viously discussed. What AnoGAN wishes to accomplish is to find the reverse
mapping, that is a mapping from the data space to a point in latent space. Given
a Generator that has presumably learned to approximate the distribution of the
training data, then one can for a given image x try to find a z in the latent space
that generates an image most similar to x. For all normal samples, the error
between x and the generated image should be low, while for anomalous im-
ages the error will be larger, as the generator will create an image from the
distribution of normal samples not anomalous ones [44].

The process by which this reverse mapping is found is the core of the AnoGAN
model. At first random latent noise z; is generated and fed into the Generator
of the trained DCGAN. From this we receive the generated image G(z;), which
we can use for a loss function that will specify gradient updates for z;, leading
to a new latent point z; resulting from the gradient update. This is repeated for
some predefined number of backpropagation steps and after the final gradient
update, the latent point zr is found. This point should be the closest point that
could be found that leads to the most similar generated image [59]. The loss
function that is used to determine the gradient updates for the latent points is
comprised of two elements.

The first is the residual loss, which measures how similar the tested image is
from the generated image [59]:

Lr(zy) = ) Ix = G(z))] (2.10)

For this loss, if the Generator has perfectly captured the underlying distribution
of the training data and the reverse mapping is also perfect, then x and G(z,)
should be identical which should lead to a loss of 0. The second element is the
discrimination loss, which serves the purpose of ensuring that the generated
image is from the same distribution as the training data, i.e. that it is repre-
sentative of normal behavior. Instead of simply defining the discrimination
loss as the output of the trained discriminator given the generated image G(z,),
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Schlegl et. al. define a loss based on feature matching [59]. Feature match-
ing is the concept of identifying similar features in images that may be shifted,
transformed, or be from a different perspective. This constrains the Generator
to produce images that have a similar intermediate representation to those of
the training samples. The discrimination loss is defined as follows [59]:

Ln(z) = ) If(x) = F(G(z)) (2.11)

Where the function f describes the output of some intermediate layer within
the architecture of the Discriminator. This forces the optimization of the la-
tent variable z to depend not on the decision of the Discriminator, but instead
the internal feature representation of normal behavior. Salimans et. al. argue
that overtraining on the Discriminator can cause instability in GANs and for
this reason suggest feature matching as an apt alternative [58]. This works be-
cause, through training, Discriminators will need to learn what differentiates
training data from generated data, as such their intermediate representations
should capture some of the most important features that describe the training
data. Being that the AnoGAN is trained only on normal samples, this feature
representation should specify which aspects of normal data are of foremost
importance. The total loss is then [59]:

L(z) = (1-2) Lr(z) + 1+ Ln(z)) (2.12)

This loss is used in every iteration of the reverse mapping process to identify
the best latent value z that creates an image G(z) that is closest to test image
x. The number of total backpropagation iterations is to be defined before the
latent mapping begins, but Schlegl et. al. choose 500 iterations [59]. This is 500
iterations per individual test sample, meaning that the reverse mapping process
can often be lengthy in terms of computation time. As with all other anomaly
detection algorithms we have discussed, an anomaly score is defined, which is
simply the total loss (2.12) for the last iteration of the latent mapping.
With this we have a Generative Adversarial Network for unsupervised anomaly

detection.
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Here we would like to some of the particular details pertaining to Robustness
and Lipschitz continuity. First we will introduce adversarial examples and dis-
cuss the danger that they pose to non-robust machine learning models, as well
as the difficulties of defending against them. Then we will discuss robustness,
why it is necessary as well as its costs. Finally we will discuss the most success-
ful defensive strategies for adversarial attacks, bringing us to Lipschitz conti-
nuity as a general defensive measure as well as a method for achieving provable
robustness.

3.1 Adversarial Examples

Adversarial examples describe a curious phenomenon, where a small inten-
tional change to an input sample can cause said sample to become misclassified
by a neural network [68]. These adversarial examples are often nearly indis-
tinguishable from non perturbed images. It would be desirable for neural net-
works to be invariant to the same small changes as humans, but this discovery
suggests a fundamental difference in how we and neural networks perceive
data. As such adversarial examples leverage this gap in perception between
humans and machine learning models, creating samples that humans would
find as orthodox, but neural networks view completely differently. In the last
decade following this finding, so called adversarial attacks have been the sub-
ject of much study [26] [52]. What has been found is that the overwhelming
majority of standard machine learning models are weak to these adversarial
attacks and can be relatively easily exploited. Consider a network represented
by the function f and an input sample x with the label ¢, the goal of an adver-
sarial attack is to craft a perturbation § so that f(x + §) # t. This perturbation
should notably be as small as possible, while still causing a misclassification.
Otherwise one could simply "drown out” the original sample with noise, eas-
ily causing a misclassification. The goal of adversarial attacks is not simply
to cause a sample to be misclassified but for said sample to be near indistin-
guishable from other normal unaltered samples. Some consider more powerful
attacks, such as source-target misclassifications [52], which specify the source
class to perturb as well as the target class, that one would like the input sample
to be misclassified as. The most basic attack is the untargeted attack, which
simply aims to misclassify inputs, with no explicit target.
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Figure 3.1: Example of an adversarial example that through miniscule perturba-
tions causes an image of a panda to be misclassified as a gibbon [26].

The size of the perturbation is often measured with a mathematical norm,
but an adversarial attack is not necessarily constrained to only L, norm ball
perturbations. Adversarial attacks can be manifested in many ways, such as
through translations of pixels or even rotations, these attacks are however less
studied. Even among the attacks that do perform L, norm ball perturbations,
there are different ways that these perturbations are applied. The Fast Gradi-
ent Sign Method [26] and Projected Gradient Descent are two different attack
methods that both use L, norm ball perturbations by adding some magnitude of
perturbations opposite to the direction of gradient descent. These two attacks
are white-box attacks that utilize internal information of a given model, namely
its gradients, to successfully cause misclassifications. However there are also
black-box attacks that require no information of a model’s internal workings
and parameters in order to perform adversarial attacks [51].

Additionally adversarial examples are, as alluded to in our introduction, not
simply a digital phenomenon. They can also be a threat in the physical world,
by physically altering objects to fool sensors and cameras [38]. This makes
their threat more all encompassing and relevant for study. In recent years, vari-
ous defenses against adversarial attacks have been designed. Many proclaimed
defenses against adversarial attacks have then been proven to fail when an-
other attack method is used or when aspects of the experiment are changed
[11][5][10]. This is because, often, the attack success rate and the size of ad-
versarial perturbation themselves are used as robustness metrics, and these are
specific to a given adversarial attack. So when later another attack is made
against these "seemingly” robust models, they are often successful and these
models no longer appear robust [77]. In summary, adversarial attacks are var-
ied and difficult to predict. What may defend against one attack may fail to
defend against another and as new defenses against these attacks are being de-
veloped, the attacks themselves are further being improved upon in order to
circumvent these defenses.
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3.2 Robustness

3.2 Robustness

Robustness is a metric and property of a model that describes said model’s abil-
ity to maintain performance when dealing with uncertainty. This uncertainty
can manifest itself through natural occurring anomalies, as well as maliciously
crafted adversarial examples. Adversarial robustness is a more specific term
meant to refer to the resistance of a model to adversarial attacks. Building ro-
bust models is thus critical in many domains and application scenarios. There
does exist, however, a few trade-offs to building robust models that we would
like to detail.

The first major trade-off is that compared to normal networks that simply
aim to perform their default objective to the highest accuracy possible by min-
imizing their loss function, robust networks require more expensive training.
This is because, in order to augment a normal network into a robust one, com-
plexity in the form of extra constraints, parameters, training data, etc. must be
added. The robustness of a model can be ensured through a myriad of ways, but
one of the simplest and most obvious is a larger breadth of training data. Data
that is naturally more varied will give a model a certain amount of robustness
to uncertainties and some anomalies. Some models, like ours, obtain robust-
ness by constraining the network, which requires normalization, matrix-based
algorithms, and generally more computations at training time.

It is also very likely that the amount of data required to make normal general-
izations is much lower than the amount necessary to make adversarially robust
generalizations [60]. Intuitively, if one wanted a model to make adversarially
robust generalizations, it must be shown a greater variety and distribution of
data, possibly even including adversarial examples themselves. The adversari-
ally robust model in simple terms needs to have a much stronger understanding
of its data than a model that would be more vulnerable to adversarial attacks.
Additionally the features learned by standard models are quite different from
those learned by adversarially robust models [72]. This implies that even with
infinite data, normal models may not become adversarially robust and instead
specific tools and models must be developed to provide robustness.

There also exists a conflict between standard accuracy and robust accuracy,
in that there has been proven to be a trade-off between accuracy and robustness
[72]. This manifests due to the aforementioned difference in learned features.
The data of a data set may have only have a few features that are strongly
or moderately correlated to their labels, but many that are weakly correlated.
It can occur that the aggregate of these weak features, seen holistically, are
actually a much stronger indicator of the label than any individual other fea-
ture. Therefore a standard model will rely on these weakly correlated features
to achieve a high classification accuracy. The problem with this, is that these
weakly correlated features are especially vulnerable to adversarial attacks. If
these features all together have such a strong correlation with the label of the
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data, then an adversarial attack need only modify each of these weakly cor-
related features by a minute amount in a direction so as to lead to misclassi-
fication. Adversarially robust models, therefore, must abstain from relying to
heavily on these weakly correlated features and need to instead use the more
moderately or strongly correlated individual features, which can lead to a loss
in accuracy. This describes the difference between what are referred to as ro-
bust features and nonrobust features [72]. It should be noted, that this situa-
tion cannot be remedied by acquiring and training on more data, as this phe-
nomenon is inherent to the data distribution of the data set. As such, some data
sets will exist, for which accuracy and robust accuracy are at odds.

These trade-offs help us understand the reasons why robustness is the topic
of so much research. Models that are to be deployed and used in the real world
with real data necessitate robustness, otherwise they are vulnerable to cyber-
attacks and erroneous data. At the same time, robust models have a few inher-
ent costs to train, which creates tension between standard models which may
achieve higher accuracy and performance but are otherwise “brittle” and more
“durable” robust models that are generally less accurate and more expensive
to train. The fact that robustness is not obtained “for free” is the driving force
behind much of its research. Thus much of the research focused on robustness
seeks to find new ways of providing greater robustness, while maintaining ac-
curacy, and providing scalability and computational efficiency.

Robust models do have some additional advantages however. Adversari-
ally robust models are more interpretable compared to standard models [76]
[72] [21]. This is because humans are generally invariant to adversarial ex-
amples, we do not perceive the minute perturbations that cause misclassifica-
tion in other machine learning models. A model that is also invariant to these
changes aligns better with human perception and thus it’s decisions become
more interpretable to us. This is exemplified by the fact that the saliency maps
of robust models are often more visually similar to their input images than
non-robust models [21]. A saliency map highlights areas of specific interest,
otherwise known as the discriminative features, of input images, showing us
what a model deems as important for classification.

As alluded to before, robust classifiers must learn to use robust individually
strongly correlated features to classify data. This reliance on robust features of-
ten translates into more interpretable saliency maps, as these features are often
the more distinct features that we as humans perceive as particularly discrim-
inative. Thus the structures present in these maps more closely resembles the
overarching structures present in the input.

Up until now there have been three successful defense strategies for combat-
ing adversarial examples [62]. Agnostic defenses are defined as those defenses
which are independent of the model. These defenses change the input or out-
put of the model directly, but otherwise leave the model untouched. One exam-
ple of this is Gaussian Random Smoothing [17], which adds random Gaussian
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Figure 3.2: The input image (left) is compared with the saliency map of a non-
robust model (center) and a robust model (right)[21]
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Figure 3.3: Examples of adversarial examples for a normal model and two ad-
versarially trained models [72]

noise to the input samples, effectively drowning out” smaller perturbations
like those caused by adversarial attacks. These strategies are some of the most
varied in design and so are difficult to make overarching generalizations about.
The second category of strategy is those that rely on saddle point optimiza-
tions [42], otherwise referred to as adversarial training. A saddle point is the
result of a minimization along one axis and a maximization along an orthogo-
nal axis, i.e. it is the same as the minmax game described in Section 2.5 when
discussing the structure of GANs. The saddle point optimization problem is
that a model will try to minimize it’s loss by tweaking it’s free parameters, i.e.
it’s weights, while an adversarial attack will try to maximize the loss by choos-
ing a fitting perturbation. This formulation of the optimization problem as an
outer minimization and an inner maximization allows Madry et. al. to con-
figure the parameters of the model to minimize the effect that the worst-case
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perturbation (the optimal perturbation for the inner maximization) can cause.
This strategy, however has a major weakness, which is that it is vulnerable
to unseen/unknown adversarial attacks, as it can only train to defend against
those attacks that it knows [77]. So, strictly viewed, adversarial training only
definitively offers robustness to adversarial perturbations in the training data.
It must be assumed that the adversarial examples present in the training data
are representative of those that could be found in the test data for an adversar-
ially trained model to also be insensitive to perturbations in test data [80]. The
final major strategy focuses on Lipschitz continuity, which we will discuss in
the next section.

3.3 Lipschitz Property

The Lipschitz property limits the relation between input perturbation, whether
from an adversarial attack or otherwise, and output variation. How much it
limits this is based on the Lipschitz constant, which defines how much output
variation is allowed for a given input perturbation. This means that for small
changes in the input of a function, the output of said function should similarly
be limited.

Vx,y € R |If(x) = f(»)ll2 < Lllx - yll2 (3.1)

For a differentiable function f : R* — R™. The smallest L for which this equa-
tion holds true is the Lipschitz constant of this function. Here we can also
differentiate between globally Lipschitz which is represented by the equation
above and locally Lipschitz, which is defined as any function whose restriction
to any neighborhood around a point is Lipschitz [77]. Essentially a function is
locally Lipschitz if x and y can only be drawn from a compact set S, whereas a
globally Lipschitz function is defined for all compact sets. For locally Lipschitz
functions, the Lipschitz constant can be derived rather simply, assuming it is
real-valued. Its Lipschitz constant is then the maximum norm of its gradient
supy [[V£(x0)l12[77].

For these definitions we have defined the Lipschitz property under the L,
norm, but it can be defined under differing norms. Here we would like to
quickly summarize a few of the most common norms. Let x be a vector and A

be a matrix. The vector 2-norm is /3, x> while the matrix 2-norm (also referred

to as the spectral norm) is the max singular value of A. The vector 1-norm is
Y. |x;| which is the max absolute column sum for matrices. Finally the co-norm
is defined as max; |x;| for vectors and the max absolute row sum for matrices. Of
these, the L, (2-norm) and L, (co-norm) are the most common, when discussing
Lipschitz continuity or adversarial perturbations.

A model’s weakness to adversarial examples is often due to the Lipschitz
constant of the neural network, which when unconstrained can become very
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high [62]. This is exemplified by the explicit objective of an adversarial attack,
which is to find the smallest perturbation possible that causes misclassification
by the classifier. A Lipschitz constraint can thus be used to combat adversarial
attacks, because the output variation will be bounded by the change in input.
Theoretically this should mean that a much larger perturbation must be applied
to cause misclassification, which increases the visibility of the attack.

This intuition about Lipschitz continuity holds true as bounding the Lips-
chitz constant gives certifiable adversarial robustness [29] [49] [73]. Given a
K-Lipschitz model f that outputs logits and an input x with label ¢, we define
the margin of x as [62] [49]:

My (x) = max(0, f (x) — max(fi(x))) (3-2)

This represents the distance of the output of x from the next most likely output
class. Thus if 2Ke < Mg(x) the input x will remain correctly classified under
any perturbation Ax with [|Ax||, < e. One can similarly imagine each input
sample as having an epsilon-ball in a metric space, where within this ball all
inputs are classified the same [79]. In order for these inputs to be misclassified,
their perturbation must be greater than the radius of the ball. In this way,
Lipschitz continuity as a defense is theoretically attack-agnostic, as it does not
matter how the perturbation is applied only its size is of concern. Furthermore,
Sokoli¢ et. al. show that a Lipschitz constrained network performs better on
new unseen data than equivalent models with no constraint [65].

Now we understand what could potentially be gained from implementing a
Lipschitz continuous architecture, but there is a major constraint. Estimating
the Lipschitz constant of even a 2-layer Multilayer Perceptron is NP-Hard [75].
This means that it is not computationally efficient to acquire an exact Lipschitz
constant for a neural network and therefore upper-bounds on the Lipschitz
constant are a more realistic and useful metric. If we define L(f) to be the
Lipschitz constant of a Lipschitz continuous function f and similarly L(g) to be
the Lipschitz constant of a Lipschitz continuous function g¢, then:

llg(f () = g(f DIz < LDIIf () = F(0)ll2 < LOLNly = x[l2 (3.3)

This means that the Lipschitz constant of a composition of Lipschitz contin-
uous functions is upperbounded by the product of their individual Lipschitz
constants. Due to the fact that neural networks are simply a composition of
linear and nonlinear functions, making each individual layer in a network ad-
here to a Lipschitz constant is the best way to ensure the whole network is
Lipschitz continuous. This can be illustrated by the following equation which
assumes f is a function representing a Multilayer Perceptron for simplicity’s
sake [62]:

L(n) < L($x) * L(Wi) * L(¢r—1) * L(Wi—1) * ... % L($1) * L(W; - x) (3-4)
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Here L(n) represents the global Lipschitz constant for the function » which rep-
resents the neural network. This Lipschitz constant is upperbounded by the
product of the Lipschitz constants of linear and nonlinear functions compos-
ing this network. The activation functions ¢ of each layer are the nonlinear
component, while the weights W are the linear components. This means that
if every layer is 1-Lipschitz that the model is at most 1-Lipschitz. With this
understanding it is rather simple to conceive of how a Lipschitz network could
be composed, but how does one ensure that each layer maintains a certain Lip-
schitz constant?

First of all, certain activation functions such as ReLU and Sigmoid are 1-
Lipschitz naturally and require no alterations to fit into a Lipschitz continuous
model. The main issue is constraining the Lipschitz constant of the individual
layers, i.e. their weights. The Wasserstein GAN is a GAN that requires Lipschitz
continuity. The authors of the paper decided to limit the Lipschitz constant of
each layer via weight clipping, that they themselves admit is a rather crude
method [4]. A more elegant method of constraining the weights has been in-
troduced by means of the spectral norm (matrix L, norm). The spectral norm ¢
of a matrix A is defined as [80]:

A
o(A) = ma [|AE]]2
germ, 20 ||€]]2

(3-5)

It can be computed using the power iteration algorithm [23], which finds the
absolute value of the largest singular value in a matrix. The Spectral norm of
the weights is equal to the upper bound of the Lipschitz constant of a dense
layer [16]. Remember that the Lipschitz constant of a locally Lipschitz func-
tion is sup, ||[Vf(x)|]2. From this follows Vf(x) = VWx = W — sup, ||[Vf(x)|]2 =
[IW||2 = o(W). By dividing the weights by their respective spectral norm we can
normalize the weights to ensure that they are 1-Lipschitz. For convolutional
layers, normalizing by the spectral norm is not enough to accurately limit the
upper bound of a layer’s Lipschitz constant. For this specific scenario an ad-
ditional constant A is introduced and the weights of the convolutional layer,
i.e. the kernel is divided by the spectral norm of the kernel multiplied with
this constant A. For convolutional layers with no stride, this constant can be
derived simply as the kernel size, while for layers with stride A is the ceiling of
the kernel divided by the stride. Serrurier et. al. actually invent a more com-
plex formula for deriving the constant A that leads to a tighter estimation of
the Lipschitz constant [62], but the basic concept remains the same. Spectral
normalization is applied in the forward step before backpropagation.

Now we have an understanding of how one could ensure a global Lipschitz
constant for a network, and we could theoretically create a network that is Lip-
schitz continuous. The issue that arises, however, is the low expressiveness of
networks with low Lipschitz constants, such as a constant of 1. Expressiveness
is a term that describes the breadth of functions that a neural network can ap-
proximate, having a low expressiveness translates to an inability to understand
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the complexities of the data it is trained on. This lack of expressiveness stems
from a phenomenon called Gradient Norm Attenuation [3] [40]. Assume, for
example, y = f(x) was 1-Lipschitz and £ a loss function. The the norm of the
gradient after backpropagating through f is [40]:

[IVxLll2 = [[(Vy L) (V)2 < [IVy L2l Vafll2 < LIOIVy L2 < [IVy Lll2 (3.6)

Thus the norm of the gradient after backpropagation is upperbounded by the
norm of the gradient before the backpropagation step. This means that as the
network trains, the gradients will likely become smaller, i.e. attenuate. As the
gradients become smaller, it becomes more and more difficult for the model to
adjust it’s weights to acclimate to data that it is presented, thus leading to the
aforementioned reduction in expressiveness. The solution to this is for each
layer of the network to be gradient norm preserving. A network n with weight
matrix W is gradient norm preserving if and only if [40]:

W7 gll2 = llgll2, Vg € G (3.7)

Where g is the gradient update vector for the weights and G is the set of pos-
sible values that the gradient vector can contain. Due to the fact that the L,
matrix norm describes the highest singular value of the matrix, for this equa-
tion to hold true, every singular value in W must be 1. This can be achieved by
enforcing orthonormality on the weight matrix. The Bjorck Orthonormaliza-
tion algorithm calculates the closest orthonormal matrix given an input W, = w
through an iterative operation [8]:

P _1
Wit = Wi (I+ Z(—l)f’( pQ)QfZ) (3-8)

i=1

With Qr = 1-W/ W, and p as a hyperparameter that controls the number of com-
putations performed. More computations allow for a more accurate approxi-
mation of the orthonormal matrix, but increases complexity and computation
time for the network applying this algorithm. Bjorck Orthonormalization is ap-
plied in the forward step before backpropagation, like spectral normalization.
Using the power iteration algorithm we can find the largest single value of the
weight matrix and use this to upperbound the weights by 1, thus ensuring that
the layer’s are 1-Lipschitz. Then we can apply the Bjorck Orthonormalization
algorithm to ensure that all the singular values of the weight matrix are not
only bounded by 1 but are equal to 1, which makes them gradient norm pre-
serving. Then depending on the Lipschitz constant of the layer, we can scale
the output of the layer by said constant. In this way we can achieve a functional
certifiably robust architecture for our anomaly detection algorithms.
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4.1 Deel-Lip

Deel-Lip is a library implemented by Serrurier et. al. as a companion to their
research paper [62]. It is an implementation of K-Lipschitz layers for Tensor-
flow Keras. This specific implementation uses the same concepts introduced in
the last section, namely spectral normalization and Bjorck Orthonormalization.
This library implements a multitude of K-Lipschitz layers as well as Lipschitz
continuous activation functions. It even implements a version of the Keras Se-
quential model, that allows one to set a global Lipschitz constant for the model.
When we say K-Lipschitz when referring to Deel-Lip, we mean K-Lipschitz
with respect to the 2-norm, as this is how they have defined and chosen to en-
sure Lipschitz continuity. The n-th root of this constant is then distributed as a
constraint to each of the n Lipschitz continuous layers of the model, ensuring
that the entire model is upperbounded by this parameter. The layers of partic-
ular note for us are the SpectralDense layer that can be used in place of normal
Tensorflow dense layers and SpectralConv2D that similarly replace Conv2D
layers from Tensorflow. SpectralDense functions as expected, but Spectral-
Conv2D does not. Originally we applied SpectralConv2D in place of all normal
Conv2D layers in order to make our DCAE, DeepSVDD model, and AnoGAN
Lipschitz continuous. We found however that the SpectralConv2D layer often
caused erroneous “blurred” reconstructions in our Autoencoders and GANs.
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Reconstruction error

opacity 0.5

Figure 4.1: Example of the reconstructions generated from a Lipschitz DCAE’s
decoder using SpectralConv2D layers

In Figure 4.1 the white numbers are the original MNIST digits used as input
and the multicolored blurred shapes are the reconstructions from a Lipschitz
DCAE overlaid at half opacity. This phenomenon was observed for all inputs
and for various Lipschitz constants. Increasing the Lipschitz constant, which
should allow the model to be more expressive, did nothing to change the poor
reconstructions. Replacing our convolutional decoders in our DCAEs and our
convolutional generators in our DCGANs with dense versions using the afore-
mentioned SpectralDense layers seemed to remedy this issue.

This can be visualized in Figure 4.2, where the reconstructions are very vis-
ibly improved. Though we are not quite aware of why the SpectralConv2D
layers seem to lead to poor reconstructions, we have determined that it is in-
credibly likely that the implementation of the layers themselves are the prob-
lem. Consequently we have notified Serrurier et. al. of this issue, in the hopes
that the problem can be further looked into. We still use SpectralConv2D in a
more limited capacity, however. They are still present in our DCAE encoders,
DeepSVDD models, and DCGAN discriminators, as it seems they can still con-
dense information rather efficiently, as with normal convolutional layers.

Deel-Lip does also caution against using Batch Normalization or Dropout as
they are not 1-Lipschitz. None of our standard anomaly detection models use
Dropout, so it is easy for us to abstain against using it in our implementation.
Due to the rescaling operation after the normalization in Batch Normalization,
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Reconstruction error

0.5

Figure 4.2: Example of the reconstructions generated from a Lipschitz DCAE’s
decoder using SpectralDense layers

it is not 1-Lipschitz. This means we must abstain from using Batch Normal-
ization in our Lipschitz continuous anomaly detection models, which is quite
prevalently used in our standard versions. We do not offer an alternative to
Batch Normalization and instead completely omit it, which we will further dis-
cuss in Section 5. Additionally Deel-Lip offers a weight initializer called the
Spectrallnitializer, which we use to intialize the weights of our Lipschitz con-
tinuous models to be 1-Lipschitz and orthogonal using spectral normalization
and Bjorck Orthonormalization. Thus the initialization of the weights is one
other facet of the Lipschitz models which will often differ with the standard
versions.
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4.2 DCAE

For all of our anomaly detection algorithms we build a model for the MNIST
dataset and a model for CIFAR10. Then we also build an equivalent Lipschitz
version for each dataset as well. We base the architecture of our Autoencoders
on the architectures described by Ruff et. al. [56]. In principle, the encoder of
this Autoencoder shares the same architecture as the DeepSVDD model. The
decoder is then built symmetrically to mirror the encoder. The loss used is
Mean Squared Error.

Almost every activation function, except for the activation at the output of
the Autoencoder, is a LeakyReLU. Where a ReLU is max(0, x) for a layer output
x, a LeakyReLU is max(0, x) +«-min(0, x). Instead of squeezing all negative values
to 0, a LeakyReLU multiplies these values by « a negative slope that serves to
reduce their magnitude. As long as the « is no larger than 1, a LeakyReLU is
also 1-Lipschitz. Ruff et. al. suggest a leakiness a« = 0.1, so we follow suit.
Additionally they use weight decay with 1 = 1079, so we do the same. We also
use the optimizer Adam with a batch size of 200 [34]. The weights of the layers
are initialized per Glorot Uniform (also called Xavier Uniform), which initializes
the weights so that they have the same variance across layers.

Finally Ruff et. al. suggest instituting a two-phase learning rate for finding a
local minimum and then fine-tuning to approach the minimum. For the DCAE
we train for 250 epochs at a learning rate of 10~ before subsequently dropping
to 107° for 100 epochs, training in total for 350 epochs. For the Lipschitz version
of the DCAE, we found that it often did not reach a minimum within 350 epochs
and as such removed this two-phase learning rate, opting instead to simply
train for 350 epochs at a learning rate of 107

Originally we had built these models, as previously stated, using Spectral-
Conv2D in the decoders. The simple upsampling offered by Keras was not
itself 1-Lipschitz, because with a kernel size of (2,2) it would double the matrix
norm of anything passed through. Deel-Lip did not offer 1-Lipschitz upsam-
pling layers that did not affect the channel size, so originally we solved this
with a simple Lambda layer that divided the values of the upsampling output
by 2. Eventually we found a more elegant solution due to Radford et. al and
Springenberg et. al., who suggest replacing pooling and upsampling layers
with convolutional layers [54] [67]. Deel-Lip, as stated in the previous section,
did offer K-Lipschitz convolutional layers, so instead we decided to implement
transposed convolutional layers with a stride of 2 in place of upsampling layers.
This change was made in both our standard DCAEs and our Lipschitz DCAEs.
Later we were able to identify the poor reconstructions of our Lipschitz DCAEs
as being the fault of the SpectralConv2D layers, and consequently replaced
them with SpectralDense layers, removing the necessity for upsampling of any
kind. Due to this the transposed convolutions can now only be found within
our standard DCAEs. This is the only "major” change made to our DCAEs in
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comparison to the work of Ruff et. al. [54], but it ultimately should have no
bearing on the outcome as these transposed convolutions function identical to
upsampling layers, the only difference being that our network can learn the
optimal kernels for upsampling, making our training slightly more expensive.
Below are tables detailing our architectures.

MNIST DCAE

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 28x28x1
Conv2D 8 5X5 28x28x8
Batch Norm N/A N/A 28x28%8
Leaky ReLU N/A N/A 28X28X8
Max Pooling N/A 2x2 14x14x8
Conv2D 4 5X5 14x14x4
Batch Norm N/A N/A 14x14x4
Leaky ReLU N/A N/A 14x14x4
Max Pooling N/A 2x2 TXT7X4
Flatten N/A N/A 196
Dense 32 N/A 32
Reshape N/A N/A 4x4x2
Leaky ReLU N/A N/A 4x4X2
Conv2DTranspose 2 5X5 8x8x2
Conv2D 4 5X5 8x8x4
Batch Norm N/A N/A 8x8x4
Leaky ReLU N/A N/A 8x8x4
Conv2DTranspose 4 5X5 16x16x4
Conv2D 8 5X5 16x16x8
Batch Norm N/A N/A 16x16x8
Leaky ReLU N/A N/A 16x16x8
Convz2DTranspose 8 5X5 32x32x8
Conv2D 1 5XH 28x28x1
Sigmoid N/A N/A 28x28x1
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CIFAR10 DCAE

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 32x32x3
Conv2D 32 5%X5 32x32x32
Batch Norm N/A N/A 32X32X32
Leaky ReLU N/A N/A 32x32x32
Max Pooling N/A 2x2 16x16x32
Conv2D 64 5X5 16x16x64
Batch Norm N/A N/A 16x16x64
Leaky ReLU N/A N/A 16x16x64
Max Pooling N/A 2x2 8x8x64
Conv2D 128 5%5 8x8x128
Batch Norm N/A N/A 8x8x128
Leaky ReLU N/A N/A 8x8x128
Max Pooling N/A 2x2 4x4x128
Flatten N/A N/A 2048
Dense 128 N/A 128
Reshape N/A N/A 4x4x8
Leaky ReLU N/A N/A 4x4X8
Conv2D 128 5X5 4x4x128
Batch Norm N/A N/A 4x4x128
Leaky ReLU N/A N/A 4x4x128
Conv2DTranspose 128 5%5 8x8x128
Conv2D 64 5X5 8x8x64
Batch Norm N/A N/A 8x8x64
Leaky ReLU N/A N/A 8x8x64
Conv2DTranspose 64 5%5 16x16x64
Conv2D 32 5X5 16x16x32
Batch Norm N/A N/A 16x16x32
Leaky ReLU N/A N/A 16x16x32
Conv2DTranspose 32 5%5 32x32x32
Conv2D 3 5X5 32x32x3
Sigmoid N/A N/A 32x32x3
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Lipschitz MNIST DCAE

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 28x28x1
SpectralConv2D 8 5%5 28x28x8
Leaky ReLU N/A N/A 28X28x%8
Max Pooling N/A 2x2 14x14x8
SpectralConv2D 4 5%5 14x14x4
Leaky ReLU N/A N/A 14x14x4
Max Pooling N/A 2x2 7XTX4
Flatten N/A N/A 196
Dense 32 N/A 32
Leaky ReLU N/A N/A 32
Dense 64 N/A 64
Leaky ReLU N/A N/A 64
Dense 128 N/A 128
Leaky ReLU N/A N/A 128
Dense 784 N/A 784
Sigmoid N/A N/A 784
Reshape N/A N/A 28x28x1
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Lipschitz CIFAR10 DCAE

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 32x32x3
SpectralConv2D 32 5%5 32x32x32
Leaky ReLU N/A N/A 32x32x32
Max Pooling N/A 2x2 16x16x32
SpectralConv2D 64 5X5 16x16x64
Leaky ReLU N/A N/A 16x16x64
Max Pooling N/A 2x2 8x8x64
SpectralConv2D 128 5%5 8x8x128
Leaky ReLU N/A N/A 8x8x128
Max Pooling N/A 2x2 4x4x128
Flatten N/A N/A 2048
Dense 96 N/A 96
Leaky ReLU N/A N/A 96
Dense 192 N/A 192
Leaky ReLU N/A N/A 192
Dense 384 N/A 384
Leaky ReLU N/A N/A 384
Dense 768 N/A 768
Leaky ReLU N/A N/A 768
Dense 1536 N/A 1536
Leaky ReLU N/A N/A 1536
Dense 3072 N/A 3072
Sigmoid N/A N/A 3072
Reshape N/A N/A 32x32x3

4.3 DeepSVDD

For DeepSVDD we use the same architecture for both Soft-Boundary and One-
Class. Just like the DCAEs we use weight decay with the same hyperparameter.
We use Adam as an optimizer with a batch size of 200 again too. Additionally
we use the same two-phase learning rate, but instead of 250+100 epochs we do
150+100 epochs also per Ruff et. al. [56]. We set the hyperparameter v = 0.1.
This hyperparameter, as we have previously explained, dictates the proportion
of the data that is anomalous. Ruff et. al. use both 0.01 and 0.1, choosing the
one that leads to best performance. Due to time constraints we simply choose
0.1 across the board. We had also previously mentioned that it may be clever
to update the radius of the enclosing hypersphere every few epochs instead
of every single epoch. As such we update the radius every 5 epochs, also per
Ruff et. al. We also initialize the DeepSVDD weights with the weights from
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the encoder of the DCAE [43]. This is a pre-training procedure introduced by
Ruff et. al. as an initialization option. Consequently we train a DCAE first,
then take the final weights after training from the encoder and use them for
initialization of the weights of the corresponding DeepSVDD model.

Finally we alter the value for the center for our Lipschitz models. For the
standard models, we compute one forward pass and take the mean of the out-
put of this pass. We then ensure to offset any value that is exactly zero, so as
to avoid hypersphere collapse. This becomes the value for the center of our
hypersphere. For the Lipschitz models, due to the Lipschitz constraint on the
model, it is possible that the initial forward pass is not well representative of
where the values eventually will be projected to towards the end of training.
As such it is possible that we can initialize the center to be too far from the
optimum, forcing the volume of the hypersphere to be much larger than nec-
essary in order to enclose the data. For this reason we initialize the center to
be near 1 by calculating the same exact center as for the standard models and
then dividing this by the absolute value of itself. This makes our center less
adaptable to the data, but also avoids particularly bad initializations that could
be caused by the Lipschitz constraint’s restrictions on output variation. Below
are tables detailing our DeepSVDD model architectures.

MNIST DeepSVDD
Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 28x28x1
Conv2D 8 5X5 28x28x8
Batch Norm N/A N/A 28x28X8
Leaky ReLU N/A N/A 28X28x8
Max Pooling N/A 2x2 14x14x8
Conv2D 4 5X5 14x14x4
Batch Norm N/A N/A 14x14x4
Leaky ReLU N/A N/A 14x14x4
Max Pooling N/A 2x2 TXTX4
Flatten N/A N/A 196
Dense 32 N/A 32
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CIFAR10 DeepSVDD

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 32x32x3
Conv2D 32 5%X5 32x32x32
Batch Norm N/A N/A 32X32X32
Leaky ReLU N/A N/A 32x32x32
Max Pooling N/A 2x2 16x16x32
Conv2D 64 5X5 16x16x64
Batch Norm N/A N/A 16x16x64
Leaky ReLU N/A N/A 16x16x64
Max Pooling N/A 2x2 8x8x64
Conv2D 128 5%5 8x8x128
Batch Norm N/A N/A 8x8x128
Leaky ReLU N/A N/A 8x8x128
Max Pooling N/A 2x2 4x4x128
Flatten N/A N/A 2048
Dense 128 N/A 128

Lipschitz MNIST DeepSVDD

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 28x28x1
SpectralConv2D 8 5%5 28X28X8
Leaky ReLU N/A N/A 28X28xX8
Max Pooling N/A 2x2 14x14x8
SpectralConv2D 4 5%5 14x14x4
Leaky ReLU N/A N/A 14x14x4
Max Pooling N/A 2x2 TXT7X4
Flatten N/A N/A 196
Dense 32 N/A 32
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Lipschitz CIFAR10 DeepSVDD

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 32x32x3
SpectralConv2D 32 5%5 32x32x32
Leaky ReLU N/A N/A 32x32x32
Max Pooling N/A 2x2 16x16x32
SpectralConv2D 64 5%5 16x16x64
Leaky ReLU N/A N/A 16x16x64
Max Pooling N/A 2x2 8x8x64
SpectralConv2D 128 5X5 8x8x128
Leaky ReLU N/A N/A 8x8x128
Max Pooling N/A 2x2 4x4x128
Flatten N/A N/A 2048
Dense 128 N/A 128

4.4 AnoGAN

The AnoGAN was first proposed by Schlegl et. al. [59], but they refrain from
making concrete suggestions for the architecture of this GAN, furthermore
they test their AnoGAN on a completely different data set from ours. For this
reason, we follow in the footsteps of Ruff et. al. yet again [56], as they train
and test an AnoGAN for the sake of comparison to their DeepSVDD model.
Therefore we base the general architecture on the DCGAN of Radford et. al.
[54]. As such we use the Adam optimizer with a batch size of 128. This time we
alter the hyperparameter g, to be 0.5 instead of its default value of 0.9. We train
the MNIST DCGANSs for 20 epochs and CIFAR10 DCGANS for 50 epochs before
beginning the iterative AnoGAN process of finding latent values for each sam-
ple. For this step we do 500 iterative backpropagation steps per sample just like
Schlegl et. al citeDBLP:journals/corr/SchleglSWSL17. For the LeakyReLUs, as
opposed to the previous models we set an « of 0.2 and use a learning rate of
0.0002. Finally all the weights are initialized from a normal distribution with a
mean of 0 and a standard deviation of 0.02. All of these changes are according
to The particular composition of layers and filters are according to Metz et. al.
[45], who train a GAN for MNIST and CIFAR10 datasets. If it is not clear from
analyzing the output sizes in the tables below, every convolutional layer has a
stride of 2.
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46

MNIST Generator
Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 256
Dense 8192 N/A 8192
Batch Norm N/A N/A 8192
ReLU N/A N/A 8192
Reshape N/A N/A 4x4x512
Conv2DTranspose 256 3x3 8x8%x256
Batch Norm N/A N/A 8x8x256
ReLU N/A N/A 8x8x256
Convz2DTranspose 128 3x3 16x16x128
Batch Norm N/A N/A 16x16x128
ReLU N/A N/A 16x16x128
Conv2DTranspose 64 3x3 32x32x64
Batch Norm N/A N/A 32x32x64
ReLU N/A N/A 32x32x64
Conv2D 1 5X5 28x28x1
Tanh N/A N/A 28x28X1
Conv2D 3 3x3 32x32x3
Tanh N/A N/A 32x32x3

MNIST Discriminator

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 28x28x1
Conv2D 64 3x3 14x14x64
Input N/A N/A 32x32x3
Conv2D 64 3x3 16x16x64
LeakyReLU N/A N/A 14x14x64
Conv2D 128 3x3 TXTX128
Batch Norm N/A N/A TXTX128
LeakyReLU N/A N/A 7X7x128
Conv2D 256 3x3 4x4x256
Batch Norm N/A N/A 4X4x256
LeakyReLU N/A N/A 4x4x256
Flatten N/A N/A 4096
Dense 1 N/A 1
Sigmoid N/A N/A 1
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CIFAR10 Generator
Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 256
Dense 8192 N/A 8192
Batch Norm N/A N/A 8192
ReLU N/A N/A 8192
Reshape N/A N/A 4x4x512
Conv2DTranspose 256 3x3 8x8x256
Batch Norm N/A N/A 8x8x256
ReLU N/A N/A 8X8x256
Convz2DTranspose 128 3x3 16x16x128
Batch Norm N/A N/A 16x16x128
ReLU N/A N/A 16x16x128
Conv2DTranspose 64 3x3 32x32x64
Batch Norm N/A N/A 32x32x64
ReLU N/A N/A 32x32x64
Conv2D 3 3x3 32x32x3
Tanh N/A N/A 32x32x3

CIFAR10 Discriminator

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 32x32X3
Conv2D 64 3X3 16x16x64
LeakyReLU N/A N/A 16x16x64
Conv2D 128 3x3 8x8x128
Batch Norm N/A N/A 8x8x128
LeakyReLU N/A N/A 8x8x128
Conv2D 256 3x3 4x4x256
Batch Norm N/A N/A 4X4x256
LeakyReLU N/A N/A 4x4x256
Flatten N/A N/A 4096
Dense 1 N/A 1
Sigmoid N/A N/A 1
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Lipschitz MNIST Generator

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 256
SpectralDense 8192 N/A 8192
ReLU N/A N/A 8192
SpectralDense 4096 N/A 4096
ReLU N/A N/A 4096
SpectralDense 2048 N/A 2048
ReLU N/A N/A 2048
SpectralDense 1024 N/A 1024
ReLU N/A N/A 1024
SpectralDense 784 N/A 784
Tanh N/A N/A 784
Reshape N/A N/A 28x28x1

Lipschitz MNIST Discriminator

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 28x28x1
SpectralConv2D 64 3x3 14x14x64
LeakyReLU N/A N/A 14x14x64
SpectralConv2D 128 3x3 7X7x128
LeakyReLU N/A N/A 7X7X128
SpectralConv2D 256 3x3 4x4x256
LeakyReLU N/A N/A 4x4x256
Flatten N/A N/A 4096
SpectralDense 1 N/A 1
Sigmoid N/A N/A 1
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Lipschitz CIFAR10 Generator

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 256
SpectralDense 8192 N/A 8192
ReLU N/A N/A 8192
SpectralDense 6312 N/A 6312
ReLU N/A N/A 6312
SpectralDense 4608 N/A 4608
ReLU N/A N/A 4608
SpectralDense 3072 N/A 3072
Tanh N/A N/A 3072
Reshape N/A N/A 32x32x3

Lipschitz CIFAR10 Discriminato

Layer Number of | Kernel Output Size

Neurons/-

Filters
Input N/A N/A 32x32x3
SpectralConv2D 64 3x3 16x16x64
LeakyReLU N/A N/A 16x16x64
SpectralConv2D 128 3x3 8x8x128
LeakyReLU N/A N/A 8x8x128
SpectralConv2D 256 3x3 4x4X256
LeakyReLU N/A N/A 4x4x256
Flatten N/A N/A 4096
SpectralDense 1 N/A 1
Sigmoid N/A N/A 1
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Two experiments are performed. The second experiment is the main exper-
iment, where we, similar to Ruff et. al. [56], have an experiment for each
class of MNIST and CIFAR10, where one class is treated as normal and the rest
anomalous. In this specific experiment we are trying to assess the effects of
a Lipschitz constraint on our three anomaly detection algorithms, comparing
their performance and measured metrics to the standard versions. As we have
detailed in the previous section, many of our hyperparameter choices are based
on prior work and research and this was done intentionally to limit the amount
of hyperparameters to optimize. The main hyperparameter that we have, how-
ever, is the global Lipschitz constant for our Lipschitz continuous models. Thus
the first experiment is to find a suitable Lipschitz constant for each model type.
This initial experiment is less comprehensive than the second and simply serves
to give us both an idea of the effect of different Lipschitz constants on these
models and which Lipschitz constants perform the best.

We measure the performance of these anomaly detection algorithms with
two metrics. The first being the ROC-AUC. This stands for the Reveiver Oper-
ating Characteristic Area Under Curve. The ROC-AUC plots the true positive
rate, the rate at which the model correctly predicts the positive class (in our
case the positive class is the normal class) and plots this against the false pos-
itive rate. Which is the rate at which the model incorrectly predicts the posi-
tive class, i.e. anomalies are classified as normal. The area under this curve is
then the ROC-AUC and can measure from 0.0 to 1.0. A 0.0 would signify that
the model’s predictions are completely wrong in all cases, whereas a 1.0 is the
opposite, a classifier that is completely correct. The only other value for the
ROC-AUC that is of particular note is 0.5, which would indicate that the model
is more-or-less random in its behavior. The ROC-AUC is the main performance
metric that we use to assess the accuracy of our models.

The second metric is a robustness metric. Robustness can be difficult to mea-
sure, luckily Lipschitz continuity provides certifiable robustness for models, so
there is no doubt that our Lipschitz continuous models are more robust than
their standard counterparts, when they function. The point of the robustness
metric is to gain some insight into how much more robust, in a quantitative
sense, they are. Trying to use equation (3.2) to prove the size of the margin for
every sample would be computationally expensive and as we will detail later in
this section, this would therefore not have been a viable metric, as we already
run into issues with computation time. Thus we settle on a much simpler met-
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ric, namely for input samples x and y:

1) = F@Il2
e (5.1)

This is simply another formation for the definition of Lipschitz continuity with
respect to the L2-norm. Here the norm of the difference between two outputs is
divided by the norm of their inputs to achieve an approximate lower bound on
the Lipschitz constant. In order for this calculation to be computationally effi-
cient, we simply calculate as many of these individual robustness calculations
as can be done in 15 seconds. We use data from the test set for these compu-
tations. Then we take the highest value calculated, being that this metric is a
lower bound, and repeat this process 10 times in total for a total of 150 seconds
of computation time. At the end we have a list of 10 lower bounds for the Lip-
schitz constant and the largest among them becomes our approximate lower
bound for the model. The reason we do not simply calculate the lower bound
in one 150 second chunk, is so that we can use the standard deviation of this
list of 10 lower bounds to assess how often the highest value or a value nearing
the highest value was calculated. If the maximum lower bound was able to be
calculated in multiple iterations then the distance (in standard deviations) of
this maximum from the mean of the list of 10 lower bounds will naturally be
lower. This allows us to assess the trustworthiness of our metric, as a lower
distance from the mean will indicate that the value calculated is the highest
lower bound that would be able to be calculated from the data.

So as stated, due to the inherent inexact nature of this metric, we provide
alongside the calculated lower bound for the Lipschitz constant also the amount
of standard deviations this value is from the mean of the values calculated
through this process. For the vast majority of the robustness values, they lie
within three standard deviations of the mean, which indicates quite a bit of
variation for a list of 10 values. Nonetheless three standard deviations is not
too egregious, it does however indicate that some models likely only found
their maximum lower bound in one or two of the iterations. In these instances,
more time could have been allotted to derive a stricter lower bound. These
standard deviations simply serve to grant greater insight into the validity of
this metric.

While the ROC-AUC can be used to compare different models with each
other in terms of raw accuracy, our robustness metric’s raw value means rel-
atively little to us. The metric can only really be used to evaluate models in a
comparative sense. For this reason we will only use our robustness metric to
compare Lipschitz versions of models with their standard counterparts. We will
not, for instance, be comparing the robustness metric of one Lipschitz model
with another Lipschitz model. This also aligns with our goal, to identify and
measure the changes caused by enhancing the robustness of these models via
Lipschitz continuity. It is not within our purview to identify the "best” Lip-
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schitz model. While we may comment on which models achieve the highest
ROC-AUC, we will not make claims as to which is the most robust.

For all DCAEs and DeepSVDD models we preprocess the images via global
contrast normalization with the 1-norm. This subtracts the mean from each
image and then rescales the image so that their standard deviation is some con-
stant value. After this we rescale the normalized images to the range of [0,1]
with min-max-scaling [56]. For the AnoGAN the images are simply scaled to
the range [-1,1], which is the same as the hyperbolic tangent activation func-
tion [54].

Thus we will spend the first section detailing our first experiment, showing
our results and analyzing them. Then we will move onto the second, more
comprehensive experiment. Here we will similarly discuss our results and also
perform an analysis on the affect Lipschitz continuity has on these models, as
well as explaining and investigating strange behavior observed in our experi-
ments.

5.1 Deriving Suitable Lipschitz Constants

As previously stated, the goal of this experiment is to gain insight into how
changing the Lipschitz constant effects these Lipschitz continuous models. Ad-
ditionally we want to identify an “optimal” constant for use in the second ex-
periment. First of all we have a selection of seven Lipschitz constants that we
test on both the MNIST and CIFAR10 versions of our models. We wanted to
have a rather wide breadth of constants to test, so we chose 0.5, 1, 2, 5, 10, 50,
and 100. These represent the global Lipschitz constants for these models and
as clarified in Section 4.1, for a model with n Deel-Lip layers, the nth root of
this global constant is distibuted to the n layers. For any layer that is not di-
rectly from Deel-Lip, like ReLU, which is offered by Tensorflow, they are all
1-Lipschitz so as not to change the global constant.

For each model we train them according to the parameters from Section 4
on one class. This class is the 0 class for both datasets, so for MNIST it is the
number 0 and for CIFAR1o it is an airplane. These models are trained with
these classes only and then are tested using the entire test data set offered by
each, which in both cases is 10,000 data points. All other classes that are not
the 0 class are treated as anomalous. We choose the normal class 0 arbitrarily
and any other class could have realistically been chosen. If time were not a
consideration one could calculate these very same metrics for each class, which
would have taken ten times the computational time. For the DCAE and both
DeepSVDD models, they are trained and tested 3 separate times and the mean
of their ROC-AUC from these 3 iterations is calculated along with the standard
deviation. For the robustness metric, we take the max value for the lower bound
from these 3 iterations instead. As stated before, the distance of this value from
the mean, measured in standard deviations, is also supplied.
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The AnoGAN is treated differently from these other models however. Rather
early on in our experiments, we were able to identify that the AnoGAN algo-
rithm is very expensive in terms of computational time. For an allotted time
period of two weeks, the CIFAR10 AnoGAN was not able to complete one full
iteration through all of the test data, while the MNIST version completed near
the end of this time period. This is corroborated by Mattia et. al. [44], who also
note that the computation time for the AnoGAN algorithm as a major weak-
ness. For this reason, we limited the size of the test data to only 1000 samples
instead of using the entire data set. We filtered out the 1000 samples out of
the test data set according to a seed which we defined to be 1234 for all our
GAN experiments. Even in the next main experiment we use this same seed.
Additionally for this experiment only we perform just one iteration of training
and testing instead of three. This was done in order to ensure that a suitable
Lipschitz constant could be derived in time, as the second experiment could not
begin until this one ended.

5.1.1 Results

The results of the first experiment are listed in two tables below. The first in-
cludes information on the ROC-AUC, while the second table contains the ro-
bustness metric.

Data Set | Lip. Const DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
0.5 80.7 +0.1 29.2 1.9 56.1 +£3.0 80.1
1.0 83.9 +0.1 30.5 +2.9 54.2 +2.5 95.1
2.0 90.9 +0.1 29.1 +2.7 52.7 +2.7 91.7

MNIST | 5.0 92.5 +0.1 77.0 £13.2 82.5 +2.3 81.0
10.0 84.9 +0.7 96.3 +£1.2 03.8 £1.0 89.1
50.0 98.7 +0.1 97.2 +0.3 97.1 0.9 81.3
100.0 98.9 +0.1 97.3 £0.8 96.8 +0.8 85.0
0.5 45.5 +0.3 40.0 +1.5 44.5 +0.2 61.7
1.0 48.1 +0.1 39.4 +1.1 44.4 +0.8 56.0
2.0 53.2 £0.2 40.3 +1.7 58.3 0.9 65.0

CIFAR10]| 5.0 61.2 +0.4 54.7 +1.4 59.1 +1.6 61.2
10.0 65.1 £0.4 53.9 £1.9 58.0 +0.8 60.1
50.0 61.9 +2.2 56.9 +1.4 62.1 £1.2 62.7
100.0 59.5 0.2 61.6 +1.4 63.4 +1.1 49.3
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Data Set | Lip. Const DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
0.5 0.032 0.041 0.064 0.068
(1.555 o) (1.851 0) (1.605 o) (0.500 o)
1.0 0.066 0.072 0.106 0.064
MNIST (1.916 o) (1.801 0) (1.256 o) (0.968 o)
2.0 0.128 0.145 0.227 0.072
(2.034 o) (1.753 o) (2.055 o) (0.816 o)
5.0 0.309 0.331 0.311 0.054
(1.672 0) (1.506 o) (2.012 0) (0.333 0)
10.0 0.536 0.237 0.221 0.069
(1.588 o) (2.054 0) (1.165 o) (0.500 o)
50.0 1.127 0.251 0.238 0.066
(1.488 o) (1.776 o) (1.476 o) (0.423 0)
100.0 1.228 0.301 0.323 0.070
(1.722 0) (1.571 0) (1.629 o) (0.500 o)
0.5 0.008 0.043 0.034 0.110
(2.217 o) (2.073 o) (1.896 0) (0.655 o)
1.0 0.016 0.087 0.067 0.059
CIFAR10 (2.500 o) (2.526 o) (1.528 o) (0.722 o)
2.0 0.032 0.159 0.141 0.111
(2.089 o) (1.403 o) (2.406 o) (0.655 o)
5.0 0.075 0.184 0.151 0.115
(1.697 o) (2.229 0) (1.723 0) (0.654 0)
10.0 0.367 0.180 0.154 0.083
(1.963 0) (1.973 0) (2.214 o) (0.803 0)
50.0 0.985 0.149 0.124 0.120
(2.322 0) (2.022 0) (2.536 0) (0.515 0)
100.0 1.002 0.136 0.121 0.143
(1.319 0) (2.209 o) (1.584 o) (0.655 o)

Through this initial experiment we found that the AnoGAN, specifically the
DCGAN that it uses to perform anomaly detection with, suffered mode collapse
with every Lipschitz constant and with both data sets. Mode collapse occurs
when the Generator of a GAN begins to create only a small set of images that it
has identified as being able to fool the Discriminator [71]. The Generator then
fails to capture the underlying distribution of the data as it becomes "stuck”
creating a limited set of outputs.

Figure 5.1 shows an example of the DCGAN’s output after 20 epochs of train-
ing on the normal class of 0. While it does clearly generate zeros, each indi-
vidual image in the figure is fed a different randomized latent noise and should
thus generate a different image of a 0 for each image. This is clearly not the case
as it generates the same image regardless of the noise it’s given. Mode collapse
is a relatively common failure state for GANs that are somewhat notorious for

55



5 Experiments

IRRRRR
[olelele
[elelele
[olelele
[elelelele
olololelolelele
olololelolelele
alolololololole

210
210
210
210

olololo
o
o
o
o

.
:

.
.

BEEEE
BEEEE
BEEEE

.
.
.
.
.

1010
21010
1010
21010

210

>
21010
1010

Figure 5.1: An example of mode collapse from a 1-Lipschitz MNIST AnoGAN.

having difficult training.

We also observe that the standard deviation for the 5-Lipschitz MNIST Soft-
Boundary DeepSVDD model is strangely high. The first iteration achieved an
ROC-AUC of 60.7, then the second 93.1 and finally 77.1 in the third. The reason
for this is unknown, but is indicative of the model having a relatively large
error rate and thus makes it unfit for a choice as a Lipschitz constant.

It can also be perceived that the ROC-AUCs for the CIFAR10 models are usu-
ally much lower. In fact a sizable amount of the CIFAR10 models, especially the
ones with low Lipschitz constants, perform worse than a model with random
behavior. The reason for this is the complexity of the data. The MNIST digits
are grayscale and are only 28x28, whereas the CIFAR10 images are RGB images
with three color channels. Additionally the images are larger at 32x32. These
two differences mean that the CIFAR10 images are more complex in nature and
thus it is generally more difficult for a neural network to find a good function
that approximates them. Especially with lower Lipschitz constants, the models
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lack the expressiveness to capture the complexity of the data and thus achieve
particularly bad performance.

Additionally we observe that generally as the Lipschitz constant increases,
the ROC-AUC also increases. This is to be expected as the larger the Lipschitz
constant, the less constrained a model is and the easier it will be to find an
optimum. The size of a Lipschitz constant should theoretically correlate directly
with the robustness of a model. A smaller Lipschitz constant leads to a more
robust, constrained model, that may suffer in terms of expressiveness which
translates to poorer performance metrics. A larger Lipschitz constant should
lead to a less robust model that performs better.

Finally we need a way to determine which Lipschitz constant should be cho-
sen for the second experiment. Thus we developed a rather simple score for
determining a suitable constant. For a set of seven models
M = {M0.5,M1.0, Mo o, M5.0, M10.0, M50.0, MlOO.O} and a set of ROC-AUC scores R =
{Ri|i € M}, as well as lower Lipschitz bounds L = {L;|i € M}:

(R 1 L;
max(R; — — -
i ' 20 maxL

) (5-2)

We do not want to only evaluate the models based on how high the ROC-AUC
is. So instead we create a score that finds the constant that maximizes equation
(5.2). We divide the robustness metric L; by the maximum metric calculated for
the model across all Lipschitz constants, so that it is on the same range as the
ROC-AUC ([0,1]). Then we weigh the robustness metric less as we still want
the dominant deciding factor to be the ROC-AUC. The constant 5; can be made
smaller or larger depending on how one wants to weigh either component of
the equation. Ideally we find a lipschitz constant that creates a model with both
a high ROC-AUC and a relatively low robustness metric, which translates to
higher robustness.
In the end we determine to use the following Lipschitz constants:

Data Set | DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
MNIST 2.0 50.0 50.0 1.0
CIFAR10 | 10.0 100.0 100.0 2.0

5.1.2 Analysis

Here we would like to do further analysis on some of the observations we have
made in the previous subsection. First we would like to further discuss the
mode collapse that the AnoGAN models suffer from. Upon further investiga-
tion into the possible cause of the mode collapse, we have determined that this
failure of the model is likely based on the architecture of the DCGAN. As we
have previously mentioned, Radford et. al. come up with a few guidelines for
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building successful DCGANSs [54]. One of those is the use of Batch Normaliza-
tion, which they state helps to stabilize training and avert mode collapse. Our
Lipschitz AnoGAN models, however, do not use Batch Normalization. They
cannot use Batch Normalization due to the architectural constraints imposed
by Deel-Lip. As we have previously mentioned, the rescaling that Batch Nor-
malization performs is not necessarily 1-Lipschitz. The most likely cause of the
mode collapse is the lack of Batch Normalization. This is difficult to test, as
we cannot simply add Batch Normalization to these models because they are
incompatible with Deel-Lip layers. We do know that our standard AnoGAN:Ss,
which have standard DCGANs with Batch Normalization do not suffer mode
collapse. Pictured below are two figures, which show the loss curves of a suc-
cessful DCGAN and a DCGAN suffering mode collapse. It can be observed
that the standard DCGAN ”cleanly” moves towards an optimum, whereas the
Lipschitz DCGAN seemingly finds a single solution that can reliably fool the
Discriminator and sticks with it.

== Discriminator

407 = Generator

354

3.0 4

2.5+

Loss
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Figure 5.2: Loss of a successful standard DCGAN
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Figure 5.3: Loss of a Lipschitz DCGAN suffering mode collapse

Another strange behavior is that, although the Lipschitz AnoGANs univer-
sally suffer from mode collapse, their ROC-AUCs are relatively high consider-
ing this fact. This is due to two reasons. One of which is, although the model
suffers from mode collapse, as visible in Figure 5.1, it still learns how to generate
an image that resembles the trained upon class. When the AnoGAN peforms
its iterative reverse mapping for a latent value that generates an image as close
to the test sample as possible, this entire process is essentially invalidated, be-
cause no matter the latent value, the same image is generated. Nonetheless
when this image is compared to other images of the same class it will likely
look more similar to them than the anomalous images, thus leading to a rela-
tively high ROC-AUC. The second reason is specific to the MNIST AnoGAN.
We have already covered that we use the 0 class as the normal class for all these
models. A consequence of this is that the 0 class for MNIST is the digit 0 rather
obviously. What is important here to consider is that the numbers 0 and 1 are
rather unique among the MNIST digits in that their structure is particularly
easily identifiable. The other digits have naturally less resemblance to these
numbers as well. So a compounding reason for why the ROC-AUC is so high
is that the digit 0 is particularly easily identifiable.

We also notice that, quite oddly, for both DeepSVDD models, as the Lips-
chitz constant reaches 10.0 and higher, the robustness metric has a tendency to
decrease. As our robustness metric is simply an approximate lower bound of
the global Lipschitz constant of the model, one would expect this value to raise
as the global Lipschitz constant increases. This is indeed what we observe for
the DCAEs and AnoGANS, although the AnoGANSs should likely not be consid-
ered due to their failure. It is possible that with larger Lipschitz constants, the
model finds that the most optimal function to approximate generates outputs
that are somewhat squeezed within a constrained range. The Lipschitz con-
stant only guarantees the maximum variation in the ouput not the minimum
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after all. We find this difficult to believe, but the DeepSVDD models, unlike the
DCAE and GANs do not produce image outputs and thus it is a bit more diffi-
cult to identify why the outputs sampled would be more similar in models with
larger Lipschitz constants. It is also possible that due to the nature of how we
calculated our robustness metric that the “furthest” outputs were simply not
randomly sampled within the 150 seconds of calculation time and it is likely
that more time should have been given.

In a similar vein it can also be observed that, although the growth of the
Lipschitz constant is correlated with the growth in performance via the ROC-
AUC, it is not a linear correlation. This is not indicative of a problem or failure
of the models, it is simply an observation we made. For example, doubling
the Lipschitz constant from 1.0 to 2.0 for the MNIST DCAE, leads to about an
8.3% growth in the ROC-AUC, however between 2.0 and 5.0, which is more
than double the Lipschitz constant, only a growth of 1.5% can be observed. For
this very reason we did not want to choose a Lipschitz constant purely based
on the ROC-AUC, because, for instance the Soft-Boundary DeepSVDD model
achieves the highest ROC-AUC with a Lipschitz constant of 100.0. This constant
is double the next lowest constant of 50.0, which achieves an ROC-AUC, that is
only 0.1% worse.

We also find a general correlation between the size of the Lipschitz constant
and the minimum loss attained at the end of training. This phenomenon is
represented in all the Lipschitz models, but is most clearly recognizable in the
DCAEs. Logically this observation makes sense. As we have already covered, a
smaller Lipschitz constant constrains a model’s learning and can lead to a lack
of expressiveness. This smaller Lipschitz constant can prevent a model from
achieving an “optimal” setting for its free parameters, thus causing the loss
to remain high in magnitude at the end of training. As we evaluated which
Lipschitz constant we should choose purely based on the ROC-AUC and our
robustness metric, the Lipschitz constant choice of 2.0 for the DCAE is one that
still has a rather high loss.
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Figure 5.4: DCAE Loss with Lipschitz constant of 2.0
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Figure 5.5: DCAE Loss with Lipschitz constant of 10.0
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Figure 5.6: DCAE Loss with Lipschitz constant of 50.0

We finally note that both variants of the DeepSVDD models appear to require
a higher Lipschitz constant of at least 10.0 to achieve good performance. In fact,
for any Lipschitz constant smaller than 5.0 there seems to be quite a notable
drop in performance. It is likely that our center for all Lipschitz DeepSVDD
models being initialized around the latent point 1 leads to the models with lower
Lipschitz constants performing much worse. A bad center initialization can
lead to the enclosing hypersphere containing many anomalies or not being
able to cover enough normal samples. This drives down the true positive rate
and drives up the false positive rate, lowering the ROC-AUC.

5.2 Measuring Performance Changes

In this experiment we seek to understand the differences between standard
and Lipschitz continuous models. For each class present in MNIST and CI-
FAR10, we have an experiment where that class is treated as normal and all
others anomalous. For each of these, three iterations are performed in order
to achieve a standard deviation and mean for our performance metrics. This
time the AnoGAN also has three iterations for each class as opposed to the last
experiment. However all the AnoGAN models, whether standard or Lipschitz,
just as in the last experiment are limited to 1000 test samples with the seed 1234.

5.2.1 Results

The first two tables listed here depict the ROC-AUC and lower Lipschitz bound
for each standard model when treating the listed class as normal. These statis-
tics serve as a baseline for us to compare our Lipschitz models to.
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Data Set | Normal Class DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
0 98.5 + 0.1 98.3 + 0.2 98.0 + 0.6 93.3 + 1.8

1 99.4 + 0.0 99.6 + 0.1 99.6 + 0.0 99.5 + 0.3

2 89.1 £ 0.5 89.8 + 0.9 01.3 £ 0.4 74.2 + 2.0

3 901.1 £ 0.5 90.6 + 1.2 91.6 + 1.4 78.7 £ 2.4

MNIST 4 93.4 + 0.8 93.8 + 0.8 93.7 + 0.2 82.9 + 1.1
5 87.4 £ 0.7 87.8 +1.8 87.9 £ 2.4 78.4 + 3.0

6 06.5 + 0.0 08.3 £ 0.3 08.4 + 0.2 93.4 + 1.1

7 93.9 £ 0.0 93.1 £ 0.2 04.2 + 0.2 90.7 + 1.3

8 89.5 + 0.6 02.6 £ 1.4 93.0 = 0.5 68.0 + 0.7

9 95.1 + 0.1 95.2 + 0.7 95.1 + 0.7 86.8 + 0.8

CIFAR10 airplane 59.0 + 0.3 62.5 + 1.2 61.8 + 1.0 63.2 + 2.4
automobile  49.6 + 0.2 60.5 + 0.5 59.8 + 1.0 44.9 + 1.2

bird 48.2 £ 0.1 47.8 £ 1.0 48.7 £ 0.5 64.9 + 0.6

cat 58.8 + 0.1 54.9 = 0.3 56.6 = 0.3 51.6 + 2.9

deer 47.6 + 0.1 55.5 + 0.5 54.3 = 0.2 70.6 + 1.7

dog 61.4 £ 0.3 61.1 + 1.1 62.7 £ 0.5 50.9 = 1.4

frog 40.1 + 0.3 60.9 + 0.7 58.6 + 0.5 66.8 + 2.4

horse 54.6 £ 0.2 60.4 + 0.1 60.3 £ 0.7 52.3 + 0.7

ship 74.7 + 0.1 73.6 £ 0.7 71.6 + 2.3 68.1 + 2.3

truck 59.7 £ 0.3 65.9 + 0.2 65.5 £ 0.4 51.6 + 2.2
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Data Set | Normal Class DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
o] 1.400 0.792 0.796 4.783
(1.630 o) (2.391 0) (2.365 o) (0.500 o)
1 1.631 1.336 1.494 3.382
(2-6985 o) (1-5167 o) (2-61647 o) (0.355 o)
2 1.33 0.77 0.662 5.594
MNIST (1.984 o) (2.264 o) (1.683 o) (1.224 0)
3 1.459 0.806 0.794 4.697
(1.906 o) (1.659 o) (1.542 0) (0.655 o)
4 1.334 1.253 1.125 4.511
(1.923 o) (2.348 o) (1.319 0) (0.500 o)
5 1.313 0.950 0.810 4.900
(2.157 0) (1.836 o) (1.460 o) (0.739 o)
6 1.459 0.741 0.655 4.538
(1.679 o) (2.402 o) (2.258 o) (0.655 o)
7 1.450 0.711 0.661 4.220
(2.059 o) (1.885 o) (1.943 0) (0.500 o)
8 1.409 0.759 0.668 4.616
(2.193 o) (2.222 0) (1.624 o) (0.655 o)
9 1.588 1.104 1.136 4.115
(1.709 o) (1.694 o) (2.388 o) (0.816 o)
CIFAR10 | airplane 1.032 0.576 0.522 3.684
(2.0780)  (1.449 0) (1.233 o) (0.333 o)
automobile 1.011 0.680 0.724 3.076
(2.120 0) (2.386 o) (1.953 0) (0.333 o)
bird 1.017 0.632 0.608 2.898
(2.093 o) (1.287 o) (2.716 o) (0.500 o)
cat 1.010 0.849 0.864 2.548
(1.545 o) (1.624 o) (1.498 o) (0.500 o)
deer 1.019 0.989 1.025 2.106
(1.4290)  (1.348 0) (1.485 0) (0.485 o)
dog 1.008 0.746 0.809 2.080
(2.6790)  (1.977 0) (1.447 o) (0.372 0)
frog 1.025 1.122 1.252 2.895
(1.6450)  (1.760 0) (1.944 o) (0.998 o)
horse 1.008 0.872 0.903 3.307
(1.762 o) (2.660 o) (2.267 o) (0.655 o)
ship 1.011 1.001 1.020 2.015
(2.032 o) (1.805 o) (2.556 o) (0.809 o)
truck 1.014 0.653 0.741 2.479
(1.661 o) (1.785 o) (1.574 o) (0.483 o)
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The next two tables depict the performance and robustness metrics for our
Lipschitz models that are using the Lipschitz constants derived from the last

experiment.
Data Set | Normal Class DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
0 90.9 + 0.3 97.3 + 0.8 96.7 + 0.3 90.8 + 5.0
1 08.7 £ 0.0 97.6 £ 0.4 08.5 £ 0.6 98.3 £ 0.3
2 81.6 + 0.6 88.6 + 3.0 82.8 + 2.3 66.2 + 7.2
3 89.5 £ 0.1 87.3 +1.8 83.9 + 1.2 74.8 £ 7.2
MNIST 4 86.6 + 0.5 93.3 + 1.0 90.7 + 1.7 82.0 £ 3.6
5 81.1 + 0.8 84.5 + 1.2 81.8 + 2.2 63.9 + 7.2
6 82.8 + 0.2 97.5 + 0.6 94.7 = 1.0 79.5 + 3.4
7 74.5 £ 0.5 00.0 + 0.3 90.0 + 2.3 89.2 + 3.1
8 87.1 £ 0.3 89.3 + 2.5 85.5 + 1.4 66.5 + 3.4
9 72.5 + 0.3 92.4 + 0.1 89.3 + 0.3 80.0 + 6.4
CIFAR10 airplane 65.7 + 0.7 61.3 + 1.3 64.8 + 0.4 64.6 + 2.7
automobile  63.2 + 0.4 63.2 + 1.1 62.6 + 1.5 41.6 £ 5.2
bird 48.2 £ 0.7 50.4 + 1.6 48.3 £ 1.7 57.6 + 1.9
cat 59.9 + 0.4 56.9 + 0.8 57.2 £ 1.1 55.0 2.3
deer 57.4 £ 1.1 57.0 = 0.7 57.3 + 3.4 72.9 £ 1.2
dog 63.6 + 0.8 62.2 + 1.1 62.5 £ 0.4 53.1 + 3.2
frog 65.6 + 0.6 69.2 + 1.5 65.3 + 1.8 69.3 + 1.5
horse 64.6 £ 0.1 62.7 £ 2.3 65.3 £ 2.3 55.0 = 2.6
ship 80.1 + 0.3 73.0 £ 0.4 75.2 + 0.4 62.0 + 2.5
truck 75.5 + 0.1 71.4 £ 0.6 71.2 £ 0.2 55.7 £ 4.2
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Data Set | Normal Class DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
o] 0.127 0.256 0.287 0.075
(2.129 o) (1.560 o) (2.315 0) (0.333 o)
1 0.165 0.536 0.658 0.067
(1.839 o) (1.880 o) (1.288 o) (0.500 o)
.116 0.332 0.470 0.080
MNIST | 2 o-11
(1759 0)  (1.6130) (1.933 0) (0.333 0)
3 0.119 0.326 0.461 0.073
(1.942 o) (1.530 0) (2.100 0) (0.816 0)
4 0.138 0.349 0.309 0.087
(1.3980)  (1.997 0) (1.706 o) (0.424 o)
5 0.115 0.324 0.383 0.097
(1.502 o) (1.825 0) (1.702 o) (0.500 o)
6 0.140 0.304 0.420 0.098
(1.9340)  (2.479 0) (1.929 o) (0.647 o)
7 0.144 0.281 0.259 0.067
(1.669 o) (2.792 o) (2.223 0) (0.500 o)
8 0.126 0.303 0.307 0.072
(2.018 o) (2.042 o) (2.175 o) (1.342 o)
9 0.144 0.301 0.241 0.077
(2.636 o) (1.616 o) (2.631 o) (1.000 o)
CIFAR10 | airplane 0.354 0.138 0.094 0.104
(1.920 0) (1.593 o) (1.693 0) (0.500 o)
automobile 0.431 0.103 0.093 0.169
(1.998 o) (1.710 0) (2.059 o) (0.655 o)
bird 0.300 0.150 0.111 0.089
(1.415 0) (2.522 0) (1.780 o) (0.571 o)
cat 0.448 0.104 0.080 0.131
(1.762 o) (1.863 o) (1.729 o) (0.333 0)
deer 0.434 0.087 0.066 0.157
(1.8230)  (1.4450) (2.674 o) (0.333 0)
dog 0.445 0.100 0.074 0.145
(1.963 o) (2.117 o) (1.984 o) (0.627 o)
frog 0.436 0.127 0.100 0.145
(1.8490)  (2.1970) (1.365 o) (0.655 o)
horse 0.385 0.135 0.122 0.121
(1.331 0) (1.765 o) (2.056 o) (0.500 o)
ship 0.457 0.172 0.152 0.099
(1.85309)  (1.560 0) (1.767 o) (0.997 o)
truck 0.398 0.106 0.087 0.089
(1.898 o) (1.690 o) (2.059 o) (0.655 o)
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5.2.2 Analysis

The mean ROC-AUC score over all normal classes attained by all standard mod-
els is listed in the table below.

Data Set | DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN

MNIST 93.4 93.9 93.9 84.6
CIFAR10 | 55.4 60.3 60.0 58.5

Below this is a table for the mean ROC-AUC for each Lipschitz continuous
model.

Data Set | DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
MNIST 84.5 91.8 89.4 79.1
CIFAR10 | 64.4 62.7 63.0 58.7

It can be clearly observed that the MNIST standard models perform better
than the Lipschitz versions. This is to be expected based on Section 3.2, which
states that robustness and accuracy are often somewhat at odds. In order to
obtain robustness one often needs to make a trade-off for lower general perfor-
mance. The MNIST DCAE performs 10.5% better than the corresponding Lip-
schitz DCAE, while the MNIST DeepSVDD Soft-Boundary and One-Class are
only 2.3% and 5.0% better respectively. It is possible that the standard DCAE
outperforms the Lipschitz version by such a large value due to the difference
in architecture of their decoder. The difference in reconstruction quality can
be visualized in Figure 5.7 and Figure 5.8, which depict reconstructions from a
standard and Lipschitz DCAE respectively. The standard MNIST AnoGAN ad-
ditionally performs 7.0% better than the MNIST Lipschitz AnoGAN, but being
that the Lipschitz AnoGANs universally suffer from mode collapse, we do not
find this statistic very persuasive.

67



5 Experiments

Figure 5.7:

Figure 5.8:
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Nine most normal test samples for a standard DCAE trained on 5
with reconstructions overlaid at half opacity. The MNIST class 5
is the worst performing class across the board, simply due to the
structure of the digit 5. One can notice nonetheless the clarity of
the reconstructions.
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Nine most normal test samples for a Lipschitz DCAE trained on 5
with reconstructions overlaid at half opacity. Here the reconstruc-
tions are less clear and seemingly partially distributed into the back-
ground.

actually more interesting is the performance of the CIFAR10 mod-

els, as it seems that the Lipschitz versions essentially outperform the standard
versions for almost every class. This is a rather surprising result as one would
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expect a similar relationship as with the MNIST models, where a trade-off be-
tween standard and robust accuracy must be made. We find that the CIFAR10
Lipschitz DCAE performs 16.2% better than the standard version. While the
CIFAR1o0 Lipschitz DeepSVDD Soft-Boundary is 4% better and One-Class is 5%
better. The AnoGAN achieves practically the same mean ROC-AUC and as
stated before, we find comparisons between the AnoGAN models to not be
particularly meaningful.

Listed below is a table of percentage increases/descreases in performance
from the standpoint of the Lipschitz models. For example a +10.5% indicates
that the standard DCAE achieves a 10.5% higher ROC-AUC than the Lipschitz
version. Similarly the CIFAR10 standard DCAE achieves a 14.0% lower ROC-
AUC than the Lipschitz DCAE.

Data Set | DCAE  DeepSVDD SB  DeepSVDD OC AnoGAN
MNIST | +10.5% +2.3% +5.0% +7.0%
CIFAR10 | -14.0% -3.8% -4.8% -0.3%

The CIFAR10 Lipschitz DeepSVDD models achieve a relatively marginal in-
crease in ROC-AUC, but the DCAE’s performance increase is of particular note.
The commonality between all of these models of course is the Lipschitz con-
straint, so we theorize that it’s likely that by constraining the network it was
able to become more robust to the larger variance in data that’s present in the
CIFAR10 data set. We cannot however ignore the possibility that the reason
for the performance increase in the DCAE is the use of SpectralDense layers in
the decoder. We think that it is possible that, for this particular data set, that
the number of neurons in the dense layers was such a volume, that the model
outperformed the standard convolutional variant, because it was able to better
capture the complexity of the data. If this is the case, then one must note that
dense layers, especially ones with as many neurons as those in the Lipschitz
CIFAR10 decoder, are much more expensive to implement than convolutional
layers. Unfortunately, due to the flaws in the Deel-Lip implementation of Lip-
schitz continuous convolutional layers, this is difficult to verify empirically.

Below is a table listing the maximum robustness metric calculated per stan-

dard model.

Data Set | DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
MNIST | 1.631 1.336 1.494 5.594
CIFAR10 | 1.032 1.122 1.252 3.684

Below is the same table for the Lipschitz continuous models.

69



5 Experiments

Data Set | DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
MNIST | o.165 0.536 0.658 0.098
CIFAR10 | 0.457 0.172 0.152 0.169

Here is a table detailing how many times higher the robustness metrics of
the standard models were when compared to the Lipschitz models. For clarity’s
sake, we give the example of 8.24 which indicates that the standard DeepSVDD
One-Class measured a lower bound on the Lipschitz constant that was 8.24
times higher than the Lipschitz variant.

Data Set | DCAE DeepSVDD SB  DeepSVDD OC  AnoGAN
MNIST 9.88 2.49 2.27 57.08
CIFAR10 | 2.26 6.52 8.24 21.80

When we consider the possible robustness gains from our Lipschitz models
we consider two aspects. The first of which is the provable robustness of Lip-
schitz models, which we have discussed in Section 3.3. Our Lipschitz models,
assuming that the Deel-Lip layers contain no errors, are provably more robust
than the standard models. This assertion does not require experiments to ver-
ify as it is a simple mathematical truth. The second aspect we consider is our
robustness metric. We use this metric to gain insight into the possible magni-
tude of the robustness gain, so that we may in some way quantify the change.
Of course we know that a loose lower bound on the Lipschitz constant of our
Lipschitz continuous models is not strictly necessary, as we already know the
exact global Lipschitz constant of these models. The purpose of the robustness
metric is to provide a way to compare the robustness of the standard models
with the Lipschitz models. As the standard model’s Lipschitz constant is un-
constrained, we can only use lower bounds. If we compare the highest lower
bound calculated for the standard MNIST DCAE (1.631) with the highest calcu-
lated for the Lipschitz version (0.165), we find that the standard DCAEs lower
bound is nearly ten times higher. Excluding the results of the AnoGAN, we find
that generally the robustness metric measured by the Lipschitz models is be-
tween ten to two times lower than their standard counterparts. It seems quite
clear that the Lipschitz models are much more robust than the non-Lipschitz
models.

It is also to be considered that the potential robustness gains we discuss here
are from models with global Lipschitz constants ranging from 2.0 to 100.0. For
the Lipschitz DeepSVDD models for instance, we see a minimum of a two times
lower robustness in comparison to the standard models. This "double robust-
ness gain” is achieved by models with 50.0 and 100.0 Lipschitz constants. The
potential robustness gains could be even higher, if the Lipschitz constant was
optimized further. Most research and literature focuses on producing strictly 1-
Lipschitz models. This is partially because, if you can build a 1-Lipschitz model,
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you can build a K-Lipschitz model by simply scaling the outputs, but it’s also
due to the potential robustness gains of small constants like 1. As we have seen
in the previous section, there is not necessarily a linear correlation between the
Lipschitz constant and performance, as such there is a very high likelihood that
much smaller Lipschitz constant could be chosen that more or less maintains
the same performance.

It is difficult however to make sweeping declarative statements as to the ex-
act magnitude of the robustness gain. This is due to the crudeness of our cho-
sen metric. One may notice, that among the AnoGAN models, both standard
and Lipschitz, that the robustness metric is often very few standard deviations
from the mean. This is a positive aspect, as it indicates that the maximum lower
bound was calculated in multiple of the ten total iterations, meaning enough
time was allotted for the calculation of the bound to be reasonably accurate.
An obvious issue that we have touched on already is the distance of the max-
imum lower bound from the mean for all the other models. For many of them
the maximum value was over 2 standard deviations away, indicating a level of
inaccuracy. This does not necessarily imply that the robustness metrics that
have high distance from the mean are incorrect, but it implies that this particu-
lar maximum value was only computed in one or a few of the 10 total iterations.
The higher the distance from the mean, the more likely there is another maxi-
mum lower bound for the Lipschitz constant. For the amount of data and the
number of possible random combinations to be calculated, ten iterations of 15
seconds was likely insufficient to achieve the most accurate robustness metric.
We also would like to remind the reader, that we had noticed in the Section
5.1.2, that the robustness metric for larger Lipschitz constants was strangely
low compared to the metrics calculated for smaller Lipschitz constants. For the
DCAE:s this is less of a concern, but for the DeepSVDD models, it is a possibil-
ity that their recorded robustness metrics are much lower than they should be.
The consequence of this would be that the mentioned robustness gains in the
table above would in actuality be smaller. As such we must state that although
the robustness gains made by the Lipschitz models are rather clear, there is a
certain amount of untrustworthiness for our robustness metric. For this reason
we supply the amount of standard deviations from the mean for each value, for
the sake of clarity and honesty.

Moreover our robustness metric is calculated, as stated at the beginning of
the chapter, with test data from the very same test data set that the model is
tested on. This is also a particular weakness of our robustness metric. As we
calculate it only with test data, this measures the robustness of the model and
calculates a lower Lipschitz bound essentially for only normal and anomalous
data. If we had instead generated images randomly, fed these images through
our models to generate an output and used this data for the calculation, we
could have possibly developed a stronger metric. Generating random images
would have pushed our model to classify extremely anomalous inputs as well
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as inputs possibly resembling adversarial examples. This sort of uncertainty is
exactly what we want a robust model to be resistant to. As such the robustness
metrics calculated are less expressive than we would have preferred.

In a similar vein, for both standard and Lipschitz AnoGANSs, the number
of standard deviations that the maximum calculated lower bound is from the
mean is low across the board. Other than a few outliers, many of the calculated
bounds are less than a standard deviation from the mean. Upon further inves-
tigation we find that this is caused by the list of 10 robustness values (one from
each of the 15 second iterations). This list is often populated with the same
value multiple times, meaning that in each 15 second iteration, the same max
value is found. This is certainly due to the small size of the test data set. We
limited the size of the test data set to 1,000 due to the high computational time
of the AnoGAN algorithm. This has the effect of making it highly probable that
in the 15 second timespan given, that the highest value can be randomly cal-
culated. With only 1,000 data points, there are only 1 million possible unique
combinations of two. Whereas for the other models with 10,000 test samples,
the number of combinations is 100 million. We want to make clear that the
more consistent robustness metrics are not a property of the AnoGAN algo-
rithm or GANs in general and are simply due to the concessions that we had
to make for the sake of computation time.

It is also quite noticeable that the robustness metric for standard AnoGANs
is high across the board while being very low for Lipschitz AnoGANSs. The ex-
planation is rather simple. For the Lipschitz AnoGANSs, they suffer from mode
collapse and produce the same generated image no matter the input noise. The
consequence of this is that when we calculate the robustness metric, the dif-
ference between two “outputs”, i.e. two generated images is minuscule. When
we divide the difference between two generated images by the difference be-
tween their latent noise we receive an extremely low robustness metric because
the two generated images are nearly identical, so an already extremely small
value is divided by another value to become even smaller. For the standard
AnoGAN, the difference between generated images will actually be quite large,
which leads to the higher robustness metric. This large value is made larger by
the division by the difference between the two latent noise values, which often
becomes a much smaller value than the difference between input samples in
the DCAE for instance. Due to these factors, the lower bound on the Lipschitz
constant is often much larger for standard AnoGAN models.

As with the previous experiment, the Lipschitz constrained AnoGAN models
perform rather well despite mode collapse. One can notice that for the MNIST
models, that normal classes such as 0, 1, or 7 seem to perform best, which again
aligns with our expectations. Some classes are simply easier to approximate,
while others such as 5 or bird from CIFAR10 are harder. The performance of
the Lipschitz CIFAR10 AnoGAN is about on par with the standard version. One
of the major differences between the standard and Lipschitz AnoGANs how-
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ever is the standard deviations of their ROC-AUCs. The Lipschitz continuous
AnoGANs have much higher standard deviations, which agrees with our ex-
pectations. A GAN suffering from mode collapse should naturally be more
unstable and thus should exhibit more variance in its performance statistics.

The failure of the DCGANS is certainly regrettable, but we would like to posit
that it was unknown whether or not the AnoGAN models would have actually
been Lipschitz continuous even if they did not suffer from mode collapse. In
order to ensure Lipschitz continuity, we used Deel-Lip layers that constrain
the global Lipschitz constant of the model by constraining the constant of each
individual layer. Thus we applied Deel-Lip layers to the DCGAN to create a
Lipschitz continuous architecture. If the DCGAN had not suffered from mode
collapse it is possible that it would’ve been Lipschitz continuous. However the
AnoGAN may not have been. The AnoGAN uses the trained DCGAN for the
residual and discriminator loss, but the AnoGAN process of iteratively finding
a reverse mapping for a sample, is not itself constrained by any Lipschitz con-
stant. If a sample was given as input to the Discriminator of the DCGAN, one
could expect the output variation to be limited by the Lipschitz constant. A sim-
ilar expectation can be made of the input noise fed into the DCGAN Generator.
For each input sample for the AnoGAN, however, the output is a latent value
that generates an image that is supposed to be as similar an image to the in-
put sample as the generator can make. This iterative process of finding a latent
value that generates an image within a certain neighborhood of the given input
sample is represented by the residual loss (2.10), which measures the difference
between the input sample and the image generated from the latent value. As
such one can imagine the training process for the AnoGAN reverse mapping as
a latent value slowly generating images that lay closer and closer to the input
sample within image space. Ideally the latent value eventually generates an
image that lays within some "neighborhood” of the sample image and any fur-
ther changes to the latent value only change the generated image by a minute
amount.

This relationship is unconstrained as far as Lipschitz continuity is concerned.
What we mean by this is that the size of the step that can be made each itera-
tion towards the neighborhood of the input sample is unconstrained. Both the
change in the latent value and the “distance” that the generated image moves
are not affected by the Lipschitz constant of the DCGAN at all. For this rea-
son it would have been difficult to ensure the Lipschitz continuity of the model
with the tools from Deel-Lip alone. As such, even if the AnoGAN had not suf-
fered mode collapse, it was likely that it would be difficult to prove its Lipschitz
continuity .

What becomes clear after these experiments is that, generally, Lipschitz mod-
els for anomaly detection on MNIST digits seem to perform worse than stan-
dard models but are much more robust. Often these Lipschitz models have
relatively high Lipschitz constants too. Obviously a Lipschitz constant can be
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arbitrarily high, but as seen in our first experiment, very reasonable results
are achieved already at Lipschitz constants of 5.0 or 10.0. For the DeepSVDD
models we ended up choosing constant of 50.0 for the MNIST data set and can
likely be lowered. As we found in the first experiment, there seems to not be
a linear correlation between the Lipschitz constant of a model and its perfor-
mance. As such there is likely a constant smaller than 50.0 that achieves near
the same performance, but is potentially much more robust. An even more in-
teresting finding is that our Lipschitz continuous CIFAR10 models are not only
more robust than the standard models, but on average perform better as well.
Even if they had performed the same, this would have been quite interesting,
as there are often trade-offs and costs associated with robustness. Our findings
show that for the CIFAR10 models, the robustness gained is potentially not only
free, but possibly actually improves general performance. Of course our ex-
periments are rather limited in scope and our robustness metric could be more
persuasive, but our data seems to suggest that the Lipschitz CIFAR10 models
are better across the board in comparison to the standard models. This would
make Lipschitz continuity a genuine consideration and a promising prospect
for improving the robustness of certain anomaly detection models.
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6 Improvements and Future
Work

Through these experiments we have found many areas where potential im-
provements could be made if one wanted to make further research on the topic.
The first and likely most major improvement would be to make our Lipschitz
continuous architectures fully gradient norm preserving. We detailed at length
in Section 3.3 the importance of gradient norm preservation in 1-Lipschitz mod-
els. We have also already detailed how Deel-Lip preserves the gradient norm
through Bjorck Orthonormalization. This however only preserves the norm
for the weights, i.e. the layers. The activation functions must also be gradi-
ent norm preserving for an entire model to be GNP. We use throughout most
of our models ReLU and LeakyReLU, which are gradient norm preserving, but
only for positive inputs [40] [3]. This means, that in order for ReLU activations
to be gradient norm preserving they essentially have to give up their nonlin-
earity. This is suboptimal and the first improvement that could be made to our
Lipschitz models is replacing, where possible, ReLU and LeakyReLU activations
with GNP activations such as GroupSort or MaxMin, which are offered by Deel-
Lip. GroupSort separates the output of a layer into groups and then sorts these
groups in ascending order. MaxMin is simply a special case of GroupSort where
the group size is two. These activations are both GNP and 1-Lipschitz [3] [62].
An additional benefit of GNP architectures is dynamical isometry [78]. This de-
scribes the phenomenon where the distribution of values in the input-output
Jacobian of the model are all close to zero [3]. The input-output Jacobian is
simply a matrix that contains the derivative of every dimension of the output
with respect to every feature in the input. Essentially it is a matrix containing
the first-order derivatives of a vector-valued function, in this case the vector
valued function being the neural network. The benefits of dynamical isometry
are improved training stability as well as speed [78].

A second improvement would be using a different GAN-based anomaly de-
tection algorithm. The most egregious weakness of the AnoGAN algorithm is
the test-time performance, as it in our case required 500 backpropagation steps
per test sample. It has also been remarked that the DCGAN used for AnoGAN
has the same objective as any standard GAN, and that improvements could also
be made by altering the objective to take into account the eventual reverse map-
ping that must inevitably occur [44]. Possible improvements on the AnoGAN
have been made in the form of the EGBAD [81] and the GANomaly [1], both
of which are inspired by AnoGAN, but seek to solve it’s inefficiencies. EGBAD
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seeks to learn an encoder that can map samples directly to their latent repre-
sentation during training. Whereas GANomaly uses an Autoencoder to learn
the reverse mapping. We do note, however that the GANomaly algorithm is
semi-supervised, which is a departure from our unsupervised algorithms.

As we remarked in the last section, our robustness metric could have been
calculated differently. We could have generated random images or even specif-
ically generated adversarial samples with which we could have used to derive
a lower Lipschitz bound. This would likely be the easiest improvement to make
on the robustness metric. Similarly, more metrics could have been calculated.
As our results stand, our CIFAR10 Lipschitz models seem to outperform the
standard models with respect to both of our metrics. We have, however no data
on computational time. It could be possible that the Lipschitz neural networks
take much longer to achieve their improved results, in fact this is something
that was unfortunately not recorded in the experiments but was observed as
the models were being refined. Generally Deel-Lip enhanced models seemed
to take longer to train and test.

Another rather obvious improvement would be to test on more complex data
sets. MNIST and CIFAR10 are rather simple data sets and are used for bench-
marking models and for research. Their data is not well representative of re-
ality. Larger data sets such as ImageNet have much larger variability in their
data and are thus much more useful for understanding how Lipschitz conti-
nuity could be incorporated into real models that must interact with real data
[37]. This would also aid in confirming or refuting our results on the CIFAR10
dataset that seems to suggest that Lipschitz models perform slightly better on
complex data than standard models. It has been found that very high accuracy
can be achieved by 1-Lipschitz models on data sets such as CIFAR100 [7], which
individually has images of the same complexity as CIFAR10, but in total has 100
classes (20 superclasses), in comparison to CIFAR10’s 10 classes. This high ac-
curacy apparently strongly depends upon the chosen loss of the 1-Lipschitz
model and that loss” hyperparameter choice. For our experiments we sought
to create Lipschitz versions of anomaly detection algorithms, often restricting
our ability to change the loss. Changing the loss for DeepSVDD or AnoGAN
for example would have essentially led to the creation of a different algorithm.
We wanted to see what could be done by implementing a Lipschitz continuous
architecture. It could be prudent, however, to change or amend these losses for
the sake of making a more Lipschitz compatible model.

There have also been improvements on the DeepSVDD algorithm [15], which
seek to alleviate the strict architectural restrictions imposed by the original pa-
per. These restrictions are necessary to prevent hypersphere collapse, but may
cause the model to learn less than optimal features and limits the adaptability
of the model. Chong et. al. seek to remove their necessity through regulariza-
tion [15]. In their research they propose two possible regularized versions of
DeepSVDD, one that injects random noise and another that penalizes the loss
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when the variance of the mini-batch falls too low.
All of these are possible improvements that could be made to our experi-
ments that have the potential to lead to even more promising findings.
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7 Conclusion

In this work we have implemented and explored the functionality of three pop-
ular methods for unsupervised anomaly detection. We have explained in detail
the core idea behind each of these algorithms and measured the effects of Lip-
schitz continuity on their performance. We explain in detail the theoretical
gains offered by Lipschitz continuity and find with our experiments that Lips-
chitz continuous models have advantages and drawbacks. We find the choice of
Lipschitz constant to be a vital hyperparameter in determining both the perfor-
mance and robustness of the model. We additionally find that Lipschitz con-
tinuous models often must sacrifice a portion of their standard performance
for the sake of improved robustness. This performance loss ranges however
from moderate to minor, whereas the robustness gains are in all cases large.
We also find that, in our experiments, Lipschitz continuous models seem to
perform better on more complex and varied CIFAR10 data than standard non-
Lipschitz constrained models. We additionally identify that a flaw exists within
the Deel-Lip implementation of the SpectralConv2D layer, as its use led to un-
recognizable reconstructions in DCAE and GAN models.

We find that Deep Convolutional Autoencoders seem to suffer both the great-
est performance loss (MNIST DCAE) and gain (CIFAR10 DCAE) when Lipschitz-
enhanced, though we do posit that this is possibly not due to the Lipschitz
constraint itself, but rather the use of dense layers in the decoder. We also
observe that both DeepSVDD variants seem to perform well under a Lipschitz
constraint, but suffer majorly if the Lipschitz constant is too small. This is
however, likely due to the initialization of the hypersphere center. This indi-
cates that it may be possible for these models to perform well under a tighter
Lipschitz constraint if special care is taken to tweak the initialization of the
hypersphere center. Although our experiments to enhance an AnoGAN with
Lipschitz continuity end in mode collapse for every model, we do identify one
of the larger drawbacks to Lipschitz continuous models, namely the architec-
tural constraints. We are confident that the cause of the mode collapse is linked
to a lack of Batch Normalization layers in the model, which unaltered cannot
be implemented in a Lipschitz continuous model. We also explain how a Lips-
chitz continuous architecture may not always be sufficient to ensure Lipschitz
continuity, so while libraries like Deel-Lip are immensely helpful, one must
consider the Lipschitz implementation of each algorithm carefully.

From our results we can conclude that Lipschitz continuity is a promising
method for obtaining provable robustness while maintaining a reasonable per-
formance. We do note that obtaining Lipschitz continuity through purely ar-
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chitectural constraints, while a proven way to enforce a global Lipschitz con-
stant for certain models, can also cause friction with certain anomaly detection
algorithms and may not even be enough to ensure Lipschitz continuity for oth-
ers. Thus we find that Lipschitz continuous models suffer from a difficulty to
be implemented correctly. However we believe that if these hurdles can be
overcome, that Lipschitz continuity may be a favorable choice as far as attack-
agnostic defenses and provable robustness are concerned. We identify and list
a myriad of improvements that could be made to both our models and our ap-
proach to the experiments. We note that many of these improvements have a
strong potential to lead to even more convincing and persuasive results than
we have found. We ask anyone seeking to further our work to take them into
consideration. As anomaly detection models become more enmeshed with our
everyday life, it is imperative that these models are robust to the inherent un-
certainties and inherent variability of real data, as they are often deployed in
safety-critical domains. We see Lipschitz continuous architectures, when they
can be applied, as a way to provide said robustness with a reasonable trade-off.
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Figure 8.1: Standard AnoGAN trained on 9 as the normal class. This depicts 64
images that were generated after giving the Generator 64 random
noise values.
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Figure 8.2: Visualization of the residual error calculated by an AnoGAN trained
on 9 as the normal class. The left image is the test sample, the middle
is the residual error, and the right is the generated image.
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Figure 8.3: Standard AnoGAN trained on 8 as the normal class. This is one of
the classes that achieved a relatively low performance, nonetheless
the digit 8 can be clearly recognized in the majority of the images.
There are a few, however, that do stand out as particularly poor re-
constructions
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Figure 8.4: Standard AnoGAN trained on the normal class deer. This is one
of the better performing classes for the CIFAR10 AnoGANs. The
deer in the images can be relatively difficult to identify, but a basic
structure can be found in many.
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Figure 8.5: Visualization of the residual error calculated by an AnoGAN trained
on deer as the normal class. The left image is the test sample, the
middle is the residual error, and the right is the generated image.
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Figure 8.6: Standard AnoGAN trained on the normal class car. This is one of

the worse performing classes for the CIFAR10 AnoGAN, however
the basic structure of a car can still be identified.
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Figure 8.7: In class ranking of the 18 most normal and 18 most anomalous sam-
ples for a Lipschitz DCAE trained on 5 as the normal class. An in
class ranking is defined as a ranking of samples consisting only of
the normal/trained class. This serves to give us an idea of how ac-
curate the Autoencoder is at identifying anomalous images. The
anomalous images are seemingly fittingly ranked as anomalous.
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Figure 8.8: Nine most anomalous test samples for a Lipschitz DCAE trained on

1 with reconstructions overlaid at half opacity. The reconstruction
error present in these images is very large in comparison to other
DCAE models. The number 1 obviously is one of the most static
digits, it can simply be approximated by a vertical line. For this
reason models with 1 as a normal class often perform well.
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Figure 8.9: Nine most anomalous test samples for a Lipschitz DCAE trained on

88

0 with reconstructions overlaid at half opacity. Itis interesting to see
here how the mode tries to approximate the one by creating what is
essentially a very horizontally squished zero.
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Figure 8.10: In class ranking of the 18 most normal and 18 most anomalous
samples for a Lipschitz DCAE trained on birds as the normal class.
The most normal images share a common perspective. The images
with birds further in the distance are deemed anomalous.
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Figure 8.11: In class ranking of the 18 most normal and 18 most anomalous
samples for a Lipschitz DCAE trained on ships as the normal class.
The most normal images appear to be those where approximately
the bottom half of the image is water and the top half is sky. Per-
spective and color seem to be the deciding factors here.
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