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Abstract

This thesis investigates the application of test-time training principles to enhance traditional

anomaly detection algorithms, offering a balance between computational efficiency and per-

formance. Inspired by the DOUST framework, this study introduces three novel methods:

Strategically Weighted Isolation Forests at Test Time (SWIFT), kNN with Adaptive Test-

time Adjustment through Nonuniform Adaptation (KATANA), and Continuous One-class

Support Vector Machine Optimization through test-time weight Sampling (COSMOS).

These methods incorporate dynamic weighting mechanisms to adaptively improve an-

omaly detection during the test phase. SWIFT significantly improves upon the standard

Isolation Forest, demonstrating remarkable performance gains that highlight its adaptabil-

ity and robustness across diverse datasets. KATANA introduces test-time feature weighting

to kNN, achieving statistically significant improvements over the standard kNN. COSMOS

extends test-time adaptation to kernel-based methods, and while the ROC AUC scores gener-

ally are higher, the improvement is not statistically significant, indicating potential for further

refinement.

Extensive experiments across multiple datasets demonstrate that the proposed approaches

consistently improve anomaly detection performance compared to their baseline models. The

results highlight the feasibility of integrating adaptive strategies into traditional methods,

achieving competitive results without the complexity or resource demands of deep learning

models.

This work bridges the gap between classical and adaptive frameworks in anomaly detec-

tion, advancing the theoretical and practical understanding of test-time training. By enhan-

cing traditional models with adaptive mechanisms, the thesis contributes to the development

of efficient and versatile tools for detecting anomalies in varied and resource-constrained en-

vironments.
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Chapter 1

Introduction

The increasing complexity of modern systems and the proliferation of digital data have made

anomaly detection a cornerstone of data-driven decision-making in domains such as fraud

prevention, network security, and healthcare monitoring [4]. Identifying rare and unexpected

patterns in data is critical for maintaining system reliability and mitigating risks. Traditional

anomaly detection algorithms have long been valued for their simplicity, efficiency, and ef-

fectiveness across a variety of applications [9].

Despite their widespread use, traditional anomaly detection algorithms often operate under

static assumptions, using fixed parameters learned during training. They operate under the

assumption that anomalies differ from normal data but may not account for the evolving

nature of anomalies in real-world scenarios. As new types of anomalies emerge with unseen

patterns, static models can struggle to detect them effectively [18].

Test-time training addresses this limitation by enabling models to adapt dynamically using

unlabeled test data [28]. By adjusting to the specific characteristics of the test data without

prior assumptions about anomaly distributions, models become more robust in identifying

novel anomalies. While test-time training has been successfully applied in deep learning

models [14], its integration into traditional anomaly detection algorithms has remained largely

unexplored.

This thesis bridges that gap by proposing a comprehensive framework for integrating test-time

training principles into traditional anomaly detection algorithms. The framework introduces

three novel methods, each addressing specific aspects of adaptability during testing:

1. Strategically Weighted Isolation Forests at Test time (SWIFT): SWIFT builds on the

Isolation Forest algorithm by introducing a mechanism to assign dynamic weights to

individual trees during testing. By optimizing these weights to maximize the separation

between normal and anomalous data, SWIFT enhances anomaly detection performance.
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Experiments demonstrate that SWIFT achieves consistently higher ROC AUC scores

than the standard Isolation Forest across a diverse array of datasets.

2. KNN with Adaptive Test-time Adjustment through Nonuniform Adaptation (KATANA):

For k-Nearest Neighbors, KATANA introduces feature weighting optimized during the

testing phase. By employing objectives such as maximizing the ROC AUC using pseudo-

labels or maximize the separation between train and test data, KATANA identifies

and emphasizes features most relevant for anomaly detection. The results reveal that

KATANA effectively improves upon the standard kNN algorithm.

3. Continuous One-class Support Vector Machine Optimization through test-time weight

Sampling (COSMOS): COSMOS extends the OCSVM algorithm by incorporating kernel

weighting during testing. This method dynamically adjusts feature contributions in the

kernel function, enabling the model to adapt its decision boundaries. While COSMOS

exhibits dataset-dependent performance, it demonstrates the potential for test-time

adaptations in enhancing OCSVM’s robustness.

The proposed methodology leverages test-time training to dynamically optimize weights

using objectives that do not rely on true labels, such as maximizing the difference in anomaly

scores between training and test data or the Receiver Operating Characteristic Area Under

the Curve (ROC AUC) with pseudo-labels. By utilizing the test data itself, this approach

enables models to adapt to new distributions without compromising the unsupervised nature

of anomaly detection tasks.

The subsequent sections of this thesis delve deeper into the proposed methodologies, their

implementation, and their evaluation. The Related Work section reviews existing literat-

ure on anomaly detection and test-time training, highlighting gaps that this study aims to

address. The Methodology section provides a detailed description of the three proposed

methods—SWIFT, KATANA, and COSMOS—outlining their theoretical foundations and

practical implementations. This is followed by the Results section, which presents an em-

pirical evaluation of the methods, comparing their performance against standard algorithms

across diverse datasets and discussing key findings supported by statistical analyses. Finally,

the Conclusion and Future Work section summarizes the contributions of this thesis,

reflects on its implications for anomaly detection research, and outlines potential avenues for

further exploration, particularly in extending test-time training principles to other domains.

By integrating test-time training into traditional anomaly detection algorithms, this thesis

not only addresses critical limitations in existing methods but also opens new pathways for

advancing the field in dynamic and data-rich environments.
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Chapter 2

Related Work

Anomaly detection is a critical task in various fields such as cybersecurity, fraud detection,

and system monitoring, where identifying rare and unusual patterns is essential for maintain-

ing operational integrity [4]. Traditional anomaly detection algorithms like Isolation Forest

(IF) [17], k-Nearest Neighbors (kNN) [11], and One-Class Support Vector Machine (OC-

SVM) [3] have been widely used due to their simplicity and effectiveness. However, these

methods often rely on fixed parameters determined during training and may not adjust to

the specific characteristics of new data at test time. This can limit their effectiveness in de-

tecting anomalies that present differently from those encountered during training.

Isolation Forest is an ensemble-based method that isolates anomalies by randomly partition-

ing data using binary trees. While efficient, standard implementations assign equal weight to

all trees, potentially limiting the algorithm’s adaptability to diverse datasets. Similarly, kNN

relies on distance metrics to identify anomalies but typically treats all features equally, which

may not capture the nuances necessary for effective detection. OCSVM models the training

data by finding a hyperplane that separates data from the origin in a high-dimensional space,

but its performance can be sensitive to the choice of kernel and parameter settings.

To address these limitations, recent research has explored methods to enhance traditional

algorithms. For example, Feature weighting has been applied to kNN to adjust the influence

of individual features based on their relevance to anomaly detection [20][29]. In the context

of IF, studies have investigated incorporating feature selection and dynamic weighting to im-

prove detection capabilities [19]. Similarly, for OCSVM, an adaptive weighting scheme has

been introduced to refine the decision boundary by assigning higher importance to repres-

entative samples during training, improving robustness against outliers [31]. However, these

enhancements primarily focus on modifications during the training phase rather than adapt-

ing to new data during testing.

Test-time training is a paradigm that allows models to adapt to test data without accessing

Enhancing Anomaly Detection through Test-Time Training 3



CHAPTER 2. RELATED WORK

true labels, enhancing their robustness to distribution shifts [25]. Wang et al. [28] introduced

Fully Test-time Adaptation (Tent), which adjusts model parameters during testing to improve

performance under distributional changes. This concept has been extended to anomaly detec-

tion in deep learning models, most notably in DOUST (Deep OUtlier Selection with Test-time

training) [14]. DOUST leverages test-time training by fine-tuning deep neural networks using

self-supervised objectives, effectively enhancing anomaly detection without supervised labels

during testing.

Despite the success of test-time training in deep learning models, there is a gap in the liter-

ature regarding its application to traditional anomaly detection algorithms like IF, kNN, and

OCSVM. The question remains whether the benefits of test-time training observed in deep

learning models can be transferred to traditional algorithms to enhance their adaptability

and performance. Our work addresses this gap by investigating the application of test-time

training principles to traditional anomaly detection algorithms.
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Chapter 3

Methodology

3.1 Isolaton Forest and SWIFT

3.1.1 Isolation Forest

Isolation Forest is an unsupervised anomaly detection algorithm that isolates anomalies in-

stead of modeling normal data distributions. This is achieved through the construction of

multiple binary trees, known as isolation trees, where data points are recursively divided based

on randomly selected features and their corresponding split values. The algorithm leverages

the principle that anomalies are rare and distinct from the majority of the data, allowing

them to be isolated with fewer splits. Consequently, anomalies generally have shorter path

lengths in the isolation trees compared to normal points.

The anomaly score in Isolation Forest quantifies the degree of isolation for each data point,

calculated as the average path length required to isolate it across all trees. Data points with

shorter path lengths are considered more anomalous, while those with longer path lengths are

classified as normal.

Using these scores, data points can be ranked from the most to the least anomalous. By setting

a threshold on the anomaly scores, the algorithm can effectively classify data points as anom-

alies or normal instances, enabling robust anomaly detection in various applications [17][16].

The calculation of anomaly scores in Isolation Forest involves several steps:

1. Construction of Isolation Trees:

• Random Subsampling: Each isolation tree is created using a random subset of the

data to ensure diversity among the trees.

• Recursive Partitioning: The tree is constructed by recursively partitioning the

data:

Enhancing Anomaly Detection through Test-Time Training 5
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– Random Feature Selection: At each node, a feature q is randomly selected

from the available features.

– Random Split Value: A split value p is uniformly chosen at random within the

range of values for feature q in the current subset of data.

– Data Partitioning: Data points are partitioned into two subsets based on p:

∗ Left child node: Contains data points where xq ă p.

∗ Right child node: Contains data points where xq ě p.

– Termination Conditions: The recursive partitioning continues until one of the

following conditions is met:

∗ The node contains only one data point.

∗ The maximum tree depth is reached.

∗ All data points have identical values for the selected feature, making fur-

ther splits impossible.

2. Calculation of Path Lengths:

• Path Length hpxq: For a data point x, the path length is the number of edges

traversed from the root node to the terminating node.

• Adjusted Path Length: If a data point terminates before full isolation (due to

identical feature values or reaching maximum depth), an adjustment is made to

estimate the expected path length. The adjusted path length hadjpxq is calculated

as:

hadjpxq “ hpxq ` cpsq

where s is the number of data points in the leaf node, and cpsq represents the

average path length of unsuccessful searches in a Binary Search Tree, given by:

cpsq “ 2Hps´ 1q ´ p
2ps´ 1q

s
q

with Hpiq is the i-th harmonic number, approximated as Hpiq « lnpiq ` γ, and

γ « 0.5772 being the Euler-Mascheroni constant [17].

3. Computing the Anomaly Score:

• Anomaly Score spxq: The anomaly score spxq for a data point x is then calculated

as the negative average of adjusted path length:

spxq “ ´Erhpxqs “ ´
1

ntrees

ntrees
ÿ

i“1

hadj,ipxq

6 Enhancing Anomaly Detection through Test-Time Training
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where ntrees is the total number of trees, and hadj,ipxq is the adjusted path length

in tree i. The anomaly score is calculated as the negative average of the adjusted

path lengths across all trees. The negative sign ensures that higher anomaly scores

correspond to data points with shorter path lengths, indicating a higher likelihood

of being anomalies [16].

Anomaly scores quantify how isolated a data point is within the dataset. Higher anomaly

scores indicate data points that are more likely to be anomalies, as they have shorter average

path lengths across the isolation trees. In contrast, lower anomaly scores indicate data points

that resemble the normal data distribution, characterized by longer average path lengths.

To classify data points as normal or anomalous based on their anomaly scores, a threshold

τ is established. Data points with anomaly scores exceeding the threshold are classified as

anomalies, while those below the threshold are considered normal. This approach provides a

binary classification based on anomaly scores.

The decision function leverages the anomaly scores to make predictions as follows:

decision scores “ spxq ´ τ

where spxq represents the anomaly score. Data points are classified as anomalies if their de-

cision scores are greater than or equal to zero (spxq ě τ), and those with decision scores less

than zero (spxq ă τ) are classified as normal. This approach provides a binary classification

based on anomaly scores [1].

By interpreting the anomaly scores and applying an appropriate threshold, the Isolation

Forest algorithm enables effective identification of anomalous data points within a dataset.

In standard implementations of Isolation Forest, such as those provided by common ma-

chine learning libraries, all trees contribute equally to the calculation of anomaly scores. The

scores are derived by averaging the outputs from all trees without differentiating their in-

dividual contributions [22][32]. However, this uniform weighting may limit the algorithm’s

ability to adapt to datasets where certain trees are more effective in identifying anomalies.

Therefore, this study investigates assigning dynamic weights to individual trees to enhance

anomaly detection performance.

Since available libraries do not support dynamic weighting of trees, a custom implementation

of Isolation Forest was developed to facilitate this functionality. This custom implementation

replicates the standard behavior of Isolation Forest when equal weights are used but allows

for the assignment of different weights to each tree in the ensemble. This flexibility is essential

for implementing SWIFT, which extends Isolation Forest by optimizing and applying weights

to the trees based on their effectiveness in isolating anomalies.

Enhancing Anomaly Detection through Test-Time Training 7
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3.1.2 Test-Time Training

Test-time training is a machine learning paradigm where a model continues to adapt its para-

meters during the testing phase, using the test data itself without accessing its true labels.

This approach is particularly valuable in anomaly detection tasks, where the distribution of

anomalies in the test data may differ significantly from that in the training data. By adjusting

to the unique characteristics of the test data, the model can enhance its ability to identify

anomalies that were not well-represented during training [25].

Traditional machine learning models operate under the assumption that their parameters are

fixed after training. Consequently, their performance on new data relies entirely on how well

the training data represents future scenarios. However, anomalies are inherently unpredict-

able and may deviate significantly from learned patterns. Test-time training addresses this

limitation by enabling the model to refine its parameters during testing, thus improving its

ability to distinguish between normal and anomalous instances [28].

The core idea of test-time training in anomaly detection is to utilize the unlabeled test data

to adjust the model in a way that enhances its ability to identify anomalies, without violat-

ing the unsupervised nature of the task. This is achieved by defining an objective function

that captures desirable properties of the anomaly detection problem, such as maximizing the

separation between normal and anomalous data points based on certain criteria [25].

For example, the model can be adjusted to maximize the difference between the training data

and the test data, under the assumption that the training data consists mostly of normal

instances [14]. By optimizing this objective function, the model places greater emphasis on

features or components that are effective in highlighting anomalies in the test data. This ap-

proach is not limited to a specific anomaly detection algorithm but can be applied to various

traditional methods, including Isolation Forest, k-Nearest Neighbors (kNN), and One-Class

Support Vector Machine (OCSVM). In each case, the model’s parameters or components are

adjusted during testing to improve anomaly detection performance.

By incorporating test-time training, traditional anomaly detection models become more flex-

ible and effective in handling the unpredictable nature of anomalies in real-world data. This

paradigm shifts the focus from relying solely on the training data to actively leveraging the

test data for model refinement, leading to improved performance in detecting rare and un-

foreseen anomalies.

In the subsequent sections, this concept will be applied to traditional anomaly detection al-

gorithms, starting with Isolation Forest and extending to methods like kNN and OCSVM.

The goal is to demonstrate how test-time training can be effectively integrated into these

models to enhance their anomaly detection capabilities across diverse datasets.

8 Enhancing Anomaly Detection through Test-Time Training
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3.1.3 Strategically Weighted Isolation Forests at Test time (SWIFT)

The fundamental innovation in SWIFT lies in its ability to dynamically adjust the weights

assigned to each tree during the test phase, a feature absent in the standard Isolation Forest.

Initially, all trees in SWIFT are assigned equal weights wi “ 1 for i “ 1, 2, ..., ntrees. As test

data is introduced, SWIFT adjusts these weights based on each tree’s performance in isolating

anomalies. Trees that demonstrate better performance are assigned higher weights, allowing

the model to adapt to the specific characteristics of the test data. This dynamic weighting

mechanism enhances the model’s ability to distinguish between normal and anomalous obser-

vations, particularly in diverse and complex datasets.

Throughout the testing phase, the weights w “ rw1, w2, ..., wntreess assigned to each tree

in the SWIFT model undergo adjustments to enhance the model’s ability to discriminate

between normal and anomalous observations. This adjustment process is guided by a custom

loss function specifically designed to maximize the difference in anomaly scores between the

training and test datasets. The anomaly score spxq for a sample x is calculated as:

spxq “ ´
ntrees
ÿ

k“1

w1khkpxq

where w1k are the transformed weights for each tree k and hkpxq is the path length from tree

k for data point x.

Because anomalies are isolated more quickly in isolation trees, they tend to have shorter path

lengths. This means that for anomalous data, hkpxq is smaller, and thus the anomaly spxq

becomes less negative (higher in value). Conversely, normal data points have longer path

lengths, resulting in more negative (lower) anomaly scores.

The custom loss function Lpwq is defined as:

Lpwq “ ´

˜

1

ntrain

ntrain
ÿ

i“1

spxtrain,iq
2 ´

1

ntest

ntest
ÿ

j“1

spxtest,jq
2

¸

where spxtrain,iq and spxtest,iq are the anomaly scores for the i-th training sample and the j-th

test sample, respectively. And ntrain and ntest are the number of samples in the training and

test sets, respectively.

In SWIFT, the anomaly scores spxq are all negative values, as they are calculated based on

the negative average path lengths in the Isolation Forest. Squaring these negative anomaly

scores transforms them into positive values, but the magnitude of these squared values reflects

the original anomaly scores. Normal data points have more negative anomaly scores due to

their longer path lengths, so when squared, these scores become larger positive numbers. An-

omalous data points have less negative anomaly scores because of their shorter path lengths,

Enhancing Anomaly Detection through Test-Time Training 9



CHAPTER 3. METHODOLOGY

resulting in smaller positive numbers when squared. This means that the mean squared an-

omaly score of the training data will be higher than that of the test data, which may contain

anomalies with less negative scores.

By incorporating the squared anomaly scores into the loss function, Lpwq effectively captures

the contrast between normal and anomalous data. Minimizing Lpwq, which involves maxim-

izing the difference between the mean squared anomaly scores of the training and test sets,

encourages the model to adjust the tree weights w to enhance this separation. Specifically, the

optimization process increases the weights of trees that contribute to assigning more negative

anomaly scores to normal data and less negative anomaly scores to anomalies. By adjusting

the weights in this manner, SWIFT amplifies the distinction between normal and anomalous

observations, improving its effectiveness in detecting anomalies in the test data.

3.1.4 Weight transformation methods

To keep the optimized weights within a desirable range and to ensure numerical stability dur-

ing optimization, raw weights wi are transformed using a function with adjustable parameters.

The transformed weights w1i are computed as:

w1i “ β ` p1´ βq ˆ Tipαˆwq

where:

• wi represents the raw weight for the i-th tree.

• α ą 0 is a scaling parameter that controls the steepness or scaling of the function.

• β P r0, 1q sets a baseline for the weights to prevent them from becoming too small.

• Ti denotes the transformation function applied to the weights.

Two transformation functions were explored [2][10]:

1. Sigmoid Transformation:

Tipαˆwq “ σpαˆ wiq “
1

1` e´αwi

Here, the sigmoid function σpxq is applied individually to each scaled weight αwi.

2. Softmax Transformation:

The weights are transformed using the softmax function:

Tipαˆwq “ softmaxipαˆwq “
eαwi

řntrees
k“1 eαwk
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In this case, the softmax function is applied to the entire vector of scaled weights αˆw,

and softmaxi denotes the i-th element of the resulting vector.

By iteratively updating the weights w to minimize the loss function Lpwq, SWIFT dynamic-

ally adjusts the importance of each tree based on its effectiveness in differentiating between

training and test data. This process enhances the model’s ability to distinguish between

normal and anomalous observations, especially in diverse and complex datasets.

3.1.5 Optimization Method for Weight Adjustment

The optimization of tree weights in SWIFT is a critical component that enhances the model’s

ability to distinguish between normal and anomalous data points during the test phase. This

optimization process involves formulating a constrained optimization problem, where the

objective is to find the set of weights w “ rw1, w2, ..., wntreess that minimize the custom loss

function Lpwq defined earlier. The optimization problem is formally stated as:

minimize
w

Lpwq

To solve this problem efficiently and accurately, the Sequential Least Squares Programming

(SLSQP) algorithm, as implemented in the SciPy library [27], is employed. The SLSQP

method is particularly suitable for this optimization problem due to its ability to handle

nonlinear, constrained optimization efficiently. It combines the merits of sequential quad-

ratic programming with least squares methods, providing robustness and fast convergence for

problems of this nature [15].

The SLSQP algorithm uses gradient information to update the weights during optimization.

In SWIFT, the gradient of the loss function with respect to the weights provides crucial in-

formation about the direction in which the weights should be adjusted. While the specific

gradient computations depend on the chosen transformation function, sigmoid or softmax,

these computations ensure that the optimization remains stable and accurate.

By applying this optimization method, SWIFT dynamically adjusts the importance of each

tree based on its contribution to differentiating between training and test data. The SLSQP

algorithm enables efficient convergence to a set of optimized weights that enhance the model’s

anomaly detection capabilities.

Through this approach, SWIFT leverages the strengths of SLSQP to fine-tune the ensemble

of isolation trees during the test phase, emphasizing trees that are more effective in isolating

anomalies and improving the overall performance of the anomaly detection system.
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3.2 k-Nearest Neighbors and KATANA

3.2.1 k-Nearest Neighbors

The k-Nearest Neighbors (kNN) algorithm is a non-parametric method commonly used for

classification and regression tasks. In the context of anomaly detection, kNN can be adapted

to identify anomalies based on the distances of data points to their nearest neighbors. The

fundamental principle is that normal data points reside in dense regions of the feature space,

having shorter distances to their neighbors, whereas anomalies are located in sparse regions,

exhibiting larger distances to their nearest neighbors.

In standard kNN for anomaly detection, the algorithm operates as follows [11]:

1. Distance Computation: For each data point x in the dataset, compute the distances to

all other data points using a chosen distance metric.

2. Neighbor Selection: Identify the k nearest neighbors of each data point x based on the

computed distances.

3. Anomaly Score Calculation: The anomaly score for x is determined by a function of the

distances to its k nearest neighbors. The score is set as the distance to the k-th nearest

neighbor:

spxq “ dkpxq

where dkpxq is the distance from x to the k-th nearest neighbor.

A higher anomaly score indicates that the data point is farther from its neighbors, suggesting

it is an anomaly. Conversely, a lower score implies the data point is close to other points and

is likely normal.

In standard kNN for anomaly detection, all features contribute equally to the distance com-

putation. The Euclidean distance is commonly used, calculated as [6]:

dpx, yq “

g

f

f

e

nfeatures
ÿ

i“1

pxi ´ yiq2

where x and y are data points, and nfeatures is the number of features.

However, in datasets where certain features are more informative for distinguishing an-

omalies from normal data, assigning equal importance to all features may not yield optimal

results. To address this, feature weighting can be introduced to adjust the contribution of

each feature in the distance computation.
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3.2.2 Weighted k-Nearest Neighbors with Random Search Optimization

To enhance the performance of kNN in anomaly detection, a weighted distance metric is

employed, where each feature is assigned a weight reflecting its importance [29]. The weighted

Euclidean distance between two data points x and y is defined as:

dweightedpx, yq “

g

f

f

e

nfeatures
ÿ

i“1

wipxi ´ yiq2

where wi ě 0 is the weight assigned to the i-th feature.

The challenge lies in determining the optimal set of weights w “ rw1, w2, . . . , wnfeatures
s

that improve the anomaly detection performance. Unlike the approach taken with SWIFT

for Isolation Forest, where an optimization algorithm was used to adjust tree weights, apply-

ing a similar optimization method to kNN did not yield satisfactory results. Therefore, an

alternative strategy based on random search was employed.

KATANA (kNN with Adaptive Test-time Adjustment through Nonuniform Adaptation)

incorporates feature weighting and uses random search to optimize the weights during the

test phase. Two variants of KATANA were developed:

• KATANA-AUC: This variant aims to find feature weights that maximize the ROC

AUC score on the combined training and test data, using pseudo-labels that distinguish

between training and test instances.

• KATANA-MD: This variant focuses on maximizing the difference in average anomaly

scores between the test and training data.

In both variants, the random search optimization proceeds as follows:

1. Initialization: Start with an initial set of weights, setting wi “
1

nfeatures
for all features.

2. Random Perturbation: Iteratively perturb the current best weights by adding small

random values drawn from a uniform distribution within a specified range.

3. Weight Normalization and Constraints: Ensure that the weights remain non-negative

by clipping at a minimum value (e.g., 1ˆ 10´5), and normalize them to sum to 1.

4. Anomaly Score Computation: Compute the weighted distances and anomaly scores for

both the training and test data using the current weights.

5. Performance Evaluation and Weight Update:

Enhancing Anomaly Detection through Test-Time Training 13
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• In KATANA-AUC, combine the anomaly scores from training and test data, assign

0 for training data and 1 for test data, and compute the ROC AUC score using

these labels. If the new ROC AUC score improves over the previous best, update

the best weights. This approach works because, as demonstrated in DOUST [14],

maximizing the difference between the training and test data effectively maximizes

the difference between normal and anomalous instances.

• In KATANA-MD, calculate the mean anomaly scores for the training data (s̄train)

and the test data (s̄test). Compute the difference ∆ “ s̄test ´ s̄train. If ∆ is greater

than the previous best, update the best weights.

6. Iteration: Repeat steps 2 to 5 for a predefined number of iterations.

7. Final Evaluation: After optimization, the best weights are used to compute anomaly

scores on the test data, and the final ROC AUC score is calculated using the true labels

of the test data.

KATANA employs test-time training principles by using the test data to inform the ad-

justment of feature weights, without accessing the true labels of the test data. By optimizing

the weights based on performance metrics that reflect the separation between training and

test data, the algorithm leverages the unlabeled test data to enhance anomaly detection.

In KATANA-AUC, the use of pseudo-labels (0 for training data, 1 for test data) allows the

algorithm to maximize the ROC AUC score, effectively increasing the distinction between the

distributions of training and test data in terms of anomaly scores. This approach assumes

that anomalies are more prevalent in the test data.

In KATANA-MD, the algorithm seeks to maximize the mean difference in anomaly scores

between test and training data, under the assumption that anomalies in the test set will lead

to higher average anomaly scores compared to the training set.
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3.3 One-Class Support Vector Machine and COSMOS

3.3.1 One-Class Support Vector Machine

The One-Class Support Vector Machine (OCSVM) is a kernel-based unsupervised learning

algorithm commonly used for anomaly detection [24]. It models the training data by finding

a hyperplane that best separates the data from the origin in a high-dimensional feature space

induced by a kernel function. The fundamental idea is to capture regions in the input space

where the data is dense, considering new data points outside these regions as anomalies.

In OCSVM, the algorithm operates as follows [3]:

1. Training Phase: Given a set of training data xi, the OCSVM solves the following op-

timization problem:

minimize
w,ρ,ξi

1

2
}w}2 `

1

νn

n
ÿ

i“1

ξi ´ ρ

subject to pw ¨ φpxiqq ě ρ´ ξi, ξi ě 0, i “ 1, . . . , n

where:

• φp¨q is the feature mapping induced by the kernel function.

• ν P p0, 1s is a parameter controlling the trade-off between the fraction of outliers

and the margin of the hyperplane.

• ξi are slack variables that allow for violations of the margin constraints, accom-

modating outliers or noise.

• ρ is the offset.

2. Decision Function: After solving the optimization problem, the decision function for a

new data point x is given by:

fpxq “
n
ÿ

i“1

αiKpxi, xq ´ ρ

where:

• Kpxi, xq is the kernel function.

• αi are the dual variables obtained from the dual form of the optimization problem,

representing the influence of each training point.

3. Anomaly Score Calculation: The anomaly score for a data point x is defined as the

negative of the decision function value:

spxq “ ´fpxq
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Data points with higher anomaly scores are considered more likely to be anomalies, as

they lie further from the region where the training data is concentrated.

In practice, the Radial Basis Function (RBF) kernel is often used due to its ability to capture

non-linear relationships [5]:

Kpxi, xjq “ exp
`

´γ}xi ´ xj}
2
˘

where γ ą 0 is a parameter defining the kernel width, controlling the influence of individual

data points on the decision boundary.

3.3.2 Weighted One-Class SVM with Random Search Optimization

To enhance the performance of OCSVM in anomaly detection, a weighted kernel function is

introduced, assigning a weight to each feature to reflect its importance. The weighted RBF

kernel is defined as:

Kweightedpxi, xjq “ exp

˜

´γ
nfeatures
ÿ

k“1

wkpxi,k ´ xj,kq
2

¸

where wk ě 0 is the weight assigned to the k-th feature. This weighting adjusts the influence

of each feature in the kernel computation, allowing the model to emphasize more informative

features and reduce the impact of less relevant ones.

Determining the optimal set of weights w “ rw1, w2, . . . , wnfeatures
s that improve anomaly

detection performance is challenging. Similar to the approach used in KATANA for kNN,

COSMOS (Continuous One-class Support Vector Machine Optimization through test-time

weight Sampling) introduces kernel weighting and employs test-time training principles to

enhance anomaly detection, with two variants: COSMOS-AUC, which maximizes the ROC

AUC score, and COSMOS-MD, which maximizes the mean anomaly score difference between

training and test data.

The optimization process is the same as described for KATANA in the kNN algorithm as

described in Section 3.2.2. The key difference lies in the application of feature weighting

within the kernel function for OCSVM, as opposed to the distance metric in kNN.
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3.4 Performance Evaluation and Statistical Analysis

3.4.1 Receiver Operating Characteristic Area Under the Curve (ROC AUC)

The Receiver Operating Characteristic Area Under the Curve (ROC AUC) is a widely used

performance metric for evaluating binary classification models, particularly in anomaly de-

tection tasks where class imbalance is common. ROC AUC measures the model’s ability

to distinguish between positive and negative classes across all possible threshold settings,

providing a comprehensive assessment of its discriminative power.

The ROC curve is a plot of the True Positive Rate (TPR) against the False Positive Rate

(FPR) at various threshold levels [23]. The TPR, also known as sensitivity or recall, is defined

as:

TPR “
True Positives

True Positives` False Negatives

The FPR is calculated as:

FPR “
False Positives

False Positives` True Negatives

The area under the ROC curve (AUC) quantifies the overall performance of the model,

with a value ranging from 0.5 (no discriminative ability) to 1.0 (perfect discrimination). A

higher ROC AUC indicates that the model is better at ranking positive instances (anomalies)

higher than negative instances (normal data) [7].

In this study, ROC AUC was chosen as the primary evaluation metric for assessing the

performance of SWIFT, KATANA, and the custom One-Class SVM algorithm. This choice is

supported by findings from our recent research, which demonstrated that ROC AUC remains

consistent across various configurations, including different levels of contamination in the

training data and varying outlier fractions in the test set [21]. This consistency makes ROC

AUC a reliable metric for comparing anomaly detection models under diverse conditions.

Applying ROC AUC to our models involves computing anomaly scores for the test data

and evaluating how well these scores differentiate between normal instances and anomalies.

For SWIFT, anomaly scores are based on weighted path lengths in the Isolation Forest; for

KATANA, scores are derived from weighted distances to the k-th nearest neighbor; and for

the custom One-Class SVM, scores come from the negative decision function values using the

weighted kernel.

By calculating the ROC AUC for each model, we obtain a threshold-independent meas-

ure of performance that reflects the models’ abilities to rank anomalies higher than normal

instances. This is particularly important in anomaly detection, where selecting an appropri-
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ate threshold can be challenging due to class imbalance and the rarity of anomalies. ROC

AUC allows us to compare models without relying on a specific threshold, ensuring a fair and

comprehensive evaluation.

In summary, ROC AUC serves as an effective and consistent metric for evaluating and

comparing the performance of anomaly detection models like SWIFT, KATANA, and the

custom One-Class SVM. Its use in this study is justified by its robustness across different data

configurations and its ability to provide a holistic view of model performance in distinguishing

between normal and anomalous data.

3.4.2 Wilcoxon Signed-Rank Test with Holm’s Correction

In order to rigorously evaluate the statistical significance of the performance differences

between the proposed models and standard anomaly detection algorithms, we used the Wil-

coxon Signed-Rank Test, a non-parametric test suitable for paired data comparisons. This

test assesses whether the median of the differences between paired observations is zero, mak-

ing it appropriate for comparing model performances across datasets. Additionally, Holm’s

correction was applied to adjust for multiple comparisons and control the family-wise error

rate (FWER).

The Wilcoxon Signed-Rank Test operates as follows [30]:

1. For paired observations pxi, yiq, calculate the differences:

di “ xi ´ yi

2. Exclude Zero Differences:

Remove any pairs where di “ 0, reducing the sample size to n1.

3. Rank Absolute Differences: Assign ranks Ri to the absolute differences |di|, with ties

receiving averaged ranks.

4. Assign Signs to Ranks: Multiply each rank by the sign of di:

Si “ signpdiq ˆRi.

5. Calculate Test Statistic: Calculate the sum of positive ranks (W`) and negative ranks

(W´). The test statistic T is the smaller of the two:

T “ minpW`,W´q.

6. Determine Statistical Significance:
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• For small sample sizes, use Wilcoxon Signed-Rank tables to find the critical value

corresponding to the significance level α and sample size n1.

• For larger samples (n1 ą 20), approximate the distribution of T using a normal

distribution:

Z “
T ´ n1pn1`1q

4
b

n1pn1`1qp2n1`1q
24

where Z is compared to a standard normal distribution to calculate the p-value.

When conducting multiple statistical tests, the chance of obtaining a Type I error (false

positive) increases. To account for multiple comparisons and control the FWER, Holm’s

correction was applied to the p-values obtained from the Wilcoxon tests. Holm’s correction

adjusts significance thresholds in a stepwise manner [13]:

1. Order the p-values:

Arrange the m individual p-values from the Wilcoxon tests in ascending order:

pp1q ď pp2q ď ¨ ¨ ¨ ď ppmq

2. Adjust Significance Levels:

For each ordered p-value ppiq, calculate the adjusted significance level αi:

αi “
α

m´ i` 1

3. Sequential Testing: Begin with the smallest p-value pp1q. Reject the null hypothesis for

ppiq if ppiq ď αi. Stop testing as soon as a p-value exceeds its corresponding threshold.

Holm’s method controls the FWER at the desired level α, offering more statistical power than

the traditional Bonferroni correction by making adjustments based on the ordered p-values.

In this study, the Wilcoxon Signed-Rank Test with Holm’s correction is applied as follows:

• Paired Observations:

ROC AUC scores for each dataset were paired to evaluate performance differences. Com-

parisons were made between all proposed models (SWIFT, KATANA, and COSMOS),

standard models, and DOUST.

• Statistical Testing:

The Wilcoxon Signed-Rank Test was applied to assess performance differences for each

pair of models across datasets, and p-values were calculated.
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• Adjustment for Multiple Comparisons:

Since multiple tests were performed comparing different models and across multiple

datasets, Holm’s correction was applied to the p-values to account for the multiple

pairwise comparisons, ensuring that the overall FWER remained below the chosen sig-

nificance level α.

By using these statistical methods, we ensured that our conclusions about the superiority of

the proposed models were statistically valid and robust against false positives. The combina-

tion of the Wilcoxon Signed-Rank Test and Holm’s correction provided a rigorous framework

for comparing model performance while addressing the challenges of multiple hypothesis test-

ing.
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Results

4.1 Strategically Weighted Isolation Forests at Test time (SWIFT)

In this section, a comparative analysis is presented between Strategically Weighted Isolation

Forests at Test time (SWIFT) and standard implementation of Isolation Forest (IF) from

scikit-learn, focusing on the models’ performance across various datasets. The results aim

to highlight SWIFT’s ability to outperform the traditional IF through its strategic weighting

mechanism and specific configuration adjustments, such as experimenting with initial weights,

applying different weight transformation functions, and tuning parameters to optimize per-

formance.

Both SWIFT and the standard Isolation Forest were configured with 100 trees, a number

chosen to optimize the trade-off between performance and computational efficiency. This is

consistent with sklearn’s default setting for the Isolation Forest [22]. The max samples para-

meter was set to auto, allowing each tree to use up to 256 samples or the entire dataset if

smaller. This setting ensures adequate sampling diversity without overwhelming computa-

tional resources.

4.1.1 Impact on Anomaly Score Distributions

To illustrate the impact of SWIFT’s test-time weighting mechanism on anomaly detection,

the glass dataset was analyzed as a representative example [12][8]. This dataset effectively

demonstrates how SWIFT adapts model behavior and improves scoring metrics through stra-

tegic weight modifications.

Figure 4.1 illustrates the density distributions of anomaly scores derived from the glass

dataset, providing a visual representation of how SWIFT’s test-time weighting mechanism

affects scoring behavior across both training and testing phases. The figure highlights the
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(a) Without Weights: Training mean = ´13.99, Nor-

mal test mean = ´14.10, Anomaly test mean = ´11.57

(b) With Weights: Training mean = ´13.95, Normal

test mean = ´13.98, Anomaly test mean = ´11.05

Figure 4.1: Comparison of Anomaly Score Distributions for the glass Dataset Using SWIFT:

The plots illustrate how the test-time weighting mechanism affects the anomaly score distri-

bution, highlighting improvements in distinguishing between normal and anomalous data in

the training and testing phases.

differences in the anomaly score distributions between different model configurations, emphas-

izing the shifts observed in the training, normal test, and anomalous test scores. These shifts

offer insights into how the model adapts to different phases and refines its scoring behavior

when weights are applied.

After applying the modified weights in SWIFT, the mean values of the distributions exhibit

stable behavior in both the training and normal test phases. Specifically, the training distri-

bution’s mean adjusts slightly from ´13.99 to ´13.95, while the normal test scores shift from

´14.10 to ´13.98. This minimal difference indicates that both distributions remain largely

stable, with the normal test scores becoming slightly more similar to the training scores, sug-

gesting an increased similarity between the two phases.

Notably, the mean of the anomalous scores in the test set shows a substantial shift from

´11.57 to ´11.05, indicating a significant divergence from both training and normal test

means. This change highlights the model’s enhanced capability to discriminate anomalies

from normal observations, which is one of the critical features of robust anomaly detection

systems. The increased separation of the anomaly mean, following the application of weights,

is crucial for ensuring the model’s effectiveness in accurately detecting and isolating anomal-

ous behavior.

By starting with the glass dataset, the analysis demonstrates how SWIFT’s adaptive mech-

anisms significantly improve anomaly score distributions. These findings are then extended

across diverse datasets to confirm that the observed improvements are consistent and repeat-

able.
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4.1.2 Evaluation Across Multiple Datasets

A diverse array of 47 datasets from the Anomaly Detection Benchmark (ADBench) was em-

ployed to evaluate the models [12]. These datasets span a diverse range of domains, including

network security, healthcare, and financial fraud detection, ensuring the evaluation encom-

passes a broad spectrum of real-world anomaly detection scenarios.

Consistent preprocessing was applied across all datasets to maintain comparability. Nu-

meric features were standardized using scikit-learn’s StandardScaler to prevent any single

feature from dominating due to differences in scale. A 50% outlier fraction was maintained

in the test set, meaning that for each dataset, the number of normal data points equaled the

number of outliers in the test set. For example, if there were 5 anomalies in a dataset, the

test set comprised 5 anomalies and 5 normal points, with the remaining data allocated to the

training set.

Following the configuration described in the methodology, SWIFT was rigorously evalu-

ated across 47 different datasets, comparing its performance to that of the standard Isolation

Forest. The evaluation focused on the Receiver Operating Characteristic Area Under the

Curve (ROC AUC) metric, which measures the model’s ability to distinguish between normal

and anomalous instances across various threshold settings. The detailed results are presented

in Table 4.1.

As observed in Table 4.1, SWIFT consistently outperforms the standard Isolation Forest

across the majority of datasets. Out of 47 datasets, SWIFT achieved higher ROC AUC scores

in 43 cases, with ties in 3 datasets (WBC, Lymphography and WDBC ), where both models

reached perfect scores in 2 datasets, and a slight underperformance in 1 dataset (WPBC ).

The average ROC AUC score across all datasets increased from 0.7916 for the Isolation Forest

to 0.8161 for SWIFT, highlighting the overall improvement in anomaly detection capability.

To assess the statistical significance of the performance enhancements achieved by SWIFT,

a Wilcoxon signed-rank test was conducted. This non-parametric test is appropriate for

comparing two related samples—in this case, the ROC AUC scores from the same datasets

processed by the two different models. The test resulted in a p-value of p “ 1.15ˆ10´8, which

is significantly lower than the conventional significance level of 0.05. This exceptionally low

p-value not only confirms the statistical significance of SWIFT’s superior performance but

also underscores the substantial impact of the adaptive weighting mechanism.
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Table 4.1: Comparison of ROC AUC Scores Between Isolation Forest and SWIFT Across 47

Datasets: Bold values indicate superior performance for each dataset. The results demon-

strate SWIFT’s effectiveness across diverse datasets, reflecting its enhanced anomaly detection

capabilities through test-time training. The average ROC AUC score increases from 0.7916

(Isolation Forest) to 0.8161 (SWIFT).

Filename Ifor SWIFT

annthyroid 0.9168 0.9379

breastw 0.9975 0.9977

cardio 0.9362 0.9491

Cardiotocography 0.8258 0.8585

glass 0.8148 0.8642

Hepatitis 0.7929 0.8166

InternetAds 0.4357 0.4759

Ionosphere 0.8644 0.8774

letter 0.6103 0.6440

Lymphography 1.0000 1.0000

mammography 0.8931 0.9003

PageBlocks 0.9273 0.9312

Pima 0.7368 0.7420

satellite 0.8052 0.8197

satimage-2 0.9956 0.9964

SpamBase 0.8235 0.8482

Stamps 0.9147 0.9230

thyroid 0.9894 0.9920

vertebral 0.3900 0.4456

vowels 0.7816 0.8200

Waveform 0.7718 0.8104

WBC 0.9900 0.9900

WDBC 1.0000 1.0000

Wilt 0.4854 0.5523

Filename Ifor SWIFT

wine 0.8700 0.8900

WPBC 0.5781 0.5745

yeast 0.3953 0.4138

optdigits 0.6372 0.7490

fault 0.6519 0.6735

mnist 0.7962 0.8571

musk 0.9716 0.9985

shuttle 0.9968 0.9974

landsat 0.5996 0.6396

pendigits 0.9579 0.9670

smtp 0.9122 0.9200

skin 0.8861 0.8984

campaign 0.6855 0.7026

magic.gamma 0.8062 0.8211

celeba 0.6975 0.7430

donors 0.9484 0.9725

ALOI 0.5568 0.5638

cover 0.8138 0.8897

http 0.9888 0.9937

speech 0.4859 0.4985

backdoor 0.8707 0.8944

fraud 0.9551 0.9565

census 0.4432 0.5480

average 0.7916 0.8161
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4.1.3 Impact of Random Initial weights

Building upon the initial success of SWIFT with uniform initial weights, the impact of using

random initial weights in the weighting mechanism was further explored. In the standard

SWIFT implementation, the initial weights w are set uniformly to 1. However, initializing

weights randomly can potentially lead to different optimization trajectories, possibly enhan-

cing the model’s performance by allowing the optimizer to explore a broader solution space.

Due to time constraints, the effect of random initial weights was examined on a subset of 8

datasets.

Table 4.2: Comparison of ROC AUC Scores for Isolation Forest, SWIFT with Uniform Initial

Weights, and SWIFT with Random Initial Weights (sampled from Uniformp0.1, 1q): Bold

values indicate highest performance for each dataset. The results show that SWIFT with

random initial weights provide slight improvements on several datasets, suggesting potential

benefits in optimization.

Filename Isolation forest SWIFT SWIFT (Random Init)

annthyroid 0.9168 0.9379 0.9380

breastw 0.9975 0.9977 0.9977

cardio 0.9362 0.9491 0.9491

Cardiotocography 0.8258 0.8585 0.8585

glass 0.8148 0.8642 0.8642

Hepatitis 0.7929 0.8166 0.8166

InternetAds 0.4357 0.4759 0.4759

Ionosphere 0.8644 0.8774 0.8775

To investigate this, the initial weights were modified by sampling from a uniform distri-

bution within a specified range, specifically between 0.1 and 1:

w
p0q
i „ Uniformp0.1, 1q

The same optimization process as before was conducted, adjusting the weights to minimize

the loss function Lpwq. The results of this experiment are summarized in Table 4.2, which

includes the ROC AUC scores for SWIFT with random initial weights, denoted as SWIFT

(Random Init).

As shown in Table 4.2, SWIFT with random initial weights achieved slightly higher ROC

AUC scores on several datasets compared to SWIFT with uniform initial weights. Although

the improvements are minor, this suggests that random initialization of weights can provide
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a small performance boost, likely due to the optimizer escaping local minima that may be

associated with uniform starting points.

Given these observations, and considering that random initial weights do not negatively

impact the model’s performance, it was decided to proceed with random weights in subsequent

experiments. This choice allows for the possibility of enhanced optimization outcomes without

incurring significant additional computational costs. Continuing with random initial weights

aims to capitalize on any potential performance gains across different datasets, acknowledging

that even minor improvements can be valuable in critical anomaly detection applications.

4.1.4 Effect of Weight Transformation Functions on Model Performance

The exploration of different weight transformation functions aimed to enhance SWIFT’s per-

formance by investigating how modifying the weight transformations impacts the model’s

ability to distinguish between normal and anomalous data points. Specifically, the sigmoid

and softmax transformations were compared to determine their effectiveness in improving an-

omaly detection performance. Both transformations have merit: the sigmoid transformation

scales each weight individually, potentially allowing for fine-grained adjustments, while the

softmax transformation considers the entire set of weights collectively, accentuating relative

differences among them.

Experiments were conducted on two datasets, Hepatitis and vertebral, to evaluate SWIFT

under different weight transformation configurations. The parameters α and β were varied

within specified ranges (α P t0.1, 0.5, 1, 5, 10u and β P t0, 0.1, 0.2, 0.3, 0.5u), and the weights

were used in their raw form and after transformed and normalization. The anomaly scores

for each sample were calculated using these weights, as described in the methodology section.

The heatmaps in Figure 4.2 illustrate the ROC AUC scores achieved under different

configurations of α and β for the softmax transformation with raw weights and the sigmoid

transformation with transformed and normalized weights on the Hepatitis and vertebral

datasets. Other configurations, such as softmax with transformed and normalized weights and

sigmoid with raw weights, are not presented here because they yielded relatively lower ROC

AUC scores compared to the configurations shown. The corresponding plots are provided in

the Appendix for reference (see Figure 1).

These visualizations reveal that the softmax transformation with raw weights consistently

outperforms the sigmoid transformation with normalized weights across various parameter

settings. In the softmax configuration, the ROC AUC scores remain high for α ď 1 and β ď

0.2. For instance, on the vertebral dataset, the ROC AUC scores achieved with the softmax

transformation are noticeably higher than those obtained with the sigmoid transformation.

In contrast, the sigmoid transformation exhibits lower and more variable ROC AUC scores,
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indicating less consistent performance.

(a) Hepatitis Sigmoid Transformation with trans-

formed and normalized weights

(b) vertebral Sigmoid Transformation with trans-

formed and normalized weights

(c) Hepatitis Softmax Transformation with raw

weights

(d) vertebral Softmax Transformation with raw

weights

Figure 4.2: ROC AUC Scores for Different Weight Transformations on the Hepatitis and

vertebral Datasets

An intriguing observation was that using raw transformed weights led to higher ROC AUC

scores than using normalized weights, especially in the softmax configuration. This finding is

somewhat surprising because the ROC AUC metric is theoretically scale-invariant, meaning

that scaling the anomaly scores should not affect the performance. However, in this context,

scaling and normalization are applied to the weights before computing the anomaly scores,

not directly to the scores themselves.
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The anomaly score for a sample x is calculated as:

spxq “ ´
ntrees
ÿ

k“1

w1khkpxq

, where w1i are the transformed weights and hkpxq are the path lengths from the isolation

trees. The interaction between the weights and the path lengths means that scaling or nor-

malizing the weights affects the anomaly scores in a non-monotonic manner. This alteration

can change the distribution and ordering of the anomaly scores, thereby impacting the ROC

AUC. While ROC AUC is scale-invariant when applying monotonic transformations directly

to the anomaly scores spxq, scaling the weights w1i affects spxq in a way that is not equivalent

to applying a monotonic function to spxq. Therefore, scaling or normalizing the weights can

impact the ROC AUC.

One possible explanation for the observed differences is that using different weight trans-

formation functions, such as sigmoid or softmax, leads to different optimal weights because

these transformations alter the optimization landscape. The sigmoid function scales weights

individually and can cause gradient saturation, where extreme weight values result in very

small gradients, potentially hindering the optimizer’s progress toward the global minimum.

This may cause the optimizer to converge to suboptimal weights that do not sufficiently em-

phasize the most significant trees. In contrast, the softmax function considers all weights

collectively, accentuating relative differences and providing more pronounced gradients that

facilitate more effective optimization. These differences influence how the optimizer explores

the solution space and can lead to different sets of optimal weights. Consequently, using dif-

ferent transformations can result in variations in the model’s performance, as the optimizer

converges to different weights under each transformation.

The comparison between the sigmoid and softmax transformations was crucial in under-

standing how different weight transformations affect SWIFT’s performance. The sigmoid

function scales each weight individually based on its value, which may not sufficiently high-

light the relative importance of each tree in the ensemble. In contrast, the softmax function

considers the entire set of weights, accentuating differences and creating a probability distri-

bution that inherently emphasizes trees with higher weights. This collective scaling appears

to enhance the model’s ability to detect anomalies by leveraging the most significant trees

more effectively.

Based on these observations, the softmax transformation with raw weights with α “ 1 and

β “ 0.1 was selected for further experiments. This parameter setting falls within the ranges

where consistent and high ROC AUC scores were observed (α ď 1 and β ď 0.2). Although

other parameter settings occasionally produced comparable scores on specific datasets, this

configuration provided a good balance between performance and stability.
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With this configuration, SWIFT will be implemented on all the datasets used in previous

experiments. This approach allows for a comprehensive assessment of SWIFT’s capabilities

using a weight transformation that effectively emphasizes the most informative trees without

disproportionately diminishing the contributions of others.

4.1.5 SWIFT Performance with Softmax Transformation

To assess the impact of the softmax weight transformation on SWIFT’s anomaly detection

performance, this configuration was evaluated across all datasets used in the previous study.

The objective was to determine whether the enhancements observed in initial experiments

could be generalized and to explore how the choice of weight transformation and the tuning

of parameters α and β contribute to improving SWIFT’s effectiveness.

Three models were compared:

• Isolation Forest: The standard algorithm without any weighting scheme.

• SWIFT: The original implementation using the sigmoid transformation with α “ 1 and

β “ 0.5.

• SWIFT with softmax transformation: Employting the softmax transformation with

α “ 1 and β “ 0.1.

Table 4.3 provides the ROC AUC scores for each model across all datasets. The results

indicate that SWIFT with the softmax transformation achieved the highest ROC AUC scores

in the majority of datasets. The average ROC AUC notably increased to 0.8947, compared to

0.8161 for the original SWIFT and 0.7916 for Isolation Forest. This suggests that the softmax

transformation can enhance the model’s ability to detect anomalies by effectively emphasizing

the most informative trees in the ensemble.

However, for certain datasets such as breastw, Lymphography, and WBC, the performance of

SWIFT with the softmax transformation was lower than that of the other models. In these

cases, the original SWIFT or Isolation Forest achieved higher ROC AUC scores. This sug-

gests that while the softmax transformation generally improves performance, it may not be

universally optimal for all datasets.

The observed improvements can be attributed to the exploration of weight transformations

and the tuning of parameters α and β. By adjusting these parameters, the model can bet-

ter emphasize the most informative trees in the ensemble, leading to enhanced detection of

anomalies. This indicates the potential for other configurations and transformations that

might further enhance SWIFT’s performance, and that the chosen softmax transformation
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with α “ 1 and β “ 0.1 is one effective choice among potentially many.

Table 4.3: ROC AUC Scores for Isolation Forest, SWIFT with Sigmoid Transformation, and

SWIFT with Softmax Transformation (α “ 1, β “ 0.1) Across 47 Datasets: Bold values

indicate the highest performance for each dataset. The results demonstrate that SWIFT

with softmax transformation achieves an impressive improvement in anomaly detection per-

formance, with an average ROC AUC score of 0.8947, compared to 0.8161 for SWIFT with

sigmoid transformation and 0.7916 for Isolation Forest.

Filename Isolation forest SWIFT SWIFT with Softmax (alpha=1, beta=0.1)

annthyroid 0.9168 0.9379 0.9944

breastw 0.9975 0.9977 0.9822

cardio 0.9362 0.9491 0.9883

Cardiotocography 0.8258 0.8585 0.9443

glass 0.8148 0.8642 1.0000

Hepatitis 0.7929 0.8166 0.8817

InternetAds 0.4357 0.4759 0.6792

Ionosphere 0.8644 0.8774 0.9465

letter 0.6103 0.6440 0.7594

Lymphography 1.0000 1.0000 0.9444

mammography 0.8931 0.9003 0.9211

PageBlocks 0.9273 0.9312 0.9484

Pima 0.7368 0.7420 0.7785

satellite 0.8052 0.8197 0.8837

satimage-2 0.9956 0.9964 0.9923

SpamBase 0.8235 0.8482 0.9334

Stamps 0.9147 0.9230 0.9844

thyroid 0.9894 0.9920 0.9917

vertebral 0.3900 0.4456 0.8444

vowels 0.7816 0.8200 0.9100

Waveform 0.7718 0.8104 0.9107

WBC 0.9900 0.9900 0.8300

WDBC 1.0000 1.0000 1.0000

Wilt 0.4854 0.5523 0.9067

wine 0.8700 0.8900 1.0000

Continued on next page
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Filename Isolation Forest SWIFT SWIFT with Softmax (alpha=1, beta=0.1)

WPBC 0.5781 0.5745 0.5957

yeast 0.3953 0.4138 0.6835

optdigits 0.6372 0.7490 0.9915

fault 0.6519 0.6735 0.7716

mnist 0.7962 0.8571 0.9421

musk 0.9716 0.9985 1.0000

shuttle 0.9968 0.9974 0.9967

landsat 0.5996 0.6396 0.8141

pendigits 0.9579 0.9670 0.9894

smtp 0.9122 0.9200 0.9722

skin 0.8861 0.8984 0.9826

campaign 0.6855 0.7026 0.7641

magic.gamma 0.8062 0.8211 0.8078

celeba 0.6975 0.7430 0.9078

donors 0.9484 0.9725 0.9997

ALOI 0.5568 0.5638 0.5985

cover 0.8138 0.8897 0.9986

http 0.9888 0.9937 0.9998

speech 0.4859 0.4985 0.6006

backdoor 0.8707 0.8944 0.9201

fraud 0.9551 0.9565 0.9401

census 0.4432 0.5480 0.8215

average 0.7916 0.8161 0.8947

Figure 4.3: Comparison of Methods by Average Rank with Statistical Significance: The figure

illustrates the average ranks of Isolation Forest, SWIFT with sigmoid transformation, and

SWIFT with softmax transformation, based on ROC AUC performance. Lower ranks indicate

better performance. The Wilcoxon signed-rank test with Holm’s correction confirms that all

pairwise comparisons are statistically significant, with no connecting lines between methods.
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To statistically validate these performance differences among the models, the Wilcoxon

signed-rank test with Holm’s correction was applied. The comparison of average ranks reveals

that SWIFT with the softmax transformation achieves the highest performance, with an aver-

age rank of 1.319. This is followed by the standard SWIFT model, which holds an average rank

of 1.872. The Isolation Forest algorithm, by contrast, has the lowest ranking among the three

methods, with an average rank of 2.809. Figure 4.3 visualizes this comparison of methods by

average rank, along with the statistical significance of their differences [26]. In this plot, no

lines are shown between methods because all pairwise comparisons are statistically significant.

The Wilcoxon test results, corrected for multiple comparisons using Holm’s method, con-

firm the significant differences between models. Raw p-values for Isolation Forest versus

SWIFT, Isolation Forest versus SWIFT with softmax, and SWIFT versus SWIFT with soft-

max are 1.15ˆ 10´8, 3.08ˆ 10´7, and 6.47ˆ 10´7, respectively. After Holm’s correction, the

p-values remain highly significant at 3.46ˆ 10´8, 6.16ˆ 10´7, and 6.47ˆ 10´7. These values

support the effectiveness of the softmax-transformed SWIFT, as indicated by the red lines in

Figure 4.3, reinforcing the findings from the average rank analysis.

In summary, SWIFT with the softmax transformation substantially improves anomaly

detection performance across a wide range of datasets. The enhancement is achieved by

exploring the weight transformation functions and tuning the parameters α and β. While

the chosen configuration of the softmax transformation α “ 1 and β “ 0.1 yielded significant

improvements, it represents one effective option among others. Further exploration of different

transformations and parameter settings may uncover additional ways to enhance SWIFT’s

performance.

4.1.6 Analysing the Weights in Different Configurations

SWIFT was evaluated with various configurations, including the use of softmax and sigmoid

transformation functions, as well as applying raw weights versus transformed and normal-

ized weights. An interesting phenomenon was observed in some datasets, particularly the

vertebral dataset, where significant variations in performance emerged depending on the

weight configuration employed.

On the vertebral dataset, the baseline performance using the standard Isolation Forest

without any weighting yielded a ROC AUC score of 0.39. When applying the sigmoid trans-

formation with raw weights, the model’s performance decreased, resulting in a ROC AUC

of 0.1533. However, when the weights were transformed and normalized using the sigmoid

function, there was a slight improvement over the baseline, with a ROC AUC of 0.4456.
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A particularly noteworthy outcome was observed when using the softmax transformation with

raw weights. In this configuration, the model achieved a significantly higher ROC AUC score

of 0.8444, indicating a substantial enhancement in anomaly detection capability. In contrast,

when the softmax-transformed and normalized weights were used, the ROC AUC decreased

to 0.4256, which is close to the baseline performance.

To understand these outcomes, the distribution of the optimized weights obtained from each

configuration was analyzed. Figure 4.4 presents histograms of the weights for the different

configurations. In the softmax transformation with raw weights, the optimized weights ex-

hibited a diverse distribution, including both positive and negative values. The presence of

significant negative weights played a crucial role in enhancing the model’s performance. Since

the anomaly score in SWIFT is calculated as the negative weighted sum of the path lengths,

negative weights effectively inverted the influence of certain trees. This inversion adjusted

the anomaly scores in a way that improved the model’s ability to distinguish between normal

and anomalous instances, leading to a higher ROC AUC.

(a) Sigmoid Transformation with transformed and nor-

malized weights

(b) Sigmoid Transformation with raw weights

(c) Softmax Transformation with transformed and nor-

malized weights

(d) Softmax Transformation with raw weights

Figure 4.4: Histograms of Weights of vertebral Dataset in Different Configurations
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Interestingly, the ROC AUC of 0.1533 obtained with the sigmoid transformation and raw

weights is approximately equal to 1 minus the ROC AUC of 0.8444 from the softmax trans-

formation with raw weights (i.e.,0.1533 « 1 ´ 0.8444). This suggests that in the sigmoid

with raw weights configuration, the model’s predictions were effectively inverted compared to

the softmax with raw weights configuration. In other words, the model was assigning higher

anomaly scores to normal instances and lower scores to anomalies, which drastically reduced

performance.

Similar trends were observed in the wine dataset. The standard Isolation Forest achieved a

baseline ROC AUC of 0.87. Applying the sigmoid transformation with raw weights yielded

0.0, indicating inverted predictions, while using transformed and normalized weights improved

the score to 0.89. The best result came from the softmax transformation with raw weights,

reaching a perfect 1.0, whereas using softmax-transformed and normalized weights slightly

reduced the score to 0.88.

Further analysis revealed how the transformed and normalized weights affected the model’s

performance. In the case of the sigmoid transformation with transformed and normalized

weights, the optimized weights predominantly took on two distinct values, effectively creating

a binary weighting scheme. This allowed the model to emphasize certain trees over others,

resulting in a slight improvement over the baseline with a ROC AUC of 0.4456. The presence

of two distinct weight values enabled the model to leverage the contributions of specific trees

more effectively, enhancing its ability to detect anomalies compared to using uniform weights.

In contrast, the softmax transformation with transformed and normalized weights produced

a weight distribution where only one tree received a significantly higher weight, while the rest

had similar, much lower weights. This configuration led to a ROC AUC of 0.4256, close to the

baseline performance. Although the high weight assigned to a single tree slightly influenced

the anomaly scores, it was insufficient to markedly improve the model’s performance. Relying

heavily on one tree diminished the ensemble effect of the Isolation Forest, limiting the benefits

of aggregating the decisions of multiple diverse trees.

These findings indicate that the way weights are transformed and normalized significantly im-

pacts the weight distribution across the ensemble and, consequently, the model’s performance.

With the sigmoid transformation and normalized weights, the model emphasized a subset of

trees, allowing it to focus on more informative trees and improve anomaly detection. In con-

trast, the softmax transformation with normalized weights resulted in an imbalance where

one tree dominated, which did not significantly enhance the model’s ability to distinguish

anomalies.
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These observations underscore the importance of applying the intended weight trans-

formations in SWIFT. Properly transforming and normalizing the weights ensures that they

contribute meaningfully to the anomaly score calculation, enabling the model to leverage the

ensemble of trees effectively. Understanding how different weight transformations affect the

model allows for better tailoring of SWIFT to enhance anomaly detection performance across

various datasets.

4.1.7 Outlier Fraction

The impact of anomaly fractions in the test set on anomaly detection models is a key consider-

ation, particularly in real-world settings where anomalies are typically rare. This subsection

explores how the proportion of anomalies in the test set influences SWIFT’s performance,

using its final configuration with softmax-transformed raw weights. The test sets across data-

sets were initially composed of equal numbers of normal and anomalous instances, resulting

in an original anomaly fraction of 50%. To investigate the effect of lower anomaly fractions,

we systematically reduced the number of anomalies while keeping all normal instances in the

test set. Desired anomaly fractions of 0.01, 0.05, 0.10, 0.20, 0.30 and 0.50 were considered.

To achieve the desired anomaly fractions, the number of anomalies to include (kν) was calcu-

lated as:

kν “

Z

ν

1´ ν
ˆNnormal

^

where Nnormal is the number of normal instances in the test set, and ν is the desired anomaly

fraction. While this approach calculates kν to achieve the desired fraction, the actual anomaly

fraction typically differs slightly due to rounding and constraints on the number of available

anomalies. The actual anomaly fraction was recalculated to reflect these adjustments:

Actual Anomaly Fraction “
kν

Nnormal ` kν

The adjusted test sets were evaluated using SWIFT, and the performance was assessed using

the ROC AUC metric. The results are visualized in Figure 4.5 and the full numerical results

are in Appendix Table 1.

The results reveal a sigmoidal trend in SWIFT’s performance as the anomaly fraction

in the test set increases. As the anomaly fraction rises, there is a sharp improvement in

performance, followed by a plateau at higher fractions. This trend suggests that once the

test set contains enough anomalies to inform test-time training, SWIFT can adapt effectively,

regardless of further increases in the anomaly fraction.

The sigmoidal trend observed in SWIFT aligns with insights derived from the DOUST

framework [14]. The DOUST paper highlights that effective adaptation in test-time train-
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Figure 4.5: SWIFT’s Performance Across Varying Actual Anomaly Fractions in the Test Set:

The figure illustrates ROC AUC scores achieved by SWIFT as the actual anomaly fraction in

the test set varies. A sigmoidal trend emerges, showing improved performance as the anomaly

fraction increases, followed by a plateau at higher fractions.

ing approaches relies on two key factors: ensuring the training set is free of anomalies and

maintaining a sufficiently large test set size relative to the anomaly fraction. Specifically, the

size of the test set (N) needs to be much greater than 1{ν2, where ν represents the outlier

fraction.

In our experiments, datasets with larger test sizes exhibited earlier and more pronounced

improvements in performance, consistent with the DOUST findings. For instance, the Pima

dataset, with 768 total samples and 268 outliers in the test set, generally works with fewer

anomalies compared to the smaller Hepatitis dataset, which contains only 80 total samples

and 13 outliers in the test set. The sigmoidal pattern in Pima emerges at lower outlier frac-

tions, whereas the Hepatitis dataset requires much higher outlier fractions to achieve similar

trends.This difference illustrates how a higher number of test set size can reduce dependency

on the anomaly fraction and enable better adaptation during test-time training.

However, addressing the relationship between test set size, anomaly fraction, and model per-

formance is not the primary objective of this thesis. This work serves as an initial exploration,

with ongoing research building on the DOUST framework to refine optimization techniques

and improve robustness across diverse scenarios.
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4.2 kNN with Adaptive Test-time Adjustment through Nonuni-

form Adaptation (KATANA)

In this section, we explore the application of test-time training to the k-Nearest Neighbors

(kNN) algorithm, aiming to enhance anomaly detection performance by adapting the ap-

proach used in SWIFT to a non-ensemble method. KATANA, our proposed enhancement of

kNN, utilizes test-time training principles to adjust feature weights based on the unlabeled

test data, similar to the methodology applied in SWIFT. By integrating test-time training

into kNN, we investigate whether this strategy can improve the detection of anomalies in

various datasets.

The standard kNN algorithm was implemented using the default settings provided by scikit-

learn [22], serving as a baseline for comparison. KATANA introduces feature weighting into

kNN, optimizing these weights during the test phase through random search. Two variants

of KATANA were developed: KATANA-AUC, which optimizes feature weights to maximize

the Receiver Operating Characteristic Area Under the Curve (ROC AUC) between training

and test data using pseudo-labels, and KATANA-MD, which aims to maximize the mean

difference in anomaly scores between the test and training data.

The algorithms were evaluated on a subset of the datasets used in the previous section, with

some datasets omitted due to memory and computational constraints. The value of k was

set to 5 for all experiments, balancing sensitivity to local data structures and computational

efficiency. Feature scaling was applied using standardization to ensure that all features con-

tributed equally before weighting adjustments.

Table 4.4: ROC AUC Scores for kNN, KATANA-AUC, and KATANA-MD Across 35 Data-

sets: Bold values indicate the highest performance for each dataset. The results demonstrate

that both KATANA variants outperform the standard kNN in most datasets, reflecting the

benefits of integrating test-time training into kNN through adaptive feature weighting.

Filename kNN KATANA-AUC KATANA-MD

annthyroid 0.9405 0.9589 0.956

breastw 0.9927 0.9911 0.9901

cardio 0.92 0.9644 0.9473

Cardiotocography 0.7125 0.8687 0.779

glass 1.0 1.0 0.9753

Hepatitis 0.8225 0.8402 0.8521

Continued on next page
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Filename kNN KATANA-AUC KATANA-MD

InternetAds 0.8409 0.8409 0.8336

Ionosphere 0.9536 0.9547 0.9644

letter 0.8682 0.9162 0.9084

Lymphography 1.0 1.0 0.9444

mammography 0.8687 0.8929 0.876

PageBlocks 0.9619 0.9682 0.9687

Pima 0.7482 0.7584 0.7588

satellite 0.8739 0.8782 0.8771

satimage-2 0.9984 0.9986 0.998

SpamBase 0.8242 0.8732 0.8901

Stamps 0.9553 0.9563 0.9563

thyroid 0.9895 0.9891 0.9889

vertebral 0.4044 0.4078 0.4156

vowels 0.97 0.9608 0.972

WBC 0.99 1.0 0.99

WDBC 1.0 1.0 1.0

Wilt 0.6946 0.7664 0.7886

wine 0.91 0.92 0.95

WPBC 0.5315 0.5351 0.5115

yeast 0.4558 0.4585 0.4592

optdigits 0.941 0.972 0.9814

fault 0.8067 0.8128 0.808

mnist 0.9462 0.9564 0.9393

musk 1.0 1.0 1.0

shuttle 0.9991 0.999 0.9993

landsat 0.767 0.7779 0.7803

pendigits 0.9972 0.9991 0.9995

smtp 0.9233 0.9233 0.9367

speech 0.505 0.5297 0.5179

average 0.8604 0.8763 0.8718

Table 4.4 presents the ROC AUC scores for each method across the datasets. The stand-

ard kNN algorithm achieved varying levels of performance, reflecting its sensitivity to the

intrinsic properties of each dataset. Both KATANA-AUC and KATANA-MD consistently

outperformed the standard kNN, demonstrating the effectiveness of incorporating test-time

38 Enhancing Anomaly Detection through Test-Time Training



CHAPTER 4. RESULTS

training into kNN through feature weighting.

Figure 4.6: Critical Difference Diagram for Variants of the kNN Algorithm: The diagram

presents the average ranks of kNN, KATANA-AUC, and KATANA-MD based on ROC AUC

scores. Lower ranks indicate better performance. The Wilcoxon signed-rank test with Holm’s

correction confirms that both KATANA variants significantly outperform the standard kNN

algorithm. No statistically significant difference is observed between KATANA-AUC and

KATANA-MD, as indicated by the connecting line between them.

To assess the statistical significance of the performance differences, the Wilcoxon signed-

rank test with Holm’s correction was conducted for multiple comparisons. The average ranks

of the methods were calculated, with kNN having an average rank of 2.5286, KATANA-AUC

at 1.6714, and KATANA-MD at 1.8. The critical difference diagram in Figure 4.6 illustrates

these ranks and indicates that both KATANA variants significantly outperform the standard

kNN algorithm. In the diagram, methods connected by a horizontal line are not signific-

antly different at the 0.05 significance level, highlighting that while both KATANA-AUC and

KATANA-MD outperform kNN, there is no significant difference between the two KATANA

variants.

The adjusted p-values from the Wilcoxon signed-rank test shows that the improvements of

KATANA-AUC and KATANA-MD over kNN are statistically significant, with p-values of

0.000086 and 0.0095, respectively. The difference between KATANA-AUC and KATANA-

MD is not statistically significant with p-value of 0.4106, suggesting that both optimization

objectives are effective in enhancing anomaly detection performance.

The incorporation of test-time training into kNN via KATANA significantly enhances anom-

aly detection capabilities. By adjusting feature weights based on the unlabeled test data,

KATANA effectively adapts to the specific characteristics of the test set, emphasizing fea-

tures that contribute more to distinguishing between normal and anomalous instances. This

approach aligns with the study’s objective of enhancing anomaly detection through test-time

training and demonstrates that leveraging test data during model adjustment can improve

performance in non-parametric methods like kNN.
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4.3 Continuous One-class Support Vector Machine Optimiza-

tion through test-time weight Sampling (COSMOS)

In this section, we extend the application of test-time training to the One-Class Support

Vector Machine (OCSVM) algorithm, introducing COSMOS (Continuous One-class Support

Vector Machine Optimization through test-time weight Sampling). Similar to SWIFT and

KATANA, COSMOS aims to enhance anomaly detection performance by adjusting feature

weights based on the unlabeled test data. By integrating test-time training into OCSVM,

we explore whether this strategy can also improve the detection of anomalies across various

datasets.

The standard OCSVM algorithm was implemented using the default settings provided by

scikit-learn [22], with the Radial Basis Function (RBF) kernel. COSMOS introduces feature

weighting into the RBF kernel, optimizing these weights during the test phase through random

search. Two variants of COSMOS were developed:

• COSMOS-AUC: Optimizes the kernel weights to maximize the ROC AUC between the

training and test data using pseudo-labels (0 for training data, 1 for test data).

• COSMOS-MD: Aims to maximize the mean difference in anomaly scores between the

test and training data.

Both variants employ random search optimization during the test phase, adjusting the kernel

weights based on the unlabeled test data without accessing the true labels.

The algorithms were evaluated on a subset of the datasets used in previous sections, with

some datasets omitted due to memory and computational constraints. Feature scaling was

applied using standardization. Examining the ROC AUC scores presented in Table 4.5, it

can be seen that the best-performing method varies across different datasets. In many cases,

COSMOS-AUC and COSMOS-MD achieve the highest ROC AUC, indicating improved per-

formance over the standard OCSVM without weights. However, there are also several datasets

where the standard OCSVM achieved the highest ROC AUC.

These observations suggest that the performance improvements offered by COSMOS are not

consistent across all datasets. The best-performing method varies depending on the dataset,

and in some cases, the standard OCSVM without weights achieves the best performance. This

variability indicates that while COSMOS has the potential to enhance anomaly detection per-

formance through test-time training and kernel weighting, it does not universally outperform

the standard OCSVM across all datasets.
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Table 4.5: ROC AUC Scores for OCSVM, COSMOS-AUC, and COSMOS-MD Across 39

Datasets: Bold values indicate the highest performance for each dataset. The results show

that COSMOS frequently achieves the best performance, reflecting its effectiveness in optim-

izing feature weights through test-time training.

Filename OCSVM COSMOS-AUC COSMOS-MD

annthyroid 0.8724 0.9267 0.9128

breastw 0.992 0.9925 0.9925

cardio 0.953 0.9733 0.9655

Cardiotocography 0.8067 0.888 0.8649

glass 0.6667 0.5432 0.5062

Hepatitis 0.8462 0.8402 0.7988

InternetAds 0.7992 0.8158 0.7912

Ionosphere 0.9429 0.9307 0.9563

letter 0.609 0.6302 0.625

Lymphography 1.0 1.0 1.0

mammography 0.8939 0.9065 0.911

PageBlocks 0.9403 0.9448 0.9461

Pima 0.6917 0.7042 0.6899

satellite 0.7569 0.6964 0.6927

satimage-2 0.9964 0.9891 0.9839

SpamBase 0.8031 0.8496 0.8565

Stamps 0.9324 0.9438 0.9688

thyroid 0.9847 0.985 0.9865

vertebral 0.5189 0.4756 0.41

vowels 0.8148 0.7712 0.7736

WBC 0.99 0.98 0.98

WDBC 1.0 1.0 1.0

Wilt 0.309 0.3276 0.33

wine 0.92 0.95 0.95

WPBC 0.5138 0.5066 0.5206

yeast 0.4486 0.4951 0.4476

optdigits 0.5756 0.898 0.7934

fault 0.6116 0.6145 0.6092

Continued on next page
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Filename OCSVM COSMOS-AUC COSMOS-MD

mnist 0.9117 0.9286 0.9175

musk 1.0 1.0 1.0

shuttle 0.9962 0.9954 0.9943

landsat 0.4594 0.4107 0.4113

pendigits 0.9714 0.9569 0.9387

smtp 0.85 0.8322 0.8456

campaign 0.7788 0.8676 0.7462

magic.gamma 0.7422 0.7513 0.7341

ALOI 0.5597 0.5715 0.5674

speech 0.4805 0.4897 0.4757

backdoor 0.6148 0.7923 0.5836

average 0.7834 0.7993 0.7815

The statistical analysis reflects this variability in performance across datasets. Despite

COSMOS-AUC achieving the highest average rank (1.7436) and COSMOS-MD having the

lowest average rank (2.1538), the Wilcoxon signed-rank test with Holm’s correction indicates

that the differences between COSMOS-AUC and OCSVM are not statistically significant

(adjusted p-value = 0.2181). Similarly, the difference between COSMOS-MD and OCSVM

is not statistically significant (adjusted p-value = 0.7653). However, the adjusted p-value

between COSMOS-AUC and COSMOS-MD is 0.0202, indicating a statistically significant

difference between these two methods at the 0.05 significance level.

The critical difference (CD) diagram in Figure 4.7 visualizes these relationships. Methods

not connected by horizontal lines are significantly different. In this case, COSMOS-AUC

is not connected to COSMOS-MD, indicating that COSMOS-AUC significantly outperforms

COSMOS-MD across the datasets evaluated. Both COSMOS-AUC and COSMOS-MD are

connected to OCSVM, indicating that their performance differences with OCSVM are not

statistically significant.
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Figure 4.7: Critical Difference Diagram for Variants of the OCSVM Algorithm: The diagram

displays the average ranks of OCSVM, COSMOS-AUC, and COSMOS-MD based on ROC

AUC scores. Lower ranks indicate better performance. The Wilcoxon signed-rank test with

Holm’s correction indicates a statistically significant difference between COSMOS-AUC and

COSMOS-MD, with no significant differences observed between the standard OCSVM and

either COSMOS variant.

These results suggest that while COSMOS-MD alone shows the lowest average rank

(2.1538) and ROC AUC score (0.7815), the combined performance of COSMOS-AUC and

COSMOS-MD demonstrates the clear potential of COSMOS as a test-time training approach.

In many datasets, COSMOS-AUC and COSMOS-MD together outperform the standard OC-

SVM, indicating that test-time training through kernel weighting can effectively enhance

anomaly detection. This combined success highlights that COSMOS, as a framework, has

significant room for development and improvement.

The possibility for further enhancement is promising, especially since, unlike SWIFT, COS-

MOS did not yet explore other configurations such as alternative weight transformations,

optimization parameters, or initial weight settings.
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4.4 Final Comparison Between Different Models

This study is inspired by the principles behind DOUST, a deep learning-based method that

innovatively enhances anomaly detection through test-time training by adjusting model para-

meters to better identify anomalies during testing [14]. Extending this concept to traditional

algorithms, test-time training was applied to Isolation Forest, kNN, and OCSVM, resulting in

the development of SWIFT, KATANA-AUC, and COSMOS-AUC. The results demonstrate

that these enhanced methods generally outperform their respective baseline models.

The final comparison in this section focuses on 35 datasets, chosen to ensure fairness and

consistency as KATANA was applied to the smallest subset due to computational constraints.

DOUST serves as the benchmark model, though for clarity and emphasis on traditional al-

gorithms, the highest ROC AUC values in Table 4.6 are highlighted only among the remaining

methods, excluding DOUST. This approach allows the evaluation to isolate and showcase the

contributions of test-time training enhancements.

Table 4.6: ROC AUC Scores for Isolation Forest, kNN, OCSVM, KATANA-AUC, COSMOS-

AUC, SWIFT with Softmax Transformation, and DOUST Across 35 Datasets: The table

compares ROC AUC scores across seven models, highlighting the highest score per dataset

among traditional models and their variants in bold (excluding DOUST). The results demon-

strate that SWIFT and KATANA-AUC consistently achieve competitive scores, reflecting the

effectiveness of test-time training enhancements in anomaly detection.

Filename ifor ocsvm knn KATANA COSMOS SWIFT DOUST

annthyroid 0.9168 0.8724 0.9405 0.9589 0.9267 0.9944 0.9956

breastw 0.9975 0.992 0.9927 0.9911 0.9925 0.9822 0.9884

cardio 0.9362 0.953 0.92 0.9644 0.9733 0.9883 0.9929

Cardiotocography 0.8258 0.8067 0.7125 0.8687 0.888 0.9443 0.9578

glass 0.8148 0.6667 1.0 1.0 0.5432 1.0 0.9877

Hepatitis 0.7929 0.8462 0.8225 0.8402 0.8402 0.8817 0.8107

InternetAds 0.4357 0.7992 0.8409 0.8409 0.8158 0.6792 0.9085

Ionosphere 0.8644 0.9429 0.9536 0.9547 0.9307 0.9465 0.98

letter 0.6103 0.609 0.8682 0.9162 0.6302 0.7594 0.9499

Lymphography 1.0 1.0 1.0 1.0 1.0 0.9444 1.0

mammography 0.8931 0.8939 0.8687 0.8929 0.9065 0.9211 0.9495

Continued on next page
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Filename ifor ocsvm knn KATANA COSMOS SWIFT DOUST

PageBlocks 0.9273 0.9403 0.9619 0.9682 0.9448 0.9484 0.9832

Pima 0.7368 0.6917 0.7482 0.7584 0.7042 0.7785 0.7361

satellite 0.8052 0.7569 0.8739 0.8782 0.6964 0.8837 0.9545

satimage-2 0.9956 0.9964 0.9984 0.9986 0.9891 0.9923 0.9984

SpamBase 0.8235 0.8031 0.8242 0.8732 0.8496 0.9334 0.9257

Stamps 0.9147 0.9324 0.9553 0.9563 0.9438 0.9844 0.9854

thyroid 0.9894 0.9847 0.9895 0.9891 0.985 0.9917 0.9985

vertebral 0.39 0.5189 0.4044 0.4078 0.4756 0.8444 0.8911

vowels 0.7816 0.8148 0.97 0.9608 0.7712 0.91 0.9924

WBC 0.99 0.99 0.99 1.0 0.98 0.83 0.97

WDBC 1.0 1.0 1.0 1.0 1.0 1.0 1.0

Wilt 0.4854 0.309 0.6946 0.7664 0.3276 0.9067 0.9941

wine 0.87 0.92 0.91 0.92 0.95 1.0 1.0

WPBC 0.5781 0.5138 0.5315 0.5351 0.5066 0.5957 0.656

yeast 0.3953 0.4486 0.4558 0.4585 0.4951 0.6835 0.7262

optdigits 0.6372 0.5756 0.941 0.972 0.898 0.9915 0.9997

fault 0.6519 0.6116 0.8067 0.8128 0.6145 0.7716 0.8243

mnist 0.7962 0.9117 0.9462 0.9564 0.9286 0.9421 0.9872

musk 0.9716 1.0 1.0 1.0 1.0 1.0 1.0

shuttle 0.9968 0.9962 0.9991 0.999 0.9954 0.9967 0.9953

landsat 0.5996 0.4594 0.767 0.7779 0.4107 0.8141 0.9542

pendigits 0.9579 0.9714 0.9972 0.9991 0.9569 0.9894 1.0

smtp 0.9122 0.85 0.9233 0.9233 0.8322 0.9722 0.8378

speech 0.4859 0.4805 0.505 0.5297 0.4897 0.6006 0.7396

Average 0.7937 0.796 0.8604 0.8763 0.8055 0.8972 0.933449

The results in Table 4.6 reveal that SWIFT and KATANA-AUC frequently achieve the

highest ROC AUC scores. SWIFT, employing a strategic tree-weighting mechanism, and

KATANA-AUC, which adapts feature weights within kNN, both consistently exhibit com-

petitive performance. The critical difference diagram in Figure 4.8 confirms their success,

showing that SWIFT and KATANA-AUC share the same average rank (3.1). This alignment

is further supported by the p-values heatmap in Figure 4.9, which indicates no statistically

significant difference between SWIFT and KATANA-AUC. However, the heatmap reveals

significant differences between KATANA-AUC and the baseline kNN, underscoring the sub-

stantial improvements introduced by test-time training.
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COSMOS-AUC, designed to integrate test-time training into OCSVM through kernel weight-

ing, displays mixed results. While it occasionally outperforms its baseline model, its perform-

ance varies significantly across datasets. This highlights the need for further refinement of its

kernel optimization and weighting strategies to achieve greater consistency.

Although DOUST consistently outperforms all other methods due to its deep learning archi-

tecture, SWIFT and KATANA-AUC emerge as practical alternatives. These models combine

competitive performance, as reflected in the highest average ROC AUC values for SWIFT in

Table 4.6, with advantages such as simplicity, computational efficiency, and reliability.

Figure 4.8: Critical Difference Diagram for Model Comparisons: The figure presents aver-

age ranks of Isolation Forest, kNN, OCSVM, KATANA-AUC, COSMOS-AUC, SWIFT with

Softmax Transformation, and DOUST based on ROC AUC performance. Lower ranks indic-

ate better performance. Models not connected by horizontal lines are significantly different

according to the Wilcoxon signed-rank test with Holm’s correction, highlighting the compet-

itiveness of SWIFT and KATANA-AUC.
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Figure 4.9: p-value Heatmap for Pairwise Model Comparisons: The heatmap illustrates the p-

values from pairwise comparisons among the evaluated models using the Wilcoxon signed-rank

test with Holm’s correction. Lower p-values (darker regions) indicate statistically significant

differences.
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Conclusions

This thesis explored the adaptation of test-time training principles to traditional anomaly

detection algorithms, with the goal of enhancing their performance while maintaining com-

putational efficiency and interpretability. Inspired by the DOUST framework, the study

introduced novel extensions to Isolation Forest, kNN, and OCSVM. The proposed meth-

ods—SWIFT, KATANA, and COSMOS—demonstrated the feasibility of incorporating ad-

aptive mechanisms into classical models to improve their anomaly detection capabilities.

A major contribution of this work was the development of SWIFT, which significantly

outperformed its baseline model, the standard Isolation Forest. SWIFT achieved an impress-

ive improvement in average ROC AUC scores, increasing from 0.7916 for the standard model

to 0.8947 in its final version. This result underscores SWIFT’s effectiveness in adapting tree-

specific weights during the test phase, consistently delivering robust performance across a

wide range of datasets.

KATANA introduced test-time feature weighting to kNN, resulting in statistically sig-

nificant improvements compared to the baseline. While the average ROC AUC score of

KATANA-AUC increased from 0.8604 for the standard kNN to 0.8763, this improvement

was not as dramatic as the gains achieved by SWIFT. However, the statistical significance of

KATANA’s enhancements underscores its effectiveness in leveraging adaptive feature weight-

ing to improve anomaly detection performance, addressing specific dataset characteristics in

a meaningful way. This demonstrates KATANA’s capacity to enhance kNN’s applicability

and robustness.

COSMOS extended test-time training to kernel-based methods like OCSVM, offering

valuable insights into the challenges of generalizing such techniques. While COSMOS did

not achieve statistically significant improvements over the standard OCSVM, its ROC AUC

scores on many datasets indicated notable promise. These results suggest that further refine-

ment of kernel weighting strategies and optimization processes could unlock COSMOS’s full
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potential and broaden its applicability.

In addition to developing these models, this thesis conducted a detailed investigation into

factors influencing test-time training effectiveness. For instance, SWIFT demonstrated the

impact of weight transformation functions and initialization strategies on model performance.

These findings emphasize the importance of systematically optimizing model components to

maximize the benefits of test-time training.

Limitations & Future Work

While this work demonstrates promising advancements, it also identifies several limitations

that provide opportunities for further research. The dataset constraints, particularly for

KATANA, limited the number of datasets used in comparisons due to computational require-

ments, which may affect the generalizability of findings. The variability in COSMOS-AUC’s

performance across datasets underscores the need for more robust kernel weighting and optim-

ization strategies to improve consistency. Additionally, further investigation into automating

optimization processes for hyperparameters, including weight transformation and initializa-

tion strategies, could enhance the scalability and applicability of these models.

Future research could focus on refining COSMOS through improved kernel weighting

mechanisms and alternative loss functions to address its variability. Extending the methods

to handle other data modalities, such as time-series, image, or graph data, could significantly

expand their applicability. Adapting these models for real-time or streaming data would also

be a valuable direction, enabling dynamic anomaly detection in evolving environments.

In conclusion, this thesis successfully demonstrated the potential of test-time training to

enhance traditional anomaly detection algorithms. By bridging the gap between classical

methods and adaptive frameworks, this work lays the foundation for future innovations in

resource-efficient, high-performance anomaly detection. These contributions advance both

the theoretical understanding and practical implementation of test-time training, offering

significant opportunities for addressing real-world challenges in anomaly detection.
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Appendix

(a) Hepatitis Sigmoid Transformation with raw

weights

(b) vertebral Sigmoid Transformation with raw

weights

(c) Hepatitis Softmax Transformation with trans-

formed and normalized weights

(d) vertebral Softmax Transformation with trans-

formed and normalized weights

Figure 1: ROC AUC Scores for Different Weight Transformations on the Hepatitis and

vertebral Datasets
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Table 1: ROC AUC Scores Across Different Outlier Fractions for Selected Datasets: The

table presents ROC AUC scores for the Hepatitis, Letter, Pima, and Fault datasets across

varying actual outlier fractions.

Dataset Actual Outlier Fractions (%) ROC AUC Scores

Hepatitis 7.14, 7.14, 7.14, 18.75, 27.78, 50.00 0.4615, 0.4615, 0.4615, 0.7692, 0.7692, 0.8817

Letter 0.99, 4.76, 9.91, 20.00, 29.58, 50.00 0.5100, 0.6060, 0.6455, 0.7628, 0.7529, 0.7594

Pima 0.74, 4.96, 9.76, 20.00, 29.84, 50.00 0.4534, 0.7889, 0.8107, 0.7859, 0.7788, 0.7785

Fault 0.88, 4.94, 9.91, 19.98, 29.97, 50.00 0.4943, 0.6800, 0.6885, 0.7365, 0.7686, 0.7716
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