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Abstract

Compared to other data mining problems, the study of the ensemble method
for unsupervised anomaly detection is hardly touched on. With the paper of
DEAN, we concluded the advantages of combining weak but deep anomaly de-
tectors into an ensemble and its potential in terms of interpretability. The in-
terpretability of a model plays an essential role in understanding how a model
works and its prediction. Therefore, we exploited the feature bagging method
in our ensemble model for better interpretability. Our work in this thesis is to
enhance the interpretation ability of our algorithm by optimizing the feature
bagging process and analyzing the results from different data sets. To better
evaluate our model, we defined our evaluation system based on the kNN al-
gorithm for quantifying interpretability improvement. The results exhibit the

underlying difficulties and possibilities of further research.
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1 Introduction

1.1 Motivation and Background

In the era of Big Data, extensive amounts of data are being produced and
collected daily. This gives us an unprecedented opportunity to explore large
databases and obtain valuable information. During the data analysis process,
what stands out and is viewed as interesting are often those unexpected and
rare data points, so-called anomalies. Anomalies are referred to as outliers, ab-
normalities, or deviants in the data mining and statistics literature. They can
be simply regarded as noise when lacking interesting characteristics or signifi-
cant boundaries from regular data points [2], and therefore be removed during
the data cleaning process. On the other hand, detecting and observing strong
anomalies which are noticeably different from the norm of a data set reveals
useful information. This can be valuable depending on the domain setting.
In combination with machine learning techniques, it has gained attention in
various application domains in recent years, such as cyber security, financial
fraud, medical diagnosis, and law enforcement. For instance, fraud detection
inspects abnormal usage patterns on credit card transaction data sets to iden-
tify fraudulent activity. In the medical field, the pixels in mammogram images
are classified as cancerous or not for detecting calcification within the breast
tissue [13].

Depending on the application-specific scenario, different types of machine-

learning methods come into play. Neural networks(also called artificial neural



1 Introduction

networks, ANN) are a set of algorithms used in machine learning inspired by
the function of neurons in the human brain. A deep neural network essentially
consists of multiple processing layers and is designed for analyzing more com-
plex data in greater depth. The larger the amount of data given to training a
deep learning model, the more experienced it becomes. Studies have shown
that deep learning-based algorithm outperforms conventional machine learn-
ing method [9]. A common data mining problem like classification usually
employs supervised machine learning where training data are labeled. This is
often unrealistic for anomaly detection tasks because the manual efforts re-
quired to prepare massive training data are enormous, time-consuming, and
sometimes impossible. Instead, unsupervised machine learning is a preferred
technique for detecting anomalies. Without the pre-made labels, the model can
pick up noticeable representations by itself and derive novel insights for which

they have not been trained.

As anomaly detection starts to be involved in multiple decision-making pro-
cesses, the reliability of its prediction becomes increasingly essential. Explain-
ing what a model does and understanding how its prediction is made helps
users gain trust and confidence in the model [21]. However, despite the ef-
fort put into research, limited progress has been made in the field of (unsuper-
vised deep learning model) Interpretability [8]. The rise of the complexity of a
method comes with the loss of its interpretability. Neural networks, for exam-
ple, are considered intrinsically uninterpretable because of their non-linear and
multilayered structure [8]. Therefore, we rely on a post hoc, model-specific ex-
planation method to generate an explanation of the prediction. One approach
of such is saliency maps, also known as pixel attribution [18]. It is mainly used
for interpreting the classification of images with feature importance. Each pixel
is considered a feature, and neural networks will highlight relevant pixels that

contribute to the prediction.

Since anomalies tend to be unpredictable and rare, one of the biggest chal-



1.2 Related Work

lenges of anomaly detection is to clearly define a boundary between abnormal
and normal events [9]. One of the effective approaches to tackling this prob-
lem is by using multiple training models, which are employed for detecting
different types of anomalies. This technique of combing weak learners into
strong ensembles has not been thoroughly researched for anomaly detection,
even though it has been proven to improve performance and robustness on
classification [25]. In this thesis, we carry on the work of DEAN, our deep en-
semble anomaly detection algorithm. And implemented different extensions
for its feature bagging method to improve the interpretability of the model.
With DEAN, we concluded the advantages of combining deep anomaly detec-

tion models into an ensemble and its potential in interpretability [14].

1.2 Related Work

As mentioned before, anomaly detection has been an emerging topic among
many domains. There are studies across different application areas, such as
cyber intrusion detection in [15], medical diagnosis [22], or fraud detection in
finance [6]. It includes a wide variety and size of data sets, repeatedly show-
ing the versatility and capability of anomaly detection. As deep learning ap-
proaches have been shown to improve performance further, it has also raised
the interest in researching different methods for anomaly detection, including
studies of the nearest-neighbor method [12], deep one-class classification [20],
or methods based on training generative adversarial networks(GAN) [10]. They
all present fairly well-performance models compared to traditional anomaly de-
tection methods. However, without the combination with the ensemble method,
their robustness and quality are still not as ideal as DEAN [14].

The scarcity of researching ensemble methods combined with deep learn-
ing models is still waiting to be filled. The ensemble method has been widely

studied in other problem domains like classification and clustering, but it is
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relatively new for anomaly detection [1]. For most, the issue lies in how to
effectively measure the accuracy and the diversity of models, and the challenge
of how to combine them [25]. And when the ensemble technique is combined
with the deep learning method, the unsupervised nature makes it challenging
for performance assessment and interpretability. This could explain the ab-
sence of an advanced state-of-the-art research [2]. Some methods are suitable
for the realization of ensemble techniques for anomaly detection, such as fea-
ture bagging [16], subsampling [26], and pruning [19], which can successfully
reduce the variance or bias of the model.

Another important research direction related to our work is deep learning
interpretability. Although the term interpretability is universally used in ma-
chine learning, its definition is still vague [17]. The reasons why interpretability
is crucial have been discussed [3] [17], e.g., understanding how a model works
or how the prediction helps the user gain trust and confidence for the user;
finding unnoticed causality; providing more ethical and fair decision-making,
etc. To accurately evaluate a model’s interpretability, we must first understand
what exactly interpretability is. Some suggested that there are several types
of model explanations, such as intrinsically interpretable models vs. post hoc
explanations [21], or taxonomy of three dimensions: type of engagement, type
of explanation, and the focus [24]. Different types of evaluation methods have
also been introduced [11], such as application-grounded evaluation, human-
grounded metrics, and functionally-grounded evaluation. However, the ques-
tion of how to evaluate the quality of interpretability remains open. In this
thesis, we proposed our novel way of constructing interpretability for the task

of anomaly detection performance scores.
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Although the original DEAN algorithm achieved advanced results in many
ways compared to other existing anomaly detection methods [14], there is still
room for improvement. We focus on improving/reforming the feature bagging
process by creating several extensions and experiments. The goal is to reach
a better interpretation performance on our evaluation method. In section 2.1,
we introduce a new evaluation method based on kNN. The details and results
of each extension will be then discussed in the following sections. Section 2.7
also gives an example of how our model works on image data.

Table 2.1 lists all the data sets used in this thesis. Our ensemble consists of
2000 models. We used data sets with different sizes and dimensions to compare
the outcomes, such as high-dimensional data set gas-drift with 128 features or
low-dimensional data page-blocks and Magic Telescope with respectively 10

and 11 features only.

Name X train X test Y test
page-blocks (4353, 10) (1120, 10) (1120,)
Magic Telescope (8633, 11) (7398, 11) (7398,)
cardio (1479, 21) (352, 21) (352,)
ionosphere (135, 32) (180, 32) (180,)
satellite (2640, 36) (3518, 36) (3518,)
waveform-5000 (1185, 40) (1014, 40) (1014,)
gas-drift (1796, 128) (1538, 128) (1538,)
animals (700, 150, 150) | (2203, 150, 150) (2203,)

Table 2.1: List of data sets that were used in this paper and their size.
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2.1 Evaluation

The unsupervised nature and small sample space pose a challenge to effectively
evaluating the performance of anomaly detection [1]. One common way to
achieve it is by using ROC Area Under Curve (AUC) [7]. In this thesis, we fo-
cus on the evaluation of the interpretability performance of our model. The
definition of model interpretability lacks agreement among research papers,
and it is also hard to objectively evaluate [17]. We created our own evalua-
tion method based on the external measure. The main idea is to compare the
importance score we generated(Ipgan) for each feature to a reference impor-
tance score(ltyn). The importance score of a feature refers to how the feature
contributes to the determination of anomaly. Similar to the concept of individ-
ual conditional expectation (ICE) plot, in which each line indicates an instance
and shows how its prediction is influenced by different features [18]. In other
words, if a crucial(important) feature is removed, the output of the anomaly
detection model should change. Based on this notion, we remove each feature
iteratively and apply kNN to compute the anomaly score. Whether we remove
an important or unimportant feature for a normal data point, the kNN algo-
rithm will still consider it normal. As for an abnormal data point, removing a
critical feature results in a lower kNN score. We then reverse the score since a
lower score implies that the removal of a specific feature has a higher impact

on the prediction.

kNN is a classification algorithm based on the Euclidean distance. As a
“lazy algorithm,” it has the advantage of simple implementation and no train-
ing period [23]. When we reduce the dimension of feature space, the distance

between two points p, ¢q (in the case of two dimensions) also reduces from

d(p.q) = V(g1 —p1)? + (g2 - p2)* to d'(p.q) = (q1 — p1) OF (g2 - p2), depending on
which dimension been removed. We know that d’(p,q) is smaller than d(p, q)

based on Pythagorean theorem. It works particularly well in low-dimensional



2.1 Evaluation

feature space. Therefore, we employed kNN to compute the outlier scores after
removing each feature to obtain a reference score. However, the major draw-
back of kNN method is the instability in high dimensional feature space [5]. The
problem of "The Curse of Dimensionality” occurs as Euclidean distance loses its
meaning when the data set has a high dimension [4]. This issue could restrain
the ability of our evaluation method for high dimensional data sets and is also
why Ipgan stands out from the KNN method.

We calculate Ipgan score by training our model and counting the times each
feature is selected, then using the sum of their assigned anomaly scores to get
an average of it. Each feature has a score based on how “important” they are.

The next step is to compare the two importance scores sets Iiyn and Ipgan-

Our evaluation system can be represented with the following formula:

2

—_— Z Z (Iknn (%) < Ikenn(xj)) = (Ipean(xi) < Ipean(x;)) (2.1)
nx(n-—1)

i=0 j=i+l
where:
n = the number of features

Ippan(x) = original importance scores of feature x, generated by DEAN

algorithm

Irnn (x) = reference importance score of feature x, generated by our eval-

uation system based on kNN

We compared each score from the original and reference importance scores in
pairs with one another. Each positive comparison, where score i and j have
the same tendency in Lyy and Ipgan, Will score one point. This score lies in the
range of o to 1; if there is no relation between Ipgan and Iy, the score is smaller.
In the end, we averaged the accumulated points and received the evaluation
result. This final score is invariant under monotonous transformations, e.g.,

scaling, translation, and exponential relationships.
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2.2 Feature Bagging Size

Feature bagging is a common ensemble learning method. Instead of training
the models on the whole data set, each ensemble is assigned to a subset of
randomly selected features and outputs individual outlier scores which can be
combined into a final result. The feature bagging method has the benefit of
reducing the variance within a learning model [14], thus resulting in better ro-
bustness. However, finding an optimal bagging size is tricky. A bigger bagging
size increases the chance of each feature being selected, which provides more
information to each model and allows more models to contribute to each Ipgan.
On the contrary, a smaller bagging size limits the number of features being
considered, which gives us a clearer view of the impact of the particular fea-
ture on each model. In practice, it shows better interpretability performance.
Based on our observation, the former improves the ROC score, while the latter
increases interpretability.

In this section, we compared each data set’s interpretability performance of
different bagging sizes. As shown in Figure 2.1, it is true that, in general, a
smaller bagging size (bag = 5) generates better results. This indicates an advan-
tage in reducing the processing time of the feature bagging method. For data
sets like gas-drift with 128 features, a lower bag still brought a better perfor-
mance than a much higher bag. One could also suppose that there is no clear
correlation between the size of the data set and its optimal bagging size. For
data sets such as page-blocks and MagicTelescope, bag = 2 is too small of a bag-
ging size regarding the small sample dimensions, whereas bag = 3 yields the
optimal interpretability performance. Some data sets have intrinsically worse
performance than others, but the principle of choosing its ideal bagging size

remains the same.
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Figure 2.1: Results of different feature bagging size in each data set.
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2.3 Reinforced Feature Importance

From the previous section, we obtained the optimal bagging size of each data set
and the outlier scores of each of their features. The result is then reused in this
section, where we train our models exclusively on certain selected features of
each testing sample. Since the total number of selected features stays constant,
we tested three different variations of sampling strategies in the following sec-
tions: reinforced feature importance, reversed feature importance, and equal
probability of feature selection. These sampling adjustments create a feature
space with lower variance, which creates more models with specific features,
hopefully obtaining more accurate information about them and decreasing the
uncertainty of their importance.

In this section, we manipulated the training data so that the top 50% features
with higher outlier scores remained, and the rest were set to zero. We used
the altered data set to train our models with the feature bagging method and
compare the performance to the result before alteration in Figure 2.2. This
extension only slightly improved the performance of a few data sets, such as
satellite and Magic Telescope. As for data set waveform-5000, ionosphere, and
gas-drift, the performances are similar with and without the extension. On
the other hand, data set cardio has a big performance drop after applying the

extension.

—— result with extension "likelihood" —— result with extension "likelihood"
result without extension 045 result without extension

0 250 500 750 1000 1250 1500 1750 2000 0 250 500 750 1000 1250 1500 1750 2000
number of models number of models

(a) page-blocks (b) Magic Telescope
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2.4 Reversed Feature Importance

In this section, we applied another extension to the feature bagging process.
Reversed feature importance implies the opposite of what we did in section
2.4. This time, the 50% least important features remained, and the rest were set
to zero. We used these less essential features to train our model. According to
the results in Figure 2.3, for most data sets, the result without this extension
either outperformed or stayed similar to the one with the extension, except for
the data set ionosphere.

We observed that some data sets are more sensitive to the adjustment of
feature bagging. In addition, the results from these two sections show that
using more important features does not necessarily improve the performance

of our model.
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Figure 2.3: Interpretability performance after reversed feature importance adjustment
compared to original result in each data set.

2.5 Equal Probability of Feature Selection

In the third variation of sampling, each feature was randomly selected for the
same amount of time throughout the model training iteration. We maximized
the usage of each feature and therefore reduced the bias. However, the result
in Figure 2.4 showed no clear improvement after applying this extension. Data
set ionosphere again yielded a positive outcome. We supposed this is due to

the intrinsic quality of the data set ionosphere being better than the others.

13
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2.6 Runtime

We conclude that our feature selection adjustment is not the optimal way to
improve the sampling process. After implementing each extension, we can see
no consistent improvement throughout the data sets. The results show that the
effect is minor and limited to specific data sets. The first and third extensions
help improve performance in some instances. It may have a more significant

impact when fewer models or more features are involved.

2.6 Runtime

The paper of DEAN shows that our method achieved better results in different
aspects, including runtime, compared to other algorithms [14]. In this section,
we explored the possibility of reducing runtime furthermore without sacrific-
ing the performance of interpretability. Two experiments were conducted: re-
ducing the number of layers of the neural networks and finding convergence

points.

2.6.1 Layer Reduction

The original algorithm is composed of two hidden layers and one output layer.
We reduced it to a single-layer network and trained it on several data sets. In
Figure 2.6. displays two different results. For specific data sets like cardio,
the adjustment of hyperparameter layer from 3 to 1 maintains a good inter-
pretability performance. It is yet not the case for other data sets. The result of
data set waveform-5000 shows that a deep learning structure is still necessary
for a robust anomaly detection model. The complex learning process of the
deep learning model benefits interpretability. Considering the result of cardio,
a single-layer network might still be helpful in special cases, such as simple

anomaly detection tasks.

15
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2.6.2 Convergence Point

Since our ensemble shows converged behavior, another possible way of reduc-
ing runtime is to find a convergence point regarding the interpretability per-
formance. The earlier the convergence point is, the fewer models we need for
training our ensemble to reach a comparable result. We trained each data set
with 30000 models and attempted to find the first point where all the running
standard deviations after it are constantly smaller than 0.01. Running standard
deviations are calculated by subsetting the entire data set into different obser-
vation sets and obtaining a series of standard deviations. We set the size of the
observation set to 50 and computed the standard deviations in each set.

Figure 2.6 displays the convergence point of each data set. The x-axis is
sorted ascendingly by the number of features of the data set. For a high di-
mensional data set like gas-drift, the convergence point is similar to one of a
low dimensional data set like page-blocks, around 1100 models. It is much less
than the 30000 models we tested. This smaller convergence point represents
that it takes less time than expected to reach an ideal interpretability perfor-
mance. Therefore, the runtime can also be reduced by reducing the number of

models needed.

16



2.7 Results of image data
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Figure 2.6: Convergence point of each data set(sorted by number of features).

This result indicates that we can reduce runtime by finding a smaller con-
vergence point. In addition, there is no clear correlation between the data set’s
convergence point and feature dimension. A higher dimensional data does not

necessarily require more models than a low dimensional data set.

2.7 Results of image data

In this section, we share the result of our model used on image data sets. We
used the data set animals and trained our model with dog images. In the images
shown in Figure 2.8, our model has successfully detected panda images as ab-
normal and given us the reason for the anomaly. In the heap map, the lighter
part has a higher anomaly score, representing higher feature importance in
determining abnormality. As the model learned dog images to be normal, it
shows why these images are not considered dogs. We can see clearly that the
lighter-color pixels are primarily in the head area. We know that dogs do not

have a head shape like a bear, so our model picked up this detail and marked

17



2 Contribution

it as abnormal. The panda’s iconic black and white fur color is also a good in-
dicator to distinguish these two species. We rarely see a dog with a fur color
contrasting head and body like a panda. This could be one of the reasons why
our model marked the white fur part as abnormal since dogs have more con-

sistent fur coloration throughout the entire body.

(b)

Figure 2.7: Results of interpretability on image data.

18



3 Conclusion and Future Work

In this thesis, we examined our DEAN algorithm with different extensions,
aiming to improve the interpretability of our model. We also introduced a new
evaluation system for assessing interpretability using kNN algorithm. Multiple
real-life data sets were used for a comprehensive comparison. First, we deter-
mined the optimal feature bagging size for each data set with the conclusion
that a smaller bag is universally ideal for the models, regardless of the dimen-
sion of the data set. We also introduced a new evaluation system for assessing
interpretability. Although the experiments with extensions did not return op-
timal results on every data set, there is still potential utility for performance
improvement, depending on the component and quality of the features. In
the last part, we found the convergence point for each data set, and the result
shows that the convergence point does not depend on the size of the data set.
In summary, our work in this thesis manifests the capability and scalability of
the ensemble method on anomaly detection tasks and their potential for the
interpretability of deep learning models.

In the future, we expect more effort to be put into the field of deep ensemble
anomaly detection and further improvement to the feature bagging process.
One method to increase the anomaly detection quality could be applying av-
eraged feature importance to filter the features. Another possibility would be
observing the correlations between features after slightly altering their values.
Since evaluating interpretability has long been a challenge in high-dimensional

data, we are also intrigued to see further development on such a topic.
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