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Chapter 1
Introduction

In today’s era, detecting outliers in time series data has a wide range of
real-world applications, including stock market manipulation (Ahmed et al.,
2016), credit card fraud detection (Sahin and Duman, 2011), predictive main-
tenance (Kamat and Sugandhi, 2020), and more. One of the applications in
machine maintenance is the detection of defects in microchip/device produc-
tion. This helps prevent financial losses caused by fraud in financial sector
or defects in the manufacturing sector, highlighting the importance of high-

performing outlier detection methods.

Anomalies can be categorized into two parts: point anomaly and contextual
anomaly. Point anomaly denotes an abrupt change in the pattern at a given
timestamp. It can be a sudden spike in a positive or negative direction, or
no change compared to the previous timestamp. Contextual anomaly occurs
when an anomaly persists for more than one timestamp and relies on the

neighboring context to identify it as an anomaly.

Identifying outliers in time series data is challenging due to the presence
of contextual or time-varying information, including seasonality, patterns,

trends, amplitudes, frequencies, as well as noise and irregularities. Therefore,



knowledge discovery in data helps to better capture the underlying data

distribution.

Traditional statistical methods for anomaly detection (AD), such as the z-
score or visual techniques like the box plot, are often insufficient when dealing
with complex data. This has led to a demand for high-performing algorithms,
where clustering, isolation methods, and other approaches have shown better
results. Newer methods leverage the power of deep learning in unsupervised
settings to improve performance, such as ensemble models with deep neural
networks (DEAN) (Kluttermann and Miiller, 2022).

Additionally, self-supervised algorithms such as test-time training (TTT)
use the test dataset to learn and enhance the model, leading to improved
performance (Sun et al., 2020). This method has been gaining popular-
ity for addressing distributional shifts in data, making algorithms more ro-
bust. It has also been adapted for anomaly detection, as demonstrated in
DOUST (Kliittermann and Miiller, 2024). In this thesis, we have attempted
to implement test-time training on time series data, aiming for a method

that is more generalized, robust, and scalable.

1.1 Thesis Structure

This report contains 10 chapters in total, explaining the methodologies and
our work in detail. Chapter 2 reviews the literature on anomaly detection
methods from traditional to recent advancements. This chapter provides
an overview of two datasets, simulated and real-world, used for testing and

experimentation, which is described in Chapter 3.

Chapter 4 explores the necessary modifications for sequential data in DOUST,
analyzing the fundamental problem and challenges through the analysis of
various plots and graphs. Now that the problem has been identified in time

series data during test-time training, the next step is to find a solution.



Chapter 5 provides a detailed explanation of the first solution to the problem,
which involves modifying the loss function to address distributional shifts in
temporal data. In the chapter 6, we experiment with and analyze all the loss
functions on a few datasets, narrowing down the list to the most promising
ones. After selecting a few promising loss functions that have the potential

to perform well on the given datasets, we will proceed with further analysis.

Chapter 7 of this thesis provides a description of all the features extracted
from time series data and adds value to the proposed methodology. Chap-
ter 8 presents the analysis of the results obtained by applying our methods
to simulated datasets. This section also explains the performance of the
methods based on base oscillations and the number of dimensions. Further-
more, Chapter 9 explains the performance by analyzing the anomaly scores

on real-world datasets.

Finally, the last chapter summarizes the thesis by concluding the results of
the study. The thesis concludes with a brief note on potential future work

and research extensions.



Chapter 2

Related Works

This chapter will provide a brief overview of the relevant methods that form
the basis of the experiments in the thesis. The task of outlier detection can
be divided into the behavior of the algorithm, such as the usage of labels and

the type of algorithm.

Every algorithm can be divided into different categories on the basis of learn-

ing or usage of labels, which are as follows:

1. Supervised learning;:

Using labels during training refers to the classification of instances as
normal or abnormal. Several traditional ML algorithms have been good
at classification, such as decision tree, and random forest. There has
been gained popularity for the past decades in developing more pow-
erful deep learning algorithms such as CNN (O’shea and Nash, 2015)
- imagenet, alexnet for images; RNN (Medsker and Jain, 1999) such
as GRU (Dey and Salem, 2017), LSTM (Hochreiter and Schmidhuber,
1997), or even attention based transformers (Vaswani et al., 2017) such
as BERT (Devlin et al., 2019) for sequential data.

2. Unsupervised learning;:



When the algorithm tries to categorize these instances without the use
of instance labels, then this is called unsupervised learning. This type
of learning can be generalized as a grouping problem. This clustering
has several other sub-families, such as Clustering based, distance based,

density based, forecasting based, and reconstruction based.

3. Semi-supervised learning:

It is a hybrid of both above mentioned techniques in a way that la-
bels are used during training. However, the unlabeled data is used to
refine the already trained model. It can be used with a different set
of assumptions on the data distribution as compared to other types of

learning.

2.1 Unsupervised learning methods

Various methods of unsupervised learning can be divided into several cate-

gories based on the main working style.

2.1.1 Distance

KNN, and K-means are some methods where anomalies can be left out of
the clusters (Ramaswamy et al., 2000), (Lloyd, 1982). Being the simplest
of AD methods, they are traditional ML algorithms, with a faster runtime.
However, they always suffer from the curse of dimensionality, leading to a

failure e.g., when the dimensions are 100 or even more (Képpen, 2000).

2.1.2 Forecasting based

One approach to solving AD involves predicting the value at each time stamp,

then identifying the location of anomalies by thresholding the difference be-
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tween actual and predicted values. Statistical ways of time series forecasting
include ARIMA (Box et al., 2015a), Exponential Smoothing (Gardner Jr,
1985), and Kalman-Filter (Maybeck, 1982), but they all have some limi-
tations such as ARIMA'’s linear and stationary assumptions, sensitivity to

outliers, and other assumptions of noise.

Machine learning can be used to forecast non-linear patterns using methods
such as Random Forest and Support Vector regression. Other deep learn-
ing methods include RNN (GRU or LSTM) and transformers. One such
algorithm developed mainly for anomaly detection is Telemanom, which in-
volves training an LSTM model per feature to forecast time series and detect-
ing outliers using a non-parametric dynamic thresholding technique (Hund-
man et al., 2018).

2.1.3 Encoding-decoding

AD can be viewed from a different point of view, in which a representation
from the inputs (encoding) is learned, then the algorithm tries to decode and
reconstruct the input from the latent representation, detecting outliers based
on a threshold. There has been a lot of research on Autoencoders (Zhou and
Paffenroth, 2017); further, it has been extended to variational autoencoders
for anomaly detection (An and Cho, 2015).

2.1.4 Other methods

Apart from classical ML methods, various approaches have been proposed
to tackle AD problems, such as using an ensemble of trees to isolate the
anomalies in relatively fewer number of steps: Isolation Forest (Liu et al.,
2008). AD can also be addressed by discriminating outliers based on density,
where similar normal points typically have higher density and outliers are

rare with lower density. One such method is LOF (Breunig et al., 2000) or

9



COF (Tang et al., 2002), but these methods also suffer from the curse of

dimensionality.

2.2 One-class classification

Another approach to AD is classifying the normal data; it’s possible because
anomalies are rare and don’t follow a specific pattern. One-class classifica-
tion (Khan and Madden, 2014) methods, such as One-class SVM (Scholkopf
et al., 2001) and DeepSVDD, try to classify and model the normal data by
fitting the normal points to the smallest possible hypersphere, which is the
feature representation of the normal points. The learning is done using deep
Neural Networks, where anything outside this hypersphere is labeled as an
anomaly (Ruff et al., 2018).

2.3 DEAN

The submodel’s loss function of DEAN (Deep Ensemble Anomaly Detection),
inspired by DeepSVDD, aims to learn a constant relation from train data
distribution, which is kind of intuitive because all the normal data points
should have a common constant relation (Klittermann and Miiller, 2022).
The loss function of DEAN is typically defined as :

lossppan = (f (Tirain) — 1)%.

As a result, the neural network will try to learn a function f, such that
f(x) =~ 1. So, the intuition behind this type of loss function is that outliers
should deviate much from 1, whereas for normal points, f(z) is near to
1 (Kluttermann and Miiller, 2022).

10



In other words, DEAN tries to learn a common relation for the training data,
which is to learn f(x) such that the mean of f(Zyqin) is 1. This is done for
all the submodels of DEAN; however, each submodel doesn’t learn the best
MLP, but a collection of such submodels that can potentially perform really

well when combined in an ensemble.

2.4 Test-time training

This novel technique can be categorized under self-supervised learning. TTT
is typically used to address the distributional shifts that usually occur in
data distribution (Sun et al., 2020). It can be used for both supervised and
unsupervised algorithms. TTT adds an extra auxiliary task to the standard

main task, for instance, prediction of numbers on CIFAR-10 data.

Let’s suppose a test data set (X,y), where X = (x1, 29, ...,2,) is the de-
pendent variable and y = (y1, ¥, ..., y») is the target variable. For the final
optimization problem, loss function for main and auxiliary tasks can be added
as follows (Sun et al., 2020):

1

Where, ¢,,,(x, y; 0,,) is the loss function of main task with 6,,, = (61, ..., 0 ) be-
ing the learning weights of K layers of neural network. While, 6, = (61, ..., 0%)
are the parameters of auziliary task, learned during test-time and it contains
some of the shared parameters from 6,,, apart from them, they are called

unshared parameters (Sun et al., 2020).

During the training phase, both 6,, and 6, are optimized and learned using
X and y. Now, the shared parameters 0,p,,..q for auxiliary task can be op-
timized, because, y labels during test-time training are not used, therefore,

¢,, wouldn’t be optimized at that moment, further refining the model.
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A paper on TTT shows a case when it will fail, and they explain how TTT
breaks under huge distributional shifts or changes in the data. While they
also tried to improve the drawbacks of test-time training using contrastive
learning (Liu et al., 2021). Use of TTT for anomaly detection is possible due

to the assumption that anomalies are rare.

2.5 DOUST

Originally, TTT was built for supervised algorithms, but it can be adapted
for unsupervised learning since there is no need for labels in this specific case.

Even the loss functions would have the same objective, unlike in TTT.

As a result, DOUST (Deep OUtlier Selection with Test-time training) can
detect outliers in an unsupervised setting, meaning it does not require la-
bels. The Figure 2.1 shows the fundamental concept behind the working of
DOUST, and how it leverages the idea of TTT using deep neural network,
aiming to maximize the difference between data distribution of normal and
abnormal (Klittermann and Miiller, 2024).
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Outlier score (ifor algorithm)

Figure 2.1: Example of cummulative distribution of train and test outlier
scores, calculated using IForest (Kluttermann and Miiller, 2024).
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In the context of AD, Positive Unlabeled Learning is the type of learn-
ing when positive labeled and unlabeled data are used for learning a pat-
tern (Bekker and Davis, 2020). DOUST has adapted PU learning according
to the AD, normal (positive labeled) and a set of unlabeled data.

The authors attempts to create a 1- dimensional data representation of nor-
mal data points, ensuring a significant difference between normal and outlier
data distribution. DOUST’s working has 2 phases:

1. Training phase:

A constant value of 1/2 for the normal data representation is learned.
Mathematically, the first loss function for training on normal data is

as follows:
Ltrainfphase = (f(.fC) - 7)2'

The DOUST, similar to DEAN, also doesn’t use any bias term in each
of the NN layers and contains only 3 intermediate fully connected layers
and a final output layer. The last layer contains a modified version of

sigmoid activation function defined as follows:

1
 l+exp(l—a)

A-i—

2. Refinement phase: In this phase, the learned NN weights to achieve
maximum performance, are refined. The loss function used in the phase

is defined as follows:

1

B HXTra'inH z€

1

L R
HXTestH zc

> (0= f(x)*+

XTrain

> (1= f(@))"

XTest

This nudges the normal data to have low score and anomalies to have

high score.
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Authors have established a general rule for the adequate size of a dataset
required for DOUST to achieve good performance: N > 1/v? observa-
tions, v is percentage of anomalies and NN is the size of dataset required for
DOUST (Kluttermann and Miller, 2024). This algorithm uses an ensemble

of models for robustness and high performance.
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Chapter 3
Dataset Overview

In this thesis, there are 2 datasets (simulated and real) for benchmarking
our results and testing our experiments. The simulated data is sourced
from GUTENTAG, contains various base oscillations and numerous anomaly
types (Wenig et al., 2022). It is employed to conduct several experiments
within a controlled environment. A real-world dataset, namely, NASA-
SMAP and MSL, is used to evaluate the performance of our experiments (Hund-
man et al., 2018).

3.1 GUTENTAG (simulated)

3.1.1 Base Oscillations

As shown in Figure 3.1, the dataset contains several base oscillations such
as Sine and Cosine Wave for periodic time series, along with Square and
Sawtooth waves for linear time series with changes. There are also ECG
base oscillations present in the benchmark dataset of GUTENTAG, which
introduce additional diversity. Random Walk and Cylindrical Bell Funnel are
among the most complex time series in the entire GUTENTAG dataset, as

15
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Figure 3.1: Examples of time series from the GUTENTAG dataset (Part 1).

shown in Figure 3.2, further diversifying the dataset and good for training a
robust algorithm. There is also Polynomial, in which anomalies are difficult
to spot with the human eye when plotted (Wenig et al., 2022).

3.1.2 Anomaly options

Along with several base oscillations, the GUTENTAG framework provides a
variety of anomaly options. Each anomaly type has its specific properties,

which can be adjusted to gain more control over the contamination of the
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Figure 3.2: Examples of time series from the GUTENTAG dataset (Part 2)

0 a0 800 1000 o 200 00

(a) Extremum anomaly (b) Variance anomaly

Figure 3.3: Examples of anomaly types: Extremum and Variance from the
GUTENTAG dataset (Wenig et al., 2022).

dataset. For example, amplitude and frequency can be altered for a few time

stamps and injected at specific regions in sine and cosine waves.

Additionally, there are other ways to contaminate the dataset, such as intro-
ducing sudden extreme values. For instance, a point anomaly can be defined
using the extremum option with a specific value, as shown in Figure 3.3(a).
The variance of certain time stamps can also be manipulated using the vari-

ance option.

Other anomaly types include pattern, which introduces a specific pattern over
a few time stamps, as illustrated in Figure 3.4(a). Platform is a contextual
anomaly where the time series appears to remain constant for a short period

as shown in Figure 3.4(b).
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Figure 3.4: Examples of anomaly types: Pattern, Platform, Trend, Pattern-
shift from the GUTENTAG dataset (Wenig et al., 2022).

Some trends, such as increasing or decreasing slopes, can also be added to the
existing time series. A shift in pattern is another form of abnormal behavior

for example, the pattern shift in an ECG time series shown in Figure 3.4(d).

The benchmark datasets of GUTENTAG represent a collection of 193 diverse
time series, each with a varying percentage of anomalies. Every dataset con-
sists of 10,000 observations, with a varying number of columns, i.e., univariate

or multivariate time series.

3.2 NASA SMAP & MSL dataset (real-world
data)

This dataset has been taken from Kaggle, and uploaded by the authors of
the paper titled: "Detecting Spacecraft Anomalies Using LSTMs and Non-
parametric Dynamic Thresholding" (Hundman et al., 2018). SMAP stands

for Soil Moisture Active Passive; its data was originally obtained from satel-
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lite measurements. MSL refers to Mars Science Laboratory, with its data
sourced from Mars rovers. Both datasets include anomaly labelled versions:
train and test sets, which were labelled precisely by domain experts. They
examined each dataset (channel) by manually inspecting the time series to

label the anomalies.

Table 3.1: Summary statistics of datasets (simulated and real).

Name type # dims | Avg. size | # Datasets
GUTENTAG | simulated 1-20 10,000 193
NASA SMAP real 25 or 55 7,813 55
NASA MSL real 25 or 55 2470 27

Table 3.1 summarizes the contents of both types of datasets. SMAP consists
of 55 datasets, with a total of 429,735 observations and 69 anomalies. This
results in an average dataset size of 7,813 values and an overall anomaly
ratio of less than 1% across all 55 datasets. In MSL, there are 27 datasets
with only 36 anomalous points out of 66,709 total observations. On average,
MSL datasets contain 2,470 observations, with fewer than 1% of them being

anomalies. Fach dataset contains a single time series.
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Chapter 4

Adaptation of DOUST in time

series

This chapter explores the possibility of DOUST adapting to time series data
and presents the observations from a simple implementation of DOUST on
several datasets after its application. It also discusses the research questions
arising from the challenges in DOUST and possible solutions to them. The
implementation code for this thesis is available at: https://github.com/

vk-vikaskumar/Test-Time-Training-0f-Anomaly-Detection

4.1 Foundational Problem of DOUST

This section provides a detailed account of the setup and findings for the
experiments. The experiments on time series data are divided into two key
segments: identifying the problem in DOUST with time series data and
exploring solutions. Since DOUST is initially built for tabular datasets,
its time series adaptation needs some exploration. This adaptation can be

challenging considering the foundation of the algorithm, which is "maximizing

20
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the difference between normal and abnormal distribution". We first simulated

a few datasets with high complexity and then analyzed the results.

4.2 Challenges in Time Series

4.2.1 Experimental Setup

— value-l
_4{ — is_anomaly

0 5000 10000 15000 20000 25000 30000 35000 40000 0 5000 10000 15000 20000 25000 30000 35000 4000

— valued
—— is_anomaly

HHHHHI)“IIHMIHHIIHllll
IR

5000 30000 35000 40000 0 5000 10000 15000 20000 25000 30000 35000 40000
timestamp

timestamp timestamp

Figure 4.1: Visualization of the six-dimensional multivariate dataset D1,
including labeled data points.

To analyze DOUST’s adaptation to time series data, we designed a controlled
experimental setup based on GUTENTAG. Synthetic datasets D1 and D2 are
generated with anomalies constituting around 10% of the total data; their
statistics are listed in Table 4.1. A visual representation of D1 can be seen
in Figure 4.1. D2, in particular, consists of three independent random walks,
one cosine and a sine wave, each with distinct properties such as frequency,

amplitude, and variance.

To examine the effect of temporal order, an additional version of each dataset

was created by randomly shuffling the timestamps, denoted as Datasetg,g.
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Table 4.1: Summary statistics of datasets D1 and D2.

Name | # dims | Size train Size test | % anomaly
D1 6 56,000 10,000 12%
D2 5 70,000 38170 10%

This allowed us to investigate how removing temporal dependencies affects
DOUST’s anomaly detection capabilities. The shuffling process is illustrated
in Figure 4.2.

For D1 and D2, a standard normalization of the dataset is applied in order
to re-scale them. After that, DOUST is applied to these standardized D1
and D2. After the surprising results, D1 and D2 are shuffled and then, they
are standardized for DOUST’s application.
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0.75 7
0751

0.501 0.50 4

r 0.25 1
Shuffling *°°]

-0.25 s

0.254

0.00 7

—0.50 1 —=0.50 1
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~1.00 4 ~1.00 -
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timestamp timestamp

Figure 4.2: Illustration of the shuffling process applied to time stamps in the
dataset.

4.2.2 Analysis of adaption to Time series

During experimenting with DOUST on D1 and D2, the algorithm with fea-
ture extraction showed good performance on other simulated datasets sim-
pler than D1, for instance, one sine wave with 1 anomaly (extremum) for

100 time stamps. But then, as the datasets became more and more complex,
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Figure 4.3: Box plots of anomaly scores for D2 dataset. The left plot repre-
sents scores before shuffling (D2), while the right plot corresponds to shuffied
data (D2guf)-

the performance started to deteriorate, indicating drawbacks in DOUST for

sequential data.

From Table 4.2, it is evident that prior to shuffling, the anomaly detection
performance was considerably lower (0.7261 for D1 and 0.4784 for D2). It
can be seen that DOUST is performing badly for D1 and worse for D2.
What could be the reason? Maybe DOUST is unable to perform well due
to some issues with it. We need to examine every aspect of this. Therefore,

distributions of train, test, and normal points need to be studied well.

Anomaly score might also give some information on why DOUST is perform-
ing badly on D2. We also know that DOUST’s strength lies in its ability to
learn from the difference between the distribution of normal and abnormal
points. But, that was done for tabular datasets. How can we transform back
to tabular data from time series? It can be done if temporal order is not
respected. Shuffling inside a dataset is therefore necessary. Another possible
reason is that the training and test data may contain a trend, such as a lin-
ear one, which creates a disparity between normal points in the training and

test data. Random shuffling helps distribute the linear trend in the data,
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breaking it down and spreading it evenly across both the training and test

data, resulting in similar distributions of normal points in both.

To determine if DOUST performs well on a tabular dataset, the data is
standardized, shuffled it, and then re-applied DOUST without extracting
any features. After its application to the shuffled datasets, the AUC-ROC

scores improved significantly, exceeding 0.9 for both datasets.

Table 4.2: Comparison of AUC-ROC scores for D1 and D2 with and without
shuffling.

Dataset | Before Shuffling | After Shuffling
D1 0.7261 0.9273
D2 0.4784 0.9702

This reveals an inconsistency. To confirm the presence of the problem, we
need to further analyze the distribution of train and test sets, as this is the
core principle of DOUST. The distribution of anomaly scores can be seen
in the Figure 4.3, where the box plots of anomaly scores before and after

shuffling are compared.

The box plot of anomaly scores for D2 dataset on the left, reveals that the dis-
tribution of train and normal scores differs, whereas the distribution of nor-
mal and abnormal scores is similar, as reflected in the AUC-ROC score. The
goal of DOUST is to maximize the difference between normal and abnormal.
Therefore, D2 doesn’t perform well. While after shuffling the distribution of
normal and train data seems quite similar and way more dissimilar than ab-

normal data, and that also gives some explanation for the good performance
of DOUST on D2Shuff.

More evidence can be collected by analyzing the anomaly score of the test
dataset with and without shuffling the data. Therefore, we visualize the
anomaly score trends for both training and test datasets in Figure 4.4. It

shows that, in the unshuffled dataset (top 2 graphs), anomaly scores exhibit
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Figure 4.4: Anomaly scores for training and test datasets: Upper row repre-
sents D2, while the lower row corresponds to D2g,,g-

erratic behaviour, with some normal points being assigned high anomaly

scores.

In contrast, after shuffling (bottom), the anomaly scores become more stable
and consistent. The bottom left graph is the train set of D2, which shows
relatively similar scores for the majority of data points, which is even better

for the test dataset (bottom left). However, it is not so clearly visible.

Therefore, a small subset (first 1000 observations) of test D2gufeq from the
bottom right of Figure 4.3 can be seen in Figure 4.5. They also highlight
a more stable pattern, with lower anomaly scores for all normal points and
higher scores for most anomalies. However, a few anomalies still receive

scores comparable to normal points; we can ignore them for now.
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All of this points to a Temporal Paradox within DOUST—its underlying
assumptions seem to falter when applied directly to sequential data. This
issue must be addressed before proceeding with any further testing or exper-

imentation on time series data.

Anomaly score of test data
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Figure 4.5: Anomaly scores for the first 1000 timestamps of D2g,,g-

4.2.3 Conclusion

The application of DOUST with feature extraction is analyzed on two sim-
ulated datasets. The results indicate low performance when it comes to
time series, but after studying the distribution of AUC-ROC scores (anomaly
score) on a box plot or against the labels, it shows that the distribution of
anomaly scores of normal data is similar to that of abnormal data. The poor
performance can be attributed to a flaw in the foundation of the DOUST,

specifically when handling sequential data.
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We know that DOUST claims to have good performance on tabular datasets,
so time series data is converted into tabular by shuffling the timestamps.
Surprisingly, shuffled (tabular) datasets provided much better performance
as compared to original time series data without even extracting features. It
can be concluded that order of timestamps in time series data significantly
impacts DOUST’s performance. The increase in anomaly detection accu-
racy after shuffling suggests that DOUST may not be effectively leveraging

temporal dependencies.

This presents a crucial challenge: how can this temporal paradox be removed?

Can we capitalize on this paradox?

Moving forward, further investigations will focus on the following aspects:

« Exploring modifications in loss functions of DOUST to either eliminat-
ed/minimize the effect of this paradox or take advantage from this.
o Developing hybrid feature extraction to enhance performance.
This study underscores the necessity for refining DOUST’s adaptation to time

series data. The findings highlight a gap that must be addressed to ensure

meaningful anomaly detection in real-world time-dependent scenarios.

27



Chapter 5
Methodology: Losses

It is known that further research is needed for application of DOUST to time
series. Since the DOUST’s basic foundation is it’s loss function, which is
developed considering tabular data, there is a need to construct a new loss
function for sequential data. This approach is expected to resolve the tem-
poral paradox issue by targeting the foundation of DOUST. We need to first
try several loss functions tailored mainly for sequential data. Constructing
a robust loss function involves developing and studying them based on dif-
ferent properties of the time series data. This chapter describes all the loss

function methodologies that are used to experiment on several datasets.

5.1 Custom Loss functions

Various loss functions are tested to determine which one would work best for
adapting DOUST to time series data. It’s quite difficult to custom build a
good loss function while testing it against some complex datasets; therefore,
we will try to build loss functions according to simpler toy example datasets.
Afterwards, a couple of potentially good loss functions will then be tested

against more complex datasets.
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From DOUST, the newly updated loss function is defined as follows:

LS 0 s

XT'rain

L > A= f@)IE,

’ ’XTest‘ ’ TEX Test

HXTrain‘ ‘ =
Here f'(x) should not be confused with the derivative with f(z). It’s just for

notation purposes.

All of the modifications in loss functions can be expressed through new f(x),
denoted as f'(x), and we are alos trying to use two variations of each loss
function using the L, norm, where p =1 for L; and p = 2 for Ly. A stable
loss function is required—one that yields low values for normal data points
and high values for outliers. Therefore, modifying f(z) makes sense, and also
playing around with the objective such as inverting, changing the order of
f(x) might be useful. Different variations of the loss function are possible.
For example, in the training set, f(z) can be subtracted from 1 instead of 0,

while in the test set, we can use only f(z) inside the norm.

DOUST first pre-trains on the given data using only the training set with a
mean squared loss. These learned weights are then redefined using a custom

loss on the positive unlabeled data from both the training and test datasets.

It makes more sense to address the temporal paradox of correlation through
the loss function. Therefore, modifying the loss function during re-training
helps DOUST learn more complex structures while maintaining performance.
The goal is to make the data distribution more learnable during the re-
training of weights. Below is a list of the loss functions we experimented
with:

1. "11__std" and "12__std":

Normalization of values typically results in a more learnable data distri-

bution. Therefore, subtracting the mean value from f(z) makes sense
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for standardization. In the case of a simple linear line, this helps bring
all the points closer to each other. Dividing by the standard deviation
is a way to counter the variance in f(x). The general loss can be defined

as follows:

Tf(x)

Then, replace f(z) with this f'(z) in the original DOUST loss function.

. 11 without  median and 12 without median:

The mean is highly influenced by extreme values; therefore, subtract-
ing the median from the data is highly intuitive. The median, which
represents only the 50" percentile, brings values closer to its presumed

mean of 1/2 for normal data points.

f'(x) = f(z) — median(f(z))

. 11 _min_ max and 12__min_max:

Another way to standardize f(x) is by using min-max reduction, where
the minimum and maximum values of f(z) are used to scale the data.
Sometimes min-max standardization works better than standard nor-
malization. But this might not be the best custom loss function; it was

included to see if we observe any adverse results.

f(x) — min(f(z))
max (f(x)) — min(f(z))

. 11_min_ max_ partl and 12_ min__max_ partl:

f'(x) =

Another intuitive approach is to subtract some statistical values from
the train data and apply them to the positive unlabeled dataset. The

intuition is to remove a common additive factor from the dataset, which
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might help in achieving uniform standardization. The new f’(x) func-

tion is defined as:

f(x) — min( foam(z))

max( firain (7)) — min( firain (7))

) =

. 11_std_inverted and 12__std__inverted:

The intuition behind the inversion of loss function is to test whether
switching the target of normal and abnormal data points has any neg-
ative effect on anomaly score behaviour. Here, f’'(z) is the same as
defined in the "l1_std" loss above, but the difference lies in how the

loss function is structured. The updated loss function is as follows:

D= 3 0= P @l + e

‘ |XT&"a1n’ ’ xEXTrain

> NO=f@)lk,.

‘ ‘XTest ‘ ‘ TEX Tost

The only change in this formula is the subtraction of 0 and 1, which

was experimented to observe its effect on the loss function’s behavior.

. "12_min_ max_inverted" and "l1__min_ max_inverted":

In this function, f’(z) is the same as defined in "ll__min_max" loss.
The only difference is that the subtracted 0 and 1 terms are replaced,
similar to the method in "l1_std inverted'. Basically, it’s the same

"I1__min_max" loss function but with inverted objective.

. "11_90_10" and "12_ 90__10":

Instead of using the minimum and maximum, we can also use the 10
and 90" quantiles of f(x) for normalization. Min and max values might
work well for normal points, but consider the min and max of abnormal
points, which can be extreme. Normalizing based on those extremes
could result in points that are less deviating receiving lower anomaly

scores, making them more difficult to detect. The updated f'(z) is
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defined as:
f(x) = Qoao(f(x))

"~ Qoso(f(x)) — Qoao(f(x))”

Consider X = (x1,x2,...,2,), a univariate time series with n obser-

f'(x)

vations, i.e., the n'" time period. The formula for finding the quantile
(denoted by @, where p is the p-th quantile and is given in percentage)
is as follows (Dodge, 2008):

T+
TO T 26HD e Tp(ns+1) IS DOt an integer,

x4, if xp(n41) is an integer.

Here, j = [p(n +1)], x() denotes the order statistics, and || denotes

the greatest integer less than or equal to x.

. "11_10_25_50_75_90" and "12_10_25_50_75_90":

The above loss function can further be extended to create a more sym-
metric statistics and thus, a distribution for better learning. Our goal
was to find a more suitable IQ)R-based value that represents most of
the data distribution. We only use a few quantiles, taking the average
of every 10" quantile would be too much. The goal is to stabilize the
loss function such that normal points have a lower anomaly score. We
took the mean of certain quantiles that represent the distribution well,
such as 10" and 90%", 25" and 75". The updated f’(z) is defined as:

f’(l’) = f(f) - Qmean7

where Qpean is the mean of Qo10(f(2)), Qo2s(f(x)), Qoso(f(2)),
Q0.75(f(1’)), and Qo.go(f(l"))-

. Wasserstein Distance / Earth Mover’s Distance (L-):

This loss function is distinct from the others listed above. It leverages

the shuffling advantage, also referred to as the Temporal Paradox,
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which can be understood as the benefit gained by DOUST when the
order doesn’t matter. This distance metric is designed to find the

optimal transport cost. The Wasserstein distance, W), can be defined
as follows (Villani, 2009):

Wy, ) = _inf  Eyyes e =yl
where II(P,,P,) denotes the joint distributions of x and y, and  repre-
sents the quantity of "mass' required in order to transform distribution
x into distribution y (Villani, 2009).

In this thesis, we use the L, norm for the difference between x and
y. Additionally, since there was no specific function in TensorFlow for
computing the Wasserstein distance, we developed a custom function
to approximate it. We intuitively strive for a low score for normal case

and a high score for abnormal cases. Therefore, the loss function L,, is
defined as:

Ly =

app O app 7]1 ’
S W ().0) ¢ e 3 )

||XTra1nH TEX Train € X Test

where W3PP(f,,(z),O) is the Wasserstein distance approximation ().

app(fw Z”fw Iz 0”27

Here, f,(z;) denotes to the sorted values of f,(x) in ascending order
for all f(x) values in their respective set (whether the training or test-
ing set). In other words, f,(x;) represents the order statistics of f(x).
O and I are matrices where each element is 0 and 1, respectively, and

they have the same dimensions as the corresponding f(z). The intu-
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ition behind this loss function is that f(z) is sorted for train and test
set which was previously done in this thesis to show the excellence of
DOUST when used on Tabular dataset.

After defining the custom loss functions, we will analyze them using toy

examples and then select some for further experimentation on benchmark
datasets.

5.2 Evaluation metrics

There are several criteria that can be used to assess anomaly detection such
as AUC-ROC, AUC PR, Recall, Precision, and so on. However, each is used
for a specific reason.

ROC Curve for Anomaly Detection

1.0 —
e
,/
-
-
/(,
0.8 1 //’
@ -~
o 24
(= rid
=) i
806 7
T 5
o L
[ s
= 45
= Lo
3 0.4 7
a f
Y
'= /,,
/”
0.2 1 28
>
I,’
5
"
// ROC curve (AUC = 0.52)
0.0{ —--- Random Guess
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate (FPR)

Figure 5.1: AUC-ROC curve plot.

For instance, precision would be a better metric for fraud transaction detec-

tion. Here, we are using AUC-ROC as a general purpose evaluation criterion

34



to assess the quality of the models. ROC is the Receiver Operating Charac-
teristic Curve, and the area under this curve is used to check the quality of
the model. ROC is the curve between True Positive Rate(TPR) on X-axis
and False Positive Rate(FPR) on Y-axis, where they can be defined in terms

of anomaly detection as follows (Fawcett, 2006):

TPR — Number of actual anomalies predicted as anomaly

Y

Total anomalies

FPR— Number of normal data points predicted as anomaly

Total number of normal data points

A visualization of AUC-ROC plot is shown in the Figure 5.1, where area
under the orange ROC curve is 0.52. The highest value of this metric can
be 1, which is considered to be the best, and 0.5 is the baseline value of a

random guess.
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Chapter 6
Experiments: Losses

This chapter provides a detailed analysis of the custom loss functions used
for adapting DOUST to time series. These loss functions are tested, and
an in-depth analysis of the anomaly score will also be performed on two toy

example datasets.

6.1 Experimental Setup

To systematically assess the impact of various loss functions, we design a con-
trolled experimental setup using two synthetic (toy) datasets. These datasets
enable rigorous evaluation of the loss functions under controlled conditions

before applying them to more complex datasets.

The first dataset, E1, consists of two columns: z and y. Here, x represents
a simple linear progression with a slope of 1, while y is a binary variable
containing a single, a well-defined contextual anomaly with an amplitude of
3 is doped in x. The second dataset, E2, builds on this idea by incorporating
an additional transformation, replacing 22 with x, which introduces a slightly

more complex structure, while y retains the same anomalies as in E1.
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Figure 6.1: Visualization of toy datasets E1 and E2.

Since the loss function plays a crucial role in the DOUST framework, ex-
ploring different loss formulations is key to understanding and improving
anomaly detection performance. To achieve this, we implement multiple
variations of loss functions and evaluate them on datasets E1 and E2. The
objective is to determine which loss functions maximize the contrast between

the distribution of normal and anomalous data.

6.2 Analysis of Loss Functions

DOUST is applied to these two toy examples, which are E1 and E2, with
numerous custom loss functions with no feature extraction; however, a simple
standard normalization is applied to re-scale the datasets. It is expected that
the AUC-ROC scores of the majority of loss functions will be 1. However,

the behaviour of these losses needs to be studied and analysed critically.

A variety of loss function modifications are tested, and their anomaly de-
tection performance is visualized through anomaly score line plots. These
evaluations provide insights into how different loss functions behave. Our

aim is to build a loss function perfect for these toy examples such that the
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train anomaly score should be as low as zero and have a stable horizontal
line. The score should be the same for normal data points and a very high

score for doped anomalies.

For E1: The anomaly score for dataset E1 is visualized in Figure A.2 and
Figure A.3. Notably, the loss function 11_std did not converge for any

submodels; hence, no plots were generated for it.

Analyzing Figure A.2 reveal that the loss functions 11_without _median and
its L2 counterpart successfully detect both anomalies. In contrast, the re-
maining loss functions fail to detect the first positive peak in dataset El.
However, a significant drawback is observed in 11 without_median and
12 _without_median, where normal points exhibit a relatively high anomaly
score (greater than 0.6). Furthermore, for some normal points towards the
end of the orange line in Figure A.2, the score approaches 1.0, indicating a

problematic tendency of overestimation in a simple simulated dataset.

Figure A.3 further highlights these observations. None of the loss func-
tions detects both anomalies successfully, except for 12_10_25 _50_75_90.
Additionally, this loss function maintains relatively stable scores for nor-
mal points in both train and test datasets. Interestingly, the loss function
11 _10_25_50_75_90, despite failing to highlight the first peak around 2000,
achieves an AUC-ROC of 1.0. It may be due to the anomaly score being
slightly higher than 0.3 for first anomaly. This implies strong performance
in evaluation metrics, even though its anomaly visualization does not clearly
depict the first anomaly. Notably, it also maintains the most stable anomaly
scores for normal points, which is a highly desirable characteristic in a loss

function.

Furthermore, the anomaly curve for wasserstein can be observed in the Fig-
ure A.1(a); the behvaiour seems to be against expectations and is definitely

not ideal.
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Figure 6.2: Anomaly scores of 8 loss functions on E2 dataset (Part 2).
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For E2: The anomaly score outputs for eight different loss functions, each
evaluated using both L1 and L2 norms on dataset E2—resulting in a to-
tal of 16 loss functions are depicted in Figure A.4 and Figure 6.2. Upon
analyzing Figure A.4, we observe distinct performance variations across dif-
ferent loss functions. The loss functions 11_std and 12_std exhibit poor
performance in terms of AUC-ROC scores. They fail to properly distin-
guish between anomalies and normal data, with the second peak display-
ing an unexpected downward deviation. Similarly, 11 _without_median and
12 without_median yield an anomaly score of 1 at certain anomaly points.
However, their overall behaviour suggests weak generalization to complex
datasets, as they do not create a clear distinction between normal and anoma-

lous points in the test data.

The second half of Figure A.4 shows that 11 _min_max successfully captures
the anomalies, whereas its L2 counterpart performs significantly worse. De-
spite its success in detecting anomalies, 11_min_max struggles to remove the
underlying linear trend, limiting its applicability to more complex datasets.
Similarly, the 11 _90_10 and 12_90_10 loss functions fail to provide meaning-
ful separation between normal and abnormal data, rendering them ineffective

for our specific use case.

A secondary set of loss function variations is evaluated and visualized in

Figure 6.2.

As shown in the Figure 6.2, 11 _std_inverted appears stable but fails
to detect the second anomaly. On the other hand, 12_std_inverted is
both unstable and ineffective. The loss functions 11 min_max_partl and
12 min_max_partl perform the worst, as they misclassify almost all normal

points with an anomaly score close to one, which is highly undesirable.

Finally, the anomaly score for wasserstein is graphed in Figure A.1(b),
where, it can be observed that it retains the quadratic nature of E2, which

shouldn’t have happened.
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6.3 Conclusion

Several loss functions were tested on the toy example datasets. For El,
11 std_inverted, 11 without median and 11_10_25 50_75_90 alongwith
their Lo counterparts except 11 _std_inverted, were able to detect both
anomalies, however, every function behaved a little differently. All of the
loss functions that were able to detect both anomalies for E1, also detected
for E2 as well. Wasserstein was also able to detect both anomalies in E1
and E2.

However, among all tested loss functions, 12_10_25 50_75_90 emerges as
the most reliable. It maintains stability across normal points while effec-
tively identifying both anomalies, making it the most promising candidate
for further evaluation on more complex datasets. These results suggest that
percentile-based loss functions incorporating multiple quantiles offer a bal-
ance between stability and anomaly detection capability, which is essential
for reliable test-time training with time series data. However, other loss func-
tions such as 11_10_25_50_75_90 were also good, except for the part where

it fails to assign a higher score to an anomaly in E2.
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Chapter 7

Methodology: Feature

extraction

Although applying DOUST to normalized data may yield a relatively good
score for complex simulated datasets, it may struggle with simple real-world
datasets that differ significantly from complex simulations, such as high-
dimensional data with high sparsity or domain-specific data. Sequential
data often contains a wealth of temporal information, including frequency,
autocorrelation, and phase angle in the case of Fourier transform, which is
typically useful for DOUST, as it involves learning from different properties.
Feature extraction is generally a good practice for extracting knowledge, and

in this case, it can be particularly beneficial.

In other words, our goal is to develop a universal set of features that can
be extracted from any time series, converting it into tabular data. In this
chapter, all the features that are extracted from the data are explained in
detail.

The features extracted and formulated are based on uni-variate data and are

defined as follows:
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7.1 Moving Window Difference

Since time series data possess sequential behaviour, a sliding window function
introduces a set of new features by capturing some local patterns. Many
variations were tried, such as dividing each value by the standard deviation
of the moving window, and so on. But, only 2 versions are retained: sliding

window mean and sliding window median.

Consider a column feature X; and a sliding window of width w. The corre-
sponding extracted feature is defined as:
X/

1 median

= Xli - median(Xlw),

where X, denotes the current window containing X; data points. The same
logic applies to the sliding window difference of the mean, except the mean

of X3, is subtracted from each value of X instead of the median.

7.2 N-Order Difference

This feature is particularly useful when there is linearity or autocorrelation
in the data, and it helps in eliminating their effects. The first-order difference
is obtained by subtracting the value of the feature lagged by one index. In

other words, first-order difference is:

X1 =X — Xip-1)-

The value of N is chosen up to 5 for all features since initial-order differencing
captures most of the important properties. For example, first-order differ-
encing helps remove non-stationarity and reduces dependency on previous
values (Box et al., 2015b). Furthermore, second-order differencing eliminates

trends that are not captured by first-order differencing.
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7.3 Upper and lower peak values

Determining amplitude can be a challenging part of time series data. This
feature is designed to detect anomalies, including point extremum and long

contextual anomalies with extreme values.

We have used the scipy library to estimate the amplitudes of several lo-
cal peaks in the single-dimensional time series. Scipy determines these by
identifying local maxima with the help of user-defined parameters such as
distance and height. A good example is shown in Figure 7.1, where it can
be seen that scipy is able to find all local maxima, which can then be used
as features in time series. These parameters are used as a basis to estimate
the available local peaks. The detection of upper local maxima, however, is
highly dependent on the distance parameter. It essentially compares the
past value, current value, and future value to confirm whether the current

value is a peak.

Time Series with Detected Peaks (First 100 Indices)
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-0.25 1

-0.50 1
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—— Original Time Series
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-1.00

0 20 0 60 80 100
Time

Figure 7.1: Illustration of the peak value extraction through maxima approx-
imation.
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Figure 7.2: Ilustration of the peak value extraction through maxima approx-
imation alongwith anomalies in Sawtooth time series.

In Figure 7.2, local maxima with unexpectedly high values are also detected
by scipy’s find_peaks function. This function can be used to create several
other features, such as subtracting each value from its neighbouring local

maxima.

Since a local maximum is a relative property that depends on surrounding
points, the settings for each time series can vary. Here, the data is treated

as a signal, which helps in generating more diverse features.

Similarly, local minima are usually present in a dataset due to oscillating
behaviour of most time series. Thus, inverting the time series and multiply-
ing it by —1 also helps identify the local minima. These two features are
somewhat window-based, meaning their values remain the same until a new
peak is found. Interestingly, another feature can also be created by taking

the difference between each data point and the upper peak, and then adding
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the same with the lower peak. This may help in detecting anomalies with

sudden low or high values.

7.4 Fourier Transform

Spectrum analysis of a typical time series can detect several different types
of anomalies, including those related to frequency or platform. Creating
the DF'T as a feature could be helpful, allowing DOUST to learn from the

frequency domain representation.

Time Domain Signal Frequency Domain (FFT Spectrum)
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Figure 7.3: Discrete Fourier Transform of a simulated time series with anoma-
lies.

The continuous Fourier expansion, X (t), for a time series x(t), can be ex-

pressed as:

X(w) = / T r(t)e dt,

—00

where the angular frequency w = 27 ft, f is the frequency, and t = 1,...,T.
Since time is finite in our case, i.e., it starts from 0 and ends at T',the above

equation can be rewritten as (Li, 2022):
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X(w) = [ L a)e it dt.

However, we usually don’t have a continuous time series; therefore, the dis-
crete Fourier transformation is considered. The DFT of x(t) can be defined
as (Li, 2022):

M
Xm = Z :E(tk)e_iwotk,
k=1

where wy = 2mmfy, the fundamental frequency fo = 1/T, and m =
0,1,..., M —1. Assuming a uniform interval At, such that ¢, = (k—1)At, the
frequency f can also be calculated as f = mfy (Li, 2022). The base function

B is e7™0t which has two parts: real and imaginary.

These can further be interpreted as the cosine (real) and sine (imaginary)
components of complex numbers. Amplitude and phase shifts can be mea-
sured from this DFT. In this thesis, the amplitude of the DFT is used as
a feature. Although phase angle information might also be useful, it is not
used here. In Figure 7.3, a sine wave with a normally distributed noise and
contamination can be seen on the left, and its Fourier transformation of
amplitude is shown on the right. It can also be observed that at a certain

frequency, i.e., approximately 0.05, the magnitude of the DFT is high.

7.5 Trend and seasonality
Consider a time series variable y; = (y1, Y2, ..., Yn), Where n =1 to T', and T

is the total time period. Based on the inclusion of trend and seasonality in

the time series, it can be modeled in two ways: additive and multiplicative.
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Figure 7.4: Flight passengers dataset from statsmodels.

Additive model: In this, y; can be represented as a linear addition of
the trend, seasonality, and residual (or noise) components (Hyndman and

Athanasopoulos, 2018). It can be expressed as:

v = A + St + Ry

Ay is the trend component, S; is the seasonal component, and R; is the resid-
ual. The trend component A; can be increasing, decreasing, or following
some other trend. For instance, in the Figure 7.4, the number of commer-
cial flight passengers has been increasing each decade or every year due to

technological advancements and a fast-paced lifestyle.

The seasonal component captures specific patterns at certain frequencies—for
example, the number of passengers is typically high during the end of De-
cember due to Christmas and New Year. The frequency of the seasonal
component can be estimated by plotting the time series. It can take values
such as days, months, quarters, and so on. The remaining part in ¥, is called
the residual component, which usually consists of random data or noise, and

typically it’s modeling cannot be easily done.
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Figure 7.5: Time series decomposition of flight passengers data assuming it
as an additive model.

Multiplicative model: In this case, y; can be modeled as the product of the
trend, seasonal, and residual components (Hyndman and Athanasopoulos,

2018). Mathematically, it is represented as:

Yy =Ar- St Ry

This model can be transformed into an additive model by taking the loga-

rithm of y, i.e.,

log(ys) = log(Ay) + log(Sy) + log(Ry).

The time series decomposition can then be performed similarly as in the
additive model. In time series, trend and seasonality are often present in the

data; hence, new features can be created based on these properties.

For instance, a classic example of time series decomposition is the dataset

of passengers taking flights over a period of 11 years, from 1949 to 1960.
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Figure 7.6: Time series decomposition of flight passengers data assuming it
as an additive model.

This dataset consists of the number of passengers taking flights every month.
It can be observed from Figure 7.5 that the trend component is increasing
almost linearly. The frequency of the seasonal component in this time series
is year, which can be extracted by assuming the model type. The TSD
assuming an additive model is shown in Figure 7.5, while the multiplicative
model can be observed in Figure 7.6. The type of model can be assumed
by observing the seasonal effect, if it remains constant over a long period,
the additive model is preferred. In this specific example, the multiplicative

model is better suited as the seasonal effect appears to increase over time.
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Chapter 8

Experiments: Losses 4+ Feature

Extraction (simulated data)

This chapter discusses and analyses some of the good loss functions along-
with several features extracted from the time series data and then, compared
with traditional unsupervised algorithms. Further, these versions of DOUST
will be tested on complex benchmark datasets to test the performance of the
proposed solution. All the methods are implemented using Python, tensor-
flow (Abadi et al., 2015) and keras (Chollet et al., 2015) frameworks and
using all the libraries such as scipy (Virtanen and Gommers, 2020), pan-
das(Reback et al., 2020) and numpy (Harris et al., 2020). For visualizations
of several graphs, seaborn (Waskom, 2021) and matplotlib (Hunter, 2007)

are used in Python.

8.1 Data preprocessing

The GUTENTAG dataset contains 193 datasets. DOUST is applied to time

series with some custom loss functions and features extracted from each di-

51



mension of a dataset. For each dimension, 18 features are extracted, which is
quite a lot, especially as the number of dimensions increases, the total num-
ber of features becomes extremely large. Therefore, bagging was introduced
with a value of 0.5, i.e., only 50% of the features are used for training. This
may reduce the performance of the models, as indicated by the authors of
DOUST, who noted that bagging generally hurts the model’s performance.
However, when all features were used earlier, the submodels took significantly

longer to run and included too much irrelevant information.

Error Handling: There were only very few errors while running our
methodology on GUTENTAG benchmark datasets. All the failures on each
dataset are handled with a re-try on the same data and parameters. This

leads to no errors at all on any dataset.

8.2 Analysis of the results

Table 8.1: AUC-ROC Scores of DOUST versions, Isolation forest and KNN
on GUTENTAG dataset.

Version Mean AUC-ROC | # errors
DOUST L2 10 25 50 75 90 0.527036 0
DOUST L1 without median 0.514855 0
DOUST wasserstein 0.586536 0
IForest 0.5064715 0
KNN 0.571577 0

The Table 8.1 shows the average AUC-ROC scores of some of the custom loss
functions along with features extracted from each time series in GUTENTAG.
There are no errors (# errors) in any of the DOUST versions and the
same holds for traditional clustering algorithms. It can be observed that
DOUST wasserstein performs the best overall, surpassing the mean score of

KNN by just a few percentage. From Figure 8.1, it can be seen that the loss
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Figure 8.1: Box plots of AUC-ROC scores of DOUST with different ver-
sions and traditional algorithms such as Iforest and KNN on benchmark
GUTENTAG.

function DOUST_L1_without_median seems to have a distribution of scores
similar to [Forest and KNN. On the other hand, DOUST L2 _10_25 50 _75 90
has more confined values around 0.5 for 50% of the datasets in GUTENTAG.
In contrast, DOUST_L2_10_25 50_75_90 has only a few poor performing
datasets compared to the rest of the experiments. The DOUST variant with

the loss function L1_without_median exhibits diverse performance.

However, the performance of DOUST wasserstein is better than the others.
Its 50% AUC scores lie between 0.4 and 0.8, which clearly indicates fairly

better performance as compared to other methods in the figure. Overall, it
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can be concluded that DOUST_wasserstein performs very well in terms of

AUC-ROC score.

8.3 Analysis of results by Base Oscillations

The performance of the developed methods is also analysed on the basis of
"base oscillations". Therefore, the average AUC-ROC scores corresponding
to the base oscillations present in the GUTENTAG datasets are presented
in Table 8.2 and Table 8.3.

Table 8.2: Mean AUC-ROC values for cbf and ecg base oscillations.

Method cbf ecg

Iforest 0.527461 | 0.518129
KNN 0.528251 | 0.592411
DOUST L1 0.480742 | 0.486576
DOUST_ L2 0.504038 | 0.518027
DOUST Wasser | 0.445893 | 0.650085

For Cylindrical Bell Funnel and Sine base oscillations, KNN demonstrates
better performance than all versions of DOUST. The performance of all
DOUST wvariants is notably lower in the case of CBF when compared
to the other methods. DOUST Wasserstein shows competitive perfor-
mance against KNN for the Sine base in the Table 8.3. Moreover,
DOUST Wasserstein performs better than both IForest and KNN for Poly-
nomial, Random Walk, and FElectrocardiogram. This highlights the potential

of DOUST to outperform traditional algorithms in anomaly detection tasks.
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Table 8.3: Mean AUC-ROC values for poly, rw, and sine base oscillations.

Method poly rw sine
Iforest 0.534038 | 0.436927 | 0.509234
KNN 0.572860 | 0.536094 | 0.611172
DOUST L1 0.430716 | 0.682379 | 0.506784
DOUST L2 0.574595 | 0.556294 | 0.502153
DOUST _Wasser | 0.604475 | 0.632844 | 0.596410

8.4 Analysis of results by number of dimen-

sions

To further analyze the performance of the results, the number of dimensions
can also be considered. Figure 8.2 shows the average AUC-ROC results
against the number of dimensions present in GUTENTAG.

Average AUC ROC vs Number of Training Columns

—e— 12_10 90 25 75 50
L1 w/o Median

—8— Wasserstein

=o— KNN

—o— Iforest

_——

Average AUC ROC
o
x
v

1 2 3 5 10 20
Number of Training Columns

Figure 8.2: Line graph of average AUC-ROC scores on the basis of number
of dimensions

The green line represents DOUST wasserstein, which appears to exhibit

the best performance among the other methods for 1, 2, and 5-dimensional
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datasets. Although its performance slightly dips for 10 and 20 dimensions,
it remains a close second, showcasing strong overall robustness. KNN (red
line) is another reliable performer, maintaining stable and competitive scores

across all dimensions, making it a strong alternative to Wasserstein.

The DOUST_L2_10_25_50_75_90 method (blue line) delivers average results
overall, with a noticeable spike at 10 dimensions where it temporarily leads.
However, its performance at other dimensions remains relatively moderate as
compared to DOUST_L1_without median, which performs poor among other

variants.

8.5 Conclusion

To summarize the results from application of several DOUST versions to
the GUTENTAG benchmark datasets, it can be concluded that the per-
formance of all DOUST versions was diverse. Overall, the results of the
DOUST _wasserstein version were, by far, the best across most instances,

demonstrating its strong ability to perform well on a diverse dataset.

56



Chapter 9

Experiments: Losses 4+ Feature

Extraction (real-world)

This chapter presents the analysis, results, and final assessment of the exper-
iments conducted in this thesis using real datasets. While we have already
evaluated the performance of several versions on various simulated datasets,
it is now time to explore the performance of DOUST’s versions on a real

dataset.

9.1 Data preprocessing

For the NASA SMAP and MSL datasets, Kaggle is the only public source
available. The data files were initially in .npy format, so each file was con-
verted to .csv. Since some datasets contained missing values, these were
filled with the median values of their respective columns. This step helps
preserve the time series behavior, as removing the missing values could lead

the model to misinterpret them as anomalies. Afterward, the feature extrac-
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tion process is applied to the data in the same manner as with the simulated

datasets, allowing us to extract relevant knowledge from the time series.

Error Handling: All the failures on each dataset is handled with a re-try
once more on the same data and parameters. There were many errors while
running our methodology, especially NASA-MSL datasets. Each anomaly
score for a failure leave a missing value for that dataset, this value is dropped
from the list. Therefore, the average score will be calculated only for the

successful run.

9.2 Analysis of the findings

This section analyses the performance of DOUST versions and a state of the
art model, namely, Telemanom, on NASA SMAP and MSL datasets.

Table 9.1: AUC-ROC Scores of DOUST versions and Telemanom on NASA
SMAP dataset.

Version Mean AUC-ROC | # errors
DOUST L2 10 25 50 75 90 0.505860 18
DOUST L1 without median 0.61741024 7
DOUST wasserstein 0.570528 3
Telemanom 0.679620 0

Table 9.1 shows the average AUC-ROC scores of 3 versions of DOUST, and
a state-of-the-art method, Telemanom. DOUST_L1 without_median is per-
forming well among other two variants, with the failure to run on 7 datasets.
It seems that the loss function L2_10_25 50_75_90 is buggy, the reason of
failure of the variant is the inability to converge. Telemanom depicts the
best performance on SMAP as compared to all DOUST variations, with zero

errors on the datasets.

Figure A.5(a) shows the box plots of anomaly score for 3 variations of

DOUST and Telemanom. DOUST _wasserstein have only a few low perform-
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ing datasets, but that did’t help in beating the average score of Telemanom.
It can be also be observed that scores of all the DOUST versions are below
the median score of Telemanom, which shows inability of DOUST to perform
better in NASA SMAP.

Table 9.2: AUC-ROC Scores of DOUST versions and Telemanom on NASA
MSL dataset.

Version Mean AUC-ROC | # errors
DOUST L2 10 25 50 75 90 0.5222486 17
DOUST L1 without median 0.470912 15
DOUST wasserstein 0.572214 1
Telemanom 0.708003 1

Anomaly score for MSL datasets can be seen in Table 9.2. Here, only
DOUST wasserstein runs with only one failure to run on MSL, and two
other versions of DOUST seem to be very buggy, as almost half of the
MSL was an unsuccessful run. Once again, Telemanom outperformed ev-
ery DOUST version. The loss functions were not able to converge in time for
many datasets and that caused their average performance to be really bad.
DOUST_wasserstein seems to be performing better than other two versions
of DOUST, but unable to beat the average AUC-ROC score of Telemanom.

Figure A.5(b) shows the box plots of anomaly score of all the methods used
to test on NASA MSL. Due to high number of errors in the two versions:
DOUST_L2_10_25_50_75_90 and DOUST_L1 without_median, the mean score
is 0.5. DOUST _wasserstein also didn’t perform very well. The reason might
be the fact that DOUST needs a bigger dataset and here, the MSL datasets
are really small. Telemanom has a diverse range of AUC-ROC scores, and its

median is around 0.9, dominating the performance in NASA-MSL datasets.
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9.3 Conclusion

To summarize the application of several versions of DOUST’s on a real-world
dataset, the DOUST’s versions were able to beat the random guess perfor-
mance, but not the state of the art Telemanom’s average AUC-ROC score in
both NASA SMAP and SMAP datasets. In case of MSL, two of the DOUST’s
versions failed on almost half of the datasets except DOUST wasserstein,
leading to an overall bad average score on MSL datasets. Overall, the per-
formance of DOUST versions was not good enough on NASA SMAP and
MSL datasets to beat the state of the art method, namely, Telemanom.

60



Chapter 10
Summary

The aim of this thesis was to study the adaptation of DOUST to time series
data, and transfer the good performance ability of this algorithm. DOUST
claims to be having performance similar to a supervised algorithm, which

was tested and developed on Tabular datasets.

Initially, a DOUST with various features extracted were executed on manu-
ally simulated complex datasets (D1 and D2), which showed a fairly average
AUC-ROC score on D1 and a bad result on D2. After carefully examining
the box plots and line plots of the anomaly score for test and train set, we
found that the distribution of abnormal and normal sets was similar, which
shouldn’t happen. Because DOUST works on maximizing the difference be-
tween distribution of abnormal and normal data. Then, we thought about
transforming the time series data to tabular data by random shuffling the
timestamps and re-applying DOUST without any feature extraction. The
results were flabbergasting, since it really helped DOUST to score 0.9 AUC-
ROC on both datasets. And it was confirmed that shuffling helps DOUST’s

performance by comparing anomaly plots with and without random shuffling.

Since there was a foundational problem in DOUST’s loss function when ap-

plied on sequential data, we tried several modifications of loss functions to
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minimize the effect of temporal paradox, or benefit from it. A total of 17 loss
functions were carefully designed to study the behaviour, hence, 17 DOUST
versions were created covering different viewpoints of temporal data and were
eventually applied on two simple toy examples, E1 and E2. It was found that
12 10_25 50_75 90, 11 without median and wasserstein were perform-

ing well on both datasets.

We also extracted a general set of diverse features that try to extract a wide
range of information from time series data. For each dimension in a time
series, a total of 18 features were extracted, including sliding window features,
upto bth-order differencing, fourier transform, time series decomposition, and
more. This was done for DOUST to have enough information and extra

knowledge obtained from temporal data.

Only 3 loss functions were selected, that showed potential to solve the
Temporal paradox. After applying 3 versions of DOUST with feature
extraction on 193 simulated benchmark datasets from GUTENTAG, we
found that DOUST wasserstein worked well and showed competitive edge,
showed an average AUC-ROC score of 0.5865. This version outperformed
KNN by a small margin of 1.5%. While analyzing results on the basis of
"base oscillation" of GUTENTAG, it was found that DOUST wasserstein
performed relatively better in case of ecg and polynomial, whereas
DOUST_L1 without median performed good in case of random walk. For

sine and cbf, no DOUST version could outperform KNN.

Further, the results were also analyzed on the basis of number of dimensions
in GUTENTAG, it was found that DOUST_wasserstein works relatively bet-
ter for most of the dimensions except when number dimensions are 3, whereas

DOUST_11 without_median seems to be performing bad.

Now, DOUST was also applied to real-world datasets of NASA SMAP and
MSL and further analyzed against the state of the art method, Telemanom.
It was found that for NASA SMAP datasets, DOUST versions were unable
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to beat the Telemanom. Although, DOUST_L1_without_median showed the
best performance among other variants. In NASA MSL datasets, all the
versions were left behind Telemanom in terms of mean AUC-ROC score and
it was found that two versions of DOUST were really buggy and couldn’t
finish running for half of the datasets in MSL, except DOUST_wasserstein.
The possible reason of the failure of DOUST version when applied to NASA

MSL datasets might be a low number of observations in the dataset.

In future, the loss functions of DOUST can be further researched and ex-
perimented to find the solution to concept drift in time series. There are
several types of concept drift which can be countered just by modifying the
loss function or even re-training of the trained model in order to adjust it’s
weights. Further, model’s interpretability can be added to see if some fea-
tures are helping or not (Kluettermann et al., 2023). Since there are several
ways to do it, creating Shapely values for each feature may help showing
what helps the model negatively or positively in terms of metrics. Attention
based methods can also be explored and researched to learn more from the

temporal data (Vaswani et al., 2017).
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Appendix A

Appendix Figures
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Figure A.1: Visualization of anomaly scores using wasserstein loss on toy
datasets E1 and E2.
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Figure A.2: Anomaly scores of seven loss functions on E1 dataset (Part 1).
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Loss: I11_std _inverted, AUC ROC: 0.5
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Figure A.3: Anomaly scores of eight loss functions on E1 dataset (Part 2).
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Loss: I11_std, AUC ROC: 0.5
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Figure A.4: Anomaly scores of eight loss functions on E2 dataset (Part 1).
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Box Plots of DOUST v/s Traditional Algorithms
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Figure A.5: Visualization of anomaly scores of DOUST versions and Tele-

manom on NASA SMAP and MSL.
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